ZAKON

O POTVRDIVANJU KONVENCIJE O
VISOKOTEHNOLOSKOM KRIMINALU

Clan 1.

Potvrduje se Konvencija o visokotehnoloskom kriminalu, sacinjena 23.
novembra 2001. godine u Budimpesti, u originalu na engleskom i francuskom jeziku.

Clan 2.

Tekst Konvencije u originalu na engleskom jeziku i u prevodu na srpski jezik
glasi:

,»CONVENTION ON CYBERCRIME
Budapest, 23.X1.2001.

Preamble

The member States of the Council of Europe and the other States signatory
hereto,

Considering that the aim of the Council of Europe is to achieve a greater unity
between its members;

Recognising the value of fostering co-operation with the other States parties
to this Convention;

Convinced of the need to pursue, as a matter of priority, a common criminal
policy aimed at the protection of society against cybercrime, inter alia, by adopting
appropriate legislation and fostering international co-operation;

Conscious of the profound changes brought about by the digitalisation,
convergence and continuing globalisation of computer networks;

Concerned by the risk that computer networks and electronic information may
also be used for committing criminal offences and that evidence relating to such
offences may be stored and transferred by these networks;

Recognising the need for co-operation between States and private industry in
combating cybercrime and the need to protect legitimate interests in the use and
development of information technologies;

Believing that an effective fight against cybercrime requires increased, rapid
and well-functioning international co-operation in criminal matters;

Convinced that the present Convention is necessary to deter action directed
against the confidentiality, integrity and availability of computer systems, networks
and computer data as well as the misuse of such systems, networks and data by
providing for the criminalisation of such conduct, as described in this Convention, and
the adoption of powers sufficient for effectively combating such criminal offences, by
facilitating their detection, investigation and prosecution at both the domestic and
international levels and by providing arrangements for fast and reliable international
co-operation;

Mindful of the need to ensure a proper balance between the interests of law
enforcement and respect for fundamental human rights as enshrined in the 1950
Council of Europe Convention for the Protection of Human Rights and Fundamental
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Freedoms, the 1966 United Nations International Covenant on Civil and Political
Rights and other applicable international human rights treaties, which reaffirm the
right of everyone to hold opinions without interference, as well as the right to freedom
of expression, including the freedom to seek, receive, and impart information and
ideas of all kinds, regardless of frontiers, and the rights concerning the respect for
privacy;

Mindful also of the right to the protection of personal data, as conferred, for
example, by the 1981 Council of Europe Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data;

Considering the 1989 United Nations Convention on the Rights of the Child
and the 1999 International Labour Organization Worst Forms of Child Labour
Convention;

Taking into account the existing Council of Europe conventions on co-
operation in the penal field, as well as similar treaties which exist between Council of
Europe member States and other States, and stressing that the present Convention
is intended to supplement those conventions in order to make criminal investigations
and proceedings concerning criminal offences related to computer systems and data
more effective and to enable the collection of evidence in electronic form of a criminal
offence;

Welcoming recent developments which further advance international
understanding and co-operation in combating cybercrime, including action taken by
the United Nations, the OECD, the European Union and the G8;

Recalling Committee of Ministers Recommendations No. R (85) 10
concerning the practical application of the European Convention on Mutual
Assistance in Criminal Matters in respect of letters rogatory for the interception of
telecommunications, No. R (88) 2 on piracy in the field of copyright and neighbouring
rights, No. R (87) 15 regulating the use of personal data in the police sector, No. R
(95) 4 on the protection of personal data in the area of telecommunication services,
with particular reference to telephone services, as well as No. R (89) 9 on computer-
related crime providing guidelines for national legislatures concerning the definition of
certain computer crimes and No. R (95) 13 concerning problems of criminal
procedural law connected with information technology;

Having regard to Resolution No. 1 adopted by the European Ministers of
Justice at their 21st Conference (Prague, 10 and 11 June 1997), which
recommended that the Committee of Ministers support the work on cybercrime
carried out by the European Committee on Crime Problems (CDPC) in order to bring
domestic criminal law provisions closer to each other and enable the use of effective
means of investigation into such offences, as well as to Resolution No. 3 adopted at
the 23rd Conference of the European Ministers of Justice (London, 8 and 9 June
2000), which encouraged the negotiating parties to pursue their efforts with a view to
finding appropriate solutions to enable the largest possible number of States to
become parties to the Convention and acknowledged the need for a swift and
efficient system of international co-operation, which duly takes into account the
specific requirements of the fight against cybercrime;

Having also regard to the Action Plan adopted by the Heads of State and
Govermmment of the Council of Europe on the occasion of their Second Summit
(Strasbourg, 10 and 11 October 1997), to seek common responses to the
development of the new information technologies based on the standards and values
of the Council of Europe;

Have agreed as follows:



CHAPTER | - USE OF TERMS

Article 1 - Definitions
For the purposes of this Convention:

a) ,computer system” means any device or a group of interconnected or
related devices, one or more of which, pursuant to a program, performs automatic
processing of data;

b) ,computer data” means any representation of facts, information or
concepts in a form suitable for processing in a computer system, including a program
suitable to cause a computer system to perform a function;

c) ,service provider” means:

i. any public or private entity that provides to users of its service the ability
to communicate by means of a computer system, and

ii. any other entity that processes or stores computer data on behalf of such
communication service or users of such service;

d) ,traffic data” means any computer data relating to a communication by
means of a computer system, generated by a computer system that formed a part in
the chain of communication, indicating the communication’s origin, destination, route,
time, date, size, duration, or type of underlying service.

CHAPTER Il - MEASURES TO BE TAKEN AT THE NATIONAL LEVEL
SECTION 1 - SUBSTANTIVE CRIMINAL LAW

Title 1 - Offences against the confidentiality, integrity and availability of
computer data and systems

Article 2 - lllegal access

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally, the access to the whole or any part of a computer system without right.
A Party may require that the offence be committed by infringing security measures,
with the intent of obtaining computer data or other dishonest intent, or in relation to a
computer system that is connected to another computer system.

Article 3 - lllegal interception

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally, the interception without right, made by technical means, of non-public
transmissions of computer data to, from or within a computer system, including
electromagnetic emissions from a computer system carrying such computer data. A
Party may require that the offence be committed with dishonest intent, or in relation
to a computer system that is connected to another computer system.

Article 4 - Data interference

1. Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
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intentionally, the damaging, deletion, deterioration, alteration or suppression of
computer data without right.

2. A Party may reserve the right to require that the conduct described in
paragraph 1 result in serious harm.

Article 5 - System interference

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally, the serious hindering without right of the functioning of a computer
system by inputting, transmitting, damaging, deleting, deteriorating, altering or
suppressing computer data.

Article 6 - Misuse of devices

1. Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally and without right:

a) the production, sale, procurement for use, import, distribution or
otherwise making available of:

i. a device, including a computer program, designed or adapted primarily
for the purpose of committing any of the offences established in accordance with the
above Articles 2 through 5;

ii. acomputer password, access code, or similar data by which the whole or
any part of a computer system is capable of being accessed,

with intent that it be used for the purpose of committing any of the offences
established in Articles 2 through 5; and

b) the possession of an item referred to in paragraphs a.i or ii above, with
intent that it be used for the purpose of committing any of the offences established in
Articles 2 through 5. A Party may require by law that a number of such items be
possessed before criminal liability attaches.

2. This article shall not be interpreted as imposing criminal liability where
the production, sale, procurement for use, import, distribution or otherwise making
available or possession referred to in paragraph 1 of this article is not for the purpose
of committing an offence established in accordance with Articles 2 through 5 of this
Convention, such as for the authorised testing or protection of a computer system.

3. Each Party may reserve the right not to apply paragraph 1 of this article,
provided that the reservation does not concem the sale, distribution or otherwise
making available of the items referred to in paragraph 1 a) ii. of this article.

Title 2 - Computer-related offences

Article 7 - Computer-related forgery

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally and without right, the input, alteration, deletion, or suppression of
computer data, resulting in inauthentic data with the intent that it be considered or
acted upon for legal purposes as if it were authentic, regardless whether or not the
data is directly readable and intelligible. A Party may require an intent to defraud, or
similar dishonest intent, before criminal liability attaches.
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Article 8 - Computer-related fraud

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally and without right, the causing of a loss of property to another person by:

a) any input, alteration, deletion or suppression of computer data;

b) any interference with the functioning of a computer system,

with fraudulent or dishonest intent of procuring, without right, an economic
benefit for oneself or for another person.

Title 3 - Content-related offences

Article 9 - Offences related to child pornography

1. Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally and without right, the following conduct:

a) producing child pornography for the purpose of its distribution through a
computer system;

b) offering or making available child pornography through a computer
system;

c) distributing or transmitting child pornography through a computer system;

d) procuring child pornography through a computer system for oneself or for
another person;

e) possessing child pornography in a computer system or on a computer-
data storage medium.

2. For the purpose of paragraph 1 above, the term «child pornography»
shall include pornographic material that visually depicts:

a) a minor engaged in sexually explicit conduct;
b) a person appearing to be a minor engaged in sexually explicit conduct;

c) realistic images representing a minor engaged in sexually explicit
conduct.

3. For the purpose of paragraph 2 above, the term ,minor” shall include all
persons under 18 years of age. A Party may, however, require a lower age-limit,
which shall be not less than 16 years.

4. Each Party may reserve the right not to apply, in whole or in part,
paragraphs 1, sub-paragraphs d. and e, and 2, sub-paragraphs b. and c.

Title 4 - Offences related to infringements of copyright and related rights

Article 10 - Offences related to infringements of copyright and
related rights

1. Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the infringement of
copyright, as defined under the law of that Party, pursuant to the obligations it has
undertaken under the Paris Act of 24 July 1971 revising the Bern Convention for the
Protection of Literary and Artistic Works, the Agreement on Trade-Related Aspects of
Intellectual Property Rights and the WIPO Copyright Treaty, with the exception of any
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moral rights conferred by such conventions, where such acts are committed willfully,
on a commercial scale and by means of a computer system.

2. Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the infringement of
related rights, as defined under the law of that Party, pursuant to the obligations it
has undertaken under the International Convention for the Protection of Performers,
Producers of Phonograms and Broadcasting Organisations (Rome Convention), the
Agreement on Trade-Related Aspects of Intellectual Property Rights and the WIPO
Performances and Phonograms Treaty, with the exception of any moral rights
conferred by such conventions, where such acts are committed willfully, on a
commercial scale and by means of a computer system.

3. A Party may reserve the right not to impose criminal liability under
paragraphs 1 and 2 of this article in limited circumstances, provided that other
effective remedies are available and that such reservation does not derogate from
the Party’s international obligations set forth in the international instruments referred
to in paragraphs 1 and 2 of this article.

Title 5 - Ancillary liability and sanctions

Article 11 - Attempt and aiding or abetting

1. Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally, aiding or abetting the commission of any of the offences established in
accordance with Articles 2 through 10 of the present Convention with intent that such
offence be committed.

2. Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when committed
intentionally, an attempt to commit any of the offences established in accordance
with Articles 3 through 5, 7, 8, and 9.1.a and c. of this Convention.

3. Each Party may reserve the right not to apply, in whole or in part,
paragraph 2 of this article.

Article 12 - Corporate liability

1. Each Party shall adopt such legislative and other measures as may be
necessary to ensure that legal persons can be held liable for a criminal offence
established in accordance with this Convention, committed for their benefit by any
natural person, acting either individually or as part of an organ of the legal person,
who has a leading position within it, based on:

a) a power of representation of the legal person;
b) an authority to take decisions on behalf of the legal person;
c) an authority to exercise control within the legal person.

2. In addition to the cases already provided for in paragraph 1 of this article,
each Party shall take the measures necessary to ensure that a legal person can be
held liable where the lack of supervision or control by a natural person referred to in
paragraph 1 has made possible the commission of a criminal offence established in
accordance with this Convention for the benefit of that legal person by a natural
person acting under its authority.

3. Subject to the legal principles of the Party, the liability of a legal person
may be criminal, civil or administrative.
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4. Such liability shall be without prejudice to the criminal liability of the
natural persons who have committed the offence.

Article 13 - Sanctions and measures

1. Each Party shall adopt such legislative and other measures as may be
necessary to ensure that the criminal offences established in accordance with
Articles 2 through 11 are punishable by effective, proportionate and dissuasive
sanctions, which include deprivation of liberty.

2. Each Party shall ensure that legal persons held liable in accordance with
Article 12 shall be subject to effective, proportionate and dissuasive criminal or non-
criminal sanctions or measures, including monetary sanctions.

SECTION 2 - PROCEDURAL LAW
Title 1 - Common provisions

Article 14 - Scope of procedural provisions

1. Each Party shall adopt such legislative and other measures as may be
necessary to establish the powers and procedures provided for in this section for the
purpose of specific criminal investigations or proceedings.

2. Except as specifically provided otherwise in Article 21, each Party shall
apply the powers and procedures referred to in paragraph 1 of this article to:

a) the criminal offences established in accordance with Articles 2 through 11
of this Convention;

b) other criminal offences committed by means of a computer system; and
c) the collection of evidence in electronic form of a criminal offence.

3. a) Each Party may reserve the right to apply the measures referred to in
Article 20 only to offences or categories of offences specified in the reservation,
provided that the range of such offences or categories of offences is not more
restricted than the range of offences to which it applies the measures referred to in
Article 21. Each Party shall consider restricting such a reservation to enable the
broadest application of the measure referred to in Article 20.

b) Where a Party, due to limitations in its legislation in force at the time of
the adoption of the present Convention, is not able to apply the measures referred to
in Articles 20 and 21 to communications being transmitted within a computer system
of a service provider, which system:

i. is being operated for the benefit of a closed group of users, and

ii. does not employ public communications networks and is not connected
with another computer system, whether public or private,

that Party may reserve the right not to apply these measures to such
communications. Each Party shall consider restricting such a reservation to enable
the broadest application of the measures referred to in Articles 20 and 21.

Article 15 - Conditions and safeguards

1. Each Party shall ensure that the establishment, implementation and
application of the powers and procedures provided for in this Section are subject to
conditions and safeguards provided for under its domestic law, which shall provide
for the adequate protection of human rights and liberties, including rights arising
pursuant to obligations it has undertaken under the 1950 Council of Europe
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Convention for the Protection of Human Rights and Fundamental Freedoms, the
1966 United Nations International Covenant on Civil and Political Rights, and other
applicable international human rights instruments, and which shall incorporate the
principle of proportionality.

2. Such conditions and safeguards shall, as appropriate in view of the
nature of the procedure or power concerned, inter alia, include judicial or other
independent supervision, grounds justifying application, and limitation of the scope
and the duration of such power or procedure.

3. To the extent that it is consistent with the public interest, in particular the
sound administration of justice, each Party shall consider the impact of the powers
and procedures in this section upon the rights, responsibilities and legitimate
interests of third parties.

Title 2 - Expedited preservation of stored computer data

Article 16 - Expedited preservation of stored computer data

1. Each Party shall adopt such legislative and other measures as may be
necessary to enable its competent authorities to order or similarly obtain the
expeditious preservation of specified computer data, including traffic data, that has
been stored by means of a computer system, in particular where there are grounds to
believe that the computer data is particularly vulnerable to loss or modification.

2. Where a Party gives effect to paragraph 1 above by means of an order to
a person to preserve specified stored computer data in the person’s possession or
control, the Party shall adopt such legislative and other measures as may be
necessary to oblige that person to preserve and maintain the integrity of that
computer data for a period of time as long as necessary, up to a maximum of ninety
days, to enable the competent authorities to seek its disclosure. A Party may provide
for such an order to be subsequently renewed.

3. Each Party shall adopt such legislative and other measures as may be
necessary to oblige the custodian or other person who is to preserve the computer
data to keep confidential the undertaking of such procedures for the period of time
provided for by its domestic law.

4. The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

Article 17 - Expedited preservation and partial disclosure of
traffic data

1. Each Party shall adopt, in respect of traffic data that is to be preserved
under Article 16, such legislative and other measures as may be necessary to:

a) ensure that such expeditious preservation of traffic data is available
regardless of whether one or more service providers were involved in the
transmission of that communication; and

b) ensure the expeditious disclosure to the Party’s competent authority, or a
person designated by that authority, of a sufficient amount of traffic data to enable
the Party to identify the service providers and the path through which the
communication was transmitted.

2. The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.
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Title 3 - Production order

Article 18 - Production order

1. Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order:

a) a person in its territory to submit specified computer data in that person’s
possession or control, which is stored in a computer system or a computer-data
storage medium; and

b) a service provider offering its services in the territory of the Party to
submit subscriber information relating to such services in that service provider’s
possession or control.

2. The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

3. For the purpose of this article, the term «subscriber information” means
any information contained in the form of computer data or any other form that is held
by a service provider, relating to subscribers of its services other than traffic or
content data and by which can be established:

a) the type of communication service used, the technical provisions taken
thereto and the period of service;

b) the subscriber’s identity, postal or geographic address, telephone and
other access number, billing and payment information, available on the basis of the
service agreement or arrangement;

c) any other information on the site of the installation of communication
equipment, available on the basis of the service agreement or arrangement.

Title 4 - Search and seizure of stored computer data

Article 19 - Search and seizure of stored computer data

1. Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to search or similarly access:

a) a computer system or part of it and computer data stored therein; and
b) a computer-data storage medium in which computer data may be stored
in its territory.

2. Each Party shall adopt such legislative and other measures as may be
necessary to ensure that where its authorities search or similarly access a specific
computer system or part of it, pursuant to paragraph 1.a, and have grounds to
believe that the data sought is stored in another computer system or part of it in its
territory, and such data is lawfully accessible from or available to the initial system,
the authorities shall be able to expeditiously extend the search or similar accessing to
the other system.

3. Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to seize or similarly secure computer
data accessed according to paragraphs 1 or 2. These measures shall include the
power to:

a) seize or similarly secure a computer system or part of it or a computer-
data storage medium;

b) make and retain a copy of those computer data;
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c) maintain the integrity of the relevant stored computer data;

d) render inaccessible or remove those computer data in the accessed
computer system.

4. Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order any person who has
knowledge about the functioning of the computer system or measures applied to
protect the computer data therein to provide, as is reasonable, the necessary
information, to enable the undertaking of the measures referred to in paragraphs 1
and 2.

5. The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.
Title 5 - Real-time collection of computer data

Article 20 - Real-time collection of traffic data

1. Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to:

a) collect or record through the application of technical means on the
territory of that Party, and

b) compel a service provider, within its existing technical capability:

i. to collect or record through the application of technical means on the
territory of that Party; or

ii. to co-operate and assist the competent authorities in the collection or
recording of,

traffic data, in real-time, associated with specified communications in its
territory transmitted by means of a computer system.

2. Where a Party, due to the established principles of its domestic legal
system, cannot adopt the measures referred to in paragraph 1.a, it may instead
adopt legislative and other measures as may be necessary to ensure the real-time
collection or recording of traffic data associated with specified communications
transmitted in its territory, through the application of technical means on that territory.

3. Each Party shall adopt such legislative and other measures as may be
necessary to oblige a service provider to keep confidential the fact of the execution of
any power provided for in this article and any information relating to it.

4. The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.
Article 21 - Interception of content data

1. Each Party shall adopt such legislative and other measures as may be
necessary, in relation to a range of serious offences to be determined by domestic
law, to empower its competent authorities to:

a) collect or record through the application of technical means on the
territory of that Party, and

b) compel a service provider, within its existing technical capability:

i. to collect or record through the application of technical means on the
territory of that Party, or
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ii. to co-operate and assist the competent authorities in the collection or
recording of,

content data, in real-time, of specified communications in its territory
transmitted by means of a computer system.

2. Where a Party, due to the established principles of its domestic legal
system, cannot adopt the measures referred to in paragraph 1.a, it may instead
adopt legislative and other measures as may be necessary to ensure the real-time
collection or recording of content data on specified communications in its territory
through the application of technical means on that territory.

3. Each Party shall adopt such legislative and other measures as may be
necessary to oblige a service provider to keep confidential the fact of the execution of
any power provided for in this article and any information relating to it.

4. The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

SECTION 3 - JURISDICTION

Article 22 - Jurisdiction

1. Each Party shall adopt such legislative and other measures as may be
necessary to establish jurisdiction over any offence established in accordance with
Articles 2 through 11 of this Convention, when the offence is committed:

a) inits territory; or
b) on board a ship flying the flag of that Party; or
c) on board an aircraft registered under the laws of that Party; or

d) by one of its nationals, if the offence is punishable under criminal law
where it was committed or if the offence is committed outside the territorial
jurisdiction of any State.

2. Each Party may reserve the right not to apply or to apply only in specific
cases or conditions the jurisdiction rules laid down in paragraphs 1.b through 1.d of
this article or any part thereof.

3. Each Party shall adopt such measures as may be necessary to establish
jurisdiction over the offences referred to in Article 24, paragraph 1, of this
Convention, in cases where an alleged offender is present in its territory and it does
not extradite him or her to another Party, solely on the basis of his or her nationality,
after a request for extradition.

4. This Convention does not exclude any criminal jurisdiction exercised by a
Party in accordance with its domestic law.

5. When more than one Party claims jurisdiction over an alleged offence
established in accordance with this Convention, the Parties involved shall, where
appropriate, consult with a view to determining the most appropriate jurisdiction for
prosecution.
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CHAPTER lll - INTERNATIONAL CO-OPERATION
SECTION 1 - GENERAL PRINCIPLES
Title 1 - General principles relating to international co-operation

Article 23 - General principles relating to international co-
operation

The Parties shall co-operate with each other, in accordance with the
provisions of this chapter, and through the application of relevant international
instruments on international co-operation in criminal matters, arrangements agreed
on the basis of uniform or reciprocal legislation, and domestic laws, to the widest
extent possible for the purposes of investigations or proceedings concerning criminal
offences related to computer systems and data, or for the collection of evidence in
electronic form of a criminal offence.

Title 2 - Principles relating to extradition

Article 24 - Extradition

1. a) This article applies to extradition between Parties for the criminal
offences established in accordance with Articles 2 through 11 of this Convention,
provided that they are punishable under the laws of both Parties concerned by
deprivation of liberty for a maximum period of at least one year, or by a more severe
penalty.

b) Where a different minimum penalty is to be applied under an
arrangement agreed on the basis of uniform or reciprocal legislation or an extradition
treaty, including the European Convention on Extradition (ETS No. 24), applicable
between two or more parties, the minimum penalty provided for under such
arrangement or treaty shall apply.

2. The criminal offences described in paragraph 1 of this article shall be
deemed to be included as extraditable offences in any extradition treaty existing
between or among the Parties. The Parties undertake to include such offences as
extraditable offences in any extradition treaty to be concluded between or among
them.

3. If a Party that makes extradition conditional on the existence of a treaty
receives a request for extradition from another Party with which it does not have an
extradition treaty, it may consider this Convention as the legal basis for extradition
with respect to any criminal offence referred to in paragraph 1 of this article.

4. Parties that do not make extradition conditional on the existence of a
treaty shall recognise the criminal offences referred to in paragraph 1 of this article as
extraditable offences between themselves.

5. Extradition shall be subject to the conditions provided for by the law of
the requested Party or by applicable extradition treaties, including the grounds on
which the requested Party may refuse extradition.

6. If extradition for a criminal offence referred to in paragraph 1 of this article
is refused solely on the basis of the nationality of the person sought, or because the
requested Party deems that it has jurisdiction over the offence, the requested Party
shall submit the case at the request of the requesting Party to its competent
authorities for the purpose of prosecution and shall report the final outcome to the
requesting Party in due course. Those authorities shall take their decision and
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conduct their investigations and proceedings in the same manner as for any other
offence of a comparable nature under the law of that Party.

7. a) Each Party shall, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, communicate to the
Secretary General of the Council of Europe the name and address of each authority
responsible for making or receiving requests for extradition or provisional arrest in the
absence of a treaty.

b) The Secretary General of the Council of Europe shall set up and keep
updated a register of authorities so designated by the Parties. Each Party shall
ensure that the details held on the register are correct at all times.

Title 3 - General principles relating to mutual assistance

Article 25 - General principles relating to mutual assistance

1. The Parties shall afford one another mutual assistance to the widest
extent possible for the purpose of investigations or proceedings concerning criminal
offences related to computer systems and data, or for the collection of evidence in
electronic form of a criminal offence.

2. Each Party shall also adopt such legislative and other measures as may
be necessary to carry out the obligations set forth in Articles 27 through 35.

3. Each Party may, in urgent circumstances, make requests for mutual
assistance or communications related thereto by expedited means of communication,
including fax or e-mail, to the extent that such means provide appropriate levels of
security and authentication (including the use of encryption, where necessary), with
formal confirmation to follow, where required by the requested Party. The requested
Party shall accept and respond to the request by any such expedited means of
communication.

4. Except as otherwise specifically provided in articles in this chapter,
mutual assistance shall be subject to the conditions provided for by the law of the
requested Party or by applicable mutual assistance treaties, including the grounds on
which the requested Party may refuse co-operation. The requested Party shall not
exercise the right to refuse mutual assistance in relation to the offences referred to in
Articles 2 through 11 solely on the ground that the request concerns an offence
which it considers a fiscal offence.

5. Where, in accordance with the provisions of this chapter, the requested
Party is permitted to make mutual assistance conditional upon the existence of dual
criminality, that condition shall be deemed fulfilled, irrespective of whether its laws
place the offence within the same category of offence or denominate the offence by
the same terminology as the requesting Party, if the conduct underlying the offence
for which assistance is sought is a criminal offence under its laws.

Article 26 - Spontaneous information

1. A Party may, within the limits of its domestic law and without prior
request, forward to another Party information obtained within the framework of its
own investigations when it considers that the disclosure of such information might
assist the receiving Party in initiating or carrying out investigations or proceedings
concerning criminal offences established in accordance with this Convention or might
lead to a request for co-operation by that Party under this chapter.

2. Prior to providing such information, the providing Party may request that
it be kept confidential or only used subject to conditions. If the receiving Party cannot
comply with such request, it shall notify the providing Party, which shall then
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determine whether the information should nevertheless be provided. If the receiving
Party accepts the information subject to the conditions, it shall be bound by them.

Title 4 - Procedures pertaining to mutual assistance requests in the absence
of applicable international agreements

Article 27 - Procedures pertaining to mutual assistance requests
in the absence of applicable international agreements

1. Where there is no mutual assistance treaty or arrangement on the basis
of uniform or reciprocal legislation in force between the requesting and requested
Parties, the provisions of paragraphs 2 through 9 of this article shall apply. The
provisions of this article shall not apply where such treaty, arrangement or legislation
exists, unless the Parties concerned agree to apply any or all of the remainder of this
article in lieu thereof.

2. a) Each Party shall designate a central authority or authorities
responsible for sending and answering requests for mutual assistance, the execution
of such requests or their transmission to the authorities competent for their execution.

b) The central authorities shall communicate directly with each other;

c) Each Party shall, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, communicate to the
Secretary General of the Council of Europe the names and addresses of the
authorities designated in pursuance of this paragraph;

d) The Secretary General of the Council of Europe shall set up and keep
updated a register of central authorities designated by the Parties. Each Party shall
ensure that the details held on the register are correct at all times.

3. Mutual assistance requests under this article shall be executed in
accordance with the procedures specified by the requesting Party, except where
incompatible with the law of the requested Party.

4. The requested Party may, in addition to the grounds for refusal
established in Article 25, paragraph 4, refuse assistance if:

a) the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence, or

b) it considers that execution of the request is likely to prejudice its
sovereignty, security, ordre public or other essential interests.

5. The requested Party may postpone action on a request if such action
would prejudice criminal investigations or proceedings conducted by its authorities.

6. Before refusing or postponing assistance, the requested Party shall,
where appropriate after having consulted with the requesting Party, consider whether
the request may be granted partially or subject to such conditions as it deems
necessary.

7. The requested Party shall promptly inform the requesting Party of the
outcome of the execution of a request for assistance. Reasons shall be given for any
refusal or postponement of the request. The requested Party shall also inform the
requesting Party of any reasons that render impossible the execution of the request
or are likely to delay it significantly.

8. The requesting Party may request that the requested Party keep
confidential the fact of any request made under this chapter as well as its subject,
except to the extent necessary for its execution. If the requested Party cannot comply
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with the request for confidentiality, it shall promptly inform the requesting Party, which
shall then determine whether the request should nevertheless be executed.

9. a) In the event of urgency, requests for mutual assistance or
communications related thereto may be sent directly by judicial authorities of the
requesting Party to such authorities of the requested Party. In any such cases, a
copy shall be sent at the same time to the central authority of the requested Party
through the central authority of the requesting Party.

b) Any request or communication under this paragraph may be made
through the International Criminal Police Organisation (Interpol).

c) Where a request is made pursuant to sub-paragraph a. of this article and
the authority is not competent to deal with the request, it shall refer the request to the
competent national authority and inform directly the requesting Party that it has done
SO.

d) Requests or communications made under this paragraph that do not
involve coercive action may be directly transmitted by the competent authorities of
the requesting Party to the competent authorities of the requested Party.

e) Each Party may, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, inform the Secretary
General of the Council of Europe that, for reasons of efficiency, requests made under
this paragraph are to be addressed to its central authority.

Article 28 - Confidentiality and limitation on use

1. When there is no mutual assistance treaty or arrangement on the basis of
uniform or reciprocal legislation in force between the requesting and the requested
Parties, the provisions of this article shall apply. The provisions of this article shall not
apply where such treaty, arrangement or legislation exists, unless the Parties
concerned agree to apply any or all of the remainder of this article in lieu thereof.

2. The requested Party may make the supply of information or material in
response to a request dependent on the condition that it is:

a) kept confidential where the request for mutual legal assistance could not
be complied with in the absence of such condition, or

b) not used for investigations or proceedings other than those stated in the
request.

3. If the requesting Party cannot comply with a condition referred to in
paragraph 2, it shall promptly inform the other Party, which shall then determine
whether the information should nevertheless be provided. When the requesting Party
accepts the condition, it shall be bound by it.

4. Any Party that supplies information or material subject to a condition
referred to in paragraph 2 may require the other Party to explain, in relation to that
condition, the use made of such information or material.

SECTION 2 - SPECIFIC PROVISIONS
Title 1 - Mutual assistance regarding provisional measures

Article 29 - Expedited preservation of stored computer data

1. A Party may request another Party to order or otherwise obtain the
expeditious preservation of data stored by means of a computer system, located
within the territory of that other Party and in respect of which the requesting Party
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intends to submit a request for mutual assistance for the search or similar access,
seizure or similar securing, or disclosure of the data.

2. Arequest for preservation made under paragraph 1 shall specify:
a) the authority seeking the preservation;

b) the offence that is the subject of a criminal investigation or proceedings
and a brief summary of the related facts;

c) the stored computer data to be preserved and its relationship to the
offence;

d) any available information identifying the custodian of the stored computer
data or the location of the computer system;

e) the necessity of the preservation; and

f) that the Party intends to submit a request for mutual assistance for the
search or similar access, seizure or similar securing, or disclosure of the stored
computer data.

3. Upon receiving the request from another Party, the requested Party shall
take all appropriate measures to preserve expeditiously the specified data in
accordance with its domestic law. For the purposes of responding to a request, dual
criminality shall not be required as a condition to providing such preservation.

4. A Party that requires dual criminality as a condition for responding to a
request for mutual assistance for the search or similar access, seizure or similar
securing, or disclosure of stored data may, in respect of offences other than those
established in accordance with Articles 2 through 11 of this Convention, reserve the
right to refuse the request for preservation under this article in cases where it has
reasons to believe that at the time of disclosure the condition of dual criminality
cannot be fulfilled.

5. In addition, a request for preservation may only be refused if:

a) the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence, or

b) the requested Party considers that execution of the request is likely to
prejudice its sovereignty, security, ordre public or other essential interests.

6. Where the requested Party believes that preservation will not ensure the
future availability of the data or will threaten the confidentiality of or otherwise
prejudice the requesting Party’s investigation, it shall promptly so inform the
requesting Party, which shall then determine whether the request should
nevertheless be executed.

7. Any preservation effected in response to the request referred to in
paragraph 1 shall be for a period not less than sixty days, in order to enable the
requesting Party to submit a request for the search or similar access, seizure or
similar securing, or disclosure of the data. Following the receipt of such a request,
the data shall continue to be preserved pending a decision on that request.

Article 30 - Expedited disclosure of preserved traffic data

1. Where, in the course of the execution of a request made pursuant to
Article 29 to preserve traffic data concerning a specific communication, the requested
Party discovers that a service provider in another State was involved in the
transmission of the communication, the requested Party shall expeditiously disclose
to the requesting Party a sufficient amount of traffic data to identify that service
provider and the path through which the communication was transmitted.
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2. Disclosure of traffic data under paragraph 1 may only be withheld if:

a) the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence; or

b) the requested Party considers that execution of the request is likely to
prejudice its sovereignty, security, ordre public or other essential interests.

Title 2 - Mutual assistance regarding investigative powers

Article 31 - Mutual assistance regarding accessing of stored
computer data

1. A Party may request another Party to search or similarly access, seize or
similarly secure, and disclose data stored by means of a computer system located
within the territory of the requested Party, including data that has been preserved
pursuant to Article 29.

2. The requested Party shall respond to the request through the application
of international instruments, arrangements and laws referred to in Article 23, and in
accordance with other relevant provisions of this chapter.

3. The request shall be responded to on an expedited basis where:

a) there are grounds to believe that relevant data is particularly vulnerable
to loss or modification; or

b) the instruments, arrangements and laws referred to in paragraph 2
otherwise provide for expedited co-operation.

Article 32 - Trans-border access to stored computer data with
consent or where publicly available

A Party may, without the authorisation of another Party:

a) access publicly available (open source) stored computer data, regardless
of where the data is located geographically; or

b) access or receive, through a computer system in its territory, stored
computer data located in another Party, if the Party obtains the lawful and voluntary
consent of the person who has the lawful authority to disclose the data to the Party
through that computer system.

Article 33 - Mutual assistance in the real-time collection of traffic data

1. The Parties shall provide mutual assistance to each other in the real-time
collection of traffic data associated with specified communications in their territory
transmitted by means of a computer system. Subject to the provisions of paragraph
2, this assistance shall be governed by the conditions and procedures provided for
under domestic law.

2. Each Party shall provide such assistance at least with respect to criminal
offences for which real-time collection of traffic data would be available in a similar
domestic case.

Article 34 - Mutual assistance regarding the interception of
content data

The Parties shall provide mutual assistance to each other in the real-time
collection or recording of content data of specified communications transmitted by
means of a computer system to the extent permitted under their applicable treaties
and domestic laws.
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Title 3 - 24/7 Network

Article 35 - 24/7 Network

1. Each Party shall designate a point of contact available on a twenty-four
hour, seven-day-a-week basis, in order to ensure the provision of immediate
assistance for the purpose of investigations or proceedings concerning criminal
offences related to computer systems and data, or for the collection of evidence in
electronic form of a criminal offence. Such assistance shall include facilitating, or, if
permitted by its domestic law and practice, directly carrying out the following
measures:

a) the provision of technical advice;
b) the preservation of data pursuant to Articles 29 and 30;

c) the collection of evidence, the provision of legal information, and locating
of suspects.

2. a) A Party’s point of contact shall have the capacity to carry out
communications with the point of contact of another Party on an expedited basis.

b) If the point of contact designated by a Party is not part of that Party’s
authority or authorities responsible for international mutual assistance or extradition,
the point of contact shall ensure that it is able to co-ordinate with such authority or
authorities on an expedited basis.

3. Each Party shall ensure that trained and equipped personnel are
available, in order to facilitate the operation of the network.

CHAPTER IV - FINAL PROVISIONS

Article 36 - Signature and entry into force

1. This Convention shall be open for signature by the member States of the
Council of Europe and by non-member States which have participated in its
elaboration.

2. This Convention is subject to ratification, acceptance or approval.
Instruments of ratification, acceptance or approval shall be deposited with the
Secretary General of the Council of Europe.

3. This Convention shall enter into force on the first day of the month
following the expiration of a period of three months after the date on which five
States, including at least three member States of the Council of Europe, have
expressed their consent to be bound by the Convention in accordance with the
provisions of paragraphs 1 and 2.

4. In respect of any signatory State which subsequently expresses its
consent to be bound by it, the Convention shall enter into force on the first day of the
month following the expiration of a period of three months after the date of the
expression of its consent to be bound by the Convention in accordance with the
provisions of paragraphs 1 and 2.

Article 37 - Accession to the Convention

1. After the entry into force of this Convention, the Committee of Ministers of
the Council of Europe, after consulting with and obtaining the unanimous consent of
the Contracting States to the Convention, may invite any State which is not a
member of the Council and which has not participated in its elaboration to accede to
this Convention. The decision shall be taken by the majority provided for in Article
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20.d. of the Statute of the Council of Europe and by the unanimous vote of the
representatives of the Contracting States entitled to sit on the Committee of
Ministers.

2. In respect of any State acceding to the Convention under paragraph 1
above, the Convention shall enter into force on the first day of the month following
the expiration of a period of three months after the date of deposit of the instrument
of accession with the Secretary General of the Council of Europe.

Article 38 - Territorial application

1. Any State may, at the time of signature or when depositing its instrument
of ratification, acceptance, approval or accession, specify the territory or territories to
which this Convention shall apply.

2. Any State may, at any later date, by a declaration addressed to the
Secretary General of the Council of Europe, extend the application of this Convention
to any other territory specified in the declaration. In respect of such territory the
Convention shall enter into force on the first day of the month following the expiration
of a period of three months after the date of receipt of the declaration by the
Secretary General.

3. Any declaration made under the two preceding paragraphs may, in
respect of any territory specified in such declaration, be withdrawn by a notification
addressed to the Secretary General of the Council of Europe. The withdrawal shall
become effective on the first day of the month following the expiration of a period of
three months after the date of receipt of such notification by the Secretary General.

Article 39 - Effects of the Convention

1. The purpose of the present Convention is to supplement applicable
multilateral or bilateral treaties or arrangements as between the Parties, including the
provisions of:

— the European Convention on Extradition, opened for signature in Paris,
on 13 December 1957 (ETS No. 24);

— the European Convention on Mutual Assistance in Criminal Matters,
opened for signature in Strasbourg, on 20 April 1959 (ETS No. 30);

— the Additional Protocol to the European Convention on Mutual Assistance
in Criminal Matters, opened for signature in Strasbourg, on 17 March 1978 (ETS
No. 99).

2. If two or more Parties have already concluded an agreement or treaty on
the matters dealt with in this Convention or have otherwise established their relations
on such matters, or should they in future do so, they shall also be entitled to apply
that agreement or treaty or to regulate those relations accordingly. However, where
Parties establish their relations in respect of the matters dealt with in the present
Convention other than as regulated therein, they shall do so in a manner that is not
inconsistent with the Convention’s objectives and principles.

3. Nothing in this Convention shall affect other rights, restrictions,
obligations and responsibilities of a Party.
Article 40 - Declarations

By a written notification addressed to the Secretary General of the Council of
Europe, any State may, at the time of signature or when depositing its instrument of
ratification, acceptance, approval or accession, declare that it avails itself of the
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possibility of requiring additional elements as provided for under Articles 2, 3, 6
paragraph 1.b, 7, 9 paragraph 3, and 27, paragraph 9.e.

Article 41 - Federal clause

1. A federal State may reserve the right to assume obligations under
Chapter Il of this Convention consistent with its fundamental principles governing the
relationship between its central government and constituent States or other similar
territorial entities provided that it is still able to co-operate under Chapter lIl.

2. When making a reservation under paragraph 1, a federal State may not
apply the terms of such reservation to exclude or substantially diminish its obligations
to provide for measures set forth in Chapter Il. Overall, it shall provide for a broad
and effective law enforcement capability with respect to those measures.

3. With regard to the provisions of this Convention, the application of which
comes under the jurisdiction of constituent States or other similar territorial entities,
that are not obliged by the constitutional system of the federation to take legislative
measures, the federal government shall inform the competent authorities of such
States of the said provisions with its favourable opinion, encouraging them to take
appropriate action to give them effect.

Article 42 - Reservations

By a written notification addressed to the Secretary General of the Council of
Europe, any State may, at the time of signature or when depositing its instrument of
ratification, acceptance, approval or accession, declare that it avails itself of the
reservation(s) provided for in Article 4, paragraph 2, Article 6, paragraph 3, Article 9,
paragraph 4, Article 10, paragraph 3, Article 11, paragraph 3, Article 14, paragraph 3,
Article 22, paragraph 2, Article 29, paragraph 4, and Article 41, paragraph 1. No
other reservation may be made.

Article 43 - Status and withdrawal of reservations

1. A Party that has made a reservation in accordance with Article 42 may
wholly or partially withdraw it by means of a notification addressed to the Secretary
General of the Council of Europe. Such withdrawal shall take effect on the date of
receipt of such notification by the Secretary General. If the notification states that the
withdrawal of a reservation is to take effect on a date specified therein, and such date
is later than the date on which the notification is received by the Secretary General,
the withdrawal shall take effect on such a later date.

2. A Party that has made a reservation as referred to in Article 42 shall
withdraw such reservation, in whole or in part, as soon as circumstances so permit.

3. The Secretary General of the Council of Europe may periodically enquire
with Parties that have made one or more reservations as referred to in Article 42 as
to the prospects for withdrawing such reservation(s).

Article 44 - Amendments

1. Amendments to this Convention may be proposed by any Party, and
shall be communicated by the Secretary General of the Council of Europe to the
member States of the Council of Europe, to the non-member States which have
participated in the elaboration of this Convention as well as to any State which has
acceded to, or has been invited to accede to, this Convention in accordance with the
provisions of Article 37.



-21-

2. Any amendment proposed by a Party shall be communicated to the
European Committee on Crime Problems (CDPC), which shall submit to the
Committee of Ministers its opinion on that proposed amendment.

3. The Committee of Ministers shall consider the proposed amendment and
the opinion submitted by the CDPC and, following consultation with the non-member
States Parties to this Convention, may adopt the amendment.

4. The text of any amendment adopted by the Committee of Ministers in
accordance with paragraph 3 of this article shall be forwarded to the Parties for
acceptance.

5. Any amendment adopted in accordance with paragraph 3 of this article
shall come into force on the thirtieth day after all Parties have informed the Secretary
General of their acceptance thereof.

Article 45 - Settlement of disputes

1. The European Committee on Crime Problems (CDPC) shall be kept
informed regarding the interpretation and application of this Convention.

2. In case of a dispute between Parties as to the interpretation or
application of this Convention, they shall seek a settlement of the dispute through
negotiation or any other peaceful means of their choice, including submission of the
dispute to the CDPC, to an arbitral tribunal whose decisions shall be binding upon
the Parties, or to the International Court of Justice, as agreed upon by the Parties
concerned.

Article 46 - Consultations of the Parties

1. The Parties shall, as appropriate, consult periodically with a view to
facilitating:

a) the effective use and implementation of this Convention, including the
identification of any problems thereof, as well as the effects of any declaration or
reservation made under this Convention;

b) the exchange of information on significant legal, policy or technological
developments pertaining to cybercrime and the collection of evidence in electronic
form;

c) consideration of possible supplementation or amendment of the
Convention.

2. The European Committee on Crime Problems (CDPC) shall be kept
periodically informed regarding the result of consultations referred to in paragraph 1.

3. The CDPC shall, as appropriate, facilitate the consultations referred to in
paragraph 1 and take the measures necessary to assist the Parties in their efforts to
supplement or amend the Convention. At the latest three years after the present
Convention enters into force, the European Committee on Crime Problems (CDPC)
shall, in co-operation with the Parties, conduct a review of all of the Convention’s
provisions and, if necessary, recommend any appropriate amendments.

4. Except where assumed by the Council of Europe, expenses incurred in
carrying out the provisions of paragraph 1 shall be borne by the Parties in the
manner to be determined by them.

5. The Parties shall be assisted by the Secretariat of the Council of Europe
in carrying out their functions pursuant to this article.
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Article 47 - Denunciation

1. Any Party may, at any time, denounce this Convention by means of a
notification addressed to the Secretary General of the Council of Europe.

2. Such denunciation shall become effective on the first day of the month
following the expiration of a period of three months after the date of receipt of the
notification by the Secretary General.

Article 48 - Notification

The Secretary General of the Council of Europe shall notify the member
States of the Council of Europe, the non-member States which have participated in
the elaboration of this Convention as well as any State which has acceded to, or has
been invited to accede to, this Convention of:

a) any signature;

b) the deposit of any instrument of ratification, acceptance, approval or
accession;

c) any date of entry into force of this Convention in accordance with Articles
36 and 37;

d) any declaration made under Article 40 or reservation made in accordance
with Article 42;

e) any other act, notification or communication relating to this Convention.

In witness whereof the undersigned, being duly authorised thereto, have
signed this Convention.

Done at Budapest, this 23rd day of November 2001, in English and in French,
both texts being equally authentic, in a single copy which shall be deposited in the
archives of the Council of Europe. The Secretary General of the Council of Europe
shall transmit certified copies to each member State of the Council of Europe, to the
non-member States which have participated in the elaboration of this Convention,
and to any State invited to accede to it.
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KONVENCIJA O VISOKOTEHNOLOSKOM KRIMINALU
Budimpesta, 23. novembar 2001. godine

Preambula
Drzave Clanice Saveta Evrope i druge drzave potpisnice ove konvencije,

s obzirom na to da je cilj Saveta Evrope da postigne veée jedinstvo medu
svojim Clanicama;

priznajuéi vrednost unapredenja saradnje sa drugim drzavama ugovornicama
ove konvencije;

uverene u potrebu da se, kao prioritetna, sprovodi zajedni¢ka politika u borbi
protiv kriminala radi zastite drustva od visokotehnolo8kog kriminala, izmedu ostalog,
usvajanjem odgovaraju¢eg zakonodavstva i unapredivanjem medunarodne saradnje;

svesne dubokih promena koje je donela digitalizacija, konvergencija i stalna
globalizacija racunarskih mreza;

zabrinute zbog rizika da se raCunarske mreze i elektronske informacije mogu
koristiti i za izvrSenje krivicnih dela i da dokazi koji se odnose na takva dela mogu biti
sacuvani i preneseni preko tih mreza;

prepoznajuéi potrebu saradnje izmedu drzava i privatnih privrednih subjekata
u borbi protiv visokotehnoloskog kriminala i potrebu zastite legitimnih interesa u
koriS¢enju i razvoju informacione tehnologije;

uverene da efikasna borba protiv visokotehnoloSkog kriminala zahteva
povecanu, brzu i veoma funkcionalnu medunarodnu saradnju u kriviénim stvarima;

ubedene da je ova konvencija neophodna radi spreavanja radnji usmerenih
protiv poverljivosti, celovitosti i dostupnosti raéunarskih sistema, mrezZa i raCunarskih
podataka, kao i zloupotrebe tih sistema, mreZa i podataka, za obezbedivanje
krivicnopravnog sankcionisanja pona$anja opisanih u ovoj konvenciji i usvajanja
mera dovoljnih za delotvornu borbu protiv ovih krivicnih dela, tako Sto ¢e se na
unutraSnjem i medunarodnom nivou olakSati otkrivanje, istraga i gonjenje ovih
krivicnih dela i Sto ¢e obezbediti uslove za brzu i pouzdanu medunarodnu saradniju;

svesne potrebe da se obezbedi odgovarajuéa ravnoteZza izmedu potrebe za
sprovodenjem zakona i poStovanja osnovnih ljudskih prava, sadrZzanih u Konvenciji
Saveta Evrope o zastiti ljudskih prava i osnovnih sloboda iz 1950. godine,
Medunarodnom paktu o gradanskim i politickim pravima Ujedinjenih nacija iz 1966.
godine i drugim vaze¢im medunarodnim ugovorima o ljudskim pravima, koji ponovo
potvrduju pravo svakog pojedinca na sopstveno miSljenje bez ikakvog spoljnog
uticaja, kao i pravo na slobodu izraZzavanja, koje obuhvata slobodu da, bez obzira na
granice, trazi, prima i sa drugima deli informacije i ideje svih vrsta, kao i prava koja se
ticu poStovanja privatnosti;

takode svesne prava na zastitu licnih podataka, kao $to je predvideno, na
primer, u Konvenciji Saveta Evrope o zastiti lica u odnosu na automatsku obradu
liEnih podataka iz 1981. godine;

razmotrivSi Konvenciju Ujedinjenih nacija o pravima deteta iz 1989. godine i
Konvenciju o najgorim oblicima decijeg rada Medunarodne organizacije rada iz 1999.
godine;

uzimajucéi u obzir postojece konvencije Saveta Evrope o saradnji u oblasti
kaznene politike, kao i sli€ne ugovore koji postoje izmedu drzava Clanica Saveta
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Evrope i drugih drZzava i naglasavajuéi da je namera ove konvencije da dopuni te
konvencije, kako bi krivicne istrage i postupci koji se tiCu krivicnih dela u vezi sa
raéunarskim sistemima i podacima ucinila delotvornijim i da bi omogucila prikupljanje
dokaza za ta krivicna dela u elektronskom obliku;

pozdravljajuéi najnoviji razvoj dogadaja, koji dalje unapreduje medunarodno
razumevanje i saradnju u borbi protiv visokotehnoloSkog kriminala, ukljuCuju¢i mere
Ujedinjenih nacija, Organizacije za ekonomsku saradnju i razvoj (OECD), Evropske
unije i Grupe 8;

podsecajuc¢i na Preporuku Komiteta ministara broj R (85) 10, koja se tie
prakticne primene Evropske konvencije o medusobnom pruzanju pravne pomodéi u
krivicnim stvarima u slu€ajevima zamolnica za presretanje telekomunikacija,
Preporuku broj R (88) 2 o pirateriji u oblasti autorskih i srodnih prava, Preporuku broj
R (87) 15 koja reguliSe koridcenje licnih podataka u delokrugu policije, Preporuku broj
R (95) 4 o zastiti licnih podataka u oblasti telekomunikacionih usluga, sa posebnim
osvrtom na telefonske usluge, kao i Preporuku broj R (89) 9 o kriminalu u vezi sa
raCunarima, koja daje smernice nacionalnim zakonodavnim telima u pogledu
definisanja odredenih krivi¢nih dela u vezi sa raCunarima i preporuku broj R (95) 13,
koja se tie problema krivicnoprocesnog prava u vezi sa informacionom
tehnologijom;

imajuci u vidu Rezoluciju broj 1, koju su usvojili evropski ministri pravde na
21-0j konferenciji (Prag, 10.i 11. jun 1997), koja je preporucila Komitetu ministara da
podrzZi rad koji je na polju visokotehnolodkog kriminala, uloZio Evropski komitet za
probleme kriminala (CDPC), kako bi priblizio odredbe nacionalnih krivicénih zakona i
omogucio koris¢éenje delotvornih istraznih sredstava u vezi sa takvim delima, kao i
Rezoluciju broj 3 usvojenu na 23-o0j Konferenciji evropskih ministara pravde (London,
8. i 9. jun 2000), koja ohrabruje pregovaracke strane da uloZe napore u cilju
pronalaZenja odgovarajucih reSenja koja ¢e omoguciti sto vecem broju drzava da
postanu strane ugovornice Konvencije i koja priznaje potrebu za brzim i efikasnim
sistemom medunarodne saradnje koji primereno uzima u obzir specificne zahteve
borbe protiv visokotehnolodkog kriminala;

imajuéi u vidu i Akcioni plan koji su usvojili Sefovi drzava i vlada Saveta
Evrope prilikom njihovog Drugog samita (Strazbur, 10. i 11. oktobar 1997), Ciji je cilj
trazenje zajedni¢kog odgovora na razvoj novih informacionih tehnologija, zasnovanih
na standardima i vrednostima Saveta Evrope;

sporazumele su se o sledeéem:
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POGLAVLJE I. - UPOTREBA TERMINA

Clan 1.
Definicije
U svrhu ove konvencije:
a) ,raCunarski sistem” oznaCava svaki uredaj ili grupu medusobno

povezanih ili zavisnih uredaja, od kojih jedan ili vie njih, na osnovu programa, vrsi
automatsku obradu podataka;

b) ,raCunarski podatak” oznaCava svako predstavljanje cinjenica,
informacija ili koncepata u obliku koji je podesan za njihovu obradu u racunarskom
sistemu, ukljuéujuéi i odgovarajuc¢i program na osnovu koga racunarski sistem
obavlja svoju funkciju;

v) ,davalac usluge” oznacava:

i. svaki javni ili privatni subjekt koji korisnicima svoje usluge pruza
mogucnost komuniciranja preko racunarskog sistema, i

ii. svaki drugi subjekt koji obraduje ili Cuva racunarske podatke u ime takve
komunikacione usluge ili korisnika takve usluge.

g) .podatak o saobracaju” oznacava svaki racunarski podatak koji se odnosi
na komunikaciju preko racunarskog sistema, proizvedenu od raCunarskog sistema
koji je deo lanca komunikacije, a u kojoj su sadrzani podaci o poreklu, odredistu,
putanji, vr.emenu, datumu, velicini, trajanju ili vrsti predmetne usluge.

POGLAVLJE Il. - MERE KOJE TREBA DA SE PREDUZMU NA
NACIONALNOM NIVOU

DEO 1.
MATERIJALNO KRIVICNO PRAVO
Odeljak 1.

Dela protiv poverljivosti, celovitosti i dostupnosti racunarskih podataka i
sistema

Clan 2.

Nezakonit pristup

Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se kao krivicno delo u domaéem pravu propisalo protivpravno
pristupanje raCunarskom sistemu kao celini ili nekom njegovom delu, kada je
ucinjeno sa namerom. Strana ugovornica moze da uslovi da je delo ucinjeno
krSenjem mera bezbednosti sa namerom pribavljanja raCunarskih podataka ili sa
nekom drugom ne€asnom namerom, ili u vezi sa raCunarskim sistemom koji je
povezan sa drugim racunarskim sistemom.
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Clan 3.

Nezakonito presretanje

Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se kao krivicno delo u domaéem pravu propisalo protivpravno
presretanje prenosa racunarskih podataka koji nisu javne prirode, ka raCunarskom
sistemu, od njega ili unutar samog sistema, uklju€ujuéi i elektromagnetna emitovanja
iz raCunarskog sistema kojim se prenose takvi podaci, kada je ucinjeno sa namerom i
uz pomo¢ tehnickih uredaja. Strana ugovornica moze da uslovi da je delo ucinjeno sa
necasnom namerom ili u vezi sa raCunarskim sistemom koji je povezan sa drugim
raéunarskim sistemom.

Clan 4.

Ometanje podataka

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se kao krivicno delo u domaéem pravu propisalo protivpravno
oStecenje, brisanje, pogorsanje, menjanje ili prikrivanje racunarskih podataka, kada
je u€injeno sa namerom.

2. Strana ugovornica moze da zadrzi pravo da uslovi da dela iz stava 1.
ovog ¢lana moraju da imaju teSke posledice.

Clan 5.

Ometanje sistema

Svaka Strana ugovornica treba da usvoji zakonodavne i i druge mere,
neophodne da bi se kao krivicno delo u domaéem pravu propisalo protivpravno
ozbiljno ometanje rada racunarskog sistema uno$enjem, prenoSenjem, ostecenjem,
brisanjem, pogorsanjem, menjanjem ili prikrivanjem raCunarskih podataka, kada je
ucinjeno sa hamerom.

Clan 6.

Zloupotreba uredaja

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se kao krivicno delo u domaéem pravu propisalo, kada je u€injeno
sa namerom i protivpravno:

a) proizvodnja, prodaja, nabavljanje radi upotrebe, uvoz, distribucija i drugi
oblici stavljanja na raspolaganje:

i. uredaja, ukljuCujuci i raCunarski program, napravljenog ili prilagodenog
prvenstveno u svrhu izvrSenja nekog od dela propisanih u skladu sa navedenim ¢&l. 2.
do 5;

i. raCunarske lozinke, pristupne Sifre ili slic(nog podatka pomocu kojeg
moze da se pristupi racunarskom sistemu kao celini ili nekom njegovom delu,

sa namerom da se koristi u svrhu izvrenja nekog od dela propisanih u ¢&l. 2.
do 5;i

b) posedovanje neke od stvari navedenih u gornjim stavovima a) i. ili ii, sa
namerom da se Koristi u svrhu izvrSenja nekog od dela propisanih u ¢l. 2. do 5.
Strana ugovornica moze zakonom da propiSe da mora da se poseduje odredeni broj
takvih stvari da bi postojala krivicna odgovornost.



-27 -

2. Ovaj ¢lan nece se tumaciti tako da uspostavlja krivicnu odgovornost kada
proizvodnja, prodaja, nabavljanje radi upotrebe, uvoz, distribucija i drugi oblici
stavljanja na raspolaganje ili posedovanje, navedenih u stavu 1. ovog Clana, ne sluze
u svrhu izvrSenja dela propisanih u skladu sa ¢l. 2. do 5. ove konvencije, kao, na
primer, kada sluze za ovlaséeno testiranje ili zastitu racunarskog sistema.

3. Svaka Strana ugovornica moze da zadrzi pravo da ne primeni stav 1.
ovog €lana, pod uslovom da se rezerva ne odnosi na prodaju, distribuciju i druge
oblike stavljanja na raspolaganje stvari navedenih u stavu 1. a) ii ovog ¢lana.

Odeljak 2.
Dela u vezi sa racunarima
Clan 7.

Falsifikovanje u vezi sa raCunarima

Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se kao krivitno delo u domacéem pravu, propisalo unosenje,
menjanje, brisanje ili prikrivanje racunarskih podataka koje za posledicu ima
neverodostojnost podataka, s ciliem da se oni smatraju verodostojnim i da se sa
njima u pravhom saobraéaju postupa kao da su verodostojni, bez obzira da li su ti
podaci direktno Citljivi i razumljivi, kada je ucinjeno sa namerom i protivpravno.
Strana ugovornica moze da uslovi postojanje krivicne odgovornosti postojanjem
namere za obmanu ili sliche ne¢asne namere.

Clan 8.

Prevara u vezi sa racunarima

Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se kao krivicno delo u domaéem pravu propisalo nanosenje
imovinske Stete drugom licu, kada je ucinjeno sa namerom i protivpravno:

a) svako uno$enje, menjanje, brisanje ili prikrivanje racunarskih podataka;
b) svako ometanje rada raCunarskog sistema,
sa prevarnom ili neCasnom namerom da se neovlasc¢eno pribavi protivpravna
imovinska korist za sebe ili drugoga.
Odeljak 3.
Dela u vezi sa sadrzajem

Clan 9.

Dela u vezi sa deéijom pornografijom

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se kao krivicno delo u domac¢em pravu propisale sledeée radnje,
kada su ucginjene sa namerom i protivpravno:

a) proizvodnja decije pornografie, u svrhu njene distribucije preko
racunarskog sistema;

b) nudenje ili Cinjenje dostupnim decije pornografije preko racunarskog
sistema,;
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v) distribucija ili prenoSenje decije pornografije preko racunarskog sistema;

g) nabavljanje decije pornografije preko racunarskog sistema, za sebe ili za
drugo lice;

d) posedovanje decije pornografie u raCunarskom sistemu ili na
medijumima za Euvanje raCunarskih podataka.

2. U smislu stava 1. ovog ¢lana izraz ,deCija pornografija” obuhvata
pornografski materijal koji vizuelno prikazuje:

a) maloletnika koji ucestvuje u eksplicitno seksualnoj radnji;

b) lice koje izgleda kao maloletnik, koje ucestvuje u eksplicitno seksualnoj
radnji;

v) realistiCne slike, koje predstavljaju maloletnika koji u€estvuje u eksplicitno
seksualnoj radniji.

3. U smislu stava 2. ovog €lana, izraz ,maloletnik” obuhvata sva lica mlada
od 18 godina. Strana ugovornica moze da postavi nizu starosnu granicu, koja nije
manja od 16 godina.

4. Svaka Strana ugovornica moze da zadrzi pravo da ne primenjuje, u celini
ili delimi€no, stav 1. tacka g) i d) i stav 2. tacka b) i v).

Odeljak 4.
Dela u vezi sa krsenjem autorskih i srodnih prava
Clan 10.

Dela u vezi sa krSenjem autorskih i srodnih prava

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se kao krivicno delo u domacem pravu propisalo kréenje autorskih
prava, definisanih u zakonima te strane ugovornice, u skladu sa obavezama koje je
preuzela po Pariskom ugovoru od 24. jula 1971. godine, kojim se revidira Bernska
konvencija za zastitu knjizevnih i umetnic¢kih dela, Sporazumu o komercijalnim
aspektima prava na intelektualnu svojinu i WIPO Ugovoru o autorskom pravu,
izuzimaju¢i sva moralna prava sadrZzana u tim konvencijama, kada su ta dela
ucinjena dobrovoljno, u obimu koji im daje komercijalni karakter i preko racunarskog
sistema.

2. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se kao krivicno delo u domaéem pravu propisalo krSenje srodnih
prava definisanih u zakonima te strane ugovornice koji se odnose na obaveze koje je
ona preuzela po Medunarodnoj konvenciji o zastiti izvodaca, proizvodaca fonograma
i ustanova za radio-difuziju (Rimska konvencija), Sporazumu o komercijalnim
aspektima prava na intelektualnu svojinu i WIPO Ugovoru o interpretacijama i
fonogramima, izuzimajuci sva moralna prava sadrzana u tim konvencijama, kada su
ta dela ucinjena dobrovoljno, u obimu koji ih kvalifikuje da imaju komercijalni karakter
i preko racunarskog sistema.

3. Strana ugovornica moze da zadrzi pravo da pod odredenim okolnostima
ne zahteva krivicnu odgovornost iz st. 1. i 2. ovog Clana, pod uslovom da na
raspolaganju stoje druge vrste delotvornih pravnih sredstava i da ta rezerva ne
osporava medunarodne obaveze te strane ugovornice, definisane u medunarodnim
instrumentima navedenim u st. 1. i 2. ovog €lana.
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Odeljak 5.
Drugi oblici odgovornosti i sankcije
Clan 11.

Pokusaj, pomaganije ili podstrekavanje

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se kao krivicno delo u domaéem pravu propisalo namerno
pomaganje ili podstrekavanje na izvrSenje nekog od dela propisanih u skladu sa ¢€l. 2.
do 10. ove konvencije, sa namerom da ta dela budu ucinjena.

2. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se kao krivicho delo u domaéem pravu propisao pokusaj izvrSenja
nekog od dela propisanih u skladu sa €l. 3. do 5, 7, 8. i 9. stav 1. tac. a) i v) ove
konvenvcije, kada je u€injen sa namerom.

3. Svaka Strana ugovornica mozZe da zadrzi pravo da ne primenjuje, u celini
ili delimi¢no, stav 2. ovog ¢lana.

Clan 12.

Odgovornost pravnog lica

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se obezbedilo da se pravna lica smatraju odgovornim za krivicha
dela propisana u skladu sa ovom konvencijom, a koja je u njihovu korist izvrSilo bilo
koje fizi¢ko lice, delujuci kao pojedinac ili kao ¢lan organa pravnog lica, ako ima
rukovodecu ulogu u pravnom licu, na osnovu:

a) ovlaS¢enja da zastupa pravno lice;
b) ovlaséenja da donosi odluke u ime pravnog lica;
v) ovlasc¢enja da vrsi kontrolu unutar pravnog lica.

2. Osim slucajeva koji su predvideni u stavu 1. ovog ¢lana, svaka Strana
ugovornica treba da preduzme mere neophodne da bi se obezbedilo da se pravno
lice smatra odgovornim kada je nepostojanje nadzora ili kontrole od strane fizi€kog
lica, navedenog u stavu 1. ovog c¢lana, omogucilo izvrSenje krivicnog dela,
propisanog u skladu sa ovom konvencijom, koje je izvrSilo fiziko lice u korist tog
pravnog lica, na osnovu ovlas¢enja pravnog lica.

3. U zavisnosti od pravnih nacela Strane ugovornice, odgovornost pravnog
lica moze biti krivicna, gradanska ili administrativna.

4. Ta odgovornost ne iskljuCuje krivicnu odgovornost fizi¢kih lica koja su
izvrSila delo.

Clan 13.

Sankcije i mere

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi se obezbedilo da krivicnha dela propisana u skladu sa ¢l. 2. do 11.
podlezu delotvornim, proporcionalnim i odvracajuc¢im sankcijama, koje ukljuCuju i
liSavanje slobode.
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2. Svaka Strana ugovornica treba da obezbedi da pravna lica koja su
odgovorna na osnovu ¢lana 12. podlezu delotvornim, proporcionalnim i odvracaju¢im
krivicnim ili nekrivicnim sankcijama ili merama, uklju¢ujuéi i nov€ane kazne.

Deo 2. - Procesno pravo
Odeljak 1. - Zajednicke odredbe
Clan 14.

Oblast primene procesnih odredbi

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi propisala ovlaséenja i postupke predvidene u ovom odeljku, u svrhu
odredenih kriviénih istraga ili postupaka.

2. lzuzev ako ¢lanom 21. nije drukgije predvideno, svaka Strana ugovomica
ovlascenja i postupke navedene u stavu 1. ovog €lana primenjuje na:

a) krivitna dela propisana u skladu sa ¢l. 2. do11. ove konvencije;
b) ostala krivina dela izvrSena preko raunarskog sistema, i
v) prikupljanje dokaza za krivicna dela u elektronskom obliku.

3. a) Svaka Strana ugovomica moze da zadrzi pravo da mere navedene u
¢lanu 20. primeni samo na ona dela ili vrste dela, koje navede u rezervi, pod uslovom
da obim takvih dela ili vrste dela nije uzi od obima dela za koje se primenjuju mere
navedene u ¢lanu 21. Svaka Strana ugovornica treba da nastoji da takvu rezervu
svede na §to maniji obim, kako bi mere navedene u €lanu 20. mogle da se primenjuju
Sto Sire.

b) U slu¢aju da Strana ugovornica, zbog ograni¢enja svog pozitivnopravnog
zakonodavstva u vreme usvajanja ove konvencije, ne moze da mere navedene u ¢l.
20. i 21. primeni na komunikacije koje se prenose unutar racunarskog sistema
davaoca usluga, koji:

i. obavlja usluge za racun zatvorene grupe korisnika, i

i. ne koristi javnhe komunikacione mreze i nije povezan sa drugim
racunarskim sistemom, bilo javnim ili privatnim,

onda ta strana ugovornica mozZe da zadrZi pravo da ne primenjuje te mere na
ovakve komunikacije. Svaka Strana ugovornica treba da razmotri da takvu rezervu
svede na Sto manji obim, kako bi mere navedene u Clanovima 20. i 21. mogle da se
primenjuju Sto Sire.

Clan 15.

Uslovi i ograni€enja

1. Svaka Strana ugovornica treba da obezbedi da uspostavijanje,
sprovodenje i primena ovlaS¢enja i postupaka navedenih u ovom odeljku, podleze
uslovima i ograni€enjima predvidenim domacim pravom, koje mora da omogudi
odgovarajucu zastitu ljudskih prava i sloboda, ukljuujuéi i prava koja proizilaze iz
obaveza koje je Strana ugovornica preuzela na osnovu Konvencije Saveta Evrope o
zastiti ljudskih prava i osnovnih sloboda iz 1950. godine, Medunarodnog pakta
Ujedinjenih nacija o gradanskim i politiCkim pravima iz 1966. godine i ostalih vazecih
medunarodnih dokumenata o ljudskim pravima, i koje ¢e da sadrzi nacelo
proporcionalnosti.
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2. Ti uslovi i ogranienja mogu, u zavisnosti od vrste ovlaséenja ili
postupaka o kojima se radi, izmedu ostalog, da obuhvate sudsku ili drugu vrstu
nezavisne kontrole, na osnovu kojih se opravdava primena i ograni¢enje obima i
trajanja tih ovlascenja ili postupaka.

3. U meri u kojoj je to u skladu sa javnim interesom, a narocito sa pravilnom
primenom prava, svaka Strana ugovornica treba da razmotri posledice ovlaséenja i
postupaka iz ovog odeljka na prava, odgovornosti i opravdane interese trecih strana.

Odeljak 2. - Hitna zastita sacuvanih racunarskih podataka
Clan 16.

Hitna zastita sac¢uvanih racunarskih podataka

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi svoje nadleZne organe ovlastila da mogu da narede ili na sli¢an
nacin postignu hitnu zastitu odredenih ra¢unarskih podataka, ukljuCujuci tu i podatke
0 saobracaju koji su saCuvani preko raéunarskog sistema, a posebno u slu¢aju kada
ima osnova da se veruje da su racunarski podaci naroc€ito podlozni gubitku ili izmeni.

2. Kada Strana ugovornica primeni mere iz stava 1. ovog ¢lana tako Sto
naredi nekom licu da zastiti odredene saCuvane racunarske podatke koje to lice
poseduje ili kontroliSe, Strana ugovornica treba da usvoji zakonodavne i druge mere
neophodne da se to lice obaveZe da §titi i saCuva celovitost tih raunarskih podataka
za neophodan vremenski period, a najviSe do 90 dana, kako bi se nadleznim
organima omogucilo da zahtevaju njihovo razotkrivanje. Strana ugovornica moze da
propiSe da navedena naredba moZe da se ponavlja.

3. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi obavezala lice koje €uva ili drugo lice koje &titi racunarske podatke,
da zadrZi u tajnosti pokretanje tih postupaka u trajanju predvidenim domacim
pravom.

4. Na ovladcéenja i postupke navedene u ovom ¢lanu primenjuju se odredbe
¢l. 14.i15.
Clan 17.

Hitna zastita i delimi¢no otkrivanje podataka o saobracaju

1. Svaka Strana ugovornica treba da usvoji, u vezi sa podacima o
saobracaju koji treba da se zastite na osnovu ¢lana 16, zakonodavne i druge mere,
neophodne da bi se obezbedilo da:

a) ta hitna zastita podataka o saobracéaju bude moguéa bez obzira da li je u
prenosu poruke ucestvovao jedan ili vise davalaca usluga, i

b) nadlezni organi strane ugovornice ili lica koje ti organi imenuju, mogu
hitno da otkriju koli€inu podataka o saobracaju, koja je dovoljna za identifikaciju
davaoca usluga i putanje kojim je saobracaj izvrSen.

2. Na ovlascenja i postupke navedene u ovom ¢&lanu, primenjuju se odredbe
¢l. 14.i15.
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Odeljak 3. — lzdavanje naredbe
Clan 18.

Izdavanje naredbe

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi svoje nadleZne organe ovlastila da mogu da narede:

a) licu na svojoj teritoriji, da preda odredene raCunarske podatke koje
poseduje ili kontrolie, a koji su saCuvani u raunarskom sistemu ili na medijumu za
Cuvanje racunarskih podataka; i

b) davaocu usluga koji svoje usluge pruza na teritoriji strane ugovornice, da
preda podatke o pretplatniku koji se odnose na usluge koje taj davalac usluga
poseduije ili kontroliSe.

2. Na ovlascenja i postupke navedene u ovom &lanu primenjuju se odredbe
¢l. 14.i15.

3. U smislu ovog ¢lana, izraz .,podaci o pretplatniku” oznaava svaki
podatak sadrzan u obliku racunarskog podatka ili u bilo kom drugom obliku, koje
poseduje davalac usluga i koji se odnose na pretplatnika tih usluga, osim podataka o
saobracaju ili podataka iz sadrzaja koji se prenosi, na osnovu kojih moze da se
ustanovi:

a) vrsta koriS¢ene komunikacijske usluge, tehnicki detalji i vremenski period
koriS¢enja usluge;

b) identitet pretplatnika, postanska adresa ili geografsko odrediste, broj
telefona i ostali brojevi pristupa, podaci o ra¢unima i pla¢anjima, dostupni na osnovu
ugovora ili sporazuma o korid¢éenju usluge;

v) svaka druga informacija o mestu postavljanja komunikacione opreme,
dostupne na osnovu ugovora ili sporazuma o koriS¢enju usluge.

Odeljak 4. - Pretrazivanje i zaplena sac¢uvanih racunarskih podataka
Clan 19.

Pretrazivanje i zaplena sa¢uvanih racdunarskih podataka

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi svoje nadlezne organe ovlastila, da na svojoj teritoriji pretraze ili na
sli€an nacin pristupe:

a) racunarskom sistemu ili njegovom delu i u njemu sacuvanim racunarskim
podacima; i

b) medijumu za Cuvanje racunarskih podataka na kome racunarski podaci
mogu da se sacuvaju.

2. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi ovlastila da kada njeni nadlezni organi pretrazuju ili na slican nacin
pristupaju odredenom racunarskom sistemu ili njegovom delu, u skladu sa stavom
1a) ovog ¢lana i imaju osnove da veruju da su podaci koje traze saCuvani u drugom
raCunarskom sistemu ili njegovom delu na svojoj teritoriji, pri ¢emu tim podacima
moze zakonito da se pristupi ili su dostupni preko poCetnog racunarskog sistema, ti
nadlezni organi mogu odmah da proSire svoju pretragu ili da na drugi sli€an nacin
pristupe drugom raéunarskom sistemom.
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3. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi svoje nadleZne organe ovlastila da zaplene ili na sliCan nacin
obezbede raCunarske podatke kojima je pristuplieno u skladu sa st. 1. ili 2. ovog
¢lana. Te mere ukljuéuju ovladc¢enja da:

a) zaplene ili na slican nacin obezbede racunarski sistem ili njegov deo ili
medijum za Cuvanje racunarskih podataka;

b) naprave i zadrze kopije tih racunarskih podataka;

v) odrze celovitost bitnih sauvanih racunarskih podataka; i

g) ucine raCunarske podatke nedostupnim ili ih uklone iz racunarskog
sistema kojem je pristupljeno.

4. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi svoje nadleZzne organe ovlastila da narede svakom licu koje
poznaje nacin rada raCunarskog sistema ili mere primenjene za zastitu raCunarskih
podataka na tom sistemu, da pruzi, u razumnoj meri, neophodne podatke kako bi se
omogucdilo preduzimanje mera navedenih u st. 1. i 2. ovog ¢lana.

5. Na ovlascenja i postupke navedene u ovom ¢lanu primenjuju se odredbe
¢l. 14.i15.
Odeljak 5. - Prikupljanje racunarskih podataka u realnom vremenu

Clan 20.

Prikupljanje podataka o saobraéaju u realnom vremenu

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi svoje nadlezne organe ovlastila:

a) da na svojoj teritoriji, primenjuju¢i tehniCka sredstva, prikupljaju ili
snimaju, i

b) da obavezu davaoca usluga, da u okviru njegovih postojecih tehnickih
mogucnosti:

i.  na svojoj teritoriji, primenjujuci tehniCka sredstva, prikupljaju ili snimaju, ili
ii. saraduju i pomazu nadleznim organima u prikupljanju ili snimanju,

u realnom vremenu, podataka o saobracaju odredenih komunikacija na njenoj
teritoriji, prenetih preko racunarskog sistema.

2. Kada Strana ugovornica, zbog nacela domaceg pravnog sistema, ne
moze da usvoji mere navedene u stavu 1a) ovog ¢lana, moze umesto toga da usvoji
zakonodavne i druge mere neophodne da bi obezbedila prikupljanje ili snimanje, u
realnom vremenu, podataka o saobracaju povezanih sa odredenim komunikacijama
koje se prenose na njenoj teritoriji primenom tehnickih sredstava, koja se nalaze na
toj teritoriji.

3. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi obavezala davaoca usluga da ¢uva u tajnosti sprovodenje svakog
ovlasc¢enja predvidenog ovim ¢lanom i svaku informaciju u vezi sa tim.

4. Na ovladcéenja i postupke navedene u ovom ¢lanu primenjuju se odredbe
¢l. 14.i15.
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Clan 21.

Presretanje podataka iz sadrzaja

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi svoje nadleZzne organe ovlastila, u vezi sa teSkim delima odredenim
domacim pravom:

a) da na svojoj teritoriji, primenjuju¢i tehniCka sredstva, prikupljaju ili
snimaju, i

b) da obavezu davaoca usluga, da u okviru njegovih postojecih tehnickih
mogucnosti:

i.  na svojoj teritoriji, primenjujuci tehniCka sredstva, prikupljaju ili snimaju, ili

ii. saraduju i pomazu nadleZznim organima u prikupljanju ili snimanju,

u realnom vremenu, podataka iz sadrZaja odredenih komunikacija na njenoj
teritoriji, prenetih preko racunarskog sistema.

2. Kada Strana ugovornica, zbog nacela domaceg pravnog sistema, ne
moze da usvoji mere navedene u stavu 1a) ovog ¢lana, moze umesto toga da usvoji
zakonske i druge mere neophodne da bi omogucila prikupljanje ili snimanje, u
realnom vremenu, podataka iz sadrZzaja o odredenim komunikacijama na njenoj
teritoriji, primenom tehnickih sredstava na toj teritoriji.

3. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da obaveZu davaoca usluga da Cuva u tajnosti sprovodenje svakog
ovlasc¢enja predvidenog ovim ¢lanom i svaku informaciju u vezi sa tim.

4. Na ovladcéenja i postupke navedene u ovom ¢lanu primenjuju se odredbe
¢l. 14.115.
Deo 3. - Nadleznost

Clan 22.

Nadleznost

1. Svaka Strana ugovornica treba da usvoji zakonodavne i druge mere,
neophodne da bi uspostavila nadleZznost za svako delo propisano u skladu sa él. 2.
do 11. ove konvencije, kada je delo izvréeno:

a) na njenoj teritoriji; ili

b) na brodu pod zastavom te strane ugovornice; ili

v) u vazduhoplovu registrovanom u skladu sa zakonima te strane
ugovornice; ili

g) od strane njenog drzavljanina, ako je delo kaznjivo po krivicnom zakonu
zemlje gde je izvrSeno ili ako je delo izvrSeno na mestu izvan nadleznosti bilo koje
drzave.

2. Svaka Strana ugovornica moze da zadrzi pravo da ne primenjuje, ili da
samo u odredenim slu€ajevima ili pod odredenim okolnostima primenjuje pravila o
nadleZnosti odredenim u st. 1b) do 1g) ovog €lana ili u nekom drugom delu tog ¢lana.

3. Svaka Strana ugovornica treba da usvoji mere, neophodne da bi, nakon
podno$enja zahteva za ekstradiciju, uspostavila svoju nadleznost za dela navedena
u Clanu 24. stav 1. ove konvencije, u sluCajevima kada se osumnjiCeni nalazi na
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njenoj teritoriji a Strana ugovornica ga, samo na osnovu njegovog ili njenog
drzavljanstva, ne izru€i drugoj strani ugovornici.

4. Ova konvencija ne iskljuCuje nadleznost za bilo koje krivicno gonjenje
koje se preduzima u skladu sa domacim pravom.

5. Kada viSe Strana ugovornica istice nadleznost u vezi navodnog dela
propisanog u skladu sa ovom konvencijom, te strane ugovornice ¢e se medusobno
konsultovati, kada je to celishodno, u pogledu utvrdivanja najpogodnije nadleznosti
za gonjenje.

POGLAVLJE Ill. - MEDUNARODNA SARADNJA
Deo 1. - Opsta nacela
Odeljak 1. - Opsta nacela u vezi sa medunarodnom saradnjom
Clan 23.

Opsta nacela u vezi sa medunarodnom saradnjom

Strane ugovornice medusobno saraduju u najSirem moguéem obimu, u
skladu sa odredbama ovog poglavlja, kroz primenu odgovaraju¢ih medunarodnih
instrumenata o medunarodnoj saradnji u krivicnim stvarima, dogovora usaglasenih
na osnovu jednoobraznih ili recipro€nih propisa i domacih propisa, u svrhu istraga ili
postupaka koji se odnose na krivicna dela u vezi sa raCunarskim sistemima i
podacima, ili u svrhu prikupljanja dokaza u elektronskom obliku o krivicnim delom.

Odeljak 2. - Nacela u vezi sa ekstradicijom
Clan 24.

Ekstradicija

1. a) Ovaj ¢lan primenjuje se na ekstradiciju izmedu Strana ugovornica za
krivicna dela propisana u skladu sa ¢l. 2. do 11. ove konvencije, pod uslovom da su
ona po zakonima obe strane ugovornice kaZnjiva zatvorskom kaznom od najmanje
godinu dana ili tezom kaznom.

b) U slu€aju kada treba da se primeni razliita minimalna kazna na osnovu
dogovora usaglasenih na osnovu jednoobraznih ili reciproCnih propisa ili ugovora o
ekstradiciji, ukljucujuci Evropsku konvenciju o ekstradiciji (ETS br. 24), koji se mogu
primeniti izmedu dve ili viSe Strana ugovornica, primenjuje se minimalna kazna
predvidena takvim dogovorom ili ugovorom.

2. Za krivicha dela opisana u stavu 1. ovog ¢lana smatra se da spadaju u
grupu dela koja podlezu ekstradiciji u svakom ugovoru o ekstradiciji koji postoji
izmedu dve ili vise Strana ugovornica. Strane ugovornice se obavezuju da u svaki
ugovor o ekstradiciji, koji zaklju€uju dve ili viSe Strana ugovornica, ta dela uklju¢e u
grupu dela koja podleZu ekstradiciji.

3. Kad Strana ugovornica koja ekstradiciju uslovljava postojanjem ugovora
primi zahtev za ekstradiciju od druge Strane ugovornice, sa kojom nema ugovor o
ekstradiciji, ona moZe da smatra ovu konvenciju pravnim osnovom za ekstradiciju za
svako kriviéno delo navedeno u stavu 1. ovog ¢lana.

4. Strane ugovornice koje ekstradiciju ne uslovljavaju postojanjem ugovora
smatracée krivicna dela navedena u stavu 1. ovog C¢lana delima koja podlezu
medusobnoj ekstradiciji.
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5. Na ekstradiciju se primenjuju uslovi koji su predvideni zakonima
zamoljene Strane ugovornice (u daljem tekstu: ,zamoljena Strana”) ili vazeéim
ugovorima o ekstradiciji, ukljuCujuéi i razloge na osnovu kojih zamoljena Strana da
odbije ekstradiciju.

6. Ukoliko se ekstradicija za krivicno delo navedeno u stavu 1. ovog €lana
odbije samo na osnovu drzavljanstva lica koje se trazi ili zato Sto zamoljena Strana
smatra da ima nadleznost za to delo, zamoljena Strana, na zahtev Strane ugovornice
koja podnosi zahtev (u daljem tekstu: ,Strana molilja”), dostavlja predmet svojim
nadleznim organima radi gonjenja i blagovremeno Strani ugovomici koja trazi
ekstradiciju saopstava krajnji ishod. Nadlezni organi donose odluku, sprovode istrage
i postupke, kao u slu€aju bilo kog drugog dela slicne prirode, u skladu sa svojim
zakonima.

7. a) Svaka Strana ugovornica, prilikom potpisivanja ili prilikom
deponovanja instrumenata o potvrdivanju, prihvatanju, odobravanju ili pristupanju,
dostavlja Generalnom sekretaru Saveta Evrope ime i adrese svih organa koji su, u
slu¢aju nepostojanja ugovora, odgovorni za podnoSenje ili prijem zahteva za
ekstradiciju ili pritvor.

b) Generalni sekretar Saveta Evrope formira i odrZzava azurnost registra
nadleznih organa koje odreduju Strane ugovomice. Svaka Strana ugovornica se
stara da podaci u registru budu uvek taéni.

Odeljak 3. - Opsta nacela u vezi sa uzajamnom pomogi
Clan 25.

Opsta nacela u vezi sa uzajamnom pomogi

1. Strane ugovornice pruzaju uzajamnu pomo¢ u najSirem moguéem obimu
u istragama ili postupcima koji se odnose na krivicna dela u vezi sa raCunarskim
sistemima i podacima, ili prikupljanju dokaza u elektronskom obliku o krivicnom delu.

2. Svaka Strana ugovornica treba da usvoji i zakonodavne i druge mere,
neophodne da izvrSi obaveze ustanovljene Cl. 27. do 35.

3. Svaka Strana ugovornica mozZe, u hitnim sluajevima, da podnese
zahteve za uzajamnu pomoc ili obaveStenja u vezi sa tim, koriste¢i se brzim
sredstvima komunikacije, uklju€ujuci faks ili elektronsku postu, do stepena kojim ova
sredstva obezbeduju odgovarajuce nivoe bezbednosti i autentiCnosti (ukljuCujudi
koris¢enje Sifri, kada je potrebno), uz naknadnu formalnu potvrdu, ako zamoljena
Strana to zahteva. Zamoljena Strana prihvata i odgovara na zahtev, bilo kojim brzim
sredstvom komunikacije.

4. lzuzev ako nije drukéije odredeno c¢lanovima ovog poglavlja, na
uzajamnu pomoc¢ primenjuju se uslovi predvideni zakonima zamoljene Strane, ili
vazeCim ugovorima o uzajamnoj pomoci, ukljuCujuci i razloge na osnovu kojih
zamoljena Strana moze da odbije saradnju. Zamoljena Strana neée da koristi svoje
pravo da odbije uzajamnu pomo¢ za dela predvidena €l. 2. do 11, samo na oshovu
toga Sto se zahtev odnosi na delo koje ona smatra fiskalnim delom.

5. Kada je, u skladu sa odredbama ovog poglavlja, zamoljenoj Strani
dozvoljeno da uzajamnu saradnju uslovi postojanjem dvostrane kaznjivosti, smatra
se da je taj uslov ispunjen, bez obzira da li zakoni zamoljene Strane stavljaju to delo
u istu vrstu ili ga oznacavaiju istim terminima kao i Strana molilja, ako je radnja koja je
osnova dela u vezi za koje se uzajamna pomo¢ zahteva, kvalifikovana kao krivicno
delo i po njenim zakonima.
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Clan 26.

Slu€ajne informacije

1. Strana ugovornica moze, u granicama domaceg prava i bez prethodnog
zahteva, da drugoj strani ugovornici prosledi informacije do kojih je dosla u okviru
sopstvenih istraga, ukoliko smatra da bi otkrivanje takvih informacija moglo da
pomogne Strani ugovornici koja ih prima, u pokretanju ili vodenju istraga ili postupaka
u vezi krivicnih dela propisanih u skladu sa ovom konvencijom, ili kada bi te
informacije mogle da vode upucdivanju zahteva te strane ugovornice za uzajamnu
saradnju, na osnovu ovog poglavlja.

2. Pre nego S$to dostavi takve informacije, Strana ugovornica koja ih
dostavlja moze zahtevati da one budu Cuvane u tajnosti ili da se mogu koristiti samo
pod odredenim uslovima. Ukoliko Strana ugovornica koja prima informacije ne moze
da prihvati takav zahtev, o tome mora da obavesti stranu ugovornicu koja dostavlja
informacije, koja nakon toga odlucuje da li ¢e ipak da prosledi te informacije. Ukoliko
Strana ugovomica prihvati informaciju pod odredenim uslovima, ti uslovi su za nju
obavezujuci.

Odeljak 4. - Postupci koji se odnose na zahteve za uzajamnu pomo¢ u
slu€aju nepostojanja vaze¢ih medunarodnih sporazuma

Clan 27.

Postupci koji se odnose na zahteve za uzajamnu pomo¢ u
slu€aju nepostojanja vaze¢ih medunarodnih sporazuma

1.  Ako izmedu Strane molilje i zamoljene Strane ne postoji vazeci ugovor ili
dogovor o uzajamnoj pomoéi na osnovu jednoobraznog ili reciproénog prava,
primenjuju se odredbe st. 2. do 9. ovog ¢lana. Odredbe ovog ¢lana ne primenjuju se
ukoliko postoji takav ugovor, dogovor ili propis, osim ako se Strane ugovornice
saglase da primenjuju ovaj ¢lan ili neki njegov deo.

2. a) Svaka Strana ugovornica imenuje centralni organ ili organe odgovorne
za slanje i odgovaranje na zahteve za uzajamnu pomog¢, izvrSavanje ili prosledivanje
organima nadleznim za njihovo izvrSenje.

b) Centralni organi medusobno komuniciraju direktno.

v) Svaka Strana ugovornica, prilikom potpisivanja ili deponovanja
instrumenata o potvrdivanju, prihvatanju, odobravanju ili pristupanju, dostavlja
Generalnom sekretaru Saveta Evrope imena i adrese organa imenovanih u skladu sa
ovim stavom.

g) Generalni sekretar Saveta Evrope formira i odrzava registar centralnih
organa koje odreduju Strane ugovornice. Svaka Strana ugovornica se stara da
podaci u registru budu uvek taéni.

3. Zahtevi za uzajamnu pomo¢ na osnovu ovog Clana, izvrSavaju se u
skladu sa postupcima koje odredi Strana molilja, izuzev ukoliko su u suprotnosti sa
zakonima zamoljene Strane.

4. Zamoljena Strana moze da, pored osnova za odbijanje propisanih u
Clanu 25. stav 4, odbije pomoc¢ u slu¢ajevima:

a) ako se zahtev odnosi na delo koje zamoljena Strana smatra politiCkim
deliktom ili delom koje je povezano sa politickim deliktom; ili

b) ako smatra da izvrSenje zahteva verovatno moze da ugrozi njen
suverenitet, bezbednost, javni poredak ili druge bitne interese.
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5. Zamoljena Strana moze da odlozi postupanje po zahtevu ukoliko bi ono
ugrozilo krivicne istrage ili postupke koje sprovode njeni nadlezni organi.

6. Pre odbijanja ili odlaganja pomo¢i, zamoljena Strana, nakon konsultacije
sa Stranom moliljom kada je to celishodno, razmatra da li zahtevu moze da udovolji
delimi¢no ili ¢e izvrdenje zahteva vezati za ispunjenje odredenih uslova, koje smatra
neophodnim.

7. Zamoljena Strana odmah obaveS$tava Stranu molilju o ishodu izvrSenja
zahteva za pomo¢. Razlozi za odbijanje ili odlaganje moraju se navesti. Zamoljena
Strana obavestava Stranu molilju i o svakom razlogu koji onemogucéava izvrSenje
zahteva ili verovatno, u zna€ajnoj meri, odlaze izvrSenje.

8. Strana moliljla moze da trazi da zamoljena Strana &uva u tajnosti
postojanje zahteva kao i sadrzaj zahteva, koji je podnet u skladu sa ovim poglavljem,
do stepena koji je neophodan da bi zahtev mogao da se izvrSi. Ukoliko zamoljena
Strana ne moze da ispuni zahtev za tajno$¢u, o tome odmah obavestava Stranu
molilju, koja zatim odluéuje da li ¢e, uprkos tome, da uputi zahtev na izvrSenje.

9. a) U hitnim slu€ajevima, zahtev za uzajamnu pomo¢ ili obavestenja u
vezi sa njim, pravosudni organi Strane molilie mogu direktno da poSalju
odgovaraju¢im nadleznim organima zamoljene Strane. U svim takvim slu¢ajevima
preko centralnog organa Strane molilje treba istovremeno poslati kopiju zahteva
centralnom organu zamoljene Strane.

b) Svaki zahtev ili obavestenje iz ovog stava moze da se sprovede preko
Medunarodne organizacije kriminalistiCke policije (Interpol).

v) Ako je zahtev podnet u skladu sa tackom a) ovog ¢lana, organu koji nije
nadleZan da postupi po zahtevu, on zahtev prosleduje nadleZnom domac¢em organu i
o tome direktno obavestava Stranu molilju.

g) Zahteve ili obaveStenja iz ovog stava koji za sobom ne povlate mere
prinude, nadlezni organi Strane molilie mogu da direktno upute nadleznim organima
zamoljene Strane.

d) Svaka Strana ugovornica moze da, prilikom potpisivanja ili deponovanja
instrumenata o potvrdivanju, prihvatanju, odobravanju ili pristupanju, obavesti
Generalnog sekretara Saveta Evrope da, zbog efikasnosti, zahtevi ucinjeni na
osnovu ovog stava, moraju da se upute njenom centralnom nadleZznom organu.

Clan 28.

Tajnost i ograni€¢enja koriSéenja

1. Kada izmedu Strane molilje i zamoljene Strane ne postoji vazeéi ugovor
ili dogovor o uzajamnoj pomoc¢i na osnovu jednoobraznog ili reciprotnog prava,
primenjuju se odredbe ovog ¢lana. Odredbe ovog €¢lana se ne primenjuju ukoliko
takav ugovor, dogovor ili propis postoji, osim ako se strane ugovornice saglase da
primenjuju ovaj Clan ili neki njegov deo.

2. Zamoljena Strana moze trazenu dostavu informacija ili materijala da
uslovi:

a) cCuvanjem tajnosti zahteva, kada zahtevu za uzajamnu pravnu pomo¢ ne
moze da se udovolji bez tog uslova,;

b) da se ne koriste za druge istrage ili postupke, osim onih koji su navedeni
u zahtevu.

3. Ukoliko Strana molilja ne moze da ispuni neki od uslova iz stava 2. ovog
Clana, o tome odmah obavestava drugu stranu ugovornicu, koja zatim odlucuje da i
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¢e, uprkos tome, da dostavi informacije. Ako Strana molilja prihvati uslov, obavezna
je da ga ispuni.

4. Svaka Strana ugovornica koja dostavlja informacije ili materijale pod
uslovom navedenim u stavu 2. ovog ¢lana, moze da zahteva od druge Strane
ugovornice da joj, u vezi sa tim uslovom, obrazlozi u koju ¢e svrhu te informacije ili
materijale da upotrebi.

Deo 2. - Posebne odredbe
Odeljak 1. - Uzajamna pomo¢ u odnosu na privremene mere
Clan 29.

Hitna zastita sac¢uvanih racunarskih podataka

1. Strana ugovornica moze od druge Strane ugovornice da zahteva da
naredi ili na drugi nacin obezbedi hitnu zastitu podataka sacuvanih preko
raCunarskog sistema koji se nalazi na teritoriji druge Strane ugovomice i u vezi sa
kojim Strana molilja namerava da trazi uzajamnu pomo¢ u svrhu pretrage ili slicnog
pristupa, zaplene ili sliénog obezbedenja ili otkrivanja podataka.

2. Zahtev za za$titu podataka, podnet na osnovu stava 1. ovog €lana, treba
da sadrzi:

a) naziv organa koji zahteva zastitu;

b) delo koje je predmet krivicne istrage ili postupaka i sazet opis €injenica u
vezi sa tim;

v) koji saCuvani raCunarski podaci treba da se zastite i njihovu povezanost
sa delom;

g) sve raspolozive informacije koje identifikuju lice koje poseduje saCuvane
racunarske podatke ili podatke o mestu gde se nalazi raunarski sistem;

d) razlog zbog kojeg je neophodno da se podaci zastite; i

d) navode da Strana ugovornica namerava da podnese zahtev za uzajamnu
pomo¢ u svrhu pretrage ili slicnog pristupa, zaplene ili sliénog obezbedenja ili
otkrivanja saCuvanih racunarskih podataka.

3. Nakon prijema zahteva druge Strane ugovornice, zamoljena Strana treba
da preduzme sve odgovaraju¢e mere da bi se hitno, u skladu sa domacim pravom,
zaétitili trazeni podaci. U odgovoru na zahtev ne moZe da se zahteva postojanje
dvostrane kaznjivosti, kao uslov za obezbedenje zastite podataka.

4. Strana ugovornica koja zahteva dvostranu kaznjivost kao uslov za
odgovor na zahtev za uzajamnu pomo¢, u svrhu pretrage ili sli€¢nog pristupa, zaplene
ili slicnog obezbedenja ili otkrivanja saCuvanih podataka mozZe da, u vezi sa drugim
delima, osim onih propisanih u skladu sa €l. 2. do 11. ove konvencije, zadrzi pravo da
odbije zahtev za zastitu u skladu sa ovim ¢lanom, u slu€ajevima u kojima ima osnova
da veruje da u vreme otkrivanja, uslov dvostrane kaznjivosti ne moze da se ispuni.

5. Osim toga, zahtev za zastitu podataka moze da se odbije samo:

a) ako se zahtev odnosi na delo koje zamoljena Strana smatra politiCkim
deliktom ili delom koje je povezano sa politickim deliktom, ili

b) ako zamoljena Strana smatra da izvrSenje zahteva verovatno moze da
ugrozi njen suverenitet, bezbednost, javni poredak ili druge bitne interese.
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6. Kada zamoljena Strana veruje da za$tita neCe da obezbedi buducu
dostupnost podataka ili ugrozava tajnost ili na drugi nacin ugrozava istragu koju vodi
Strana molilja, o tome odmah obavestava Stranu molilju, koja zatim odlucuje da li ¢e,
uprkos tome, da uputi zahtev na izvrSenje.

7. Svaka zastita obavljena na zahtev naveden u stavu 1. ovog ¢lana,
izvrSice se u roku ne manjem od 60 dana, da bi se Strani molilji omogucilo da
podnese zahtev za pretragu ili sliCan pristup, zaplenu ili sli€no obezbedenje ili
otkrivanje podataka. Nakon prijema takvog zahteva, zastita podataka nastaviée se, u
iS¢ekivanju odluke po zahtevu.

Clan 30.

Hitno otkrivanje zasticenih podataka o saobracaju

1. Kada tokom izvrSenja zahteva podnetog u skladu sa ¢lanom 29, radi
zastite podataka o saobracaju koji se odnose na odredenu komunikaciju, zamoljena
Strana otkrije da je davalac usluga u drugoj drzavi umeSan u prenos takve
komunikacije, zamoljena Strana treba hitno da otkrije drugoj Strani ugovornici
koli€¢inu podataka o saobraéaju koja je dovoljna za identifikaciju davaoca usluge i
putanje kojom je saobraéaj izvrsen.

2. Otkrivanje podataka o saobraéaju u skladu sa stavom 1. ovog clana
moze da se odbije samo:

a) ako se zahtev odnosi na delo koje zamoljena Strana smatra politiCkim
deliktom ili delom koje je povezano sa politickim deliktom, ili

b) ako zamoljena Strana smatra da izvrSenje zahteva verovatno moze da
ugrozi njen suverenitet, bezbednost, javni poredak ili druge bitne interese.
Odeljak 2. - Uzajamna pomo¢ u odnosu na istrazna ovlaséenja
Clan 31.
Uzajamna pomo¢ u odnosu na pristupanje sacuvanim
racunarskim podacima

1. Strana ugovornica moze da zahteva od druge Strane ugovornice da
pretraZi ili slicno pristupi, zapleni ili slicno obezbedi i razotkrije podatke sauvane
preko racunarskog sistema, koji se nalazi na teritoriji zamoljene strane ugovornice,
uklju€ujuci i podatke koji su zasti¢eni u skladu sa ¢lanom 29.

2. Zamoljena Strana treba da odgovori na zahtev primenom medunarodnih
instrumenata, dogovora i zakona navedenih u ¢lanu 23. i u skladu sa ostalim
odgovarajuc¢im odredbama ovog poglavlja.

3. Na zahtev se hitno odgovora ako:

a) ima osnova da se veruje da su odgovarajuci podaci naroCito podlozni
gubitku ili izmeni, ili

b) instrumenti, dogovori i zakoni navedeni u stavu 2. ovog ¢&lana i inace
nalazu brzu saradnju.

Clan 32.

Prekogranicni pristup sacuvanim racunarskim podacima uz
saglasnost ili kada su dostupni javnosti

Strana ugovornica moze, bez dozvole druge Strane ugovornice:
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a) da pristupi saCuvanim raCunarskim podacima koji su dostupni javnosti,
bez obzira gde se podaci geografski nalaze, ili

b) da pristupi ili primi, preko racunarskog sistema na svojoj teritoriji,
saCuvane racunarske podatke koji se nalaze u drugoj Strani ugovomici, ukoliko
pribavi zakonsku i dobrovoljnu saglasnost od lica koje ima zakonsko ovladéenje da
joj razotkrije podatke preko tog racunarskog sistema.

Clan 33.

Uzajamna pomo¢ u prikupljanju podataka o saobracaju u
realnom vremenu

1. Strane ugovornice treba da obezbede uzajamnu pomoé¢ u cilju
prikupljanja u realnom vremenu podataka o saobracaju, koji se odnose na odredene
komunikacije na njihovoj teritoriji, prenetih preko racunarskog sistema. Na osnovu
odredbi stava 2. ovog ¢lana, ova pomo¢ se vrsi u skladu sa uslovima i postupcima
propisanim domacéim pravom.

2. Svaka Strana ugovornica treba da pruzi takvu pomoé¢, bar u slu¢aju onih
krivicnih dela za koje bi prikupljanje podataka o saobracaju u realnom vremenu bilo
moguce u sliénom domacem predmetu.

Clan 34.

Uzajamna pomo¢ u presretanju podataka iz sadrzaja

Strane ugovornice treba da obezbede uzajamnu pomo¢ u cilju prikupljanja ili
snimanja u realnom vremenu podataka iz sadrzaja odredenih komunikacija, prenetih
preko raCunarskog sistema, do granice koju dozvoljavaju medusobno vazeci ugovori
i domace pravo.

Odeljak 3. - Mreza 24/7
Clan 35.

Mreza 24/7

1. Svaka Strana ugovornica treba da odredi mesto za kontakt, koje je
dostupno 24 sata, 7 dana u nedelji, da bi omogucila pruzanje trenutne pomoci
istragama ili postupcima u vezi sa krivicnim delima koja se odnose na raCunarske
sisteme i podatke, ili radi prikupljanja dokaza u elektronskom obliku o krivicnom delu.
Takva pomo¢ treba da obuhvati olakSavanje ili, ukoliko to domace pravo i praksa
dozvoljavaju, neposredno sprovodenje sledecih mera:

a) davanje tehnickih saveta;

b) zastitu podataka u skladu sa ¢l. 29. i 30, i

v) prikupljanje dokaza, davanje informacija pravne prirode i lociranje
osumnji¢enih.

2. a) Mesto za kontakte strane ugovornice treba da raspolaze
mogucnostima dovoljnim da moze brzo da razmenjuje poruke sa mestom kontakta
druge Strane ugovornice.

b) Ukoliko mesto za kontakt koje je odredila Strana ugovornica nije deo
njenih drzavnih organa ili organa nadleznih za medunarodnu uzajamnu pomoc ili
ekstradiciju, mora da se obezbedi da mesto za kontakt moze brzo da saraduje sa tim
organima.
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3. Da bi rad mreze bio olakSan, svaka Strana ugovornica treba da obezbedi
obuceno i opremljeno osoblje.

POGLAVLJE IV. - ZAVRSNE ODREDBE
Clan 36.

Potpisivanje i stupanje na snhagu

1. Ova konvencija je otvorena za potpisivanje drzavama c¢lanicama Saveta
Evrope i drzavama koje nisu ¢lanice, a koje su u€estvovale u njenoj izradi.

2. Ova konvencija podleze potvrdivanju, prihvatanju ili odobravanju.
Instrumenti o potvrdivanju, prihvatanju ili odobravanju, deponuju se kod Generalnog
sekretara Saveta Evrope.

3. Ova konvencija stupa na snagu prvog dana u mesecu posle isteka
perioda od tri meseca nakon datuma kada je pet drzava, od kojih su najmanje tri
¢lanice Saveta Evrope, izrazilo saglasnost da budu obavezane Konvencijom u skladu
sa odredbama st. 1. i 2. ovog Clana.

4. U odnosu na bilo koju potpisnicu koja naknadno izrazi saglasnost da
bude obavezana Konvencijom, ona stupa na shagu prvog dana u mesecu posle
isteka perioda od tri meseca nakon datuma izrazavanja saglasnosti da bude
obavezana Konvencijom u skladu sa odredbama st. 1. i 2. ovog €lana.

Clan 37.

Pristupanje Konvenciji

1. Nakon stupanja na snagu ove konvencije, Komitet ministara Saveta
Evrope, po obavljenim konsultacijama sa drzavama ugovornicama Konvencije i
dobijanja njihove jednoglasne saglasnosti, moze da pozove bilo koju drzavu koja nije
Clanica Saveta Evrope, a koja nije ucestvovala u njenoj izradi, da pristupi ovoj
konvenciji. Odluka o tome donosi se vec¢inom predvidenom ¢lanom 20d. Statuta
Saveta Evrope i jednoglasno od strane predstavnika drzava ugovornica koje imaju
pravo da sede u Komitetu ministara.

2. U odnosu na bilo koju drzavu koja pristupa Konvenciji u skladu sa stavom
1. ovog ¢lana, Konvencija stupa na snagu prvog dana u mesecu posle isteka perioda
od tri meseca nakon datuma deponovanja instrumenta o pristupanju kod Generalnog
sekretara Saveta Evrope.

Clan 38.

Teritorijalna primena

1. Svaka drzava moze da prilikom potpisivanja ili deponovanja instrumenta
o potvrdivanju, prihvatanju, odobravanju ili pristupanju, naznaci teritoriju ili teritorije
na kojima se ova konvencija primenjuje.

2. Svaka drzava moze da, bilo kog kasnijeg datuma, izjavom Generalnom
sekretaru Saveta Evrope, proSiri primenu ove konvencije na bilo koju teritoriju
naznaéenu u izjavi. U odnosu na tu teritoriju, Konvencija stupa na snagu prvog dana
u mesecu posle isteka perioda od tri meseca nakon datuma kada je Generalni
sekretar takvo obavestenje primio.

3. Svaka izjava data u skladu sa prethodna dva stava moZe da se, u
odnosu na bilo koju teritoriju naznaenu u njoj, povuCe na osnovu obavestenja
Generalnom sekretaru Saveta Evrope. Povlagenje proizvodi dejstvo prvog dana u
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mesecu posle isteka perioda od tri meseca nakon datuma kada je Generalni sekretar
takvo obavestenje primio.

Clan 39.

Dejstvo Konvencije

1. Svrha ove konvencije je da dopuni vazece multilateralne ili bilateralne
ugovore ili dogovore izmedu Strana ugovornica, uklju€ujuci odredbe:

- Evropske konvencije o ekstradiciji, otvorene za potpisivanje 13. decembra
1957. godine u Parizu (ETS No. 24);

- Evropske konvencije o uzajamnoj pomoci u kriviCnim stvarima, otvorene za
potpisivanje 20. aprila 1959. godine u Strazburu (ETS No. 30);

- Dodatnog protokola uz Evropsku konvenciju o uzajamnoj pomoci u krivicnim
stvarima, otvorenog za potpisivanje 17. marta 1978. godine u Strazburu (ETS No.
99).

2. Ukoliko su dve ili viSe Strana ugovornica vec zakljucile sporazum ili
ugovor o materiji na koju se odnosi ova konvencija, ili su na drugi nacin uspostavile
svoje odnose u toj materiji, ili ukoliko to u buduénosti urade, one mogu da primenjuju
taj sporazum ili ugovor ili da na drugi nacin, shodno tome, uspostave svoje odnose.
Medutim, ako Strane ugovornice uspostave svoje odnose u vezi sa materijom na
koju se odnosi ova konvencija, drukCije nego $to je njome predvideno, one to mogu
da urade na nacin koji nije u suprotnosti sa ciljevima i nacelima ove konvencije.

3. Ova konvencija ne utie na druga prava, ograniCenja, obaveze i
odgovornosti Strana ugovornica.

Clan 40.

Izjave

Svaka drzava moze da, pismenim obaveStenjem Generalnom sekretaru
Saveta Evrope prilikom potpisivanja ili deponovanja instrumenata o potvrdivanju,
prihvatanju, odobravanju ili pristupanju, izjavi da ¢ée da iskoristi mogucénost da traZi
dodatne elemente predvidene u €l. 2, 3, 6. stav 1b), ¢l. 7, 9. stav 3. i ¢lana 27. stav
9e).

Clan 41.

Federalna klauzula

1. Federalna drzava moze da zadrzi pravo da preuzme obaveze u skladu
sa Poglavljem Il. ove konvencije, koje su u skladu sa osnovnim nacelima na kojima
se zasniva veza njene centralne vlade i konstitutivnin drzava ili drugih sli¢nih
teritorijalnih jedinica, pod uslovom da i pored toga ima moguc¢nost da saraduje u
skladu sa odredbama Poglavlja Ill.

2. Kada u skladu sa stavom 1. zadrzi pravo, federalna drzava ne moze da
primeni uslove takve rezerve da bi iskljuila ili bitho umanjila svoje obaveze da
sprovede mere propisane u Poglavlju Il. Ukupno gledajuci, ona mora da obezbedi
Siroku i delotvornu sposobnost za sprovodenje zakona u pogledu tih mera.

3. U pogledu odredbi ove konvencije, Cija je primena u nadleZnosti
konstitutivnin drzava ili drugih slicnih teritorijalnih jedinica, koje ustavni sistem
federacije ne obavezuje da preduzmu zakonodavne mere, federalna vlada
obavestava nadleZzne organe tih drzava o navedenim odredbama, prilazuci svoje
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pozitivno miSljenje, podstiCuci ih da preduzmu potrebne mere da bi te odredbe
sproveli.

Clan 42.

Rezerve

Svaka drzava moze da, pismenim obaveStenjem Generalnom sekretaru
Saveta Evrope, prilikom potpisivanja ili deponovanja instrumenata o potvrdivanju,
prihvatanju, odobravanju ili pristupanju, izjavi da koristi pravo na rezervu (rezerve)
propisanu u €lanu 4. stav 2, ¢lanu 6. stav 3, ¢lanu 9. stav 4, ¢lanu 10. stav 3, ¢lanu
11. stav 3, ¢lanu 14. stav 3, ¢lanu 22. stav 2, &lanu 29. stav 4. i ¢lanu 41. stav 1.
Nijedna druga rezerva ne moZze da se izjavi.

Clan 43.

Status i povlacenje rezervi

1. Strana ugovornica koja stavi rezervu u skladu sa ¢lanom 42, moze u
celini ili delimiéno da je povuCe, na osnovu obavesStenja Generalnom sekretaru
Saveta Evrope. Takvo povlacenje proizvodi dejstvo od datuma kada je Generalni
sekretar primio obavestenje. Ukoliko je u obaveStenju navedeno da povlacenje
rezerve proizvodi dejstvo od datuma odredenog u obavestenju, a taj datum je nakon
datuma kada je Generalni sekretar primio obavestenje, povlaenje proizvodi dejstvo
od tog kasnijeg datuma.

2. Strana ugovornica koja je stavila rezervu kao $to je navedeno u ¢lanu 42,
moze da povuce takvu rezervu, u celini ili delimi¢no, ¢im okolnosti to dozvole.

3. Generalni sekretar Saveta Evrope moze periodicno da proveri sa
Stranama ugovornicama koje su stavile jednu ili vise rezervi, kao $to je navedeno u
¢lanu 42, da li postoji mogucnost povlacenja te rezerve (rezervi).

Clan 44.

Izmene

1. lzmene ove konvencije moze da predlozi bilo koja Strana ugovornica, a
Generalni sekretar Saveta Evrope o njima obavestava drzave Clanice Saveta Evrope,
drzave koje nisu Clanice a koje su uCestvovale u izradi ove konvencije, kao i bilo koju
drzavu koja je pristupila ili je bila pozvana da pristupi ovoj konvenciji, u skladu sa
odredbama ¢lana 37.

2. Svaka izmena koju neka Strana ugovomica predlozi, dostavlja se
Evropskom komitetu za probleme kriminala (CDPC), koji svoje miSlijenje o
predlozenoj izmeni podnosi Komitetu ministara.

3. Komitet ministara razmatra predlozenu izmenu i misljenje podneto od
strane CDPC-a i, nakon konsultacija sa Stranama ugovornicama ove konvencije koje
nisu drzave Clanice, moze da usvoji izmenu.

4. Tekst svake izmene koju usvoji Komitet ministara, u skladu sa stavom 3.
ovog €lana, dostavlja se Stranama ugovornicama na prihvatanje.

5. Svaka izmena usvojena u skladu sa stavom 3. ovog C&lana stupa na
shagu tridesetog dana od dana kada sve Strane ugovornice obaveste Generalnog
sekretara o njenom prihvatanju.
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Clan 45.

Resavanje sporova

1. O tumacenju i primeni ove konvencije, obavestava se Evropski komitet
za probleme kriminala (CDPC).

2. U slu€aju spora izmedu Strana ugovornica u vezi sa tumacenjem i
primenom ove konvencije, Strane ugovornice ¢e pokuSati da reSe spor pregovorima
ili na bilo koji drugi miran nacin, po njihovom izboru, ukljuéuju¢i podnoSenje spora
CDPC-u, arbitraznom tribunalu, €ije su odluke obavezuju¢e za Strane ugovornice ili
Medunarodnom sudu pravde, u skladu sa dogovorom Strana ugovornica u sporu.

Clan 46.

Konsultacije strana ugovornica

1. Strane ugovornice se, kada je to celishodno, povremeno konsultuju da bi
olaksale:

a) delotvornu upotrebu i primenu ove konvencije, uklju€ujuéi prepoznavanje
svih problema u vezi s tim, kao i efekte svake izjave ili rezerve ucinjene po ovoj
konvenciji;

b) razmenu informacija o znacajnim pravnim, politickim ili tehnoloSkim
unapredenjima vezanim za visokotehnoloski kriminal i prikupljanje dokaza u
elektronskom obliku;

v) razmatranje mogucih dopuna ili izmena Konvencije.

2. O rezultatima konsultacija navedenih u stavu 1. ovog ¢lana, periodi¢no
se obavestava Evropski komitet za probleme kriminala (CDPC).

3. Evropski komitet za probleme kriminala (CDPC), kada je to celishodno,
olakSava konsultacije navedene u stavu 1. i preduzima neophodne mere da bi
pomogao Stranama ugovornicama u njihovim naporima da dopune i izmene
Konvenciju. Najkasnije tri godine nakon stupanja na snagu ove konvencije, Evropski
komitet za probleme kriminala (CDPC), u saradnji sa Stranama ugovornicama,
razmatra sve odredbe ove konvencije, i ukoliko je neophodno, preporucuje
odgovarajuce izmene.

4. TroSkove sprovodenja odredbi stava 1. ovog C¢lana snose Strane
ugovornice na nacin na koji same odrede, osim kada ih na sebe preuzme Savet
Evrope.

5. Stranama ugovornicama, u izvrSavanju svojih funkcija po ovom c¢lanu,
pomaze Sekretarijat Saveta Evrope.
Clan 47.

Otkazivanje

1. Svaka Strana ugovornica moZe da, u bilo koje vreme, otkaze ovu
konvenciju slanjem obavestenja Generalnom sekretaru Saveta Evrope.

2. Otkazivanje proizvodi dejstvo prvog dana u mesecu posle isteka perioda
od tri meseca nakon datuma kada je Generalni sekretar primio obavestenije.
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Clan 48.

Obavestavanje

Generalni sekretar Saveta Evrope obavestava drzave ¢lanice Saveta Evrope,
drzave koje nisu Clanice Saveta Evrope, a koje su ucestvovale u izradi ove
konvencije, kao i bilo koju drzavu koja je pristupila ili je bila pozvana da pristupi ovoj
konvenciji, o:

a) svakom potpisivanju;

b) deponovanju bilo kojih instrumenata o potvrdivanju, prihvatanju,
odobravanju ili pristupanju;

v) svakom datumu stupanja na snagu ove konvencije u skladu sa ¢l. 36. i
37;

g) svakojizjavi datoj u skladu sa ¢lanom 40. ili rezervi stavljenoj u skladu sa
¢lanom 42;

d) svakom drugom postupku, obavestenju ili saopStenju u vezi sa ovom
konvencijom.

U potvrdu Cega su, dole potpisani, za to propisno ovlasceni, potpisali ovu
konvenciju.

Sacdinjeno u Budimpesti, 23. novembra 2001. godine, na engleskom i
francuskom jeziku, pri ¢emu su oba teksta podjednako verodostojna, u po jednom
primerku, koji se deponuju u arhivama Saveta Evrope. Generalni sekretar Saveta
Evrope dostavlja overene kopije svakoj drzavi ¢lanici Saveta Evrope, drzavama koje
nisu €lanice, a koje su uCestvovale u izradi ove konvencije, kao i bilo kojoj drzavi koja
je pozvana da joj pristupi.”

Clan 3.

O izvrSavanju odredaba ovog zakona stara se ministarstvo nadlezno za
pravosude, ministarstvo nadlezno za unutrasnje poslove i ministarstvo nadlezno za
telekomunikacije.

Clan 4.

Ovaj zakon stupa na snagu osmog dana od dana objavljivanja u ,Sluzbenom
glasniku Republike Srbije - Medunarodni ugovori”.



