nPeAnor

3AKOH
O NHO®OPMALIMOHOJ BE3BEHOCTHU

I. OCHOBHE OQPEOBE
MpeameT ypehuBamwa
YnaH 1.

OBum 3akoHOM ce ypeflyjy mepe 3awTtute on 6e3b6eaHOCHUX pusmka y
NH(POPMaLMOHO-KOMYHMKALMOHUM CUCTEMMUMA, OOrOBOPHOCTM cybjekaTa NpUIIMKOM
ynpaBrbaka 1 kopuwhewa MHHPOPMaLNOHO-KOMYHUKALUMOHNX cUcTemMa, NOCTynuM n
Mepe 3a NOCTU3awe BWCOKOr OMnwTer HuBoa WHdopMaumoHe 6e3begHoOCTM M
ogpefhyjy ce HaanexHu opraHu 3a cnpoBohewe Mepa 3alTuTe, KoopAuHauujy
n3amehy umHMnaua 3sawTute, npahewe nNpaBUNHE MNPUMEHE MPONUCaAHUX Mepa
3alITUTE, Kao U HaanexHoCcTu cybjekaTa 3a Hag30p Hag CcnpoBofeHeM OBOr 3aKOHa.

3Ha4yeHw-€e NojeAMHUX TepMUHA
YnaH 2.
MojeanHM TEPMUHKN Yy CMUCIY OBOTr 3aKoHa MMajy criegehe 3Havere:

1) uHopmayuoHo-komyHukayuoHu cucmem (UKT cuctem) je TEXHOMNOLLKO-
opraHusauuMoHa uenunHa koja obyxeaTa:

(1) ennekmpoHCKe KOMYHUKauUOHe Mpexe U ycrly2e y CMWUCIY 3aKoHa
KOju ypenyje enekTpoHcke KOMyHUKauuje;

(2) ypehaje vnu rpyne mehycobHo noee3aHunx ypehaja, TakBux ga ce y
okBupy ypehaja, ogHocHO y okBupy 6apem jegHor u3 rpyne ypehaja,
BpwWK ayTomatcka obpapa nopaTtaka kopuwwhewem padvyHapckor
nporpama;

(3) nopatke Koju ce Boae, 4yBajy, obpahyjy, npeTpaxyjy unum npeHoce
nomony cpeacrtasa u3 nogrady. (1) n (2) oBe Tauyke, a y CBpXY
HUXOBOI paja, ynotpebe, 3awtute Unn oapxasama;

(4) opraHusaumoHy CTPYKTypy nyteMm koje ce ynpaerba VIKT cuctemowm;

(5) cBe TUNOBE CUCTEMCKOr M annuMkaTUBHOr codpTBepa u codTBepcke
pa3BojHe anaTe;

2) onepamop UMKT cucmema je dU3NYKO nule y CBOjCTBY permctposaHor
cybjekta, NpaBHO nuue, OpraH UNn opraHnsauMoHa jeanHuLa opraHa Koju KOpUCTU
WKT cuctem y okBupy obaBrbata CBOje 4enaTHOCTWU, O4HOCHO MOCoBa M3 CBOje
HaONeXHoCTw;

3) uHgbopmayuoHa be3dbedHocm npencTaBrba CNOCOOGHOCT NHPOPMALMOHO-
KOMYHMKALMOHMX CUCTEMA WU Mpexa fa ce ogynpy wuvnu ybnaxe, y3 ogpeheHu
CcTeneH noy3gaHoCTW, cBaku gorahaj koju 6u morao ga yrposu pacnosioXMBOCT,
WHTErpuTeT, ayTEHTMYHOCT, HENOpPeuuBOCT W MNOBEPSbUBOCT MNoAaTaka Koju ce
obpahyjy, OAHOCHO ycnyra koje ce npyxajy wunu cy goctynHe nytem Tor WKT
cucTema;

4) uHMezpumem je CBOjCTBO KOje ocurypasa Aa nogauu vnv nHdopmavmje
HUCY MPOMEHEHUN UMW YHULITEHW Ha HeoBrawheHuW HayuH oA Kaja Cy KpeupaHwu,
NPeHeTU UNN yCKnaauLLTeHw;



5) pacnosioxueocm je CBOJCTBO KOjUM Ce ocurypaBa [OCTYMHOCT MU
ynoTtpebrbmocT VKT cuctema Ha 3axteB oBnawheHor cybjekta nnm npoueca oHaa
Kaga uMm je notpebas;

6) aymeHmu4yHoCcm je CBOJCTBO KOjMM Ce ocurypaBa MoryhHocTt ga ce
npoBepu 1 NOTBPAM Aa je MHdopMaLumjy CTBOPUO UMM NOCNA0 OHaj 3a Kora ce TBpau
a je Ty pagtby U3BpLUKO;

7) rnosepsbUBOCTM je CBOjCTBO KOjUM Ce ocurypaBa ga cy umHdopmaumje u
dyHkumnje KT cuctema goctynHe camo osrawheHnm nuumma;

8) Henopeyusocm npencTaBrba CrNOCOBHOCT AOKa3vBawa Aa ce goroauna
ogpeheHa pagha nnu aa je Hactynuo ogpeheHn goranaj, Tako Aa ra HakHagHoO Huje
moryhe nopehu;

9) pusuk npenctaBrba MOryhHOCT HacTaHka gorahaja unm ycnosa Koju mory
Yrpo3nTn HMBO MHopMaumoHe 6e36eaHOCTN unu ncnpaBHo gyHKUnoHucawe KT
cuctema, WTO ce yTBphyje Ha ocHOBY npoueHe BepoBaTHohe gorahaja n BenuyuHe
HEroBOr MOTEHLUMjanHor ytuuaja Ha HMBo nHdopmaumnoHe 6e36egHOCTY;

10) pawusocm npeactasrba cnaboct unu HegocTtaTak y KT npoumssoanma
Unun ycriyrama Koju ce Mory UCKOpUCTUTU 3a peanuaauujy jeaHe unm BuLLe npeThsuy;

11) ynpae/barbe  PU3UKOM je  CKym  CUCTeMaTUYHUX  aKTUBHOCTM
naeHTudUKaumje, MNpoLueHe W YCnocTaBrbake CUCTEMA KOHTPONEe pusMKa Koju
omoryhaBa nrnaHvpawe, opraHu3oBame W yCcMepaBake Mepa 3awTtute kako 6u ce
06e36eaumno aa pyusunum octaHy y NponnucaHum v npuxsaTibUBUM OKBUPMMA;

12) usbeeHymu uHyudeHm npeacTaerba maeHtudumkoaHn gorahaj y VKT
CUCTEMY KOjU je Morao [AOBECTU [0 3HaudajHOr yrpoXaBaka pacnosioXUBOCTY,
ayTEHTUYHOCTW, MHTErpuUTeTa WUNIM NOBEPSLMBOCTU nojartaka, ycryra unm cuctema,
ann je npaBOBPEMEHOM WHTEPBEHLMOM WM 3alITUTHUM Mepama CrnpeyeHo
OCTBapVvBak€ LUTETHMX NOCNeanua;

13) npemr-a npeacTaBfba CBaKy OKOMHOCT, gorahaj unum pagkwy koja Moxe
[a yrposu, nopemMeTn unm Ha apyru HauuH wretHo ytude Ha VKT cuctem, KopncHuke
cucTeMa v apyra nvua ca jacHom BepoBaTHONOM HacTajaka LTeTe y cnydajy na
n3ocTaHe peakuuja;

14) o36burbHa npemma NpeacTasrba NpeTwy No MHopmaunoHy 6e3beaHocT
3a KOjy ce, ¢ 063MpOM Ha HeHa TEXHWYKa CBOjCTBA, MOXe NpeTnocTaBuTV Aa uma
noTeHuunjan ga usasoBe 3HadajHe HeraTmeBHe nocneguue no VKT cuctem, werosor
oneparopa UM KOpUCHWKe ycnyra Tor ornepaTopa y3poKyjyhu 3HavajHy matepujanHy
UNn HemaTepujanHy wTeTy;

15) uHyuGeHm je cBakm pgorahaj Koju yrpoxaBa pPacrnonoXuBOCT,
ayTEeHTUYHOCT, WMHTErpuTeT, HEernopeuuBOCT UMW MOBEPSbMBOCT MojaTaka Koju ce
yyBajy, npeHoce wunu obpafyjy unu ycnyre koje ce npyxajy, OAHOCHO Koje cy
poctynHe nytem VKT cuctema;

16) anoHamepHU coghmeep je cohTBEP HaMEPHO KpeumpaH ca uubem ga
owTeTn, nopemetTn, oHemoryhm unn HeosnawheHo npucTynn MHGPOPMaLMOHO-
KOMYHUKaLMOHNUM cuctemuma n obyxsata pasnuuuTe TUMNOBE LUTETHUX Nporpama,
YKIbydyjyhu BUupyce, TpojaHue, LpBe, paHCOMBEP U LUMWjYHCKU COPTBEP;

17) jeQuHcmeeHu cucmem 3a rnpujemM obasewmera 0 UHUUOEHmMuMa je
WH(OPMaLIMOHN CUCTEM Y KOjU Ce yHOCe nojaun O MHUMAEHTUMa U M3BerHytum
nHumaeHtuma y KT cnctemmma og nocebHor 3Havaja Koju Mory ga umajy 3HadajaH
yTuLaj Ha HapyllaBawe nHgpopmaumoHe 6e36eaHoCTH;



18) ynpaerbarbe uHUUOeHmMoM noppasymMeBa npedy3vmare CBUX padku U
nocTynaka Yuju je unrb cnpevaBake, OTKpMBaHe, aHanmsa v npekua HUMOeHTa, Kkao
N npeaysnMarbe Opyrux Mepa pagm oaroBopa Ha MHUMOEHT M OTKNakaka HeroBmx
nocneauua;

19) kpusza uHopmayuoHe b6e3bedHocmu je porahaj wunu cTawe Koje
yrpoxaBa, omeTa pag wnun oHemoryhyje pag UKT cuctema oa nocebHor 3Havaja u
npv TOM M3asunBa pusnke, NpeTHhe UM nocrneanue no CTaHOBHULLITBO, MatepujanHa
aobpa unu XMBOTHY CpeauHy M3Y3eTHO Benukor obrvMa u MHTeH3uUTeTa Koje Huje
moryhe cnpeynTn unuM OTKMNOHWUTU PEAOBHUM [eNoBakeM HaANEXHWX opraHa u
cnyxbu, a oaroBop Ha TakaB gorahaj unu ctamwe 3axTeBa ydelwhe BULLIE HAANEXHNX
opraHa, Kao 1 npumeHy ogrosapajyhmnx mepa;

20) mepe 3awmume WKT cucmema Ccy TexXHUYKe, OpraHM3aLuoHe,
agMVHUCTpaTUBHE M U3NYKE Mepe 3a ynpasrbarwe 6e3beaHocHuM pusmumma UKT
cucTema;

21) majHu nodamak je nogartak Koju je, y cknagy ca nponucuma o TajHOCTU
nogataka, ogpefeH n o3HaveH ogpefeHuM CTeneHom TajHoOCTH;

22) UKT cucmem 3a pad ca majHum nodauyuma je WKT cuctem koju je y
CKnagy ca 3akoHOM ofpefneH 3a pag ca TajHMM nogauuma;

23) opeaH je pOpXaBHM oOpraH, opraH ayToOHOMHE TMOKpajuHe, jeguHuLa
rfokanHe camoynpase, opraHmMsaumja u Apyro npaBHO UNU PU3NYKO NULE KOMe je
NoOBEPEHO BPLLEHE jaBHUX oBnawhemsa;

24) cnyxb6a 6e3bedHocmu je cnyxba 6e36edHOCTN Y CMUCITY 3aKOHa KOjuUM
ce ypehyjy ocHoBe 6e3beaHocHO-o0b6aBeluTajHOr cuctema Penybnvke Cpbuje;

25) camocmarnHu onepamopu UKT cucmema Cy MUHUCTApCTBO HAaAMEXHO 3a
nocnoee opbpaHe, MWHUCTApPCTBO HaAMeXHO 3a YHyTpallke MOCroBe,
MUHUCTApPCTBO HAAMEexXHO 3a CnoSfbHe nocrose, cnyxbe 6e3begHoctn n HapogHa
6aHka Cpbuje;

26) LeHtap 3a npeseHunjy 6e3bepHocHux pusmka y WKT cuctemmnma (y
parsem TekcTy: LIEPT) je dyHKUMoOHanHa uenvHa y OKBMPY OpraHa Wnu npasHOr
nvua koja obyxsaTa CKyn NocrioBa KOju ce ogHOCe Ha MpeBeHuujy U 3alTuTy Of
nHUMaeHara;

27) komnpomumyjyhe enekmpomazHemHo 3paderne (KEM3) npepnctasrba
HEeHaMepHe enekTpoMarHeTHe emucuje MpuIMKoM npeHoca, obpage wnu YyBawa
nogaraka, 4Yvjum rnpujeMoM 1 aHanm3om ce MOXe OTKPUTU CaZipXaj TUX rnogaTaka;

28) kpunmobe3bedHocm je KOMMOHeHTa MHdopMaunoHe 6e3beaHOCTM Koja
obyxBaTa KpuNTO3alWTUTY, YynpaBrbake KpurntomaTepujanuma u pas3Boj meToda
KpunTo3awiTuTe;

29) Kpunmosawmuma je npuMeHa MeToda, Mepa M MocTynaka pagu
TpaHcopMucarwa nogataka y obnuvk Koju nx 3a ogpefheHo BpemMe uUnm TpajHO YMHK
HeAoCTYNHUM HeoBnaLWheHnM NMuUMMa;

30) kpunmoepaghcku npoussold je codpTBep nnn ypehaj nytem kora ce BpLUK
KpMNTO3awwTunTa;

31) kpunmomamepujanu cy kpuntorpadCku Npou3Boaun, nogaum, TEXHUYKa
AOKYMeHTauuvja kpuntorpadckmx npoussoda, kKao u ogrosapajyhu kpuntorpadcku
KIby4eBu;

32) 6e3bedHocHa 30Ha je MPOCTOp UnM NpoOCTopuja y KOjoj ce, y cknagy ca
nponncuMMa o TajHOCTM nogartaka, obpahyjy n vyBajy TajHu nogauum, Kao U npocTop



UM npoctopuja Koja je o4 Kby4yHOr 3Hayaja 3a ovyBawe MHEMOPMAaLMOHE
0e3begHocTn VKT cuctema;

33) uHgbopmayuoHa Oobpa obyxsaTtajy WHpopmauuje koje ce obpahyjy y
cknagy ca dyHkunjom n HameHoMm WKT cuctema; enekTpoHcke 3anmce o
KOHdurypaumju ypehaja n enekTpoHCKE KOMYHUKaUMOHE Mpexe; ereKkTPOHCKe
3annce o uHtepakumjama y UKT cuctemuma, npuctyny n ynotpedu MKT cuctema
(T3B. log 3anuce); nporpamMcku KOA; TEXHUYKY W KOPUCHUYKY OOKyMeHTauwujy;
€NEeKTPOHCKE 3annce 0 UHTepakumjaMma y enekTPOHCKOj KOMYHMKALMOHO] Mpexin (T3B.
MpeXxHn caobpahaj); Hpopmaumje Kojuma ce perynuwly HameHa n kopuwhewe KT
cucTema, npouecu, Mepe 3aliTuTe u cn;

34) ycnyasa uHgopmauuoHoe Opywimea je ycryra 'y CMUCIY 3akoHa Kojum ce
ypehyje enekTpoHcKa TProBuHa;

35) nipyxanay ycrnyee uHgbopmayuoHoe Opywmea je nNpaBHO Nuue Koje je
npyxanauw, ycryre y CMUCIy 3aKoHa KOjuM ce ypehyje enekTpoHcKa TProBuHa;

36) mpexa 3a ucriopyky cadpxaja (Content Delivery Network — CDN)
Oo3Ha4yaBa Mpexy reorpadcky pacnopefeHux cepBepa Koja je ocMulIbeHa Aa
o6e3bean BWCOKY [OOCTYNHOCT, MNPUCTYMAYHOCT W Op3y MCMOpPYyKy AUrMTanHor
cagpaja 1 ycnyra KOpUCHULMMA MHTEPHETA, Y UME Mpykanaua cagpxaja u ycnyra;

37) mauka 3a pasMmeHy uHmepHem caobpahaja (eHasn. internet exchange
point) je MpexHa CTpykTypa Koja npyxa MOryhHoOCT noBesvBara [BE WU BULUE
HEe3aBUCHUX Mpexa (ayTOHOMHUX CUCTEMa) MPBEHCTBEHO Yy CBPXy OraklwaBara
pa3MeHe MHTepHET caobpahaja, u koja omoryhyje mehynoBeanBawe ayTOHOMHUX
cucTeMa, y KOM cny4ajy Huje notpebHo aa uHtepHeT caobpahaj namehy ayToOHOMHUX
cuctema npofe kpo3 Tpehn ayTOHOMHM CUCTEM, Te Koja TakaB caobpahaj He mewa n
He yTuye Ha Hera Ha ApYyrv HaumH;

38) cucmem Hasuea domeHa ([HC) je puctpubympaHn, Xxujepapxmjcku
OpraHM3oBaH CWUCTEM KOju MoBe3yje Ha3vMBe AomeHa ca ogrosapajyhum WI
aZipecama Koje ce KopucTe 3a ycMepaBahe N MoBe3uBarkbe KOPUCHUYKMX ypehaja ca
ycrnyrama 1 pecypcrMma Ha UHTepHeTy;

39) npyxanay ycnyze [JHC-a je cybjekaT Koju npyxa ycnyre paspellaBara
AOHC ynuta KOpUCHMUMMA MHTEPHETa UNK npyxa ycnyry ayTopuTaTMBHUX cepBepa
MMeHa 3a Ha3MBe JOMeHa Koje kopucTe Tpeha nuua, ca n3y3eTKkOM KOPEHCKUX (E€Hr1.
root) cepBepa MMeHa;

40) ycnyza 00 rnoseper-a je ycnyra y CMMUCIY 3akoHa KojuM ce ypehyje
€IeKTPOHCKM OOKYMEHT, eNeKTpOHCKa uaeHTudmkaumnja n ycnyre o nosepewa y
€NEeKTPOHCKOM MOCMoBamyY;

41) npyxanay ycriyee 00 rogepemsa je npyxanaw y CMUCIY 3akoHa KOojuM ce
ypeflyje enekTpoHCKM [OOKYMEHT, ernekTpOHCKa uaeHTudukauuja wn ycnyre of
noBepera y enekTPOHCKOM MOCroBamyY;

42) keanughukoeaHa ycryea 00 nogeper-a je ycnyra y CMUCHy 3akoHa Kojum
ce ypehyje enekTpoHCKM [OKYMEHT, erleKTpOHCKa WAaeHTuduKauuja u ycnyre of
noBepeHa y enekTPOHCKOM NOCroBakYy;

43) npyxanay KeanugukogaHe ycriyee 00 rogepera je npyxanay y CMUcny
3aKoHa KojuMm ce ypefyje enekTPOHCKNU OOKYMEHT, efleKTpoHCKa naeHTudukaumja m
ycnyre of noBepeka y enekTPOHCKOM MOCMoBakby;

44) ycnyee padyHapcmea y Knaydy (eHen. ,cloud computing service”) cy
aurutanHe ycnyre koje omoryhaBajy yrnpaBrbakbe Ha 3axTeB M LUMPOKU OarbMHCKU
NPUCTYN HagorpagvMBoOM UM enacTUMHOM CKyny AerbuMBUX padyHapcKuX pecypca,



YyKIbydyjyhm 1 cutyaumje Kaga Ccy TakBu pecypcu pacnopeflleHn Ha HeKOSIMKO
nokauwja;

45) ycnyea yeHmpa 3a ynpassbarbe U 4Jysare rnodamaka je ycryra koja ce
npyxa y OKBUPY WH(PACTPYKTYpe HaMereHe 3a LEeHTPann3oBaHO CMeLuTawe,
mMehynoBesnBarwe 1 (PYHKLUNOHMUCAHE pavyyHapcKe U MpexHe ornpemMe paan YyBama,
obpage ¥ npeHoca nopaTaka (gata ueHTap), Ykbydyjyhm cBe o06jekte U
MHPACTPYKTYPY 3a AUCTPUBYLUMjY ENneKTpUYHE EHEepruje M KOHTPOsy yTuuaja Ha
XWBOTHY CpeauHy;

46) Hay4Houcmpaxueadyka opaaHu3auyuja je opraHusaumja y cMuUcny 3akoHa
KOjum ce ypehyjy Hayka n ucTpaxuBame;

A7) jagHa  efleKMPOHCKa KOMYHUKaUuUOHa Mpexa je  eneKTpoHCKa
KOMyHMKaLMOHa Mpexa Yy CMUCAY 3akoHa KojuMm ce ypelhyjy enekTpoHcke
KOMYyHWKauuje;

48) enekKmpoHcKa KOMyHUKaUuUuOHa ycriyea je ycnyra 'y CMUCHY 3aKoHa KojuM
ce ypehyjy eneKkTpoHCKe KOMYHUKaUWj€e;

49) npyxanay ynpasrbaHux ycryaa je cybjekT Koju npyxa ycnyre y Be3u ca
noctaBrbateM, ynpaerbakeM, pagom u ogpxasawem WIKT npoussoga, mpexa,
MHdPaACTPYKTYpe, annukauumja unm gpyre Mpexe u nHopmMaunoHor cuctema nytem
npyxawa noMohu uUnM akTUBHOI yrpaBrbakba Koje ce CnpoBogu Yy npoctopujama
KOPUCHUKA ycnyre unn Ha garbuHy;

50) nipyxanauy ynpaerbaHux  6e36€0HOCHUX ycilyea je  mpyxanauy
ynpaBIbaHUX ycnyra Koju CnpoBOAW UK npy»a nomoh y cnpoBohery aKTUBHOCTU Y
BE3U Ca ynpasrbakbeM pusnkom y obnactm 6esbeaHocTu;

51) peaucmap Ha3uea domeHa Hajeuwea Hugoa (eHan. TLD name registry) je
cybjeKT Koju je OAroBopaH 3a ynpasribawe Ha3nBOM AOMeHa Hajsuwer Husoa (TJ10)
KOju My je JoderbeH M Koju AOHOCU NOMNUTUKE W NpaBuna 3a AOMeH, ynpasrba 6a3om
perucTpa, reHepuile aToTeKy 30He U ogpXKaBa TEXHUYKY MHADPACTPYKTYpy cepBepa
UMeHa 3a A0AErbEHN JOMEH HajBULLET HABOQ;

52) npyxanay ycnyze peaucmpayuje Hasuea OOMeHa je permctpaTtop Hasnea
AOMeHa unu apyru cyBjekT Koju genyje y ume perucrparopa;

53) KT npous3sod je enemMeHT wunu rpyna enemMeHata Yy OKBUPY
NHEOPMALIMOHO-KOMYHMKALIMOHOT CUCTEMA;

54) UKT ycnyea je ycnyra Koja ce y noTnyHOCTU unn y Behoj mepu cacToju u3
npeHoca, YyBawa, npeys3mmana unu obpage nogataka kopuwhewem UKT cuctema;

55) UKT npouec je ckyn aKTMBHOCTWU Koju ce obaBrba y uurby u3page,
pasBoja, kopuwhera n ogpxasarwa VKT npoussoga nnn KT ycnyre;

56) TLP (Traffic Light Protocol) npegctasba cTaHgapa 3a gerbewe
nHdpopmaumja y obnactm uHpopmaumoHe 6e36eqHOCTU, KOjU je YCMOCTaBIbeH Y
umrby obesbefhmBarwa edekTUBHE capadre M gerbewa MHopMaumja o mssopa
MHopMaumje 0o jegHor unu Buwe npumanaua. NpoTokon npyxa jeAHOCTaBHY U
WHTYWTUBHY LLEMY O YeTupu O3Hake 3a ynyhuBawe Ha TO ca KM ce MoTeHLmjarnHo
oceTrbMBe UHPopMaLmje Mory NoaenuTu;

57) nodamak o0 nuyHocmu je CBaku nopgaTtak Koju ce OAHOCU Ha (Pu3M4YKo
naue 4uvjn je mnaeHTuTtetT ogpeheH unuv ogpeavs, HENocpegHo UM NOCpenHo,
nocebHO Ha OCHOBY O3HakKe MAEHTUTETA, Kao LITO je UMe N UaeHTUmKaunoHn 6poj,
nogataka o Jiokauuju, wuaeHTudukatopa y eneKTPOHCKUM  KOMYHUKaLMOHNM
Mpexama Unu jegHor, OgHOCHO BULe obenexja heroBor ouandkor, pusnonoLLKor,
reHeTCKor, MeHTarnHor, eKOHOMCKOT, KyNnTypHOT U APYLUTBEHOr WOEHTUTETA;



58) admuHucmpamop je nvue koje je onawheHO © 0OAroBOPHO 3a
ogpxaBsare, yrnpasrbamwe u obesbehnBare yHKUMoHanHocTn n 6e3begHocTn MKT
cuctema of nocebHor 3Havaja, y cknagy ca ogpegbama OBOr 3akoHa W ApYrum
Baxxehnm nponncmma.

TepMuHM KOjU Ce KOpUCTE Yy OBOM 3aKOHY M MponmcuMma Koju ce AOHOCe Ha
OCHOBY H€ra, a Koju MMajy poAHO 3Hauyere, U3PaXeHW Yy rpamaTU{KOM MYLLKOM
poay, nogpasymeBajy NPUPOLHM XXEHCKN 1 MYLLKX NOS Nnua Ha Koja ce ogHoce.

Hauyena uHdopmaumoHe 6e36egHoCTU
YnaH 3.

Mpunukom nnaHuvpakwa n npumeHe mepa 3awTtute UKT cuctema tpeba ce
PYKOBOAWTU HavenvMma:

1) Hayeno ynpaerbaka pPU3MKOM — KU3BOP M HMBO MPUMMEHE Mepa ce
3acHMBa Ha NpPoOUEHW pu3unka, noTpebwm 3a npeBeHUMjOM pu3MKa U OTKNawaha
nocneauua pusnka Koju ce octBapuo, YKiby4vyjyhu cBe BpcTe BaHpPeLHNX OKOSHOCTY;

2) Haveno cBeoOyxBaTHe 3alITUTE — Mepe ce MNpUMEHYjy Ha CBUM
OpraHM3aumMoHMM, U3NYKUM U TEXHUYKO-TEXHOMOLLKAM HMBOMMA, Kao U TOKOM
LLeNOKYyMHOr XnBoTHOr umknyca VKT cuctema;

3) Hayeno CTpy4yHOCTM 1 JoOpe npakce — Mepe ce NpuMekyjy y ckrnagy ca
CTPYYHUM W Hay4YHMM ca3HawbMMa U UCKycTBMMa Yy obnactu umHdopmaunoHe
0e3begHoCTY;

4) Ha4yeno cBeCTM U OCNoCcoBILEHOCTM — CBa NMLUa Koja CBOjUM MOCTynuMMma
edEeKTMBHO NN NOTEHUMjanHo yTudy Ha nHgopmaumoHy 6e3begHoct Tpeba aa 6yay
CBeCHa pusnka un nocefyjy oarosapajyha sHawba 1 BELUTUHE;

5) Hayeno KOHTMHyMpaHor nobosbllaka — Mepe 3aliTUTE WU ynpaBibaka
nHpopmaumoHom 6GesbegHowhy Tpeba penoBHO npouewmBaTv U yHanpehuBatu
Kako 6u ce ocurypana wmxoBa epMKacHOCT M NPUNaro4rbUBOCT HOBMM MNpeTHhama 1
TEXHOJOLIKMM NpoMeHama;

6) Hayeno paBHOMPABHOCTU M HeaucKpuMuHauuje — mepe 3awTute UKT
cucteMa Mopajy ce CnpOBOAMTM Ha HauMH KOjU ocurypaBa jedHak TpeTMaH CBUX
KOpUCHUKa, 6e3 gMckpMMmnHaumje no 6mMmno KOM OCHOBY, Y CKnagy ca 3akoOHOM.

O6pana nogaTaka 0 NMYHOCTHU
YnaH 4.

Ha obpagy nogataka O JMYHOCTM KOja je HeonxogHa 3a BpLUeHEe
HaONeXHOCTN M ncnywerwe obaBes3a M3 OBOr 3aKOoHa NpuMmekrsyjy ce oapeanbe osor
3akoHa, oapenbe nocebHMX 3akoHa Kojuma ce ypehyjy oapeheHe obnactu, kao u
oapenbe 3akoHa kojum ce ypehyje 3alwTuTa nogataka o JIMYHOCTMW.

Il. BESBEOHOCT UKT CUCTEMA O MOCEBHOI' 3BHAYAJA
UKT cuctemu oa nocebHOr 3Havaja
YnaH 5.

UKT cuctemmn opg nocebHor 3Hadvaja cy UKT cuctemm Koju cy of KibyyHOr
3Ha4aja 3a ogpXaBare KPUTUYHMX OPYLUTBEHUX N €KOHOMCKMX aKTUBHOCTU 4umjn 6m
npekug unu nopemenaj y npyxaky ycnyra uMao unm morao ga uma 3HavajaH yTuuaj
Ha jaBHy 6e36egHOCT, jaBHO 3gpaBibe, OYHKUMOHUCAHE APYrMx cektopa wunum 6wu
CTBOPWO OAHOCHO MOrao Aa CTBOPM 3HayajaH CUCTEMCKU PUSKK.

WKT cuctemun og nocebHor 3Ha4vaja cy:

1) npwuoputetHn KT cncremu;



2) BaxHu UKT cuctemu.

Onepatopu npuoputetHux UKT cuctema cy:

1) npaBHa nuua u manyka nuua y CBOjCTBY perMctpoBaHor cybjekTa, Koja
obaBrbajy nocnoee u genatHoctn y cnegehum obnactuma:

(1) EnepreTtuka n pygapcTtso

(2)

npou3Boaa erekTpudHe eHepruje, n3y3eB MNPOU3BOAHKE KOjY
obaBrbajy Kpajibbn Kynum y CMUCITY 3aKkoHa Kojum ce ypehyje
Kopuwherwe 0BGHOBIBMBMX M3BOPA €HEprvje M 3akoHa Kojum ce
ypehyje eHepreTuka;

KOMOGWHOBaHa NPOU3BOAHa ENEKTPUYHE M TOMNIOTHE EHEpruje;
cHabgeBar-e enekTpUYHOM eHeprujom;

NPeHOoC eJlekKTpuvHe eHepere n ynpaerbakbe NPEHOCHNM
CUCTEMOM,

anctpmbyumja eneKkTpu4He eHepruje n ynpaBerbame
ANCTPUBYTUBHUM CUCTEMOM, Kao W AUcTpubyumja enekTpuyHe
eHeprmje w1 ynpae/bawe  3aTBOPEHUM  OUCTPUOYTMBHUM
CUCTEMOM;

CKNnaguLlTeEE EneKTpudHe eHepruje, n3yseB cknaguwTera Koje
obaBrbajy KpajlbbM Kynuu y CMUCAY 3akoHa Kojum ce ypehyje
kopuwherwe OGHOBIBMBMX U3BOPA €Hepruje U 3akoHa KojuM ce
ypehyje eHepreTuka;

ynpaBrbake OpPraHN3oBaHUM TPXKULLTEM eNIEKTPUYHE eHeprije;

npoussoawa, guctpmbyumja un  cHabgoeBake  TOMSIOTHOM
€Heprujom;

TpaHcrnopT HadTe HadTOBOAMMA, TPAHCMNOPT AepuBaTa HadTe
nNpoayKToBOAMMA U TpaHCNopT HadTe n gepmeata HadTe ApYyrum
obnuuuma TpaHcnopTa;

NCTpaxuBahe 1 Npon3BoAHa HadTe U NPUPOLHOr raca;
npous3BoaHa aepvBata HadTe;
cknaguwTerwe HadTe U AepmBaTta HadTe,

TPaHCMNOPT ¥ yrpaBIbake TPaHCNOPTHUM CUCTEMOM 3a NPUPOAHU
rac;

CKnaguwTewe 1 ynpasibakbe CKnaguiiTem npunpoaHor raca,

avctpubyumnja u ynpaerbawe AUCTPUOYTUBHMM CUCTEMOM 3a
NPUPOAHU rac;

cHabaeBar€e 1 jaBHO cHabaeBar-e NPUPOLHUM racoMm;
npou3BoaHa 1 npepaga yrioa;

npousBoara 1 npepaga bakpa, anata, ONoBa, UMHKa, NuTnjyma m
oopa;

npou3BoaH-a, CKNaanuLTeHE U NPEeHOC BOOOHMKA;

Caobpahaj

obaBrbare jaBHOr aBuO-NpeBo3a Y3 Baxehy onepaTuBHY
[L03BONY;



®3)

(4)

()

ynpaBrbake aepoapoMOM;
ycnyre KOHTpore neTtewa;

yrnpaBSbake jaBHOM XXene3HNYKOM MHAPPACTPYKTYPOM;
NMOCMOBW XXene3Hnykmx npeayseha;

obaBrbake NpeBo3a NyTHMKA U TepeTa yHyTpaLHnUM BO4aMa;
ynpaBrbake nykama;

cepBuC 3a ynpaerbane bpoackum caobpahajem (VTS);

peyvHn nHdopmaumnonu cepsucu (RIS);

ynpaBrbake NyTHOM MHAPACTPYKTYPOM;

yrnpaBrbake UHTENMUreHTHUM TpaHcrnopTHUM cuctemuma (UTC);

baHkapcTBO U oMHAHCKjCKa TpXKULWITA

NMOCNoBN (PUHAHCUJCKUX WHCTUTYUMjAa WU MHCTUTYUMja TpXxuwTa
KanuTana, koje cy nog Hagsopom HapogHe 6GaHke Cpbuje
ogHocHo Komucumje 3a xapTuje og BpegHoCTy;

nocrnoBu Bohewa perncrpa nogaraka o obaeesama puUaNYKux n
npaBHMX nvua npema pMHaHCUjCKUM UHCTUTYUMjama;

MOCMNOBW ynpaBrbaka, OAHOCHO obaBrbarba [enaTtHOCTU Yy Besn
ca OYHKLMOHMCAHEM PErYNMCaAHOr TPXULLITA;

MOCMOBM  KNMPWHIAa  OOHOCHO  canaupaka  (OUHAHCUjCKUX
WHCTpYMEHaTa, Yy CMUCIy 3aKOHa KojuM ce ypehyje TpxuwTte
KanuTana;

NMocrnoBuM npyxanaua ycryra noBe3aHux C  AUrntanHoMm
WMOBMHOM, Y CMUCAY 3aKoHa Kojuma ce ypehyje aurutanHa
UMOBVHA;

30paBcTBO

npyxarwe 34paBCTBEHE 3aLUTUTE;
pag HaumoHanHmx pedepeHTHUX nabopatopuja;
UCTpaxmnBar-e 1 pa3Boj NeKoBa;

npounssoAwa hapmaueyTCKMx fiekoBa U npenapata HaMeHsEHUX
3a 34paBCTBEHY ynoTpeby;

npou3BoAHa NekoBa u Apyrux NponssBoda HamerweHux ynotpedm
y 30paBCTBY, YKIbyyyjyhn npoussoge Koju cy Of BuTarHor
3Hayvaja TOKOM BaHpegHOr cTaka y obnacTtu jaBHOr 34paBrba;

obpapa reHeTckux, GrioMeguUMHCKUX NogaTtaka u gpyrux nogaTka
o0 3Hayaja 3a wWCTpaxuBawe W passBoj Yy obnactu
onoTtexHonornje, GnonHdbopmaTuke, GUOEKOHOMMUjE, FEHETUKE WU
MeauumHe;

Bopga 3a nuhe

cHabgeBakbe W gucTpmbyumja BoOe HaMeweHe 3a JbyACKY
NnoTpoLHY, U3y3eB OMCTpUOyTepa Kojuma HaBedeHW MNOCIoBU
HUCY NPEeTEXHW 4e0 HBUXOBE AENaTHOCTY;



(6) OtnagHe Boge

cakynrbake, oaBohewe unu npevvwhaBawbe KOMYHanHUX
oTnagHuUX BoAda, OTNagHWX BoAa Hacerba W npuBpede, U3yses
npuBpegHux cybjekata KojumMa HaBeOeHW MOCIMOBM  HUCY
NpeTexXHU Oe0 HbUXOBe OeNnaTHOCTY;

(7) AvirutanHa nHdpacTpykTypa

npyxare ycriyra padyHapcTBa y knayay;

npy>xare ycryre LieHTpa 3a YyBake M CKnaguwiTere nogartaka;

(8) YnpaBmeawe WIKT ycnyrama Kkoje ce nMpyxajy onepatopuma
npuoputeTHnx VKT cuctema

npy>xare yrnpaerbaHux ycrnyra;

npyxare ynpasrbaHux 6e36egHOCHUX ycnyra;

(9) Ocrane obnactu

ynpaerbake HykrneapHUM 00jekTUMa;

npyxawe KBanugukoBaHMX ycryra of MnoBepewa, npyxawe
ycnyra OHC-a u ynpaBreakbe peructpom [AoMeHa Hajsuwier
HMBOA, ca N3y3eTKOM orneparTopa KOPEHCKMX cepBepa NMeHa;

npyxake ycnyra Mpexe 3a UCMOopyKy caapXxaja;
obaBrbare AenaTHOCTM eNIeKTPOHCKMUX KOMYHUKaUWja;
Tayka 3a pasmeHy MHTepHeT caobpahaja;

nsgasarwe CnyxbeHor rmacHuka Peny6nuvke Cpbuje n Bohewe
MpaBHO-UHpopMmaumoHor cuctema Penybnuvke Cpbuje;

obnactn y kojoj y Penybnuum Cpbuju noctoju camo jedaH
npyxanaw, ycryre u Koja je HeonxogHa 3a obaBrbare KpUTUHHUX
APYLUTBEHNX Y NPUBPEAHUX OENATHOCTY;

2) opraHu;

3) cybjekTn Koju cy ogpeneHn Kao onepaTtopu KpUTUYHE NHppacTpyKType Y
CKnagy ca nponucuma Kojuma ce ypenyje KputudHa nHpacTpykrypa.

Onepatopu BaxxHux UKT cucrema

YnaH 6.

OnepaTtopu BaxHux KT cuctema cy:

1) npaBHa nNuua u ranyka nuua y CBOjCTBY permctpoBaHor cybjekTa, Koja
obaBrbajy nocnoee u genatHoctn y cnegehum obnactmuma:

nowTaHcKe ycriyre y CMUCNy 3akoHa Kojum ce ypehyje obnact
NOLUTAHCKUX YCNyra;

ynpaBrbakbe OTMagoM, Yy CMUCNY 3akoHa Kojum ce ypehyje
ynpaBrbakbe OTMadoM, U3y3eB nNpuBpeaHux cybjekata kojuma
HaBedEeHN NOCcao Huje NpeTexXHN Ae0 hUXOBE AeNnaTHOCTHY;

ynpaBrbakbe ambanaxHum OTnagoM, Y CMUCIY 3aKoHa Kojum ce
ypehyje ynpasrbake ambanaxxHum oTnagom;

npousBoAHwa W cHabaesawe xemukanujama, y cknagy ca
3aKOHOM KOjuM ce ypenyjy xemukanuje;
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- npou3BoAaHa, npepaga W aucTpubyumja XpaHe Yy CerMeHTy
Bernenpogaje n MHOQyCTpujcke NPon3BoaH-€ U Npepajae;

- MpoM3BOAH-a padyHapa, efleKTPOHCKUX U OMTUYKNX NPOUN3BOAA;
- Npou3BOAHa enekTpu4He onpeme;
- nNpousBoaHa MalluHa n ypehaja;

- npoun3sogHa MOTOPHUX BO3WIla, npukonuvua n nonynpukonuua m
npon3eoaH-a ocTtasie ornpeme 3a npeBos,

- nNpousBoawa MeauumHcKnx ypehaja v npomsBogha in  vitro
OWjarHOCTUYKMX MeOULUMHCKNX CpeacTaBa;

- ycniyre MHgoOpMauuoHor ApywTtBa |y CMUCAY 3akoHa o
€NEeKTPOHCKOj TProBMHMN;

- npousBoA-a, MPOMET M NPEBO3 HAOPYXaka W BOjHE ONpeMe;
2) Hay4YHOUCTPaXUBAYKE UHCTUTYLWjE;

3) npaBHa 1 on3nydKa nuua y CBOjCTBY PErmcTpoBaHor cybjekta n opraHm n3
yraHa 5. oBOr 3akoHa, a Koju He crnagajy y onepartope npuoputeTHux VKT cuctema
npema Kputepujymmuma 3a ogpehusame onepatopa.

Moa3akoHCKM akT Kojum ce 6nwke ypehyjy ycnoBu, OMNWTU U CEKTOPCKM
Kputepujymmn 3a ogpehuBame onepatopa npuoputeTHux un BaxHux WKT cuctema
OoHocu Bnapga, Ha npegnor MMHUCTapCTBa HaaNeXxHor 3a nocrnose MHGOpPMaLnoHe
©e3begHoCTW.

MwuHucTapcTBa y umnjuM HagnexHoctuma cy obnactu y kojuma onepartopwu
npuoputeTHnx 1 BaxHux WKT cuctema obasrbajy AenaTtHOCTW, OYXXHU Cy Aa Y
NMOCTYMNKy u3page MOA3aKOHCKOr akta w3 cTaBa 2. OBOr 4naHa, [JocTtase
MUHUCTaAPCTBY HaANexHoOM 3a nocroBe MHdopmaumoHe 6Ge3begHocTn npepnore
CEKTOpPCKMX KpuTepujyma paau ogpehuBanwa onepatopa WKT cuctema og nocebHor
3Ha4aja.

O6aBe3e onepatopa UKT cuctema on nocebHor 3Hauvaja
YnaH 7.

Onepatop WUKT cuctema o nocebHOr 3Havaja, CXOOHO OBOM 3aKOHy, Y
obaBesu je ga:

1) nopHece npuvjaBy 3a ynuc y esugeHuujy WKT cuctema op nocebHor
3Havaja;

2) npegysme ofroBapajyhe TexHu4ke, onepaTuMBHe, OpraHusauuMoHe Wu
dusnyke mepe sawTtute VKT cuctema oa nocebHor 3Havaja, ynpasrbake pusnumma
N NPeBEHLMjY N CMameHe LUTETHMX Nocneanua nHunaeHara;

3) m3BpLUM NPOLEHY pU3nKa U JOHECE aKT O NPOLIEHN pU3MKa;
4) poHece akT o 6e3begHocTn VKT cnctema og nocebHor 3Havaja;

5) Bpwwu nposepy ycknaheHoctn mepa 3awTtute WMKT cuctema koje ce
npumetbyjy ca aktom o 6e3begHoctn KT cuctema u 10 Hajmarse jeHOM roauLLIHs€;

6) ypeaun opgHoc ca TpehMm nvuMma Ha HauuH  Koju  obesbehyje
npeaysnmarwe Mepa 3awTtute Ttor UKT cuctema y cknagy ca 3akOHOM, YKOSMKO
nosepaBa akTuBHOCTM y Be3n ca WKT cuctemom op noceGHor 3Hadvaja Tpehum
nunma;

7) pocTtaBfba obaBelwTewa, 6e3 ognarawa, O CBAKOM WHUMAEHTY Koju
3Ha4ajHo HapywaBa 6e3begHocT KT cuctema og noceGHor 3Havaja;
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8) npwujaBu M3berHyTe MHUMAEHTE KOjU MpeAcTaBibajy 030MIbHY NpeTHy Y
cknagy ca OBUM 3aKOHOM;

9) pocTtaBrba CTaTUCTMYKE nodaTtke O WHUMOEHTMMa W M3GerHyTum
nHumgeHtma y KT cuctemmnma.

O6GaBe3e camocTanHux oneparopa
YnaH 8.
CamocTanHu onepaTop AyXaH je aa:

1) nogHece npujaBy 3a ynuc y esugeHumjy WKT cuctema og noceGHor
3Havaja;

2) npegysme ogrosapajyhe TexHuWuyke, ornepaTuMBHe, OpraHusauuoHe u
dusundke mepe 3awTtmute VKT cuctema og nocebHor 3Havaja, yrnpaBrbakbe pusnymma
N NpeBEHUMjY N CMameHe LUTETHMX Nocneamua nHunaeHara;

3) npoHece akT o 6e3beaHocTn UKT cucrema;

4) Bpwu npoBepy ycknaheHoctTn mepa 3awTtute UKT cuctema koje ce
npumenyjy ca aktom o 6e3begHoctn UKT cuctema y cknagy ca COMNCTBEHUM
npasuvnumMa 3a npoeepy ycknaheHocTn Mmepa 3aliTuTe, a Hajmawe je4HOM roaULLHE;

5) ypeaun ogHoc ca Tpehum nuMuuma Ha HadvH  Koju  obesbehyje
npegysmmawe Mepa 3awtmte Tor UKT cuctema y cknagy ca 3akOHOM, YKOJSIMKO
nosepaBa akTMBHOCTU y Be3n ca UKT cuctemom og nocebHor 3Havaja ca Tpehum
nmunma;

6) dopmupa conctBeHn LUIEPT pagn ynpaereawa MHUMOAEHTUMA Yy CBOjUM
cucteMmmma.

CamocTanHu onepaTtopy Mory ga mehycobHo pasmewyjy mHdopmaumje o
nHUMgeHTMma ca KaHuenapujom 3a nHgpopmaumony 6e3begHoct, a no notpebu n ca
Apyrum opraHusauujama.

Ha camocTtanHe onepatope He npumemnyjy ce oapenbe oOBor 3akoHa O
npvjaBrbuBaky MHUMAEHATA Koju 3HaYajHO yrpoxasajy nHdopmaunoHy 6e3beqHocT,
ogpenbe O OocCTaBrbakby CTATUCTUYKMX Mogataka O MHUMAeHTMMa v ogpenbe o
NPOaKTMBHOM CKeHupary mpexe onepatopa UKT cuctema og nocebHor 3Havaja.

CamocTtanHu onepatopu, MOry camoCTarnHO W Yy KOoopAuHaumju ca
KaHuenapujom 3a wnHdopmaumoHy 6e36eqHOCT, pagu OTKpMBara pawMBOCTM Aa
BpLUe MpPOAaKTUBHO ckeHupawe conctBeHnx WKT cuctema noBesaHnx Ha
JegnHcTBEHY MHOPMaLNOHO-KOMYHUKALMOHY MPEXY €MNeKTPOHCKe yrnpase.

CamocrtanHu onepatopu UKT cuctema ogpeguhe nocebHa nvua, 0gHOCHO
opraHu3aLmoHe jeauHuULe 3a MHTepPHY KoHTpony concteeHnx UKT cuctema.

JInua 3a nHTepHy KoHTpony camocTtanHux onepatopa UKT cuctema nsBeLlTaj
O W3BPLUEHO] MHTEPHO] KOHTPONU MOAHOCE PYKOBOAMOLY CaMoCTarHor orneparopa
WKT cucrema.

EsuaeHumja onepatopa UKT cuctema og noceb6Hor 3Hayvaja
YnaH 9.

MwuHuUCTapcTBO HagNexHo 3a nocnoBe MWHgopmaumoHe 6e3begHocTn (y
AareeMm TekcTy: MuHMCTapCTBO) ycnocTaeiba U BOAW €BUOEHUMjY MPUOPUTETHUX U
BaxxHUX UKT cuctema (y narbem Tekcty: EBungeHumja) Kkoja cagpxu:

1) Hasue, maTnyHm 6poj n ceguwte onepartopa VKT cuctema og nocebHor
3Havaja;
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2) uMe un npesume, cnyxbeHa agpeca 3a NpUjeM efneKTPOHCKE MOoLTE W
CNyXGeHn KOHTaKT TenegoH aaMUHUCTpATOpa 3ady)XeHor 3a ogpXaBake U
ynpasrbarwe VKT cuctemom oa nocebHor 3Havaja;

3) wuMe un npesume, cnyxbeHa agpeca 3a NpUjeM efneKTPOHCKE MOoLTE W
cnyx6eHn koHTakT TenedoH ogrosopHor nuua MKT cuctema og nocebHor 3Hauvaja;

4) nopatak o Bpctn UKT cuctema o nocebHor 3Hayaja, OQ4HOCHO Aa nu
WKT cuctem og nocebHor 3Havaja noTnaga nog NnpuopuTeTaH Um BaxaH;

5) nopatak o genatHocTu onepartopa VKT cuctema og nocebHor 3Havaja;

6) apgpecHu oncer mHTepHeT npotokona (eHrn. ,IP address range®) koju
npunagajy VKT cuctemy o noceGHor 3Havaja, a koju obyxBaTta nogatke O jaBHUM
ctatudknm UMM agpecama;

7) Beb npeseHTaumja onepatopa VKT cuctema oa nocebHor 3Havaja;
8) 6poj nokaumja Ha kojuma ce VKT cuctem og nocebHor 3Ha4yaja Hanasu.

Mopen nogaTtaka m3 ctaBa 1. OBOr 4naHa, eBMaeHUMja MOXe fa cagpXu u
apyre gonyHcke nogatke o VKT cuctemy og nocebHor 3Havaja.

CamoctanHu onepatopu VKT cuctema nsysetu cy og obasese gocTtaBrbara
nogataka ua ctasa 1. Tad. 4), 5), 6) n 8) osor unaHa.

lMoa3akoHCKM akT kojum ce bnmke ypefyje cagpxaj n CTpykTypa eBugeHumje,
Kao M HayMH nogHollera 3axTeBa 3a YHOC U MpOMeHy nopartaka y EsumaeHumju
OoHocu MuHUCTapCcTBO.

Onepatop UKT cuctema o noceGHor 3Havaja ayxaH je oa MuHuctapcTtsy
JocTtasu nogatke 13 cT. 1. n 2. oBor YnaHa HajkacHuje 90 goaHa of naHa ycBajana
nponunca mn3 ctaea 4. oBOr 4naHa, ogHocHo 90 gaHa oA gaHa ycnoctasrbawa UKT
cucTtema o nocebHor 3Havaja.

Onepatop WKT cuctema og nocebHOr 3Havaja AyxaH je ga y cnyyajy
npomeHe nogartaka M3 ctasa 1. oBor 4naHa o Tome o6aBecT MUHUCTaAPCTBO Yy POKY
oa 15 gaHa of faHa HacTaHKka NpomeHe.

Mopaum n3 ctaea 1. Tay. 2) n 3) oBor YnaHa obpahyjy ce y CBpXy usBpLieHa
onopenbu OBOr 3akoHa Yy nornedy [gocTaBibakwa obaBewwTewa WM yno3opera
3HavyajHux 3a 6es3begHoct WMKT cuctema op nocebHOr 3Hayaja, kKao u paau
yCcrnocTaB/baka KOMYHUKaLMje W OCTBapvBaka Capafghe Yy UWby OTkNnawara
LUTETHUX Nocreauua HUMaeHaTa u NPeBeHTUBHOT AeNnoBaksa.

Mopaum u3 ctaBa 1. Tay. 2) n 3) oBor ynaHa obpahyjy ce y cknagy ca
3aKOHOM KOjUM ce ypefyje 3awTtuTa nogaTtaka o JIMYHOCTU M YyBajy ce OO0 TpeHyTKa
npecTtaHka cBpxe obpage vnu o n3BpLleHe NpoMeHe nofaTaka y ckragy ca CTaBoMm
6. oBOr YnaHa.

MwuHKUCTapCcTBO CTaBrba Ha pacnonarawe axypHy EsugeHumjy KadHuenapuju
3a nHcopmaumoHy 6e3beaHOCT pagu usBpliewa oapeabu oBOr 3akoHa y norneay
npyKynibakwa U pasMmeHe MHopmaumja o npeTama, palbuBoCTUMA U UHUMOEHTMMA
U npyxawa noapLuke, yrnosopaBaka W caBeToBaka Nimua Koja ynpasrbajy WUKT
cucteMmmma.

EBuaeHumja npeacraerba TajHU nogartak y CMUCITY 3aKoHa KojuM ce ypehyje
TajHOCT nogataka.
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Mepe 3awTtute UKT cucrtema og nocebHor 3Havaja
Ynan 10.

OnepaTtop UKT cuctema og nocebHor 3Havaja ogroBapa 3a 6e3begHoct UKT
cuctema u npegysnmanse mepa 3awtnte VKT cuctema.

Mepama sawTtute UKT cuctema ce obes3behyje npeBeHuuMja o HacTaHka
WHUMAeHaTa, OAHOCHO TMpeBeHUMja W CMamwehe WTeTe o WHUuaeHaTa Koju
yrpoxaBajy BpLUeH-e HaOSIeXHOCTU U obaBrbake AenaTHOCTU, a NOCebHOo y OKBUPY
npyxara ycnyra gpyrum nuumma.

Mepe 3awTtuTte npumersyjy ce y ceum VKT cuctemmma onepaTtopa 13 ctasa 1.
OBOr YnaHa.

Mepe sawTtnte VKT cucrtema ce ogHoce Ha:

1) ycnocTaBrbawe OpraHu3aLMoHe CTPYKType, ca yTBpheHMM nocrnosuma,
3HakKMMa, KoMneTeHuujama, UCKYCTBOM WM OLrOBOPHOCTMMA 3anocrieHuX, KOjoM ce
oCTBapyje ynpaBrbawe MHpopmaumoHoMm 6e3begHowhy y okBupy onepatopa UKT
cucTema;

2) npukynybawe nogataka o npeThama no uHdpopmaumoHy 6e3begHocT
WKT cucrtema;

3) noctmnsawe 6e3bedHOCTM paga Ha JarbuHy U ynotpebe MOOUMHMX
ypehaja;

4) ob6esbehnBare ga nuua koja kopucte KT cuctem ogHOCHO ynpaerbajy
UKT cuctemom 6Gyay ocnocobrbeHa 3a Mocao Koju page wu pasymejy CBOjy
OArOBOPHOCT, OAOHOCHO paa o00e30ean ogpXxaBawe OCHOBHMX M MO noTpedu
HanpeaHuX MHopmaTUYKMX obyka 3a CBe 3anocfneHe 1 aHraxxoBaHa nvua Koja nvajy
npuctyn UKT cuctemuma, obyka 3a pykoBOAMOLlE OAHOCHO OpraHe ynpasribarba
onepatopa WKT cuctema og nocebHor 3Hayaja, kao M crneuujann3oBaHe CTpy4qHe
obyke 3a 3anocrieHe OAroBOpHE 3a ynpasrbakwe WHpopMaumoHom 6e3beaHollny,
pagu obe3behnBara KOHTUHYUPaHe egykauuje;

5) ob6esbehuBare [O0BOSBHO pecypca 3a afekBaTHO yrnpaBibake
nHdopmaumoHom 6e3begHowhy;

6) 3awTuTy 04 pu3MKa Koju HacTajy npu MNpoMeHama Mocnosa wunu
npecTaHKka pagHor aHraxoBara nmua 3anocneHux kog onepatopa UKT cuctema;

7) wnaeHTudukoBawe  UHopmaumoHux — pgobapa wu  ogpehuBame
OLrOBOPHOCTM 3a HMXOBY 3aLUTUTY;

8) knacudukoBame nogaTaka Tako [a HUBO HUXOBE 3alITUTE oarosapa
3Havajy nogaTtaka y Ckrnagy ca Hayenom ynpaerbakba pU3MKOM M3 uraHa 3. oBor
3aKOHa;

9) 3awTuTy Hoca4ya nogartaka;
10) orpaHunyere NpucTyna nogaumma u cpeactesmma 3a obpagy nogaTaka;

11) opobpaBarwe oBnawheHor npucTyna M chnpedaBakwe HeoBnawheHor
npuctyna UKT cuctemy n ycnyrama koje KT cuctem npyxa;

12) yTBphUBamE OArOBOPHOCTM KOPUCHUKA 3@ 3alUTUTYy COMCTBEHUX
cpencTaBa 3a ayTeHTMKauujy;

13) npegsuhare ynotpebe kpuntorpadCkux KOHTpona n apyrmx TexHuka 3a
cakpuBahe nogataka paguv 3awTute NnoBeprbMBOCTU, ayTEHTUYHOCTU N UHTErpuTeTa
nogaraka;

14) npumeHa Mepa 3alTUTe pagu cnpedyaBakwa oTulaka nogataka;
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15) dwmanuky 3awTuTy objekata, npocTtopa, NpocTopuja OLHOCHO 30HA Yy
Kojuma ce Hanase cpenctsa n gokymeHtn UKT cuctema m obpahyjy nogaum y VKT
cucTemy;

16) sawTuTy of rybutka, owtehewa, kpahe nnu gpyror obnmka yrpoxkaearba
6e3benHocTM cpeacTtasa koja YnHe VKT cuctem;

17) obesbehuBare ncnpaeHor n 6e3degHor yHKUMOHNCaa CpeacTaBa 3a
obpagy nogaraka;

18) npumeHy ogroeapajyhux npouegypa W Mepa 3awWTUTE MPUINKOM
Kopuwhera ycrnyre padyyHapcTsa y Knayay;

19) npaherse VKT cuctema y unsby oTKpMBaHa pakuBOCTU U NPETHN;

20) orpaHuyere npucTtyna Beb npeseHTaumjama Koje Mory noTeHuunjanHo ga
HapyLwwe 6e36egHocT VKT cuctema;

21) s3awTuTy nNogartaka u cpeactaBa 3a obpagy nogartaka oA 3noHamepHor
copTBEPS;

22) 3awTtuTy oA rybuTka nopgataka pegoBHOM M3pafoM Pe3epBHMX Komnuja
nogataka, codTBepa M cucTemMa nyTem oproeapajyhnx cpeacrtaBa 3a pasMeHy
noparaka;

23) uyBake nogaTaka O pgorahajuma Koju Mory Omtm op 3Havaja 3a
0e3benHocT VKT cucrtema;

24) obesbehmBare MHTErpuTeTa codpTBepa 1 onepaTMBHUX CUCTEMA;

25) 3awTtuty oa 3noynotpebe TexHuuyknx 6e3beagHocHux cnaboctn UKT
cucTema;

26) obesbenuBawe 3awtute WKT cuctema npunvkom crnpoBohena
PEBU30PCKOr TECTMPAH-3;

27) 3awTuTy nogaTtaka y KOMyHUKaUMOHUM Mpexama, YKibydyjyhu ypehaje un
BO/OBE;

28) 6e3bepHoCcT nogaTaka kKoju ce npeHoce YyHytap onepatopa WKT
cuctema, kao n mamehy onepatopa WKT cuctema m nuua BaH onepartopa WKT
cucTema;

29) uncnywerwe 3axteBa 3a WHPOpMauMoHy ©Ge3begHOCT Yy  OKBUPY
ynpaBrbakba CBUM asama XuBoTHor uumknyca WKT cuctema opHoOcHO paenosa
cucTema;

30) sawTuTy nofdaTtaka Koju ce kopucte 3a notpebe Tectmpawa WKT
cucTeMa OAHOCHO [enoBa CUcTema;

31) npoueaype 3a yyBawe U Bpucarwe mHdpopmauuja y UKT cuctemuma, y
cknagy ca nponvcuma;

32) sawTtuty cpeacrasa onepatopa WKT cuctema koja cy [AocTynHa
npy)xaouuma ycnyra;

33) ogpxaBawe YroBOpeHor HmBoa WHopmaunoHe 6e3begHocTM U
NPYXEHUX ycriyra y cknagy ca ycrnosmMma Koju Cy YrOBOPEHM ca npyxaolem ycnyra;

34) npeBeHuMjy wn pearoBawe Ha ©0e3b6egHOCHE MHUMOEHTE, LWTO
noapasymeBa agekBaTHy pa3meHy uHgopmaumja o 6e3begHocHum cnaboctuma KT
cucTeMa, MHUMAEHTMMa M npeTwamMa, kao M NpuMeHy Mepa caHauuje nocneguua
WHUMAEHTA;
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35) mepe koje 06e3b6el)yjy KOHTMHYUTET obaBribara nocna y BaHPEAHUM
OKOJHOCTMMa Koje ce aedunHuLly NnaHom KOHTMHyuTeTa obaBrbaka Nocna;

36) ycBajakbe OOKyMeHaTa Kojuma ce geduHully npoueaype 3a nposepy
afeKkBaTHOCTN Mepa 3aLUTUTE;

37) ynotpeby myntudakTtopcke ayTeHTUKaUMje UNu pellera KOHTUHyMpaHe
npoBepe ayTEeHTUYHOCTU, 3aluTUhEeHe rnacoBHe, BUOEO N TeKCTyanHe KOMyHukauumje,
Te 6e36egHNX KOMYHUKALUNOHMX CUCTEMA Y XUTHUM CRny4dajeBrMa yHyTap oneparopa
WKT cucrema

Mop3akoHckM akT Kojum ce Gnwke ypehyjy mepe 3awTtute UKT cucrtema
yBaxaBajyhn Hayena u3 unaHa 3. OBOr 3akoHa, HauuoHanHe u MefyHapogHe
cTaHgapge M crtaHgapge Koju ce npumemyjy y ogroBapajyhum obnactmma paga
AoHocw Bnapa, Ha npegnor MuHuctapcTea.

AKT o npoueHu pusmuka UKT cuctema og nocebHor 3Ha4aja
YnaH 11.

Onepatop WKT cuctema og nocebHor 3Hadaja gyXaH je ga OOHece akT O
npoueHun pusnka 3a UKT cucteme (y garbem TEKCTY: akT O MPOLLEHN pusmKa) Kojuma
ynpasrba.

AKTOM O npoueHn pusmMka BplKM ce npoueHa pusmka 3a UKT cuctem of
nocebHor 3Ha4aja ¢ 063MpPOM Ha CTEMEH U3MNOXEHOCTU PU3NKY, BENNYMHY onepaTopa
N N3BECHOCT NojaBe MHUMAEHTA U HeroBe 036UIbHOCTU, Kao U HeroB NOTEHLMjanHn
OPYLUTBEHN Y €KOHOMCKM YTULa].

AKT 0 npoueHn pusnka peBuampa ce HajMare jeqHOM roauilHe.

AKT 0 npoueHn pusmka mapahyje ce y cknagy ca onwToM MeToA0SornjoM 3a
npoueHy pusmka y WKT cuctemmma og nocebHoOr 3Havaja KOjy OOHOCU Opra,
OLHOCHO opraHu3auuja y Kojoj ce obasrbajy nocnosu HaunoHanHor LIEPT-a.

Onepatop UKT cuctema of nocebHor 3Havaja HUje y obaBesn ga AoHece akT
13 ctaBa 1. OBOr unaHa y crnyyajy kaga uma aedvH1UCcaHy nNpoLeHy pu3uka y apyrum
noctojehum MHTEPHMM aKkTMMa, Koja obyxBaTa 3axTeBe M3 onwTe MeTogosiornje u3
cTtaBa 4. OBOr YnaHa.

AxT 0 6e36eaHocTu UKT cuctema og noce6HOr 3Ha4aja
YnaH 12.

Onepatop WUKT cuctema og nocebHor 3Havaja AyXaH je Aa AOHece akT o
6e3begHocTn UKT cuctema (y garbem TeKcTy: akT o0 6e36egHocTm).

Aktom o 6e36eaHocTn ogpehyjy ce mepe 3awTuTe, a HApPOYMTO MPUHLMNMK,
HauMH M npoueaype nocTu3awa W ofpXasawa afekBaTHor HuBoa 6e3begHocTu
cucTeMa, Kao u osnawhera n oaroBopHOCTH y Be3u ca 6e3beaHowhy 1 pecypcmma
WKT cuctema og nocebHor 3Hauaja.

AkT 0 6e3begHocTn VKT cuctema og nocebHor 3Havaja 3acHuBa ce Ha AKTYy O
npoueHn pusuka n3 unada 11. osor 3akoHa. NpumeHa mepa 3awTtnte UKT cuctema
Mopa 6uTK y cknagy ca npouereHnM pusnuuma, kako u ce obesbeanna ageksaTHa
3alTuTa cMcTemMa u MMHUMU3MPAOo yTuuaj NoTeHUMjanHux nHungeHaTa.

AkT 0 6e3begHocTn mopa Aa Byae ycknaheH ¢ npoMeHama y OKpyXewy U Y
camom UKT cuctemy.

Onepatop VKT cuctema og nocebHor 3Havaja gyKaH je ga, camocTanHo unm
y3 aHraxoBak€e CMoSbHMUX eKkcrnepaTa, BpLUM NPOBEPY M3 NPETXOL4HOr CTaBa HajMare
jeQHOM roauikse 1 fa 0 TOMe CadnHU U3BELUTa].
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lMoa3akoHCKM akT kojum ce bnvke ypehyje cagpxaj akta o 6e3begHocTw,
HauymH nposepe VKT cuctema og noceGHOr 3Havaja n cagpkaj n3seLutaja o NpoBepw,
Ka0O M AoCTaBibawe M3BELWTaja HaanexHom opraHy, goHocu Bnaga Ha npepgnor
MwuvHucTapcTtsa.

O6aBe3a o6aBelwTaBatkba O MHLMAEGHTMMA KOjU 3Ha4YajHO
HapywaBajy nHdopmaumoHy 6e36egHocT

YnaH 13.

Onepatopn WKT cuctema o nocebHOr 3Havaja OyXHM Cy [a AocTaBe
obaBellTEHE O MHUMAOEHTY KOjU MOXEe Aa UMa 3HadajaH yTMLAj Ha HapyluaBake
nHdopmaumoHe 6e3begHocTn, 6e3 ognarawa, a HajkacHuje y poky og 24 carta of
Kaga cy casHanu 3a MHUWOEHT.

MHumaeHTn Koju Mory pfa wmajy 3HayajaH yTuuaj Ha Hapyluasakbe
nHdopmaumoHe 6e36egHOCTH Cy:

1) VHUMOEHTM KOju OOBOAE [0 Npekupaa KOHTMHyWUTeTa BpLUeHsa MocrnoBa M
npy>xaksa ycryra, OAHOCHO 3HaATHUX Tellkoha y BpLUeky NOCcrioBa 1 Npyxxaky ycnyra;

2) VHUMOEHTU KOjU YTWYY Ha BenuKM Opoj KOpWUCHUKa ycnyra, wnu Tpajy
AYXVN BPEMEHCKN Nepunog,;

3) MHUMOEHTW Koju JoBoAE OO0 Npeknaa KOHTUHYMTETa, OOHOCHO Telwlkoha y
BpLUEHY NOCIIOBA N NpyXKaka ycnyra, Koju yTuiy Ha obaBrbate NocrnoBa 1 BpLleHe
ycnyra gpyrux onepatopa MKT cuctema og noceGHoOr 3Havaja unm ytudy Ha jaBHy
0e3begHocCT;

4) VHUMOEHTW Koju JosoAe A0 npeknga KOHTUHyUTeTa, OAHOCHO Telwkoha y
BpLUEHY MOCroBa W MNpyXakwy ycnyra U umajy ytuuaj Ha Behu geo Teputopuje
Penybnuke Cpbuije;

5) uvHUMAEeHTM Koju goBode OO HeoBnawheHOr nNpucTyna nogauuma 4uje
OTKpUBaHE MOXE Yrpo3vTK NpaBa U UHTepece OHUX Ha Koje ce nogaum OgHoce;

6) WHUMAOEHTM KOju Cy HacTanu kao nocreguua unHumaeHta y UKT cuctemy
onepatopa npuoputeTHux WKT cuctema koju obaerbajy genaTtHoctu y obnactu
aurntanHe nHpPacTpykType, n3 unaHa 5. ctas 3. Tadka 1) nogTadka (7) oBOr 3aKkoHa,
kaga VKT cuctem og noceGHOr 3Hayaja y CBOM NOCOBaky KOPUCTU MHAOPMAaLNOHE
ycnyre y obnactu gurutanHe nHpacTpykType;

7) VHUMOEHTWN KOju M3a3vBajy UM MOry da u3as3oBy 3HaATHY MaTepwujanHy
nnn HematepwujanHy wTeTty onepatopy UMKT cuctema o nocebHor 3Havaja n apyrum
dU3NYKUM 1 NPaBHUM NULMMA.

Onepatopn UKT cuctema o nocebHOr 3Hadaja Ay>XHU Cy Oa npujaBe U
n3berHyte WHUMOEHTE KOju NpeacTaBrbajy 030UrbHY npeTwy U Koju 6u mornu
AOBECTU [0 OKOJTHOCTW CIMYHUX OHMMa OMUCaHUM Y CTaBy 2. OBOT YnaHa. Y cnydyajy
uwHumaeHata y KT cuctemuma 3a pag ca TajHum nogaumma onepartopu Tux UKT
cuctema nocTynajy y cknagy ca nponucuma kojuma ce ypehyje obnact sawTtute
TajHUX nogartaka.

JocTaBrbawe o6aBeluTeHa 0 MHUMAEHTUMA
Ynan 14.

Onepatopu UKT cuctema og nocebHor 3Ha4vaja Ay>kHK cy ga obaseliTera o
WHUMOEHTMMA [JOoCTaBe Yy jeAMHCTBEHW cucTeM 3a npujem obaBewTewa o
WHUmMaeHTMMa nytem BeO npeseHTaumje MwuHuctapctBa wunu KaHuenapuje 3a
MHdopmaumoHy 6e3beHOCT.
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Onepatopu npmnoputetHnx KT cuctema og nocebHor 3Hayaja koju obaerbajy
aenaTtHocTn y obnactu 6aHkapcTBa M (PMHAHCUCKUX TPXKMLITA M3 YnaHa 5. ctas 3.
Tadka 1) noarayka (3) oBor 3akoHa AyXHW cy Aa obaBeluTene 0 MHUNOEHTY JOCTaBe
HapogHoj ©6aHum Cpbuje, a ako cy onepatopu npuoputetHnx UKT cuctema y
obnactn duMHaHCMjCKMX TPXULITA Koju cy nog Hagsopom Komwucuje 3a xapTtuje of
BpeAaHOCTH, obaBeluTerwe focTaBrbajy n Komucujm 3a xaptuje og BpeAHOCTW.

Onepatopn npuoputetHnx WKT cuctema koju obaerbajy AenaTHOCTU
€NEeKTPOHCKMX KOMYHMKauuMja u3d unaHa 5. ctaB 3. Tauyka 1) nogtadyka (9) anuHeja
YyeTBpTa OBOr 3akoHa u onepaTopu BaxHux UKT cuctema og nocebHor 3Havaja koju
obaBrbajy 4enaTHOCT MOLUTAHCKMX yCryra U3 YnaHa 6. ctas 2. Tayka 1) anuHeja npBea
OBOr 3aKOHa, AYXXHU cy Aa obaBellTewe 0 MHUMOEHTY AocTaBe PerynaTopHom Teny
3a enekTPOHCKe KOMYHUKaLuje 1 nowTaHCcKe ycnyre.

HapogHa 6aHka Cpbuje, PerynatopHo Teno 3a eneKkTpoHCcke KoMyHuKaumje n
nowTaHcke ycnyre n Komucuja 3a xapTuje og BPeAHOCTU AOyXHM cy aa gobujeHa
obaBelwTera M3 CT. 2. U 3. OBOr YnaHa Npocreae y jeOUHCTBEHU CUCTEM 3a NpujemM
obaBeLuTEHA O UHLMOEHTMMA.

Onepatopn WKT cuctema oa nocebHor 3Hauvaja, ocum onepaTtopa WKT
cuctema u3 cT. 2. 1 3. OBOr 4faHa, AyXXHW cy ga nyteM ogroBapajyhux kaHana
KOMyHuKaumje obaBecTe O MHUMOEHTY KOPWUCHWKE Kojuma npyxajy ycnyre, ©6e3
ofnarama, y Criyvajy MHUnaeHTa Koju Moxe Aa M3a3oBe W nsasvBa LUTETaH yTuuaj
Ha npyxawe N kopuwhewe ycnyra, Ka0O U O MepamMa Koje KOpUCHWUM MOory da
npegysmy n ynotpebe y uniby ymawewa Unu efnMmuHauuvje WTETHMX nocrneguua
NMHUMOEHTA.

Onepatopn UKT cuctema og nocebHor 3Hayaja M3 CT. 2. U 3. OBOr YnaHa
obaBelUTaBajy KOPUCHMKE O UHUMAEHTMMA Y CKnagdy ca nocebHMM nponmcuma.

OpraH kome je y ckrnagy ca OBMM 3akoHOM YynyheHo obaBewTewe O
WHUMAEHTY, ykonuko je ped o KT cuctemy of noceBHor 3Hayaja koju je ogpeheH
Kao KpUTMYHA MHAPAaCTPYKTypa y Cknagy ca 3akoHOM KojuMm ce ypehyje kputnyHa
WMHpacTpykTypa, nHgopmauunjy o Tome npocnefyje MMHUCTapCcTBUMA HagneXHUM
3a CEKTOpe KPUTUYHE MHAPACTPYKTYpE.

Oprann u3 ct. 1-3. oBor unaHa, kojuma je ynyheHo obaBewTewe O
WHUMOEHTY, OYXHW cy da, Y criyyvyajy uHuumaeHTta koju je Hactao y WVIKT cuctemy
onepartopa KpUTUYHE WHAPaCTPYKType YTBPNEHOr y cknagy ca 3aKOHOM KOjum ce
ypehyje KpuTuyHa wuHpacTpykTypa, AobujeHy wuHdopmaunjy 6e3 oanaramwa
npocnefe HagnexXHVM MUHUCTapCTBMMa 3a CeKTope KpUTUYHE MHMpacTpykType, Y
ckragy ca nponucuma o 3alTUTW TajHUX nofaTaka.

Cappxaj obaBewTea 0 MIHUNAEHTY
YnaH 15.
Ob6aBeLuTere 0 MHUMOEHTY MOpa Aa cagpxu crnegehe nogatke:
1) nopaTke 0 NOAHOCUKOLLYY NpujaBe;

2) BpPCTy M ONUC WHUMAEHTA W MPOLEHY Aa NV je MHUMOEHT nocrneguua
KPUBWYHOT Oena;

3) p[aTtym n Bpeme nodetka MHUMOEHTa, OQHOCHO Ca3Hakwa O MHLUMAEHTY U
Tpajatbe NHUNOEHTA;

4) nocrieguue Koje je HUMAEHT 13a3Bao;
5) npepyseTe akTMBHOCTW paan ybnaxasara nocreguua MHUNOEHTa;

6) MHMUMjanHy MNPOLEHY HMBOA OMACHOCTU M yTuuaja uHuugeHta Ha WUKT
cuUcTeM o nocebHor 3Havaja, Kao M MHOuKaTope KoMnpomMmuTauuje;
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7) wvHdopMaunjy 0 eBEHTYarIHOM NPEKOrpaHNYHOM OejCTBY MHLUNOEHTA;

8) nogaTke O MPETXOAHO MNPUWjaBIbEHUM CIVMYHUM WHUWAEHTUMA, ako cy
nocrtojanu, ykrbyuyjyhu Bpeme 1 npupoay TUX MHUMAeHaTa, kao U Mepe Koje cy TOM
NPUNMKOM nNpeayseTe;

9) [Opyre peneBaHTHe MHopmaumje, No NOTpedw.
3Havaj nHumMpeHaTa npemMa HUBOY ONacHOCTHU
YnaH 16.

MHunpgentn y UKT cuctemmma og nocebHOr 3Havaja kojyu Mory ga umajy
3HayajaH yTuvuaj Ha HapywaBawe WHdopMauuoHe 6e3begHOCTM CBpCTaBajy ce
npemMa HUBOY oMacHOCTW, uMajyhu y Buay nocneguue nHUnAeHTa, y cnegehe Huesoe
ONacHOCTH:

1) Huzsak;
2) cpenmu;
3) BUCOK;

4) BeoMa BUCOK.

Mog3akoHCckM akT Kojum ce ypeflyje noctynak obGaBewTaBawa O
MHUMOEeHTMMa, obpacum 3a obaBeluTaBakwe, NUCTa MHUMAEHaTa npema Bpcrama v
Knacudpukaumja mHUmgeHata npemMa HMBOY onacHocTM goHocu Bnapga, Ha npepgrnor
MwuHucTapcTBa.

OnepaTMBHM TUM 3a pearoBate Ha MHUUAEHTe
YnaH 17.

Y uurby KoOpAvHUCaHe peakuuvje Ha MHUWOEHTEe BUCOKOr M BeoMa BUCOKOT
HuBoa KaHuenapuvja 3a uHdopmaunoHy 6e3begHocT obpasyje cTtanHu onepaTuBHU
TUM.

KaHuenapwja 3a nHcdopmaumoHy 6e3begHocTt 6nmxe ypehyje kputepujyme 3a
UMEHOBaH€e 4naHoBa, Kao M BpLUEHEe MOCMoBa W 3agaTtke CTanHor onepatyMBHOr
TMMa.

KaHuenapwja 3a nHpopmaumoHy 6e36eaHOCT MoXe Aa, 3aBUCHO O Npupoae
W nocreavua vHUMaeHTa, 3aTpaxun YKibydnBarwe ApYrnx opraHa y pag onepatuBHOr
TMMa Yy OKBUPY HUXOBUX HAANEXKHOCTMW.

Mo noTtpebun, cacTaHuuma onepaTtMBHOr TMMa MOry nNpPUCYCTBOBATU U
npeacTaBHUUM  CaMOCTanHWX onepaTtopa, Nuvua YyKibydyeHa Yy pag Tena 3a
KoopauHaumjy nocnoea WHdopmMaumoHe 6e36egHoCTH, Kao W NpeacTaBHULM
nocebHnx LIEPT-oBa.

INvua koja ydecTBYjy y pagy cTarnHor ornepaTtvBHOI TUMa AyXHa Cy Aa ce
cepTndmKyjy 3a pag ca TajHMM nogauuma.

lNnaH 3a pearoBame y cny4ajy MHUMAEHTa BUCOKOT HABOA U
Kpu3a uHcpopmaLmoHe 6e3degHOCTHU

YnaH 18.

Bnaga goHocu lNnaH 3a pearoBare Yy Criyvajy MHUMOEHTa BMCOKOr HMBOA U
Kpuse nHdopmaumoHe 6e3benHocTn, Ha npegnor KaHuenapuje 3a MHMOpMaLMOHY
0e3begHoCT.
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lMnaH 13 ctaea 1. oBor unaHa obyxeara:

1) uwbeBe Mepa M aKTUBHOCTM 3a pearoBawe Yy Chny4ajy vHuugeHaTa
BMCOKOT HMBOA U Kpr3a MHopMaLunoHe 6e3begHocTu;

2) [OenoBare HaaNeXHUX opraHa y uuiby cnpoBofera nnaHa;

3) onuc npouegypa Yy cryyajy WHUMOEHaTa BWCOKOT HMBOA M Kpusa
MHdopmMaumoHe 6e36egHOCTY;

4) aKTMBHOCTM 3a yHanpehewe CnocobGHOCTM pearoBakba Ha MHUMAEHTE, a
npe ceera nnaHoee ogroBapajyhux Bexou n obyka;

5) wmopene capagwe ca NnpMBaTHUM, HEBNAAUHUM N aKafeMCKUM CEKTOPOM;
6) wmehycobHy capaaky HagneXHUX opraHa.

Mpunukom uspage nnaHa us ctaea 1. OBOr YnaHa ycrnocTaerba ce capara
ca opraHMma W nNpaBHUM NULUMa 4unje Cy HaONEeXHOCTW, OAHOCHO MOCIOBU W
[enaTHOCTV NoBe3aHu ca NrnaHWpaHnuM akTUBHOCTUMA.

MnaH n3 ctaBa 1. oBOr YnaHa ce Nepuoan4yHO Mera 1 Jonykyje y cknagy ca
notpebama 1 HOBMM OKOSTHOCTMMA, a Y LIeNMHU ce NOHOBO u3pahyje n AOHOCK CBake
Tpehe rognHe, a yKONUKO Cy Ce OKOMHOCTM Y 3Ha4ajHOj Mepu NpoMeHune n paHuje.

MocTynawe no npujeMy o6aBeLuTEHA O UHLUMOEHTY
YnaH 19.

Mo npujemy obaBewwTerwa o HUMAEHTY y VKT cuctemy oa nocebHor 3Hadaja,
KaHuenapuja 3a nHcdopmaumoHy 6e36egHOCT NocTyna y cknagy ca HaanexHoctuma
yTBpHEHMM 3aKOHOM, OJHOCHO MPUKYNIba, aHanusMpa u pasMemryje uHgopmaumje o
pusnuuma 3a 6e3begHoct WMKT cuctema, ka0 M WHUMAEHTY, U y BE3n ca TUM
obaBellTaBa, npyxa noapLuKy, ynosopaBa u caBeTyje onepaTtopa UKT cuctema opg
nocebHor 3Ha4aja 1 BpLUX Apyre NocrioBe U3 CBOje HaOSIeXXHOCTH.

KaHuenapuja 3a uHdopmaumoHy 6e36eOHOCT, HaKOH M3BpLUEHE aHanuse,
yTBpRYje HMBO ONACHOCTU MHUMOEHTA.

Kaga je HeonxogHo ga jaBHOCT Byade ynosHaTa ca MHUWMOAEHTOM vNnun Kaga je
WHUMOEHT TakaB [da je oA uHTepeca 3a jaBHocT, KaHuenapuja 3a vHdopmaunoHy
b6e3begHocTt objaBrbyje MHGOPMauUMjy O WMHUMOEHTY, HAKOH CaBeTOBaka ca
onepaTtopoM VKT cuctema og nocebHor 3Havaja y Kome ce MHUNOEHT AOroamo.

N3yseTHo op crtaBa 3. oBor 4naHa, KaHuenapuja 3a WH(OpMaLMOHY
6e3begHocT Moxe o06jaBUTU WHOPMaUW)y O WHUMOEHTY KOju ce [orogmo y
onepatopy npuoputetHor WKT cuctema of nocebHor 3Hadvaja koju obasrba
AenaTtHocT y obnactu GaHkapcTBa M (OUHAHCU|CKMX TpXMWTa M3 YnaHa 5. ctas 3.
Tayka 1) nogTtayka (3) oBOr 3akoHa, y3 MPETXOAHO npubaBrbeHy carnacHocT
HapogHe 6aHke Cpbuje ogHocHo Komucunje 3a xapTuje og BPeOHOCTW.

KaHuenapuja 3a wuHpopmaunoHy 6e3begHoct, HapogHa 6aHka Cpbuje,
Komucuja 3a xaptuje oA BpegHocTM u PerynaTopHO Teno 3a erieKTpOHCKe
KOMyHUMKaLmje M noliTaHCKe ycryre AyXHU cy Aa obaBewTewa O MHUMAEHTUMA
npocnege:

1) HagnexHoM jaBHOM TyXXUMalwTBY, OOHOCHO MWHUCTAPCTBY HaANEXHOM
3a yHyTpallHe NOcroBe, Y CNnyyajy Aa je UHUWOEHT Be3aH 3a MU3BPLUEHE KPUBUYHUX
[erna koja ce roHe no cryxbeHoj Ay>KHOCTH,

2) opraHy HagnexHom 3a 6e3begHOCHe U KOHTpaobaBeluTajHe NOCNOBeE Of,
3Havaja 3a opbpany Penybnuke Cpbuje unm opraHy HagnexHom 3a nocrnose
HaumoHanHe 6e3begHoCTW, Yy Cnydvajy Ada je WMHUMOEHT MoBe3aH ca 3Ha4yajHUM
HapylwaBaweM uHpopMauuoHe 0e36edHOCTM Koje MMa WM MOXe MMaTtu 3a
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nocrneguuy yrpoxaeawe ofbpaHe wunuM HaumoHanHe 6e3begHoctn Penybnuke
Cpbuije.

Mpunukom ynpaerbaka WHUMAeHTOM KaHuenapuja 3a WHpopmaLMoHy
6e3begHoct, HapogHa ©OaHka Cpb6uje, Komucumja 3a xapTuje og BpegHOCTU U
PerynaTopHO Teno 3a enekTpoHCKe KOMYHMKauWje U NOLTaHCKe ycnyre o3HayaBajy
obaBellTeEHE O WHUMAOEHTY, OAHOCHO WH(OpMauuje O MHUMAEHTY y cknagy ca
nponuncuma n TLP (eHr., traffic light protocol”) npotokonom.

Moctynawe y cnyyajy uHUMaeHTa HUBoOa ONnacHoOCTH ,,Hu3ak”
YnaH 20.

Y cnyyajy nHuMaeHaTta kojuma je y cknagy ca knacudukaumjom ytepheH HMBO
onacHocTu ,Hu3akK” KaHuenapuja 3a nHdopmauunoHy 6e3begHocT no notpebu gaje
npenopyke 3a noctynawe onepatopy VKT cuctema og nocebHor 3Havaja.

Moctynamwe y crniy4yajy MHUMAEeHTa HUBOA OMAaCHOCTHU ,,cpearun’
UnaH 21.

Y cnyyajy HungeHarta Kojuma je y ckrnagy ca knacudukaumjom ytepheH HMBO
onacHocTu ,cpeawmn” KaHuenapuja 3a nHdopmaumnoHy 6e36egHOCT faje npenopyke
3a noctynawe onepartopy VKT cuctema og nocebHor 3Hayaja.

MocTynawe y cry4yajy MHUUAEHTa HABOA ONAacHOCTU ,,BUCOK”
YnaH 22.

Y cnyyajy nHumMageHarta kojuma je y cknagy ca knacudukaumjom ytepheH HMBO
onacHocTu ,.Bucok” KaHuenapwuja 3a nHcgopmarmoHy 6e36egHocT je AykHa aa o Tome
obasect MnHMUCTapCTBO.

KaHuenapuja 3a nHpopmauunoHy 6e36egHoCT, y capagwn ca onepaTmBHUM
TUMOM, NpUNpPeMa NpPenopyke N Mepe 3a pellaBake NHUMAEHTA.

MwuHucTapcTBo HakoH npujema obaBeluTera 3 ctasa 1. OBOr YnaHa casmsa
cegHuuy Tena 3a koopauHaumjy nocnosa nHgopmaumnoHe 6e3begHoCT.

HakoH 3aBpuleTka nHumaeHta KaHuenapuja 3a nHgopmaumoHy 6e3begHocT,
y capaghu ca onepatMBHMM TMMOM, CavMk-aBa 3aBpLUHM M3BELUTA] KOjU OOCTaBIba
MwuHucTapcTtBy y poky og 30 4aHa HaKOH 3aBpLUEHOT NHUMAEHTA.

MocTyname y cny4ajy MHUMAEHTa HABOA ONAacHOCTU ,,BeoMa
BUCOK”

YnaH 23.

Y cnyvajy nHumgeHTa Kojem je y cknagy ca knacudukaumjom ytBpheH HMBO
ONacHoOCTU ,Beoma BUCOK™ U KOju NpeAcTaBrba Kpu3dy MHgopmaunoHe 6e3begHocTy,
pykoBohere 1 KoopanHaumjy cnposoferwa Mepa 1 3agataka npegysnva Bnaga.

KaHuenapuja 3a nHdopmaumnoHy 6e36edHoCT, y capagwn ca onepaTmBHUM
TMMOM, nspahyje npeasior 3a npornawaesake kpude nHgpopmaunoHe 6e3begHocTu, y
ckrnagy ca [naHom 3a pearoBawe Yy Cry4ajy MHUMOEHTa BMCOKOr HMBOA WU Kpuse
nHpopmaumoHe 6e36eaHOCTH, KOjuU CafpPXKu:

1) nogaTke O MHUNOEHTY;

2) uHdopmauuje o npeayseTnm Mepama;

3) pasnore 3a npornawiene kpuse nHdpopmaumoHe 6e3beaHoCTy;

4) 3apyxehe opraHa 3a nocTyname y cknagy ca CBOjUM HaanexHocTnma;

5) Mepe 3a peluaBatse Kpuse.



21

Mpeanor 3a npornawewe kpuse mHdbopmaunoHe 6e3begHocTn ynyhyje ce
MuHucTapcTBy, koje no npujemy npeanora 6e3 ognarawa casuBa cegHuuy Tena 3a
KoopAuHauujy nocnosa nHdopmaumoHe 6e36eaHoCTw.

Bnaga Ha npegnor MuHucTapcTBa OOHOCKM OOJSIYKy O Mpornawlewy Kpuse
nHdopmaumoHe 6Ge3begHoCTM K 3agyXkKyje opraHe pga noctynajy npema
npeanoXeHnM Mmepama y cknagy ca CBOjUM HaanexHocTuma.

KaHuenapuja 3a nHdopmauunoHy 6e36edHocT, y capaglwn ca onepaTmBHUM
TMMOM, KOOPAMHWPA pellaBakeM Kpuse MHdopmaumnoHe 6e36efHOCTVM M HajMame
jeQHoM HepersHo m3BewTasa MuHUcTapcTBO 1 Bnagy o CBUM akTUBHOCTUMA.

Mpegnor 3a npornailewe 3aBplleTka Kpude MHpopmaumoHe 6e3beaHocTn
ynyhyje ce MuHncrtapcray.

Oanyky o npornawewy 3aBplieTka Kpuse WHgopmaumoHe 6e36egHoCTM
AoHocu Bnaga Ha npegnor MuHuctapcTBaa.

HakoH 3aBplieTka Kpu3e uHdopmMaumoHe 6e3begHoctn KaHuenapwja 3a
MHdopMaumoHy 6e30edHOCT caunkaBa 3aBPLIHM  M3BELUTaj KOju [OOCTaBiba
MuHuctapcTy 1 Bnagwn y poky og 30 AaHa HakOH 3aBpLUeTKa Kpuse.

M3BewTaBake TOKOM U HAKOH MHUMAEHTA
UnaH 24.
Onepatopu MKT cuctema og nocebHor 3Havaja Oy>XHW Ccy Aa:

1) pocTaerbajy u3BewTaj O MHUMOEHTY, TOKOM Tpajaka WHUuOeHTa, ca
ONMMCOM Mepa Koje cy npeay3eTe 3a pellaBake WHUMAEHTA, Y jeOUHCTBEHU CUCTEM
3a npujem obaseLLTEHA O MHUMAEHTUMA U TO:

(1) Ha cBaka Tpu gaHa y criyyajy MHUMAEHTa CpeaHEer HUBOA;

(2) Ha cBaka 24 cata y cnyyajy nHumMgeHaTa BMCOKOT M BEOMa BUCOKOT
HWMBOA;

2) pocTasrbajy obaBselTerwa U gogaTHe usBellTaje o 6uTHMM gorahajuma y
BE3M Ca MHUMOEHTOM M akTUBHOCTMMA Koje npeay3nmajy, Ha 3axteB KaHuenapuje;

3) [ocTaBrbajy 3aBpLUHW M3BELWTaj O MHUMAEHTY Yy poKy oA 15 paHa of
JaHa npecTaHKka MHUWOEHTa, Koju cagpxu cnegehe nogatke:

(1) BpcTy M geTarbaH ONUC UHUNOEHTA;
(2) BpcCTY NpeTHe 1 Y3POK KOoju1 je AO0BEO A0 MHUMAEHTA;
(3) Bpeme u Tpajare MHUNOEHTA;

(4) obum u cTeneH yTuuaja UHUMOEHTa (OCTBaApeHW PU3NK), OLHOCHO
nocrieguue Koje je MHUMAEHT n3asBao;

(5 wvHdOpmauujy 0 eBeHTyarnHoM npekorpaHNYHOM AejCTBY UHLUMOEHTA;

(6) npenyseTe akTMBHOCTWU pagu OTKMNakwaka nocrneauua MHUngeHTa u,
no notpebu, gpyre uHgopmauuje of 3Hayaja 3a eBuUAeHTUpar-e
WHUMOEHTa U CTaTUCTUYKY obpaay.

HakoH 3aBpweHor nHumaeHta KaHuenapuja 3a uHdpopmaumoHy 6e3begHoct
npunpema Npenopyke 1M caBeTe 3a 3alTUTY O4 MOTEHUMjanHUX puauka, Ha OCHOBY
crnpoBefeHEe aHanmM3e N3BpLUEHOr MHUMOeHTa.
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JocTaBrbakwe CTaTUCTUYKUX NogaTaka o MHUMOeHTUMa
YnaH 25.

Onepatop WKT cuctema on nocebHor 3Hayaja gyxaH je pga, nopeq
obaBewTaBaka O MHUMAEHTMMA M3 4dnaHa 13. OBOr 3akoHa, AOCTaBM OpraHy,
OAHOCHO OpraHu3aumju HagnexHoj 3a nocnose HauwoHanHor LIEPT-a ctatuctuuke
nogaTke o cBuM uHumaeHTuma y KT cuctemy, ykrbyuyjyhn n nsberHyte nHunaeHte,
y NpeTxo4HOj roauHKn HajkacHuje oo 28. ebpyapa Tekyhe roguHe.

OpraH, ogHOCHO opraHmsaumja m3 ctaBa 1. OBOr 4naHa u3BewTaje O
CTaTUCTMYKUM nojauuma poctaBrba MuHucTapcTBy M 06jaBrbyje Ha CBOjoj Beb
npeseHTauuju.

BpcTy, hopMy M HaumH AocTaBrbawa CTaTUCTUYKMX nojaTaka m3 ctasa 1.
OBOr YfaHa yTBphyje opraH, O4HOCHO OpraHu3aunja n3 ctasa 1. oBor 4YnaHa.

lll. OPFAHU HAOANEXHW 3A NMPEBEHUWJY U 3ALUTUTY Of]
BE3BEAHOCHUX PU3UKA Y UKT CUCTEMUMA Y
PENYBNALUN CPBUJU

HagnexHu opraH
YnaH 26.

OpraH ppxaBHe ynpaBe HagnexaH 3a uHdopmauuoHy 6e3begHocT je
MWHUCTAPCTBO HAAJIEXHO 3a nocnoee nHdopmaunoHe 6e36eaHOCTH.

Y OKBMpPY CBOjUX HagnexHoctn MMHMCTapcTBo:

1) npunpema u npegnaxe nNponuce WM nNnaHcka [OKymeHTa M3 obnactu
nHpopmaumoHe 6e36eaHOCTN y CKnagy ca OBUM 3aKOHOM,;

2 Boau eBugeHumjy onepartopa VKT cuctema og nocebHor 3Ha4vaja;

3) Bpwwn Hag3op Hag pagom KaHuenapuje 3a uHgopmaumoHy 6e3begHocT y
BpLUEHY NMOCNOBA 3a KOje je HaanexHa y cknagy ca OBMM 3aKOHOM;

4) BpWW MHCMNEKUWCKW HaA30p Hag NPUMEHOM OBOr 3aKOHa W pagoMm
onepaTtopa WKT cuctema og nocebHor 3Havaja, ocum camocTtanHux onepatopa VKT
cuctema n KT cuctema 3a pag ca TajHMM nogaunma;

5) ocTBapyje mehyHapoaHy capaaty y OKBUPY CBOjUX HAOIEXHOCTMU.
Teno 3a koopAanHauujy nocrnosa uHdopmaumoHe 6e3beaHoCcTU
YnaH 27.

Y uwrby ocTBapuBawa capagwe u ycknaheHor obaBrbarwa nocrnosa Yy
dyHKUMjK yHanpeherwa nHpopmaumoHe 6e36egHOCTH, Kao 1 nHMumMpara 1 npahewa
NPEBEHTUBHUX W OPYrMX akTUBHOCTM Yy obnactn uHgopmaumoHe 6e36enHoCTH,
Bnaga ocHuBa Teno 3a koopauHauujy nocrnosa MHgopmauumoHe 6GesbegHocTn (y
AaroemMm TekcTy: Teno 3a KoopAuHauuvjy), kao koopauHauuoHo Terno Brnage, y uuju
cactaB ynase npeacTaBHMUM  MUMHUCTApCTaBa HaAneXHUX 3a  MNocroBe
nHdopmaumoHe 6e3begHocTn, ogbpaHe, yHyTpalLHMX MNOCNOBa, CNOSbHUX MOCOBA,
nocnose npasocyha, npeactaBHuum cnyx6u 6e3begHocTn, KaHuenapuwje 3a
nHpopmaumoHy 6e3begHocTt, KaHuenapuje 3a wHGPOPMALMOHE TexHomorvje u
enekTpoHcKy ynpasy, KaHuenapuje CaeeTta 3a HaumoHanHy 6e36edHoOCT 1 3awTuTy
TajHux nopaTtaka, eHepanHor cekpetapujata Bnage, HapogHe 6aHke Cpbuje wu
PerynaTtopHor Tena 3a eneKkTpoHcke KOMyHUKaLuje U NoLTaHCcKe ycnyre.

Y yHKUnjM yHanpehewa nojeamHmnx obnactun nHdopmaumoHe 6e36egHOCTM
dopmupajy ce CTpydyHe pagHe rpyne Tena 3a koopauHauujy y Koje ce yKIbydyjy u
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npegcraBHMLUM OpYyrux opraHa, npuepede, akafemcke 3ajedHuue W HeBnaguHor
cekTopa.

OpnykoMm kojom ocHuBa Terno 3a koopavHauujy Bnapga ogpehyje n weros
cacTas, 3agaTke, pOK y KOMe OHO NOAHOCK n3BellTaje Brniagun v gpyra nutawba Koja cy
Be3aHa 3a Heros pag.

KaHuenapuja 3a nHcpopmaumnoHy 6e3degHoOCT
YnaH 28.

Pagun obasrbarba nocnoea npeeeHumMje 1 3awTtute o 6e36eaHOCHUX puaunka
n nHumgeHata y VKT cuctemmnma y Penybnuum Cpbuju ocHmea ce KaHuenapuja 3a
nHpopmaumoHy 6e3begHocT (y parbem Tekcty: KaHuenapwja), kao nocebHa
opraHusaumja y CMUCIy 3aKoHa KojuM ce ypelyje nonoxaj gp>xasHe ynpase.

KaHuenapuja nma cBOjCTBO npaBHOr nuua.

Pagom KaHuenapuje pykoBoauM [OupPEKTop Kkoju Mopa pada Oyae nvue
ogrosapajyhe CTpy4yHOCTM ca HajMarwe MNeT roguHa pagHor UCKycTBa y obnacTu
nHdopmaumoHe 6e3begHOCTM U kora MMeHyje Briaga, y cknagy ca 3akOHOM KOjuM ce
ypehyje nonoxaj apxaBHUX Cry>k6eHuka.

KaHuenapuja nma 3ameHvka aupekTopa, Koju mopa 6utn nuue ogrosapajyhe
CTPYYHOCTU Ca HajMake NeT roguHa pagHor uUckyctea y obnactm mHdopmaumoHe
6e3begHOCTH, KOjU Ce NocTaBrba y CKnagy ca nponvcmMma Kojum ce ypehyje nonoxa;j
ApXaBHuX cnyxbeHnka n uma osnawhera y cknagy ca nponvcuma O LPXKaBHO]
ynpasu.

Hapsop Hap pagom KaHuenapwje
YnaH 29.

Hapsop Hag pagom  KaHuenapuwje y Bpllewy ocrioBa CnpoBoOAn
MwuHucTapcTBO, y Cknagy ca 3aKoHOM KojuM ce ypehyje apxaBHa ynpasa.

HapgnexHocTtu KaHuenapuje
YnaH 30.
KaHuenapuja y okBupy cBoje HagnexHocTtn obasrba cnegehe nocnose, u T0:

1) BpLM NpeBeHUMjy 1 3aWwTUTy o 6e3beqHOCHNX pu3nKa Ha HauMOHarIHOM
HWBOY Yy CKnagy ca OBMM 3aKoHOM (rnocnosu HaunoHnanHor LIEPT-a);

2) npeagysuma npPeBEHTUBHE W peakTUBHE Mepe Yy Uuwby 3awTuTe
JeanHcTBEHE MHPOPMALMOHO-KOMYHMKALIMOHE MpEXe eNeKTPOHCKe ynpase Yy cknaay
ca oBuM 3akoHoM (nocnosu LIEPT-a oprana Bnactu);

3) obaBrba capagwy Ha HauMOHaNHOM HMBOY Yy obractu WHgopMauMoHe
0e3begHocCTY;

4) BpLUX NOCMOBE jeAUHCTBEHE Tayke KOHTAKTa;

5) Bpwwn nocnose ceptudukaumje UKT cuctema, VKT npoussoga, WUKT
npoueca n UKT ycnyra, udyses cuctema, Npom3BoAa, npoueca v ycriyra 3a notpebe
onbpaHe n 6e3begHocTn n VKT cnctema 3a pag ca TajHum nogaunma;

6) nponucyje MwuHumanHe wmepe 3awTtute WKT cuctema opraHa,
yBaxaBajyhn Hayena v3 4ynaHa 3. OBOr 3aKoHa, mepe 3awTtute n3 ynaHa 10. osor
3aKoHa, HaumoHarnHe n mefyHapogHe ctaHaapae v ctaHaapae Kojyu ce npuMmemsyjy y
ogrosapajyhum obnactmuma paga;

7) y capaftbu ca HagneXxHUm opraHuma u ApyruMm cyGjekTuma U3 jaBHOT,
akaJeMcKor, NpYBPeaHOr U HEBNAAMHOr CEKTOpa YYeCTBYje Y pasBojy U crpoBohery
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nporpama obyka M CTpPy4yHOr YycaBpluaBaka NnuLa Koja page Ha nocnosuma
MHdopMaLumoHe 6e3begHOCTY;

8) obaBrba capagwy M pasmeHy nHgopmMaumja Ha mehyHapoaHOM HUBOY Y
obnactn uHdopmaumoHe 6e3begHOCTM y UMby Npahewa M ycarnawaBaka ca
MehyHapoaHMM nponucuma n ctaHgapanva;

9) BpWwM CTPYy4HM HaQ30p Had pagom onepartopa VKT cuctema oa nocebHor
3Ha4aja;

10) Boawu 6a3y pawmeoctn UKT npomnssoga n UKT ycnyra;

11) n3pelliTaBsa MI/IHI/ICTapCTBO Ha KBapTarilHOM HMBOY O npenysetum
aKTMBHOCTUMA,

12) o6Gaerba gpyre nocrioBe y ckniagy ca OBUM 3aKOHOM.

MNMoa3akoHCKM akT KojuM ce Gnuxke ypefyje HaunH Bpllewa cepTudurkaumje
WKT cuctema, UKT npoussoga, KT npoueca n VKT ycnyra n3 crtasa 1. Tauka 5)
OBOr YnaHa goHocu Bnaga, Ha npegnor MuHuctapcTsa.

MocnoBu npeBeHUMje 1 3awTUTE 0 6e36e4HOCHUX pM3UKa Ha
HaumMoHanHom HuBoy (HaumoHanuu LIEPT)

YnaH 31.

Y okBMpY nocnoea npeBeHUuje u 3awTmte og 06e30edHOCHUMX pusnka u
nWHumaeHata KaHuenapuja spwu nocriose HaunonanHor LUEPT-a, n T0:

1) npukynrba M pasmenyje uHdopmMaumje o npeTwama, palMBOCTMMA,
n36erHyTMM MHUMAEHTMMA M MHUMAEHTUMA W NpyXa NoApLLKY, yno3opasa 1 caBeTyje
nvua koja ynpasrbajy KT cuctemuma y Penybnvum Cpbuju, Kao 1 jaBHOCT;

2) npatu cTawe 0 nHuugeHtuma y Penybnuum Cpbuju;

3) npyxa paHa yno3opemna, y3byHe M HajaBe U MHOPMULLE perieBaHTHa
nvua o npeThama, pawbMBOCTMMA U MHUNOEHTUMA;

4) pearyje 6e3 ognarawa MO MPUjaBIbEHMM UMW Ha OPYrM  Ha4vH
oTkpuBeHnmM wuHumaeHtuma y WKT cuctemmma og nocebHor 3Hauvaja, Kao M no
npyvjaBama (OU3NYKUX M MPaBHMX LA, TaKO LUTO MpyXa caBeTe WU Mpenopyke Ha
OCHOBY pacnonoXxusmnx nHgopmMaumja o MHUUMAEHTMMA U npeaysuma gpyre notpebHe
Mepe 13 CBOje HaOIeXHOCTN Ha OCHOBY A0BMjeHUX casHama;

5) Ha 3axteB onepaTtopa VKT cuctema og nocebHor 3Ha4vaja, npyxa nomoh
y npahewy ctawa 6e3begHoctn KT cuctema y peanHom BpeMeHy unv npubnmxHo
peanHoOM BpeMEHY;

6) Ha 3axteB onepatopa WKT cuctema og noceGHOr 3Havaja, BpLUM
NpoakTnBHO ckeHupawe VKT cuctema y uurby yTBphuBarka parwbmMBOCTU KOje Mory Aa
noTeHumjanHo 3HaTHO Hapywe 6e3begHoct WKT cuctema, npu 4emy TakeBo
CKEeHWpare He CMe UmMaTu LWTeTaH yTuuaj Ha NocroBe 1 AenaTHOCTM onepaTopa;

7) nocTyna Kao KoopauHaTtop 3a noTpebe KOOpAMHMPAHOr OTKpMBaH-a
parsMBOCTK, Y CKMNay ca OBUM 3aKOHOM;

8) yyecTByje y pa3Bojy M kopuwherwy TEeXHOMOLWIKMX anata 3a pasMeHy
nHdpopmaumja ca onepatopuma WMKT cuctema o nocebHor 3Hayaja v Opyrux
cybjekaTta ca kojuma capahyje;

9) KOHTUHyMpaHO u3pafyje aHanu3e puanka M WMHUMOEHaTa, Ha OCHOBY
NPUKYNibeHNX nHhopMaumja;
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10) nogwxe cBecT Kog rpahana, npuBpedHnx cybjekata n opraHa o 3Havajy
nHpopmaumoHe 6e3begHoCcTn, O pusnuMMa M Mepama 3awTute, YKIby4yjyhu
CrpoBofNene KaMmnamwa y uniby noamsara Te CBecTy;

11) soau EBngeHumjy nocebHmx LIEPT-oBa;

12) npunpema u13BewTaje Ha KBapTallHOM HMBOY O Mpegy3eTum
aKTUBHOCTUMA;

13) npyxa noApLUKy Yy NPUKynrbakwy U aHanuampaky opeH3nYKnx nogartaka
N NpyXa QuHamuyke aHanuse pusuka u uHuuaeHara y cknagy ca nponvcuma

KaHLl,enapMja noagcTtunye npuMeHy n KOpI/ILIJheI-be npornncaHnx 7
CTaHOapAn3oBaHUX npoueaypa 3a:

1) ynpaerbate MHUUAEHTUMA;

2) knacudukaumjyy uHgopmaumja 0 MHUUMAEHTMMA, OOHOCHO Knacudukauumjy
npemMa HMBOY OMacHOCTU UHLUMAEHATa;

3) ynpaBrbake KpU3HUM cuUTyaumjama;
4) KOOpPAMHUPAHO OTKPMBaHE PaHUBOCTM.

KaHuenapuwja je osnawheHa aa Bpwu obpagy nogaTtaka o nvuy Koje npuvjasu
WHUMAEHT, nNpu 4YeMy obpaga nogataka o nuuy obyxBata ume, npesmme u 6poj
TenedoHa W/unu agpecy enekTpoHCKe MOLITe WM BPLUM Ce Y CBPXY eBMAEHTUpara
nogHeTUX npujaea, MHopMMcarwa nogHocuola npujaBe o ctaTycy npegmeTa u, y
cnyyajy notpebe, ynyhuBawa npujaBe HagnexHuMm opraHuma pagu  parber
nocTynaka, y CKkragy ca 3akOHOM.

KaHuenapuja o6e3behyje HenpekuaHy AOCTYMHOCT CBOjUX Ycnyra nytem
pasnuunMTUX cpeacrasa KOMyHUKauuje.

Y okBupy obaBrbawa nocnosa HauuoHanHor LEPT-a notpebHo je
0be3beanTtn cnepehe 3axrtese:

1) BWCOK HMBO [OOCTYMHOCTU KOMYHMKALMOHUX KaHana wu3beraBarem
jeOuHCTBEHNX Tadyaka npekuaa v kopuwhewe BuMlIEe CpeacTaBa 3a [BOCMEPHO
KOHTaKTUpaHe;

2) npoctopuje HaumoHanHor LEPT-a u uHdopmMaumoHn cuctemu 3a
noapLuky Tpeba aa 6yay cMeLllTeHn Ha CUrypHUM fiokauujama;

3) ynoTpeby oaroBapajyher cuctema 3a ynpaBrbare 3axTeBMMa U HUXOBO
ycMmepaBawe, nocebHo kako 6u ce onakwana edukacHa n edekTuBHa pasmeHa
MHopMaLmja;

4) obe3behrBare NOBEPIBMBOCTM U NOY3[4aHOCTU CBOjUX aKTUBHOCTW;
5) nocTtojatbe agekBaTHUX KaPOBCKUX KanaunteTa;

6) OnNpPemMrbeHoCT peayHAaHTHUM CUCTeMUMMA W Pe3epBHUMM  pagHUM
NPOCTOPOM Kako 61 ce ocurypao KOHTUHYUTET ycnyra.

Moa3akoHCKM akT Kojum ce 6nuxe ypefyje nocTynak NpoakTUBHOT CKEHUpaHa
WKT cuctema 13 ctaBa 1. Tayka 6) OBOr YnaHa, 3alTUTHU, TEXHUYKM N 6e30eaHOCHN
YCNOBM 1 Mepe Koje Mopa [a MUCMNyHU cybjekaT Koju HenocpeHO BPLUM CKEHUpake,
Kao 1 npoueaypa Kojom ce yTephyjy ycnosu y umrby 3awtute 6e3begHocTu cuctema,
Mpexa W1 rnogaTtaka Kojuma ce npucTyrna v Ha4yuH U3BellTaBaHka HaanexHor opraHa,
noHocu Bnaga Ha npeanor MuHuctapcTsa.
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NMpeBeHTUBHE M peakTMBHE Mepe y Luiby 3awTute JeauHCTBeHe
MH(OPMaLIMOHO-KOMYHMKALIMOHE MpeXe eNIeKTPOHCKe ynpaBe
(LLEPT opraHa Bnactw)

YnaH 32.

Y okBupy npefysvMmarba NPEBEHTUBHUX U PeaKTUBHUX Mepa Y UUIby 3aliTute
JeanHcTBEHEe MHMOPMALMOHO-KOMYHUKALMOHE MpexXe eneKkTpoHcke ynpase (y
Jarbem TekcTy: mpexa eYnpase) KaHuenapuja obaerba cnegehe nocnose:

1) BpLWM 3aWITUTY Mpexe eYnpaee;

2) obaBrba KoopavHaumjy u capagky ca onepatopuma VKT cuctema koje
noseasyje Mpexa eYnpase y NpeBeHUNju NHUMOEHaTa;

3) aKkTMBHO Yy4yecTBYje Yy OTKpMBaky MHUMAEHaTa, MNpuUKynibaky
nHdopMaLMja 0 MHUMAEHTUMA M OTKNakaky nocrneauua MHumMaeHaTa;

4) BpWKW MPOaAKTUBHO CKeHupawe Mpexe onepatopa WKT cuctema op
nocebHor 3Hayaja Koju Cy KOPUCHWULM Mpexe, Npu YeMy TakBO CKEHWpahe He cMe
UMaTu WTeTaH yTuLaj Ha NOCnoBe U OenaTtHOCTK onepaTopa;

5) vy cnyyajy oTKpuBEHE parMBOCTMU:

(1) obGaeewrTaBa onepartope VKT cuctema Koju Cy KOPUCHULUN Mpexe
eYnpaBe 0 TOME;

(2) Hanaxe onepatopuma UKT cuctema op noceBHOr 3Hadaja Koju cy
KOPUCHMLUM Mpexe Aa npeay3my agekBaTHe Mepe 3awTute y uurby
cnpevyaBakba, CMakEeha M OTKNakwama nocneanua MHUNOEHTa;

6) wu3gaje cTpydHe npenopyke 3a 3awTnty UKT cuctema oprana, ocum VKT
cucTema 3a paj ca TajHUM Nofauuma;

7) DBoHocu akT Kojum ce ypehyje noctynawe onepatopa VKT cuctema og
nocebHoOr 3Ha4aja Koju KOpPUCTE MpeXe Yy Cryyajy MHUMAEHTa;

8) y capagwuM ca HagnexHum opraHMMa BpLK npoueHy notpebe 3a
CTPYYHUM yCaBpLuaBakweM 3anocneHux y onepatopmma UKT cuctema og noceGHor
3Havaja Koju KOPUCTE MPEXY;

9) nnaHMpa n opraHuayje npoueaypasniHe u npakTudHe Bexbe y obnacTtu
nHdopmaumoHe 6e3begHocTn 3a 3anocreHe y onepatopuma WKT cuctema opf
nocebHor 3Hayaja Koju KopucTe Mpexy;

10) uspahyje npegnore 3a yHanpehewe 6e36e4HOCHMX KapaKTepucTuka
Mpexe eYnpase;

11) wuspahyje aHanuae pusvka 1 MHUMAEHATA y OKBUPY Mpexe eYrnpase;

12) obGaBrba gpyre nocrnoBe y ckrnagy ca 3akOHOM y Luiby yHanpehewa
nHpopmaumoHe 6e3beagHOCTN Mpexe eYnpase.

Moa3akoHCKM akT Kojum ce 6nuxe ypefyje nocTynak NpoakTUBHOT CKEHUpaHa
WKT cuctema n3 ctaBa 1. Tayka 4) OBOr 4YnaHa, 3alWTUTHU, TEXHUYKN N 6e36egHOCHU
YCNOBM 1 Mepe Koje Mopa [a UCMNyHU cybjekaT Koju HenocpenHO BPLUN CKEHUpaHE,
Kao 1 npoueaypa Kojom ce yTephyjy ycnosu y umrby 3awtute 6e3begHocTu cuctema,
Mpexa W1 rnogaTtaka Kojuma ce npucTyrna v Ha4yuH U3BellTaBaHka HaanexHor opraHa,
noHocu Bnaga Ha npeanor MuHuctapcTsa.
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Capagra Ha HauMOHaNHOM HUBOY
YnaH 33.

KaHuenapuja HenocpegHo capahyje ca MwuHuctapcteomMm, PerynatopHum
TENIOM 3a erleKTPOHCKE KOMYHMKaumje n nowTtaHcke ycnyre, lNocebHum LIEPT-oBnma
y Penybnuum Cpbuju, ca jaBHum wun npuspegHum cybjektuma u LIEPT-oBuma
camocTanHux onepatopa UKT cuctema.

KaHuenapuja n LUEPT-oBu camoctanHux onepatopa VKT cuctema ogpkasajy
mehycobHe cacTaHke y opraHusauuju KaHuenapwje HajMake Tpu nyTa roguvilme, Kao
n no notpebu y cnyyajy MHUMAEHATa KOju 3Ha4vajHO yrpoxasajy WMHAOPMaUUOHY
6e36egHocT y Peny6nvum Cpbunju.

CactaHumma w3 cTaBa 2. OBOr u4naHa npucycTByjy W npeacTaBHULM
MuHucTapcTBa, a no No3uBy MOry Aa NpucycTByjy U npeacTtaBHuLmM nocebHux LIEPT-
0Ba, Kao u gpyra nvua.

Mpunukom capagre ca cybjektuma m3 ctaBa 1. oBor unaHa KaHuenapwja je
AyXHa fa obe3bean edekTnBHy, edukacHy n 6e3begHy pasmeHy nHdopmMaumja y3
npuMeHy ageksaTHUX npoueaypa, ykrbydyjyhmu traffic light protocol” (TLP), u
nowTyjyhn nponuce o 3awTnTK nogataka o IMYHOCTM.

MehyHapoaHa capagra 1 NocrioBU jeAUMHCTBEHEe TayKe KOHTaKTa
YnaH 34.

KaHuenapuja octBapyje MehyHapogHy capagwy Yy obnactu 6e36egHocTn
VKT cuctema, a HapouuMTo npyxa ynosopewa O pusnuMma N MHUMOEHTUMA Koju
ncnywasajy Hajmake jeaaH oa cnegehux ycnosa:

1) ©6p30 pacTy unu umajy TeHAeHUMjy Aa NOCTaHy BUCOKOPU3NYHMU;
2) npeBasunase unu Mory aa npesasuf)y HaunoHanHe kanauuTeTe;
3) Mory fa vmajy HeraTMBaH yTuuaj Ha BULLIE OA jeqHe ApXaBe.

Mpunukom pasmeHe nogataka u3 ctaBa 1. oBor 4ynaHa, KaHuenapuja je
AY>XHa [a nocTyna Tako Aa ce He yrpo3v MOBEpPSbUBOCT nodartaka, Kao M a Takea
pasMeHa nojaTaka He yTuye Ha noTeHumjanHo Hapywasakwe 6e3begHoctn UKT
cucrtema.

PasveHa nopgaTtaka u3 ctaBa 1. OBOr unaHa nogpasymeBa MpPeHOC Wnn
obpagy nopaTtaka Koju Cy HEeOnxXodHW 3a MpoueHy M pearoBake Ha Ge3begHOCHe
PU3NKe N MHUMOEHTE y CKnagy ca OBMM 3aKOHOM. Y crydajy Aa ce pasmeHa OgHOCK
Ha nogaTke o nuyHocTu, KaHuenapwuja je oyxHa oa o6es3beaum oa takaB NpeHOC Mnu
obpapga 6yay ycknaheHu ca nponucMma kKojuma ce ypefyje 3awTtuta nogataka o
NNYHOCTK, YKIbyYyjyh u NpaBuna Koja ce ofgHOCE Ha MPEHOC nogartaka y gpyre
ap>xaee unm mehyHapogHe opraHumsaumje.

YKONWKO je NHUMAEHT Y BE3N Ca U3BPLUEHEM KPUBUYHOT Aena Koje ce roHu rno
cnyxbeHoj ayxHocTn, KaHuenapuja he o TomMe 06aBeCTUTU HAAMNEXHO jaBHO
TYXUNawTBo, Koje he camoCcTanHO unuM MNpeko MWHUCTapCTBa HaAanexHor 3a
YHyTpallke MNOCroBe y 3BaHUYHOj npouenypu npocneautu npujasy y ckragy ca
notspheHnm mehyHapoaHuM yrosopuma.

KaHuenapmja obaBrba nocrnoBe jeOuMHCTBEHE Tayke KOHTakTa 3a
MHdopmMaumoHy ©6e30edHOCT y crnyyajy npekorpaHnvHux 6e36eOHOCHUX NpeTHN U
nHUMaeHata n capahyje ca jeANHCTBEHUM Taykama KOHTaKTa ApYrMx ApXxaea.
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MoceGHM LeHTpU 3a npeBeHLMjy 6e36eaHOCHUX pu3unka y UKT
cuctemmma

YnaH 35.

MocebGaH ueHTap 3a npeBeHunjy 6e36egHocHMx pusmka y UKT cuctemmma (y
parmem Tekcty: lNocebaH LIEPT) obaerba nocnoBe npeBeHUMje WM 3alTuTe o4
6e3begHocHux pusmka y KT cuctemmnma y oksupy ogpeheHor npaeHor nvua, rpyne
npaBHUX nmua, obnactn nocnosaka 1 CIANYHO.

Moce6aH LIEPT je npaBHO nuue vMnmM opraHvsauMoHa jeguHuua y OKBUPY
npaBHOr nvua ca ceguwTem Ha Teputopuju Penybnuke Cpbuje, koje je ynucaHo y
eBuaeHunjy nocebHnx LIEPT-oBa Kojy Bogu opraH, 04HOCHO opraHu3aumja HagnexHa
3a nocnoee HaunoHanHor LLEPT-a n o6jaBrbyje je jaBHO.

Ynuc y eeBngeHuujy nocebHnx LIEPT-oBa, kojy Bogu KaHuenapwja, Bpwn ce
Ha OCHOBY NpujaBe NpaBHOr n1La Yy OKBMPY Kora ce Hanasu noceban LIEPT.

EBngeHumja nocebHnx LULEPT-oBa og nogaTtaka 0 NMMYHOCTM cagpu nogaTke
O OArOBOPHUM NUUMMA, U TO: UMe, Npe3nme, PYHKUMjY U KOHTAKT nogaTke Kao LITO
cy agpeca, 6poj TenedoHa U agpeca enekTPOHCKe MOoLTe, a y CBPXY aHraxoBaka
nocebHnx LIEPT-oBa y cny4vajy 6e3begHocHux pusmka M wmHumgeHata y WKT
cuctemmuma.

OpraH, oQHOCHO OpraHu3auuja U3 cTaBa 2. OBOr YnaHa nponucyje caapxaj,
Ha4MH ynuca n Bofhewa eBngeHumje n3 ctasa 3. OBOr YnaHa.

Basa pawbuBocTu
YnaH 36.

OpraH, 0ogHOCHO opraHu3auuvja HagnexHa 3a nocnose HauuwoHnanHor LIEPT-a
ycnoctaBba W ogpxasa 6asy pawwmBoctn WUKT npoussoga v UKT ycnyra y
Penybnuun Cpbuju n omoryhaBa u3MYKMM M NpaBHUM nuvUMMa, Kao U
npoussohayuma, gobasrbadymma u npyxaoumma ycnyre y WKT cuctemy, ga Ha
nobposorbHOj 6a3u npujase pawmsoctn y UKT npoussoguma vnn UKT ycnyrama, a
Koje ce Mory npujasuty aHOHUMHO.

Basa pawunsoctn KT nponssoga un KT ycnyra cagpxu:
1) nopaTke O paHUBOCTH;
2) nopatke o pawusoctuma KT npomssoga nnm UKT ycnyra.

Brnaga, Ha npegnor MwuHucTapctBa, nponucyje cagpxaj, npoueaype
BepuduKaumje pawmnBOCTU, Npoueaype 3a ynpaBibake TEXHUYKMM pamuBOCTMMA
WKT npoussoga n UKT ycnyra, Ha4ymH ynuca v Bohewa perucrpa.

Bbasa nopaTtaka o perncTpaumju gomeHa
YnaH 37.

OpraHunzaumje koje cy osnawheHe 3a ynpasSbake PErnCcTpoM [AOMeEHa
HajBuwer HuBoa u npyxamwe ycnyra [IHC-a obaBe3He cy Aa npukynrbajy, vyBajy u
ogpxasajy TayHe M MNOTNyHe nogatke O perncrpauunju gomeHa y nocebHoj 6asm
nogataka, y3 [OYXHY Maxwy W Y3 MPUMEHY TEXHUYKUX, OpPraHu3auuoHnX U
6e3begHOCHMX Mepa 3a 3alWTuTy nogartaka, y cknagy ca nponvcvMMa O 3awTuTu
nogaTaka o fIMYHOCTMW.

basa nogataka u3 ctaBa 1 oBor unaHa mMopa Ada cagpXu Hajmawe criegehe
noaaTke:

1) HasuB OoMeHa;

2) paTtym peructpauuje AOMeHa;
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3) nopaTke O PErucTpaHTy, U TO: UMe 1 npe3nme PU3NYKOr Nnua, 0gHOCHO
HasuB NpaBHOr NLa, KOHTAKT afpecy eneKkTPOoHCKe nowTe 1 6poj TenedgoHa;

4) KOHTaKT agpecy eriekTpoHCKe nowTte u 6poj TenedoHa nuua 3agy»keHor
3a agMUHUCTPaLMjy JOMEHa, YKOMMKO ce pasnuKyjy o4 nogaTtaka perMctpaHTa.

OpraHu3auuje n3 ctaBa 1. OBOr YnaHa gyxHe Cy Aa yCBOje U NPUMEHE aKTe U
npoueaype 3a Bepudukauunjy Ta4HOCTM U NOTNYHOCTU nogaTaka y 6aswm nogaTaka.
OBe npoueaype mopajy 61MTK jaBHO 4OCTYMHE.

OpraHnzaumje n3 crtaBa 1. oBor unaHa gyxHe cy ga obe3bene jaBHy
AOCTYNHOCT nogaTaka Koju He npeactaBrbajy nogaTtke O JIMYHOCTM oamax Mo
perncTpaumjyu 4OMeHa, a y cknagy ca npasunvMMa u ycnosuma permcrpaumje Hasmea
HaLUMOHaNHMX UHTEPHET JOMEHa.

OpraHu3auunje n3 craBa 1. oBor unaHa obaBe3He cy ga omoryhe npuctyn
nogauvMma O perucTpaumjy goMeHa Ku3 cTaBa 2. OBOr 4YfiaHa Koju HUCY jaBHO
OOCTYMHW Ha OCHOBY 3aKOHMTUX M 0BpasnoxeHux 3axTteBa oBnawheHux nuua unm
opraHa, y ckrnagy ca osnawhewnma gogeroeHnm nponucnuma Koju ypehyjy aenokpyr
HMXOBOI paja M Yy cknagy ca nponvcvMma koju ypehyjy 3awTuty nogataka o
NINYHOCTW.

Opgroeop Ha 3axTeB M3 cTaBa 5. oBor unaHa mopa ©uTM gocTaBrbeH 6e3
oanarawba, a HajkacHuje y poky of 72 cata o npvjema 3axTeBa.

OpraHu3auuvje n3 ctaBa 1. OBOr YnaHa OyxHe Ccy Aa LOHecy U jaBHO objaBe
nonuTUKe W npoueaype 3a nocTynakwe Mno 3axTeBMMa 3a OTKpuBake nopaTtaka o
peructpauujy OomeHa, Yy Ckrnagy ca OBMM 3aKOHOM W MponvMcvMMa O 3alTuTu
nogataka O NWYHOCTU. Y cknagy Ca OBMM uYNaHOM, MNpuKynibawe nogaTtaka o
permcTpauvjy oMeHa He cMe JOBeCTU A0 Aynnupawa nogartaka. OpraHusaumje u3
ctaBa 1. oBor unaHa OyxHe cy pga capahyjy pagun usberaBawa gynnvpama u
ocurypana ycknaheHoCTn ca 3aKOHOM.

MuHucTap HagnexaH 3a wHopmaumoHy 6e3begHOCT nponucyje Gnuxe
yCrnoBe 3a NpuKynrbawe, YyBawe, Bepudukaumjy n objaBrbnsarwe nogataka n3 oBor
ynaHa, a y cknagy ca HajborboM MnpakcoM perucrtapa HauuoHanHUX WHTEpHeT
aomeHa n3 Esponcke YHuje, kao u MHTepHeT Kopnopauuje 3a gogerbeHe Hasuee n
6pojese (ICANN).

3awTuTa Aaeue npu kopuwherwy nHpopmaumnoHo-
KOMYHUKaLMOHUX TEXHONOrunja

YnaH 38.

MuHucTapcTBO npegysvMMa npeBeHTUBHE Mepe 3a 6e36egHOCT U 3awwTuty
Jeue Ha WHTepHeTy, Kao aKTMBHOCTM Of jaBHOI WHTepeca, NyTeM eaykauuje u
WHpopmMucarwa pJeue, poauTerba W HacTaBHMKa O MpefHocTUMa, pusMumMma u
HaunHuMa 6e3begHor kopuwhewa MHTEPHETa, Kao 1 NyTeM jeANHCTBEHOr MecTa 3a
npyxawe caBeTa W npujeM npuvjasa y Be3n 6e3bedHOCTV deue Ha UHTEepPHeTY u
ynyhyje npuvjaBe HagnexHUM opraHMuma pagu garber noctynama.

OnepaTtop €eneKkTPOHCKUX KOMYHMKaLumja Koju npyxa jaBHO [OCTyMnHe
TernedoHcKke ycriyre [AyxaH je pfa omoryhu CcBuMM npeTnnaTHuuMMma  ycryry
BGecnnaTHoOr nosvBa npema jeAMHCTBEHOM MECTYy 3a Mpyxawe caBeTa U npujem
npujaea y Be3n 6e30eaHOCTUN AeLe Ha MHTEPHETY.

Y cnyyajy aa HaBoam 13 npujase ynyhyjy Ha noctojake KpMBWYHOT Aena, Ha
nospedy npaea, 34paBCTBEHOr cTaTyca, A4o6pobuTH w/unu onwTter mHTerputeTa
AeteTa, Ha pU3UK CTBapaka 3aBUMCHOCTWU o Kopuwhewa WMHTepHeTa, npujasa ce
npocnehyje HagnexHoMm opraHy pagu nocTynawa Yy Ccknagy ca yTBpheHum
HagnexHocTuma.
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MwuHuctapcTBo je oBnawheHo ga Bpwu obpagy nogaTaka O nuuy Koje ce
obpatn MuHuCTapCTBY y cknagy ca 3aKkOHOM Koju ypefyje 3awTuTy nogataka o
NIMYHOCTU 1 ApYrM Nponucuma.

O6paga nogataka o nvuy 13 ctaea 4. oBor YUnaHa obyxeaTa nve, npesmme u
Opoj TenedoHa wwunu agpecy €EneKkTpoOHCKE MnowWTe W BpWK Ce Yy CBPXY
eBMaeHTMpama NogHeTMX npujaBa, UHopMMcawa NogHoOCKMOoLA NpujaBe O cTaTycy
npegMmeTta U1, y cry4vajy notpebe, ynyhmeawa npujaBe HagfeXxHUM opraHuma pagu
Aaroer noctynama, y ckrnagy ca 3akoHOM.

MopaumM o nuyHocTM M3 cTaBa 5. OBOr 4naHa 4yBajy ce Yy pPOKOBMMA
npeasuheHnm nponmcrumMa Koju ypehyjy kaHuenapujcko nocrosame.

lMoa3akoHCKM akT KojuMm ce Gnvke ypehyje HayuMH cnpoBohewa mepa 3a
6e36eHOCT 1 3aWTUTY geue Ha MHTepHeTy n3 cT. 1. n 3. oBor YnaHa goHocu Bnaga
Ha npeanor MnHuctapcTaa.

IV. KPUNTOBE3BEAOHOCT U 3ALLTUTA Of4
KOMIMPOMUTYJYREI EJIEKTPOMAIHETHOI SPAYEHA

HapnexHocTt
Ynan 39.

MuHMCTapCcTBO HaanexHo 3a nocrose oabpaHe je HaanexHo 3a nocrnose
nHdopmaumoHe 6e3begHOCTN KOjU ce odHoce Ha opobpasare KpunTorpadckux
npou3sBoga KOju ce KopuUcTe 3a 3awTuTy MpeHoca W YvyBawa nogartaka Koju cy
ogpefeHn Kao TajHu, AucTpubyumjy KpunTomatepujana u  3awTUTy of
KOoMnpomuTyjyher enekrpoMarHeTHoOr 3padersa W MnocrioBe W 3agartke y cknagy ca
3aKOHOM W MponuMcMmMa JOHETUM Ha OCHOBY 3aKOHa.

MocnoBu n 3agaun
YnaH 40.
Y cknagy ca oBUM 3aKOHOM, MMHMUCTAPCTBO HaAJIEXHO 3a NocnoBe ogbpaHe:

1) opraHmsyje u peanusyje HaybyHOUCTpaXuBaykm pag Yy obnactu
Kpuntorpadcke 6e3begHoctn u 3awtute og KEMS;

2) pasBuja, uMmnnemeHTupa, Bepudukyje n knacudukyje kpuntorpadcke
anroputme;

3) wucTpaxyje, pasBuja, Bepudukyje n  knacudukyje  CONCTBEHE
KpunTorpadcke npomssoae v pewera 3awTtute o KEMS;

4) Bepudmkyje w©n knacudukyje pJomahe wn cTpaHe Kpuntorpadcke
npoussoae u pewetra 3awTtute og KEMS;

5) pedwmHuwe npouenype n KpuTepujyme 3a esarnyauujy Kpuntorpaddckux
0e30edHOCHMX peLleH-:a;

6) BpwK YHKUMjYy HauMOHaANHOr opraHa 3a opobpewa KpunTorpadCckux
nponssoga u o6e3behyje ga TM npoussogm 6yay opobpeHn y cknagy ca
ogrosapajyhum nponmcmma;

7) BpLwWM (DYHKUM]jY HAaLMOHanHor opraHa 3a 3awTtuty og KEMS;

8) Bpwwu nposepy VKT cuctema ca acnekra kpuntobe3begHOCTU 1 3awTuTe
on KEM3;

9) Bpwm dyHKUMjY HaunoHarnHor opraHa 3a AncTpubyunjy
KpuntomaTepujana u geduHulle ynpasrbake, pykoBawe, YyBarwe, QUCTpubyumjy u
eBUAEHUM)Y KpunTomaTepujana y cknagy ca nponucmma;
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10) nnaHupa w© KoopAuHWpa u3pady KpuntonapameTtapa (mapameTapa
KpunTtorpadckor anroputma), AMCTpMOyuMjy Kpuntomartepujana v 3awTute of
KomnpomuTyjyher enekrpomarHeTHOr 3padewa Yy capagkM ca  CcamMoCTanHuMm
onepatopuma VKT cuctema;

11) dhopmmpa ©n BOOM  UEHTpanHM perncrap BepuduKoBaHOr M
ancTpmnbympaHor kpuntomaTtepujana;

12) cdopmmpa n BoauM pernctap usgatux opobperwa 3a kKpunTtorpadpcke
npoun3Boae;

13) uspahyje enekTpoHcKke cepTudukate 3a Kpuntorpadpcke cucTeme
3acHOBaHe Ha UHMpPacTpyKTypu jaBHUX KibydeBa (Public Key Infrastructure — PKI);

14) npepnaxe pgoHowewe nponnca mM3 obrnactm kpuntobesbegHocTn wm
3awTtute og KEM3 Ha oCcHOBY OBOr 3aKOHa;

15) BpLUM NocnoBe CTPYYHOr Hag3opa y Be3n kpuntobe3beqHoOCTU U 3awTuTe
og KEMS;

16) npyxa cTpy4Hy nomoh HOCMOLY MHCMEKLMjCKOr Haa3opa MHGOpMaUnoHe
6e3begHocTun y obnactu kpuntobesbeaHocTn n 3awTtuTte og KEM3;

17) npyxa ycnyre y3 HakHagy npaBHUM 1 (OU3NYKUM NMLMMa, U3BaAH CUCTEMA
jaBHe Briactu, y obnactmn kpuntobesdeaHoctu u 3awTtnte og KEM3 npema nponucy
Bnapge Ha npegnor mmHucTpa oabpaHe;

18) capahyje ca gomahum n mMehyHapogHUM opraHuma u opraHusauunjama y
OKBVPY HaAeXHOCTH ypeheHnX OBUM 3aKOHOM.

CpeacTtBa ocTBapeHa of HakHage 3a npyxawe ycnyra us ctaea 1. Tadka 17)
OBOr YnaHa cy npuxop oyieta Penybnuke Cpbuje.

KoMmnpomutyjyhe enekrpomarHeTHO 3payere
YnaH 41.

Mepe 3awtute og KEM3 y WKT cuctemmma 3a pykoBawe ca TajHUM
nogaumma npuMemyjy ce y cknagy ca nponvcuma kojuma ce ypehyje sawtmura TajHux
noparaka.

Mepe 3awTtute ogq KEM3 mory npumewmBaTn Ha COMNCTBEHY WHUUMjATUBY Y
onepatopu KT cuctema Kojuma TO Huje 3akoHCKa obaBesa.

3a cBe TexHW4ke KOMMOHeHTe cuctema (ypehaje, KOMyHUKauMoHe KaHane u
npocrtope) koa kojux noctoju pusmk og KEM3, a wrto 6m morno gosectu o
HapywaBawa WHpopMaumoHe 6e3begHoCcTM U3 cTtaBa 1. OBOr uynaHa, BpLIM Cce
nposepa 3awTtuheHoctn ogq KEM3 n npoueHa pusmka og HeoBnawheHor npuctyna
TajHum nogauuma nytem KEMS3.

MpoBepy 3awTtuheHocTn of KEMS3 Bpwv MUHUCTApPCTBO HaanexHo 3a
nocnose ogbpaHe.

CamoctanHu onepatopu UKT cuctema mory Bpwwutn nposepy KEM3 3a
concTteeHe noTtpebe.

MoasakoHCKM akT Kojum ce bnvxe ypehyjy ycnosu 3a nposepy KEM3 v HaunH
npoueHe pusnka of oTuuawa nogataka nytem KEM3 goHocu Bnapga, Ha npeanor
MUHUCTapPCTBA HAAJIEXXHOTr 3a nocrnose oabpaHe.
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Mepe kpunTo3awTuTte
YnaH 42.

Mepe kpunTosalwwTuTe 3a pykoBawe ca TajHum nogauuma y KT cuctemmma
npuMekbYjy ce y ckragy ca nponvcuma Kojuma ce ypehyje 3awtnta TajHux nogaraka.

Mepe kpunTo3awTUTE CE€ MOry NPMMEHWUTU U NPUIIMKOM NpeHoca U YvyBaa
nogaraka Koju HUCY O3Ha4eHW Kao TajHW y cKnagy ca 3akoHOM Koju ypehyje TajHocT
nogartaka, kaga je Ha OCHOBY 3aKOHa MW ApYror NpaBHOr akTta NnoTpebHO NpUMEHUTH
TEXHUYKE Mepe OrpaHuyera npuctyna nogauvMa v pagu 3awTuTe uHTerputera,
ayTEHTUYHOCTW M HEMOPELIMBOCTY Nnogaraka.

lMoa3akoHCKM akT KojuMm ce ypehyjy TexHU4ku ycrioBu 3a Kpuntorpadcke
anroputmMe, napameTpe, MpoTokone W uWHpopmaumoHa pfobpa y obnactu
Kpynto3awTtute kKoju ce y Penybnuum Cpbujm kopucte y kpuntorpadckmm
npovssoguma pagu 3awTute TajHOCTWU, WHTerputeTa, ayTeHTUYHOCTW, OAHOCHO
HenopeuMBOCTM nogaTaka goHocu Bnaga, Ha npeanor MMHMCTapCcTBa HaanexHor 3a
nocnose ogbpaHe.

Opo6pere 3a Kpuntorpacgpckm npouseon
YnaH 43.

Kpuntorpadckm Npon3Boam Koju ce KopucTe 3a 3aluTUTY MpeHoca U YyBaksa
nogataka koju cy oapefheHn kao TajHW, y cCknagy ca 3akoHOM, Mopajy 6utm
BEpPMdUKOBaHN N 0gobpeHn 3a kopuwwhere.

lMoAa3akoHCKM akT Kojum ce brnvxke ypehyjy ycrnoBu Koje Mopajy Aa ucnyhaeajy
KpunTtorpadpcku npoussoam u3 ctaea 1. oBor unaHa goHocu Bnapa, Ha npegnor
MUHUCTapPCTBA HaAMEXHOr 3a nocrnose ogbpaHe.

N3paBawe ogobpersa 3a Kpuntorpad)Cku npousBos,
UYnaH 44.

Opobpemne 3a kpunTorpadckm NPOM3BOA U3haje MUHUCTAPCTBO HAAMEXHO 3a
nocnose oabpaHe, Ha 3axteB onepatopa WKT cucrtema, npoussohaya
KpunTorpadckor Npor3Boaa Unv Apyror 3anHTepecoBaHor nuua.

Opobpemne 3a kpunTorpadCckn NPOM3BOL CE MOXE OOHOCUTM Ha NojeANHaYHM
npuMmepak kpuntorpadpckor npovssoda unvM Ha ogpeheHn mogen kpuntorpadpckor
npounsBoa Koju ce cepujcku Npon3Boau.

Opobpense 3a kpuntorpadpckm NPoOn3Bo MOXE MMaTn POK BaXera.

MuHUCTapCcTBO HagnexHo 3a nocnose oabpaHe pewasa No 3axTeBy 3a
nsgaBawe ogobpera 3a kpuntorpadCku Npou3BO4 Y poky o 45 gaHa of gaHa
noaHowewa YypeoHOr 3axTeBa, KOju Ce MOXe NpoaYXMTU y cryyajy nocebHe
CNOXEHOCTM NpoBepe HajuLle 3a jow 60 gaHa.

MpoTuB pellera n3 cTaBa 4. OBOr YnaHa anba Huje gonyLliTeHa, anv Moxe
[a ce NoKpeHe ynpaBHu cnop.

MUWHMCTAPCTBO HagnexHo 3a nocrnoBe opbpaHe BOAM peructap usgatmx
ofobpetsa 3a kpunTorpadcku NponsBoa.

Perncrap u3 ctaBa 6. oBor unaHa o4 nogartaka O NIMYHOCTM CagpXKu NopaTke
O OOrOBOPHUM fMUMMa, U TO: UMe, Npe3ume, PyHKLUMja U KOHTaKT nogaTtke Kao LTO
cy agpeca, 6poj TenedoHa n agpeca enekTpoHcke nowTte. MMHUCTapCTBO HaLIEXHO
3a nocnose ofbpaHe objaBrbyje jaBHy NMCTY 0406peHux mogena KpuntorpadCkmx
npovssoda 3a CBe Moferie KpuntorpaddCkux Mnpou3Bofa 3a Koje je y 3axTeBy 3a
nsgaBake ogobpera HarnaweHo ga mogen kpunrtorpadckor npoussoga Tpeba ga
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Oyge Ha jaBHOj NUCTM U ako je 3axTeB NOAHEO nNpounsBohay nnun nuue osnawheHo og
CTpaHe npouseohaya npegmMeTHor Kpuntorpadckor npomseoaa.

MuWHMCTapCTBO HaaNexHo 3a nocroBe opabpaHe NPETXO4HO U3[aTo
ofobpetse 3a KpunTorpadCcku NPon3Bo MoXe noBynu UM NPOMEHUTH YCIOBE U3 CT.
2. 1 3. 0BOr unaHa M3 pasrfiora HOBMX Ca3Hara Be3aHMX 3a TEeXHUYKa pellera
npyMereHa y NpousBody, a Koja yTudy Ha OLeHy CTeneHa 3alTuTe Koju npyxa
MPOW3BOA.

lMoa3akoHCKM akT Kojum ce Gnivke ypelyje cagpxaj 3axTeBa 3a u3gaBarbe
ogobpera 3a Kpuntorpadcku nNPOM3BOA, YCrOBe 3a u3gaBawe opobpera 3a
KpunTorpadckm Npom3Bo, Ha4unH n3gaBawa ogodbpera 1 Bofewa pernctpa nagatmx
ofobpera 3a KpunTorpadckn Npon3Boa AoHocu Braga, Ha npegnor MMHUCTapcTBa
HaanexHor 3a nocnose ogdpaHe.

OnuwTe ogobpeme 3a kopuwherwe Kpuntorpacgcknx npoussoga
UnaH 45.

CamoctanHu onepatopn WKT cuctema wumajy onwrte opobpewe 3a
Kopuwhene KpunTorpadcknx npomssoaa.

Onepatop WKT cuctema m3 ctaBa 1. OBOr unaHa camMoCTanHO oOuewyje
CTEMNEeH 3allTUTe KOjU MpyXa CBakW nojeguMHavyHu Kpuntorpadpcku npomnsBog Koju
KOpUCTU, a Y cknagy ca nponncaHum ycrioBmma.

Pernctpu y Kpunto3awTuTm
YnaH 46.

CamoctanHu onepatopu WKT cuctema koju umajy onwte opobpewe 3a
Kopuwhewe  Kpuntorpad)Ckux MNpomsBoda YCTpojaBajy W BOAE  peructpe
KpunTorpadcknx npomnssoda, Kpuntomartepujana, npasuna u nponvca v nuua koja
obaBrbajy Nnocnose KpunTo3aiutuTe.

Pernctap nuua koja obaBrbajy MocrnoBe KpunTo3awTuTe o nogaTtaka o
NUYHOCTM cagpxu cnegehe nogatke o nuvumMma  koja obaerbajy nocnose
KpunTo3awTute: npesume, ume oua n nve, gatym n mecto pohewa, MatuiHm 6poj,
TenedoH, agpecy enekTpoHCKe MNOoLITe, LUKOMICKY Crpemy, nogaTke O 3aBpLUEHOM
CTPY4YHOM oOcCnocobrbaBawy 3a MOCMOBE KPUMNTO3alTUTE, Ha3uB pagHoOr MecTa,
AaTyM NoYeTKa U 3aBpLUEeTKa paga Ha NocroBMMa KpUnTo3alwTuTe.

Pernctap kpuntomaTepujana 3a pykoBake cCa CTpaHUM TajHUM nogauuma
Boau KaHuenapuja CaeeTa 3a HaumoHanHy 6e36eaHOCT 1 3awTuTy TajHUX nogartaka,
y cknagy ca patudukoBaHuMm MefhyHapogHUM cnopasymuma.

Moa3akoHCKM akT kojum ce Gnvmke ypehyje Bohewe peructapa m3 craea 1.
OBOr 4ynaHa goHocu Braga, Ha npeanor MyHUCTapCTBa HaAmnexHor 3a nocrose
onbpaHe.

V. HAOJIEXXHOCTU U OArOBOPHOCTU CYBJEKATA 3A
HAO3OP HAQ CMNMPOBOBHEHEM OBOI' 3AKOHA

MHcnekumja 3a MHdopmMaLMoHy 6e36egHOCT
YnaH 47.

WHcnekumja 3a nHpopmaumoHy 6e36egHOCT BpLUM MHCNEKUMJCKM HAa30p Hag
NpMMEHOM OBOr 3akoHa U pagom onepartopa WKT cuctema opg nocebHor 3Hauaja,
ocum camocTtanHux onepatopa WKT cuctema n UKT cuctema 3a pag ca TajHUM
nogauuma, ay ckragy ca 3akoHOM KojumM ce ypehyje MHCNEKUNjCKN Haa3o0p.
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lMocnoee uHcnekuuje 3a nHopmaumnoHy 6e3begHocT obaBba MuUHMCTApCTBO
Npeko UHcnekTopa 3a MHpopmaunoHy 6e3beHocT.

Y oKkBMpY MHCMNEeKUMjckor Haasopa paga onepatopa VKT cuctema, MHCNeKkTop
3a nHdopmaumoHy 6e3begHocT yTBphyje Aa NM Cy UCMyHEHM YCIOBWM MPOMMUCAaHK
OBMM 3aKOHOM W MPONMcMMa AOHETUM Ha OCHOBY OBOT 3aKOHa.

OBnawhexla nHcnektTopa 3a nHtpopmaumnoHy 6esdegHocT
UnaH 48.

MHcnekTop 3a uHpopmaumoHy 6e3begHocT je oBnawheH ga y MOCTYMNKY
crnpoBoferwa Haasopa, nopes Hanaraka mMepa 3a Koje je oBnawheH WHCMEKTop Yy
NOCTYMKY BpLUeHa MHCNEKUMjCKor Haasopa yTBphHeHNX 3aKOHOM:

1) Hanoxu oTKnakawe YTBPHEeHMX HENpPaBUITHOCTM W 3a TO YTBPAM
pasymaH pok;

2) 3abpaHu Kopuwhehe MocTynaka W TEXHUYKMX CpeacTaBa Kojuma ce
yrpoxasa unv Hapyluasa nHgopmaumoHa 6e36eHOCT 1 3a TO OCTaBU POK;

3) 3axrteBa opg onepartopa MKT cuctema og nocebHor 3Havaja ga u3BpLUM
CKeHupahe, KoHdurypaumjy n neHeTpauuoHo Tectupawe WKT cuctema y uumby
yTBphnBaba eBeHTyanHux 6e36egHOCHUX parMBOCTW, a y cKnagy ca npoueHOM
pU3KKa;

4) Hanoxu ga HagsvpaHm  cybjeKT  yuYMHM  OOCTYMHMM  jaBHOCTM
nHdopmaumje Koje ce TUYy HenoLuTOBawa oapeabun OBOr 3akoHa, a 3a Koje MocToju
onpaBAaH MHTEPEC jaBHOCTM Ha YTBPNEHN HaunH;

5) Hanoxu pa HagsvpaHu cybjekT oppeau nuue ca TayHo YTBpheHuM
oBnawhenwnma koje he y yTBpheHOM BpeMeHCKOM Nepuoay HaasupaTu U npatutu
ycarnalweHocT ca oapeabama OBOr 3aKoHa M HanoXeHUm Mepama.

Mog3akoHCcKM akT Kojum ce 6nwke ypehyje NOCTynak CKeHupamwa,
KOoHdurypaumja n neHeTtpaumoHo Tectupawe WKT cuctema y uurby yTBphuMBama
eBeHTyanHux 6e3b6egHOCHUX pawMBOCTM M3 cTaBa 1. Tadka 3) OBOr unaHa,
3aLUTUTHU, TEXHNYKM 1 Be3beaHOCHN YyCroBM U Mepe Koje Mopa Aa UCnyHu cybjekaT
KOju HenocpeaHoO BpLUM aKTMBHOCTM M3 cTaBa 1. Tauka 3) OBOr unaHa, Kao wu
npoueaypa Kojom ce yTBphyjy ycnosu y uurby 3awTtute Ge3begHocTn cuctema,
Mpexa 1 nogartaka Kojuma ce npucTyna v HauvH ussellTaBaka HafneXxHor opraHa,
poHocu Bnaga Ha npeanor MuHuctapcTsa.

CTpy4Hm Haa3op
Ynah 49.

CTpy4yHn Hagsop Hag MpMMEHOM OBOr 3akoHa M pagom onepatopa WUKT
cuctema of nocebHor 3Havaja, ocuM camocTtanHux onepatopa VKT cuctema n UKT
cuctema 3a paj ca TajHum nogaumma, Bpwn KaHuenapuja, a y cknagy ca 3akoHOM
Kojum ce ypehyje nHcnekumjckn Haasop.

MNMocnoBe cTpy4yHOr Hagsopa obasrba osnawheHo nuvue 3anocreHo vy
KaHuenapwju (y oarbem TekcTy: oBnawheHo nuue).

Y nocTynky CTpy4Hor Hagsopa osnawheHo nuue vma npaso u obasesy Aa
KOHTpONnuLLE:

1) apeKkBaTHOCT MPOLEeHEeHMX pu3nka ¢ 063MPOM Ha CTEMEeH U3MOXEHOCTM
pU3NKy, BENUYMHY ornepaTopa W W3BECHOCT MOjaBe WHUMAEHTA W Heroee
036MIBHOCTU, KA0 M HEroB NOTEHLMjaNHM OPYLUTBEHN 1 €KOHOMCKW YTULLAj;
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2) HuBO 6e36egHOCTM TEXHOMOLLKMX MOCTynaka M TEeXHUYKUX cpeacraBa
koje onepatop UKT cuctema og nocebHor 3Hayaja ynotpebrbaBa pagu npuvMeHa
Mepa 3aluTuTe;

3) oagroBapajyhe cnpoBohewe npoueca npoBepe  ycknaheHocTu
npumen-eHnx mepa VKT cuctema ca aktom o 6e36egHocCTy;

4) npuMmeHy npenopyka M Mepa Yy Cry4vajy vHUuaeHaTa Koju 3Ha4vajHo
yrpoxaeajy nHgopmaumnoHy 6e3begHocT.

AKko y Bpllewy CTpyyHOr Hagsopa KaHuenapwuja yTBpAM HENpaBUHOCTWU,
HegocTaTke MU NponycTe y NPpMMEHW OBOr 3aKoHa M nponuca AOHETUX Ha OCHOBY
tera, o Tome obaBelLTaBa HaasvpaHor cybjekTa u ogpehyje My poK y Kome je gyxaH
Aa NX OTKIMOHM.

Pok 13 ctaBa 4. oBor 4naHa He Moxe Outn kpahu og ocaMm gaHa of AaHa
npujema obaBeluTeHA, OCUM Y CryvajeBMMa Koju 3axTeBAjy XUTHO MOCTyname.

Ako KaHuenapwuja yTBpau Oa Hag3vpaHu cybjekaT Huje, y OCTaBIbEHOM POKY,
OTKMNOHMO YyTBphEeHe HenpaBWMHOCTW, HedocTaTke WM NponycTe y NPUMEHW OBOr
3aKoHa M nponuca AOHETMX Ha OCHOBY Hsera, NogHOCK MpujaBy UHCNEKUNjU.

KaHuenapuja je gyxkHa fa no 3axTeBy WHCMEKTopa 3a WH(opmaLMoHy
Oe3begHocT 00aBM CTpyYHM Hag3op W gocTtaBu WHopmauujy o yTBpheHoMm
YNHEHUYHOM CTahby.

O6pasay nernTumaumje 1 HaunH nsgasara nermTumaumje osnawsheHor nuua
yTBphyje KaHuenapuja.

INerntumauuja onawheHor nuua obase3Ho cagpxu: rpd Penybnuke Cpbuje
n Hasme KaHuenapuje, uMme u npesume osnawheHor nuua, doTtorpadujy
oBnawheHor nuua, cnyxbenn 6poj nermtTumaumje, 4aTtym nsgasawa nerutumaumje,
nevat KaHuenapwuje, notnuc gupektopa KaHuenapuje, kao u oflitamnaHu TeKCT
cnepehe cagpxuHe: Mmanau oBe nermtumauvje uma osnawhewa y cknagy ca
ogpenbama unaHa 49. ct. 3. n 4. 3akoHa 0 nHpopmaumnoHoj 6e3begHocTu.”

VI. KASBHEHE OOPEABE
YnaH 50.

HosuyaHoM ka3HoM y mnsHocy oa 50.000,00 go 2.000.000,00 guHapa kasHuhe
ce 3a npekpLuaj npaBHO nuue Koje je onepartop npuoputeTHor VKT cuctema ako:

1) He mocTynu y cknagy ca ogpenbama o ynucy y eBuMaeHuujy m3 unaHa 9.
OBOr 3aKOHa;

2) He goHece AKT 0 nNpoueHn pusnka U3 YnaHa 11. ctas 1. OBOr 3aKOHa;

3) He pgoHece AKT o 6e3begHocTn UKT cuctema us ynaHa 12. ctae 1. osor
3aKoHa;

4) He npumeHn mepe 3awTute ogpeheHe AkTom o 6GesbegHoctn WUIKT
cucTtemMa 13 4ynaHa 12. ctaB 2. OBOT 3aKOHa;

5) He u3BpWM npoBepy ycknaheHoCTM NpUMeH-eHUX Mepa K3 uynaHa 12.
CTaB 5. OBOr 3aKOHA;

6) He gocTaBu CTaTUCTMYKE NodaTke n3 unaHa 25. ctaB 1. OBOr 3aKoHa;

7) He nocTynu Mo Hanory MHchnekTopa 3a umHdopmaunoHy 6e3bedHocT vy
OCTaB/LEHOM POKY M3 YnaHa 48. ctaB 1. Tauka 1) OBOr 3akoHa.

3a npekpliaj u3 ctasa 1. oBOr YnaHa kasHuhe ce U3MYKO NuLe y CBOjCTBY
peructpoBaHor cybjekta koje je onepatop npuoputetHor UKT cuctema HoBYaHOM
kasHom y nsHocy og 10.000,00 go 500.000,00 guHapa.
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3a npekpwaj u3 craea 1. oBor uynaHa kasHuhe ce M OQroBOPHO nvue y
npaBHOM NULY UK opraHy Koju je onepatop npuoputetHor UKT cuctema HOBYaAHOM
kasHom y nsHocy og 5.000,00 go 50.000,00 guHapa.

YnaH 51.

HoeuaHoMm ka3HoM y m3Hocy og 50.000,00 go 1.000.000,00 guHapa kasHuhe
ce 3a npekpLuaj npaBHO nuue Koje je onepatop BaxHor UKT cuctema ako:

1) He mocTynu y cknagy ca ogpenbama o ynucy y eBuaeHumjy u3 unanHa 9.
OBOr 3aKOH3;

2) He goHece AKT 0 NpoueHn pusnka U3 YnaHa 11. ctas 1. OBOr 3aKOHa;

3) He goHece AkT o 6e3beaHocTn MKT cuctema n3 unana 12. ctas 1. oBor
3aKoHa;

4) He npumeHn mepe 3awTute ogpeheHe AkTom o 6e3begHoctn UKT
cuctema 13 vnaHa 12. ctaB 2. OBOr 3aKOHa;

5) He u3BpLWM MpoBepy ycknaheHoCTM NpUMeHEeHUX Mepa M3 unaHa 12.
CTaB 5. OBOr 3aKOHA;

6) He OoCTaBu CTaTUCTUYKe nogaTtke U3 vnaHa 25. ctaB 1. OBOr 3aKOHa;

7) He nocTynu MO Hanory WMHCnekTopa 3a MHdopmaunoHy 6e3begHoCT y
OCTaB/LEHOM POKY M3 YnaHa 48. ctaB 1. Tauka 1) OBOr 3akoHa.

3a npekpliaj u3 ctasa 1. oBOr YnaHa kasHuhe ce (pu3nM4ko nvue y CBOJCTBY
perncrpoBaHor cybjekta Koje je onepartop BaxHor KT cuctema HoB4aHOM Ka3HOM Y
nsHocy og 10.000,00 go 250.000,00 guHapa.

3a npekpwaj n3 crasa 1. oBOr unaHa kKasHuhe ce M OAroBOPHO nuue Yy
npaBHOM 1LY UK opraHy Koju je onepatop BaxHor UKT cuctema HOBY4aHOM Ka3HOM
y nsHocy oa 5.000,00 go 50.000,00 guHapa.

YnaH 52.

HosyaHoMm ka3HoM y mnsHocy og 50.000,00 go 500.000,00 guHapa ka3Huhe ce
3a npekpLiaj npaBHO nuue Koje je onepatop npuoputeTHor VKT cuctema ako:

1) o wHumaeHtuma y VKT cuctemy u3 unaHa 13. ctaB 2. OBOr 3akoHa He
obaBecTu opraHe 13 ynaHa 14. c1. 1. 0o 3. OBOr 3aKOH3;

2) He obaBeCTV KOPWUCHWUKE KOjUMa Mpyxajy ycnyre y criyyajy uHumageHTa
KOju MOXe [a M3a30Be WUnu M3asvBa LITETaH yTuuaj Ha npyxawe un kopuwhere
ycnyra y ckrnagy ca unaHom 14. ctas 5. oBor 3akoHa;

3) He gocTaBrba obaBewTewa M U3BELUTAje TOKOM M HAKOH 3aBpLueTKa
MHUMAOEHTA 13 YnaHa 24. oBor 3akoHa.

3a npekpliaj u3 ctasa 1. oBOr YnaHa kasHuhe ce U3N4KO NuLe y CBOjCTBY
pernctpoBaHor cybjekta koje je onepatop npuoputeTHor MKT cuctema HOBYaHOM
kasHom y nsHocy og 10.000,00 go 500.000,00 guHapa.

3a npekpwaje u3 crasa 1. oBor ynaHa kasHuhe ce M OAroBOPHO nuvue y
npaBHOM NULY UK oprany Koju je onepatop npuoputetHor UKT cuctema HOBYaHOM
KasHom y nsHocy og 5.000,00 go 50.000,00 guHapa.

N3yseTHO o cT. 1-3. oBOr unaHa, ako dWHaHCWjCKa WHCTUTYUMja He
o6aBectn HapogHy 6aHky Cpbuje o nHumaeHtuma y UKT cuctemy, HapogHa 6aHka
Cpb6uje m3puye TOj BUHAHCK|CKOj MHCTUTYLIMjU MEPE M KasHe Yy CKkragy ca 3akOHOM
KojuM ce ypenyje HheHo NocnoBamse.
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YnaH 53.

HosyaHoM kasHoM y nsHocy og 50.000,00 go 500.000,00 guHapa kasHuhe ce
3a npekpLuaj npaBHO nuue Koje je onepatop BaxHor MKT cuctema ako:

1) o vHumpgeHtTuma y UKT cuctemy m3 unaHa 13. ctaB 2. OBOr 3aKkOoHa He
obaBecTu opraHe n3 unaHa 14. ct1. 1. 4o 3. OBOr 3aKOHa;

2) He obaBeCTM KOPWUCHWKE KOjuMa Mpyxajy ycnyre y criyyajy vMHUMAaeHTa
KOju MOXe Oda M3asoBe WM M3asmBa LUTETAH yTuuaj Ha npyxawe u Kopuwhene
ycnyra y cknagy ca ynaHom 14. ctaB 5. OBOr 3aKOHa;

3) He pgocTtaBrba obaBelwTewa M M3BELUTAje TOKOM WM HAKOH 3aBpLUeTKa
VMHUWAEHTA 13 YnaHa 24 oBor 3akoHa.

3a npekpwaj n3 ctasa 1. oBor unaHa kasHuhe ce puU3an4Ko nuue y CBOjCTBY
peructpoBaHor cybjekta koje je onepatop npuoputetHor MKT cuctema HoBYaHOM
kasHom y nsHocy og 10.000,00 go 250.000,00 guHapa.

3a npekpwaje u3 craa 1. oBor 4ynaHa kasHuhe ce u OOroBOpHO nuue y
nNpaBHOM NnLY NN OpraHy Koje je onepatop BaxxHor KT cuctema HOBY4aHOM Ka3HOM
y nsHocy oa 5.000,00 go 50.000,00 guHapa.

VII. NMPENA3HE U 3ABPLUHE OOPEANBE
PokoBu 3a goHoLleHe NoA3aKOHCKMX aKaTa
YnaH 54.

lMog3akoHcka akTa npegsuhieHa OBUM 3aKOHOM JoHehe ce y poky oa 12
MeceLm o4 AaHa CTynakwa Ha cHary OBOr 3aKOHa.

MnaH 3a pearoBake Yy Chy4vajy WHUMOEHTA BMCOKOT HMBOA M Kpuse
UHdopmaumoHe 6e3beaHOCTN 13 yYnaHa 18. OBOr 3akoHa AOHOCK ce Yy poky of 18
Meceum of, JaHa CTynaka Ha CHary OBOT 3aKOHa.

YnaH 55.

Onepatopu VKT cuctema og nocebHor 3Havaja koju cy ogpeheHn 3akoHOM O
nHpopmaumoHoj 6esbegHocTn (,Cnyxbenn rmacHuk PC”, 6p. 6/16, 94/17 wn 77/19)
HacTaBrbajy Aa NocTynajy y ckrnagy ca obasesama ytBpheHum un. 6a-116 Tor 3akoHa
0o 31. peuembpa 2025. roguHe.

Ha onepatope WKT cuctema op noceGHor 3Hadvaja koju cy oppeheHu
3akoHoM 0 nHepopmaumoHoj 6e3beagHocTu (,Cnyxbenn rnacHuk PC”, 6p. 6/16, 94/17
n 77/19) po gatyma 13 ctaea 1. OBOr 4YnaHa NpuUMeryjy ce kasHeHe ogpenbe ms un.
30. 1 31. Tor 3akoHa.

Onepatopu VKT cuctema of nocebHOr 3Havaja Oy>XHU Cy [a OOHeCYy akT 13
ynaHa 11. ctaB 1. OBOr 3akOHa y poKy og 18 meceum o4 AaHa CTynaka Ha cHary oBor
3aKoHa.

OpraH, 0gHOCHO OpraHu3auuja y Kojoj ce obasrbajy nocnosu HauwmoHanHor
LIEPT-a goyxHa je ga, y poky of AeBeT Meceuu of [daHa CTynawa Ha cHary oBor
3aKkoHa, [oHece onwTy MeTogonornjy 3a npoueHy pusmka y UKT cuctemuma of
nocebHor 3Havaja 13 YnaHa 11. ctaB 4. OBOr 3aKOHa.

Onepatop VKT cuctema og nocebHor 3Hayaja AyxaH je Aa AOHece aKT u3s
ynaHa 12. oBor 3akoHa y poky og 18 meceuu of faHa cTynaka Ha cHary oBoOr
3aKkoHa.
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YnaH 56.

KaHuenapuja 3a nHdpopmaumoHy 6e36eaHOCT ce ycnocTaBrba M novnkse aa
obaBrba NocrnoBe M3 CBOje HAASEXHOCTU nponucaHe oBMM 3akOoHOM o 1. jaHyapa
2027. roguHe.

Mocnoee KaHuenapwje 3a uHdopmaumoHy ©6e30edHOCT nponucaHe OBUM
3akoHOM, u3y3eB nocnoBa HauuoHanHor LIEPT-a, oGaerbahe KaHuenapuja 3a
MHGOPMaLIMOHE TEXHOSMOIMje N eNIeKTPOHCKY yrnpasy Yy Nepuogy Koju noynse gaHom
HacTynawa 12 Meceun of AaHa CTynawa Ha cHary OBOr 3akOHa M Koju Tpaje go 1.
jaHyapa 2027. roguHe.

PerynatopHO Teno 3a eneKkTPOHCKe KOMYHWKauuje W nowTaHcKe ycnyre
obaesrba nocroBe HauumonanHor UEPT-a yrtBpheHe oOBMM 3akoHOM OO
ycnoctaBrbawa KaHuenapuje 3a uHgopmaumoHy 6e3begHoct ogHocHo go 1.
jaHyapa 2027. roguHe.

KaHuenapuja 3a uHdopmaumoHy 6e3begHocT npey3vMma npaBa, obaBese,
3anocrieHe, npeameTe, onpemy, cpeacTea 3a pag v apxusy of PerynatopHor Tena
3a eneKkTPOoHCKe KOMYHMKauuje 1 nowTaHcke ycnyre Hactany y obaBrbary nocrnosa
HaumonanHor LIEPT-a noTpebHe 3a BpLueHe CTPyYHUX NocroBa yTBPHEHMX OBUM
3aKOHOM.

KaHuenapuja 3a nHdopmaunoHy 6e3begHoCT noveB of gatyma u3 ctasa 1.
OBOr unaHa npeysuma npasa, obaeese, 3anocreHe, npegmMmeTe, onpemMy, cpeacTea 3a
pag n apxusy of KaHuenapuvje 3a MHpoOpMaUWOHE TEXHOMOrMje U eneKTPOHCKY
ynpaBy HacTtany y obasrbaky NOCnoBa NPOnNUCaHnx OBUM 3aKOHOM U3 HAOSIEXHOCTU
KaHuenapuije 3a nHdopmaumoHy 6e36eaHocT.

MpecTaHak Baxerwa 3akoHa 0 UHopmaunoHoj 6e3begHOCTHU
YnaH 57.

[aHom cTynaka Ha cHary OBOr 3akoHa MnpecTaje Aa Baxu 3akoH O
nHdopmaumoHoj 6e3benHoctn (,CnyxbeHn rnacHuk PC”, 6p. 6/16, 94/17 n 77/19),
n3yseB ogpeabu un. 6a-116 n un. 30. n 31. koje Baxe oo 31. geuembpa 2025.
roaunHe.

lMoA3akoHCKM aKTM  OOHeTM Ha OCHOBY 3akoHa O WH(OPMAaLMOHO]
6e3begHocTu (,Cnyx6enn rnacHuk PC”, 6p. 6/16, 94/17 n 77/19) npumenusahe ce
A0 CTynawa Ha CHary MnOA3aKOHCKMX akaTa Koju Ce AOHOCe Yy Ccknagy ca OBMM
3aKOHOM.

Ctynawe Ha cHary
YnaH 58.

OBaj 3aKkoH cTyma Ha cHary OCMOr [fJaHa of [fdaHa objaBrbMBaka Yy
,Cnyx6eHom rnacHuky Penybnuke Cpbuje”, nsyses unaHa 29. OBOr 3akoHa Koju
noyunke aa ce npumemyje og 1. jaHyapa 2027. roguHe.
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OBPAS3JIOXEHE

I. YCTABH/ OCHOB

YCTaBHM OCHOB 3a [OHOWehe 3akoHa O WHGopMauunoHoj 6e3begHoCTU
cagpxaH je y ynady 97. Tadka 12. Ycraea Penybnuke Cpbuje, kojum je npeasuheHo
na Peny6bnuka Cpbuja ypehyje n obesbehyje passoj Penybnuke Cpbuje, nonmTuky mn
Mepe 3a noacTuuawe paBHOMEPHOr pa3Boja nojeanHux genosa Penybnuke Cpbuje,
YKIby4yjyhn 1 pa3Boj He4OBOSBHO pa3BUjEHUX Nogpyyja; opraHm3aunjy n kopuwhere
NpoCcTOpa; Hay4YHO-TEXHOSOLLKN Pa3Boj.

[l. PA3NNO31 3A JOHOLWEHE 3AKOHA

Kako 6u ce Penybnuka Cpbuja ycnewHo ykibyunna y jeanHCTBEHO €BPONCKO
AUrMTanHo TPXWLWTE HeonxogHo je obe3beanTn perynatopHe U MHCTUTYUMOHAaNHe
ycrnoBe 3a ybp3aH pasBoj gurutanHor TpxuwTa y Peny6onvum Cpbujn, kao wm
00e30eant ga ce Taj pas3Boj OABMja Y CUIYPHUM YCNOBMMA Kako 3a CBaKor
nojeavHua, Tako 1 3a APYLUTBO Y LENVHMN.

Y auruTanHoM OKpyXeky Koje ce Mea, umnepaTtus je Aa Bnaga, nocnosHu
cybjekTM 1 opraHusaumje page 3ajegHO Ha pasBojy peryrnaTtopHOr OKBMpa Koju
yHanpehyje WKT cucteme n mpexe Ha HauvH ga je omoryheHo 6e36eaHo wm
HeoMeTaHO YyBake noaaTtaka v npyxare ycryra, kao u oaBujare Apyrux npoleca.
Ca koHcTaHTHMM nopacTtom ynoTpebe WMKT y cBakogHEBHOM XMBOTY, Kao M ca
nopactom 6poja ycnyra Koje ce Hyae rpahaHnma efneKkTPOHCKMM NyTeM, HEOMNXOL4HO
je bnaroBpemMeHO OfroBopuUTU Ha OpojHe M3as3oBe M NpaTUTU OMHAMW4YaH pPasBoj
cekTopa y3 obaBesy ctanHor ycknahusawa u npahewa nponuca EBponcke yHuje uns
oBe obnactw.

O6nact  uHdopmaumoHe  6Ges3begHocTn  ypefleHa je  3akoHOM O
nHdopmaumoHoj 6esbegHoctn (,CnyxbeHn rnacHuk PC”, 6p. 6/16, 94/17 n 77/19, y
Aarsem Tekcty: 3UB) 1 NoaA3aKOHCKUM akTMMa AOHETUM Ha OCHOBY TOr 3aKOHa.

3B ce ocnawa Ha [Oupektmsy EY 2016/1148 EBponckor nmapnameHTa u
CaBeTta of 6. jyna 2016. roguHe Koja ce TuU4e Mepa 3a BUCOKM 3ajeOHUYKM HUBO
6e3begHoCT Mpexa u MHopmauuoHux cuctema (y parbem Tekcty: HUACT). Y
npouecy ucnywaBawa Yycnosa 3a MNyHOMNpPaBHO 4naHCTBO Yy EBponckoj yHujw,
Penybnuka Cpbuja je gyxHa fa CBOje 3akOHOOABCTBO YCKMNagu ca npaBHUM
TekoBMHama EBponcke yHuje y obnactm wuHgopmaumoHe 6e3begHoctn. Y
mehyBpemeHy, EY je cBOj perynaTopHu OKBMp YynoTnyHWna v pesuaupana
ycBajarweM Hose [upektuee (EY) 2022/2055 Eponckor napnameHta n CaseTa of
AaHa 14. peuembpa 2022. roguHe O Mepama 3a BUCOK 3ajedHUYKM HMBO cajbep
6e3benHocTn (y parbem tekcty HMC2). Y ToM cmucny, npBu pasnor AOHOLlEeHa
HOBOI 3aKOHa nexu y notpebu ga ce perynaTopHU OKBUP ycarnacu ca OKBMPOM KOju
je Ha cHasu y EY kako 6y ce brnaroBpemMeHO ucnpatunu pasBojHU TPEHOAOBU Y OBOj
obnactn n omoryhuno ga ce ynotpeba UKT y Peny6nuun Cpbujn oasuja y cknagy
ca HajcaBpeMeHujuM perynaTtopHum TeHAeHUjama.

Oupektnea HNC2 ca cobom goHocu pegedunHncaH npuctyn MHOPMaLMOHO)
6e3begHOCTUN, NPeBACXOAHO y cMUCny naeHTudgukaumnje onepatopa UKT cuctema og
nocebHoOr 3Hayaja u pasnukoBaka UCTUX Ha NPUOPUTETHE U BaxHe, y3 nponpartHe
obaBe3e W nojavaHN WHCMEKUMCKA Haa3op WM pPeBU3Mjy, KaO W CTPOXY KasHEeHy
nonutuky. Aupektusa jada ynory HauwoHanHor LUIEPT-a y cmucny HagnexHoctu v
pearoBata Ha WHUMAEHT WUNW MpeTwy Aa Moxe gohm 0o vHumaeHTa, omoryhasa
Gorby KoopauMHauujy HagnexHuWx opraHa W getarbHuje ypeflyje nuTame
mMehyHapoaHe capagre 1 pasmeHe nHdopmauuja.
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Takohe, umajyhu y Bugy oncer oBux nponuca u gogaTHe obaBe3e Ha CTpaHu
ApXxaBHUX opraHa aa omoryhe 6e36eaHy ynotpeby VKT, ctBopuna ce n notpeba 3a
peEBM3NjOM AocafallHer MHCTUTYLIMOHANHOr OKBMpa Ca UMIbeM [a Ce HaanexHu
opraHy npunpeMe 3a HeONxodaH pasBoj KanauuTeTa 3a O4roBOpP Ha puU3nKe U
npeTe npunukom ynotpede UKT cuctema n mpexa.

Wwmajyhu y Buay HaBeneHo, Haj3HauajHuju LnIbeBn KOjU ce AOHOLLIEHeM HOBOT
3akoHa y obnacTtn mHdopmaumoHe 6e3begHoCcTn umajy noctnhu jecy ycknahusare
ca HAC2 [upektmBoM ca CBpXOM [a Ce yTBpAM perynaTopHu OKBMP KOju odroBapa
CaBpeMeHWM pasBoOjHMM TeHAeHuujama Ha Tny EBpone u ucnyHn obaBesa u3
Cnopasyma o ctabunmsaumnju u npuapyxmBamy 1 noctynka npuctynawa Penybnuke
EBponckoj yHuju, kKao n ga ce yHanpegu MHCTUTYLMOHANHM OKBMP Ca UuibeM fa ce
OH ocnocobu pJa npaBUNHO MpuUMekyje HOBOyCnocTaBrbeHe obaBe3e U
HagnexHocTu. [lMopen Tora, OBOM M3MEHOM 3aKOHCKOI OKBMpa MNOTPebHO je wu
yHanpeguTn noctojeha pelerwa Ha OCHOBY UCKYCTBa M3 AOoCajallke NpUMeHe, Kao
N OpraHM3aumoHO 1 CTPYKTypanHO yHanpeamTh 3aKOHCKU TEKCT.

Mpennorom 3akoHa ypehyjy ce cnegehe obnacrtu:

1) ocHoBHe opgpenbe, Kojuma ce ypehyje npeamMeT 3akoHa Kao U 3Havehe
nojeanHMX NojMoBa Koju Ce KOPUCTE Y 3aKOHY;

2) ©6e3begHocT VKT cuctema oa nocebHor 3Havaja;

3) npaBHM NOMNOXaj W HaOQNEXHOCTM oOpraHa HaaNeXHWX 3a NpPeBeHUun)y |
3awTuty oa 6e3beaHocHux pusuka y VKT cuctemmnma y Penybnuum Cpbuju;

4) kpunTo0e3benHOCT W 3awWwTuTa 04 KoMnpomuTyjyher enekTpomMarHeTHor
3payema;

5) HagnexHoCTM M OAroBOPHOCTU cybjekaTa 3a Haas3op Hag cnposoherem
3aKOHa;

6) kasHeHe oapenode;

7) npenasHe n 3aBpLUHe oapenbe.

OcHOBHU pa3nosun 360r Kojux ce Npeanaxe AOHOLEHE 3aKOoHa CY:

yHanpeherwe 3aKOHCKMX pellera U OTKNawawe HegocTataka Baxeher 3akoHa Koju
CY YO4eHU KpO3 HeroBy gocafallkby NPUMEHY;

cnpoBohjewe akTMBHOCTM KOje Cy yCMepeHe Ha [arbe jayarwe Kanauurtetra u
pa3BojHMX MOryhHOCTM opraHa HagnexHux 3a obnact nHgopmauunoHe 6e3begHoOCTY;
yHanpehewe 6e36eaHe ynotpedbe UKT cuctema un mpexa y Penybnuum Cpbuju;
npoMoBUCawe A0AaTHOr jayaka KOHKYpeHuMje Ha TPXUWTY JarbuM pasBojem
HayMHa NpyXaka ycrnyra enekTPoHCKUM NyTeM;

yHanpehewe 3awTute HeOMEeTaHOr npyXawa ycriyra efnekTPOHCKMM MNyTeM, Kao U
6e3begHOCTU YyBaka NogaTaka;

cTUMynuncawe goMahnx n CTpaHux MHBECTULN]a;

yCrnocTaB/bake MNPaBHOI OCHOBA M HAANEXHOCTU 3a pasBoj OKBMpA M Liema
ceptudumkaumje KT npounssoaa, npoueca v ycnyra;

cTBapawe onTuManHux ycrnosa 3a 6e3begHo kopuwhewe WKT op ctpaHe
nojeauHaua, opraHmsauuja, npuBpeaHuMx cybjekaTa W ApXaBHUX OpraHa u
opraHusauuja.

OBOM perynatopHOM W3MEHOM TMOCTMXY C€ UWbEBU KOjU Ce Tudy
ycknaheHocTn ca Baxehum perynaTopHum okeBupoMm EY, ocTBapyje ce kpeuparse
perynaTopHOr OKBMpa Koju je y cTawy fa omoryhu yHanpeheHn n KoopavHUcaHu
3ajeHNYKM OoAroBop Ha WH@OpMauuoHo - 6e3bedHOCHE pu3nke W npeThe U
yHanpehyjy ce MHCTUTYUMOHanHW KanauuTeTn Ha HadvH Koju he oMoryhutu Hnxos
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Aarbu pasBoj M CTBapawe CrnocobHOCTM Aa npey3Mmy MpolMpeHe HaafeXHOCTU U
3ajaTke.

Wmajyhm y Buay pa je y nocTynky npuapyxueawa EBponckoj yHuju
Penybnnka Cpbuja npeysena obaBe3y ga ycknaguM CBOje 3aKOHOOABCTBO Ca
nponncuma EBponcke yHuje, noTpebHO je n3BpwnTn ycknahmeawe 3akoHO4ABCTBA
AOHOLLEHEM OBOr 3aKkoHa M TUMe UCNyHWUTM npeyseTe obasese. Kako je mpuctyn
MHdopMaLMoHOj 6e36eaHOCTU HOBUM OKBMPOM (PyHOAMEHTANHO M3MEHEH U yBO4E
ce nojegvHe HoBe TemaTcke obnactu y Be3u ca KojuMa MocToju npaBHa MpasHuHa,
Kao 1 Aa 3HauvajHuje yHanpehewe MHCTUTYLMOHANHOr OKBMpa MOXE CamMO 3aKOHOM
Aa ce ycnocTaBW, HU jegHa gpyra MOryhHOCT OCMM 3akOHO4aBHa W3MEHa Huje
agjeKksaTHa 3a OCTBapewe OBUX UurbeBa. 3akOHM, a nocebHO CUCTEMCKM,
npeacTaBrbajy OCHOB 3a pa3Boj obnacTtu.

CBu HaBefeHN edekTn HOBOr 3akoHa Tpeba aa omoryhe agekBaTaH oAroBop
Ha pu3nke N npeTwe y Beanm ca ynotpebom WKT y ogBujakby CBakOOHEBHUX
aKTMBHOCTWU, NpYyXaky ycrnyra u uupKynucawy nogartaka.

Takohe, nspaxeHa je notpeba aa n 3aKoHCKa pellera byay dnekcnbunHa un
OTBOpEHa 3a HOBa TexHomnowka AocturHyha, Aa ce 3acHuMBajy Ha peluerwuma
cagpXaHuMm y mehyHapoaHuM OOKYMEHTMMa, nponucuma u ctaHgapauma Esponcke
yHUWje, a NocebHO Ha peLleHnMa TEXHOMOLKM pasBujeHnX 3emarba.

[oHowewe oBOr 3akoHa Huje camo Hajborbu, Beh je, y noctojehem
HOPMaTMBHOM OKBUPY W jeQMHU HAyMH 3a pellaBakwe npobremMa v [OCTU3amke
uurbeBa, anu 1 3a NOTNyHO TPaHCNOHOBakE €BPONCKOr perynaTopHOr okBupa.

HajBaxxHKnja 3aKoHCKa pellera OgHoCce ce Ha:

- HedunHucarwe nproputetHmnx n BaxHux WMKT cuctema og noceGHor
3Ha4aja;

- OcHuBare KaHuenapuje 3a nHcpopmaumnoHy 6e36egHocT;

- Oppehusare aktuBHoctu koje UKT cuctemm of nocebHor 3Hauvaja
Tpeba pa npegysmy pagm 3awTtute 6e3begHoctn UKT cuctema (mepe 3awTuTe,
npoueHa puauka, akt o 6es3begHocTn);

- Mpouenype y cnydajy WHUMAOEHTA KOjM 3HA4YajHO  yrpoxasajy
nHpopmaumoHy 6e3begHocT onepatopa UKT cuctema;

- AkTneHy ynory HaunoHanHor LUEPT-a n LULEPT-a opraHa y oTknarwamy
nHumaeHata y KT cuctemmnma,;

- MpolwwmpeHa nHcnekumjcka opnawhemsa.

CxogHo ogpepbama HWC2 paupektnBe, OBMM 3aKOHOM ce AeduHuwy
onepaTtopu WKT cuctema o nocebHor 3Havaja Koju ce gene Ha nNpuoputeTHe u
BaxHe. lMpuoputetHn UKT cuctemm og nocebHor 3Hadvaja of KibydHOr 3Hadaja 3a
oOpXaBarwe KPUTUYHUX OPYLUTBEHUX N €KOHOMCKMX aKTUBHOCTU Ymnju 6u npekna vnm
nopemehaj y npyxawy ycrnyra umao 3HavajaH ytuuaj Ha jaBHy 6e36egHOCT, jaBHO
3apaBrbe, PYHKLMOHMCaHe ApYrux cektopa unv 6u CTBOPUO 3Ha4vajaH CUCTEMCKU
pusuk. Pey je o KT cuctemmma y obnactuma koje cy ButanHe 3a yHKUMOHUCAHE
ApywTBa (eHepreTuka, 34paBcTBO, BaHkapCcTBO U Apyre obnacTtu) u koju 36or ceor
3Havaja mopajy Aa byay 6e36eagHu kako 61 ce genaTHocTM obaBrbane HEOMeTaHo.

Mopea oBux cuctema, 3akoH nponucyje n BaxHe UKT cucteme og nocebHor
3Hayaja, 1 TO M3 obrnacTm umje BM yrpoxaBawe MNOTEeHUWjanHO MOrno ga uma
HenoBoSbaH edekaTt Ha jaBHU MHTEpPEeC, PYHKUMOHUCaHe APYrux cektopa unm 6wu
CTBOPMO 3Ha4ajaH CUCTEMCKMN PU3UK.

Ycnen HeonxoOQHOCTU Aa PYHKUMOHMLIY HECMEeTaHO M cadyBajy UHTerputet
nopgaTaka v ycnyra koje npyxajy, KT cuctemn og nocebHor 3Hadvaja Tpeba ga 6yay
3aWTMheHn NpYMEHOM pasnMuUTUX Mepa (NpUMeHa Mepa 3awTuTe Yy Ccknagy ca
3aKOHOM, HauMoHanHUM u MmehyHapogHWM cTaHgapawuma, oprosapajyha npoueHa
pusnka, OOHOWeHe akta o 6e3begHocTn, pegoBHe nepuoaudHe nposepe WKT
cuctema).

lMocebHa HOBMHA Yy OAOHOCY Ha NOCTojehn 3aKOHCKM pexunm je obaBe3Ho
oGaBreawe npoueHe pusmka KT cuctema n goHowewe AKTa O NPOUEHU pu3unka



42

UKT cuctema, nmajyhu y Bugy ga opraHmsaumje mopajy ga dygy cBecHe onacHoOCTU
Koje Mory Aa yrpose nHgopmauuoHy 6e36e4HOCT U Ha OCHOBY Tora npeaysmy mepe
3awTuTe ogrosapajyher HUBoa y OAHOCY Ha NoTeHUMjanHn pusmk.

3akoH npeasuha npoueaype y cnyyajy MHUngeHaTa Koju 3HadajHo yrpoxasajy
nHdopmaumoHy 6e3begHocT y Penybnuun Cpbuju. MNpegnoxeHa je knacudpukaumja
WHUMAeHaTa npemMa HMBOY ONacHOCTU, Kao U NOCTyNawe HafanexXHMx opraHa 3aBUCHO
04 HMBOaA onacHoCTU. [ledoMHMCaHO je n nocTynake y criyvajy Kpuse nHgpopmaumoHe
Oe3begHocTn, koja je porahaj wunuM crawe Koje yrpoxaea, OMeTa pag Wnu
oHemoryhyje pag VKT cuctema og nocebHor 3Havaja M nNpy TOM u3asvBa pusmKe,
npeTke unu nocreguue no CTAHOBHULWITBO, MaTepujanHa gobpa wmnn KUBOTHY
CpeauHy n3y3eTHO BenuKor obuma v MHTEH3UTETA Koje Huje moryhe cnpeunty unum
OTKIMOHUTW PedOBHWM [AenoBaweM HaANeXHUX opraHa v cnyxbu, a oaroBop Ha
TakaB gorahaj unu ctawe 3axrteBa yyelwhe BuLIe HAANEXHUX OpraHa, kao 1 NpUMeHy
ogrosapajyhux mepa.

Y cknagy ca cBe 4elwnRoOM MpakcoM Jpyrnx pasBujeHUX 3emarba, Koje
OCHMBajy opraHe nocebHO 3agyxeHe 3a MHdopmaunoHy 6e3beaHOCT, Tako M Hawa
3eMrba nnaHvpa pga oOBMM 3akoHOM oOcHyje KaHuenapujy 3a uHdOpMaunoHy
0e3begHoCT.

KaHuenapuja 3a nHgopmaumoHy 6e3begHocT, koja 61 nmana cratyc nocebHe
opraHu3saumje y CMUCIy 3aKoHa Kojum ce ypehyje apxaBHa ynpasa u Koja 6u novena
ca cBojuM pagom 1. jaHyapa 2027. roguHe, Tpeba ga yapyxu noctojehe pecypce y
obnactn wuHdopmaumoHe 6e3begHocTm M TuMe noborblwa oaroBop Penybnuke
Cpbuje Ha nzasoBe y obnactun mHdopmaumoHe 6e3beaHocTn. naHupaHo je aa
KaHuenapuja 3a wuHdopmaumoHy 06e36egHOCT BpLIM MOCMOBE KoopAuHauuvje wu
ynpaBrbaka oaroBopom Ha uHuugeHte y KT cuctemnma og nocebHor 3Havaja koju
3HavyajHO yrpoxasajy MHdopMaunoHy 6e3begHocT, kako 6u ce GnaroBpeMeHO W
afeKkBaTHO pearoBano Ha wHUMAEeHTe Yy oBMM cucTemmma. KaHuenapuja 3a
nHpopmaumoHy 6e3begHoct buhe ayxHa ga pearyje xutHo u 6e3 ognarawa v ga
aKTMBHO yYecTByje y OTKNawamy MHUMAEHTa Koju Mory Aa Hapyuwe 6e3begHocTt UKT
cucteMa o nocebHor 3Ha4vaja, kao 1 Aa yrpose yHKUMOHMCae ApXxaBe, npuBpeae
n rpahaHa. Takohe, KaHuenapwuja 3a nigpopmauymnoHy 6e3begHoct obaBrba nocnose
HaunoHnanHor UEPT-a, UEPT-a JegouHcTBeHe WH(OPMaLNOHO-KOMYHUKALNOHE
MpeXe enekTpoHCKe ynpaBe, BpLUM MNOCMOBE jeAUHCTBEHE Tayke KOHTaKTa Y
MefyHapoaHoj capafmu, nponucyje MuHumanHe wmepe 3awTtute WKT cuctema
opraHa, y capagkMl Ca HagnexXHUMm opraHuma u apyrum cybjektmma u3 jaBHor,
akazemckor, NpMBpeaHOr 1 HEBNaAUHON U MPUBATHON CEKTopa y4YecTByje y pa3Bojy U
cnpoBohewy nporpama obyka M CTPyYyHOr ycaBpluaBakwa Ivua Koja page Ha
nocnosuma nHpopmarlmoHe 6e36eqHOCTN Yy OpraHuma 1 gpyre nocrioBe y cknagy ca
3akoHoM. 3akoHOM je npegBuheHo pga Qo obpasoBaka KaHuenapuje 3a
MHpopmaumoHy 6e3bedHOCT, a y nepuody Koju novvke AaHoM HacTynawa 12
MeceLM O4 AaHa CTynakba Ha CHary OBOr 3akoHa, OBe nocnose Bplim KaHuenapuja
3a UH(popMaLMOHe TEXHONMOIUjY U eNEKTPOHCKY ynpasy.

3akoHoMm ce ypehyjy n nocnosu kpuntobe3begHOCTM M 3awTUTE 0f
koMmnpomutyjyher enektpomarHeTHor 3paderwa (KEM3). MunHuctapcteo oabpaHe,
Kao N y gocagjallihemM 3aKOHCKOM PEeXMMy, nocrnoBe uHdopmaumoHe 6e3dbeaHocTu
Koju ce opgHoce Ha opobpaBare KpunTorpad)CKkMx MpPoM3BOAa KOju Ce KopucTe 3a
3alITUTY NpeHoca M YyBakwa nogartaka koju cy oapeheHu kao TajHu, auctpubyunjy
KpunTomaTepujana u 3awTuTy O KOMMNpoMuTyjyher enekrpoMarHeTHor 3padewa v
nocnoBe 1 3agaTtke y ckrnagy ca 3akoHOM M Nponucrma AOHETUM Ha OCHOBY 3aKOHa.

MNMopen oBora, npegnoxeHe cy M ogpenbe Koje ce ogHoce Ha Haa3op Had
NPMMEHOM OBOI 3aKOHa M CaHKuMje Y cryyajy HenowuToBaka oapeaow.
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1. OBJALUHEHE NOJEOANHUX PELLEHA

UnaH 1. MNMpeanora 3akoHa — OBMM 3aKOHOM ce ypehyjy Mepe 3awitute of
6e3begHOCHUX  pusMka Yy  MHAPOPMALMOHO-KOMYHUKALMOHMM  CUCTEMMMA,
OArOBOPHOCTM cybjekaTa MNpUNMKOM ynpaBibaka U kopuwhewa mHGOpMaLUMOHO-
KOMYHMKaLMOHMX cucTema, nocTynum n Mepe 3a nocTusawe BUCOKOr OnwiTer HMBOAa
nHdopmaumoHe 6e3begHocTn M ogpellyjy ce HaanexHu opraHu 3a cnpoBohene
Mepa 3awTuTe, KoopauHauuvjy usmelly uYuHunauda 3sawTtute, npahewe npasusiHe
npMMeHe NponucaHux Mepa 3awTuTe, Kao U HagnexHocTn cybjekaTa 3a Haa3op Hag
crpoBofNeHeM OBOr 3aKOHa.

UnaH 2. lNpeanora 3akoHa — OBUM 4flaHOM yTBphyje ce 3Havehe NnojeanHmnx
TEPMUHA Y CMUCIY OBOT 3aKOHA.

UnaH 3. T[lpegnora 3akoHa — OBMM u4naHom yTBphyjy ce Hayena
nHdopmMaumoHe 6e36egHOCTM NPUNNKOM NITaHupawa u npumMmeHe mepa 3awtnte KT
cucrtema.

UnaH 4. lMpeagnora 3akoHa — MpoOnucyje ce OMwTe npaBwuno y Be3n ca
obpagom nogaraka O IMYHOCTW.

UnaH 5. llpegnora 3akoHa — OBMM 4naHOM YTBpPRyjy ce NpUOPUTETHU
onepatopn WMKT cuctema og nocebHor 3Hayaja, ogHOCHO OHM onepaTtopu WKT
cucTeMa o[, Krby4HOr 3Havaja 3a ogpKaBare KPUTUYHUX OPYLUTBEHMX U EKOHOMCKUX
aKTMBHOCTU u4mju 6u npekng mnu nopemehaj y npyxawy ycnyra mmao 3HavajaH
yTuuaj Ha jaBHy 6e36egHOCT, jaBHO 3gpaBibe, PYHKLUMOHMCAE OPYINX CekTopa unm
O6u cTBOPMO 3Ha4vajaH cuctemckn puaunk. OnepaTopu cy maeHTUMKoOBaHM npema
genatHoctMma y crnegehum obGnactuma: eHepreTuka, caobpahaj, GaHkapcTBO W
dmHaHCKjCka TpXWUwWTa, 34paBCTBO, Boga 3a nuhe, oTnagHe BoAde, aurntanHa
UHpacTpykTypa, npyxawe ycnyra KT onepatopuma UKT cuctema of noceGHor
3Havaja, ynpaBrbake HyKrneapHuMm objekTuMa, npyxare KBanugukoBaHux ycnyra og
noBepera, Npyxawe ycriyra Mpexe 3a UCNOopyKy cagpkaja, npyxawe ycnyra [JHC,
0enaTHOCT eNEeKTPOHCKMX KOMYHUKauMja, Tadka 3a pa3MeHy mHTepHeT caobpahaja,
nsgasakwe CnyxbeHor rnacHuka Penybnuke Cpbuje wn Bohewe [lpasHoO-
nHpopmaumoHor cuctema Penybnuke Cpbuje n oHa genaTHOCT rae nocToju camo
jedaH npyxanay ycnyre. Nopea oBux cybjekata, npuoputetHum onepatopuma UKT
cucTeMa cmaTtpajy ce opraHu jaBHe BnacTu, CBM CybjeKkTM Koju Cy npenosHaTu Kao
onepaTopu KpuUTU4He MHPPaCTPYKType MU ornepaTtopu Koju cy no noctojehem 3akoHy
npenosHaTtn kao onepatopu VKT cuctema y HaBegeHUM gernatHocTuMa.

UnaH 6. MNpegnora 3akoHa — 0BMM 4YnaHom ypehyjy ce BaxHu onepatopu KT
cucteMma of, nocebHor 3Havaja umju 6u npekua unu nopemehaj y npyxawy ycrnyra
MOrao [ia uMa 3HavajaH yTuuaj Ha jaBHW UHTepec, PYHKUNOHUCAHE OPYrMX ceKTopa
unu 6u ce CTBOPMO 3Ha4ajaH cuctemckun pusmk. OHKM Cy Npeno3HaTn Kao onepaTopu y
cnegehym genaTtHOCTMMA: MOLUTAHCKe ycnyre, ynpasribake OThnagoM, yrpasBibahe
ambanaxHuMm OTnagom, Npou3BoAHa M cHabaeBawe xemukanujama, Nnpov3BoAH-A,
npepaga n gunctpubyumja xpaHe, padyHapa 1 eneKkTPoOHCKUX U ONTUYKMX NPOU3BOAA,
npou3BoAHa enekTpuyHe onpeme, MawumHa wn ypehaja, MOTOPHUX BO3WNa,
npykonuua u nonynpukonuua, MeauumHCKMX ypehaja, ycnyre wHOopMaunoHor
APYLWTBa, HAaopyXake 1 BOjHa onpemMa, Hay4YHOUCTPaXmBaYvkn pag, kao u onepaTtopu
y AenatHocTMMa K3 4naHa 5. Koju He npofy CeKkTopCckM npar 3a NpuopuTeTHe
onepartope UKT cuctema. NpensuheHo je n AoHOLWeHe NoA3aKOHCKOr akTa Kojum ce
6nvxke ypehyjy ycnosu, OnwTh U CEKTOPCKM KpuTepujymu 3a ogpefuBare onepatopa
npuopuTeTHMX n BaxkHnx KT cuctema og nocebGHor 3Hayaja koje AoHocw Bnaga, Ha
npeanor MMHUCTapCTBa HaANeXHor 3a nocnose MHopmaunoHe 6es3begHocTL.

UnaHn 7. MNMpeanora 3akoHa — oBMM 4naHoM ypehyjy ce obaBese onepartopa
WKT cuctema y cmucry oBor 3akoHa.

UnaH 8. MNpegnora 3akoHa — 0BMM 4YnaHom ypehyjy ce obaBese caMmocTanHux
onepaTtopa VKT cuctema y cmucny oBor 3akoHa.
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Unan 9. lNpegnora 3akoHa — OBUM 4naHom ypehyjy ce nutamwa Bohewa
esBngeHumje onepatopa UKT cuctema og nocebHor 3Hadaja, nsyseuu og obasese
ynuca y eBuaeHuMjy, CapXuHa M nogauu Koju ce yHoce y eBUMAeHUuju, cBpxa
obpage nogataka O NIMYHOCTW.

UnaH 10. MNMpepanora 3akoHa — OBUM 4ilaHOM nponucyjy ce mepe 3awTtnte VKT
cuctema koje je cakm onepatop MIKT cuctema og nocebHor 3Havaja gyxaH Aga
npeaysvnmMa.

UnaH 11. MNpegnora 3akoHa — OBMM 4YfniaHOM nponucyje obaBesa AOHOLEHa
AkTa o npoueHnun pusnka KT cnctema og noceGHor 3Havaja.

Unan 12. Tlpegnora 3akoHa — OBMM 4naHoM nponucyje ce obaBesa
OoHouwena Akta o 6e3begHoctn MIKT cuctema og nocebHor 3Havaja.
Unan 13. [lpegnora 3akoHa — oBMM u4naHom Yypeflyje ce obaBe3sa

obaselwTaBara onepartopa UKT cuctema og nocebHor 3Hayaja 0 MHUMAEHTMMA KOju
3HauvajHO HapyLwwaBajy nHdpopmaumoHy 6e3begHocCT.

UnaH 14. lpegonora 3akoHa — OBWUM 4naHOM ypehyje ce AocTaBibakbe
obaBeluTera 0O UHUMAEHTMMA, OOK Ce u3yseumn ogHoce Ha HapogHy 6aHky Cpbuje,
Komucnjy 3a xaptmje op BpegHoctun, PerynatopHo Teno 3a enekTpoHcke
KOMyHWUKaLMje M MOWTaHCKe YCnyre, Kao W HayuH nocTynawa Mo npujasn o
NMHUMAOEHTy, ykonuko je ped o UKT cuctemy o nocebHor 3Hadvaja Koju je ogpeheH
Kao KpUTMYHA MHPACTPYKTYpa, Yy CKnagy ca 3akoHOM Kojum ce ypehyje KpuTudHa
MHdpacTpyKTypa.

UnaH 15. Tllpegnora 3akoHa — OBMM 4naHoM Yypehyje ce cagpxaj
obaBeluTea O MHUMAEHTY, KOje cagpXu noaaTtke Koju ce OofHoce Ha nogHocuoLua
npvjase, BPCTY U ONWUC MHUMAEHTA, AaTyM U BpeMe noveTtka n Tpajakba MHUMAEHTA,
nocneguue Koje je WHUMAEHT u3assao, npegyseTe akTUBHOCTW, MPOLEHY HUBOA
onacHoCcTM W yTtuuaja wHumaeHta Ha WKT cuctem un  pgpyre peneBaHTHe
UHopmavumje.

UnaH 16. lpeaonora 3akoHa — OBUM 4NaHOM BpWW ce wuaeHTudukaumja
WHUMOEeHaTa npema HMXOBOM 3Ha4ajy U AOMETY, Kao U HUBOY ONaCHOCTH.

UnanH 17. lNpepnora 3akoHa — OBUM 4faHOM YCMNOCTaB/ba Ce CTalHu
onepaTMBHM TMM 3a pearoBake Ha WUHUWMAOEHTE ,BMCOKOr U ,BeOMa BUCOKOr* HMBOA,
Koju obpasyje KaHuenapuja 3a nHpopmaumoHy 6e3begHocT.

UnaH 18. MNpeanora 3akoHa — OBUM 4riaHOM ypefhyje ce nnaH 3a pearoBamwe Y
cnyyajy vHUmaeHTa ,BMCOKOr‘ HMBOA W Kpu3e WHdopMauuoHe 6e3bedHoCTH, Koju
noHocu Bnaga Ha npegnor KaHuenapuje 3a nHdopmaumoHy 6e3beaHoCT.

Unan 19. lNpegnora 3akoHa — OBUM 4naHoMm ypehyje ce nocTynawe Mo
npujemy obaBeLuTeHa O UHLNOEHTY.

Unan 20 - 23. lNpeanora 3akoHa — OBUM 4raHoM ypehyje ce nocTtynawe y
cnyyajy uvHuMgeHTa npema crnegehem HMBOMMAa OMAacHOCTU: ,HU3aK®, ,cpegrn’,
,BNCOK" 1N ,Beoma BUCOK".

UnaH 24. MNpeprnora 3akoHa — 0BMM 4riaHoM ypehyje ce HauvH n3BellTaBana
onepatopa WUKT cuctema og nocebHOr O MHUMAEHTY, TOKOM MHUMOEHTa U HaKOH
WHUMOEHTA Y 3aBUCHOCTW O HMBOA OMacCHOCTMW.

UnaH 25. lMNpegnora 3akoHa — OoBUM 4rnaHom ypefyje ce obaBe3a M Ha4yuH
AOoCTaBrbakba CTaTUCTMYKMX NogaTaka O MHUMOEHTMMA.

UnaH 26 - 27. Npeanora 3akoHa — OBUM YfiaHoBMMa ypehyje ce HagnexHocT
MuHucTapctBa uHGOpMMUCaka M TenekoMyHuKauuwja M ycrnoctaerba ce Teno 3a
KoopAuHaumjy nocnosa nHgopmaumoHe 6e3begHocTu.

UnaH 28. lpegnora 3akoHa — OBMM 4naHom npensufla ce OCHUBaHEe
KaHuenapuje 3a nHdopmaunoHy 6e3benHocT (y garbem Tekcty: KaHuenapwja), kao
nocebHe opraHu3aumja y CMUCNy 3akoHa Kojum ce ypehyje nonoxaj gpkaBHe
ynpase.

UnaH 29. MNpegnora 3akoHa — OBUM 4faHoOM ypehyje ce Haas3op Hag pagom
KaHuenapuje.
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Unan 30. lpegnora 3akoHa — OBMM u4rnaHoOM yTBphyjy ce HaanexHoOCTu
KaHuenapuje.

Unan 31. [lpegnora 3akoHa — OBUM 4naHoM Yypefyjy ce nocnosu
HaunonanHor LIEPT-a koje KaHuenapuja o6aBrba y OKBMpY NPEBEHUMjE U 3alLTUTE
o 6e36egHOCHNX pU3nKa 1 nHungeHaTta.

Unan 32. lNpegnora 3akoHa - ytBphyjy ce nocnosu LUIEPT-a JeguHcTBeHe
MHOPMALIMOHO - KOMYHMKaLMOHE MpeXe enekTpoHCKe ynpaBe Koje KaHuenapwuja
obaBrba y OKBMPY npedy3nmara MNPEBEHTUBHUX W pPeakTUBHUX Mepa Yy Uurby
3awTtute LUEPT-a opraHa snactu.

UnaH 33. - 34. MNpeanora 3akoHa — OBMM 4naHoBMMa ypehnyje ce capagma
Ha[NeXHWX opraHa Ha HauuoHarHOM HMBOY, Kao U MefyHapodHa capagta M Nnocrosu
jeOMHCTBEHE Tayke KOHTaKTa 3a pa3meHy nHdopMaumja o MHUMaeHTMMa.

Unan 35. lMNMpegnora 3akoHa - 0BMM 4naHom ypehyjy ce nutawa nocebHmx
LeHTapa 3a npeBeHunjy 6e3begHocHmx pusnka y KT cuctemnma.

UnanH 36. [lpegnora 3akoHa — oBMM 4naHom ypehyje ce obaBesa
ycnocTaBrbama ¥ ogpxasare 6ase panBocTu.

UnaHn 37. lNpeanora 3akoHa — oBaj 4YnaH ce ogHocu Ha basy nopataka o
perucTpaumju gomMeHa.

UnaH 38. MNpegnora 3akoHa — OBMM 4naHoMm ypehyje ce nuTawe 3awTtute
deue npu kopuwhewy VKT TexHonoruja.

UnaH 39. - 46. lNpegnora 3akoHa — OBMM YrnaHoBuMa ypehyje ce nutambe
ogobpaBarwa kpuntorpadpckmx npoussoda, AucTpubyuumja Kpuntomartepujana u
3awTuTa o KoMnpoMnTyjyher enekTpomMarHeTHoOr 3payemsa.

UnaH 47. — 48. lNpeonora 3akoHa — OBUM 4YfiaHOBMMA perynuwie ce pag
MHcnekumje 3a nHdopmMaumoHy 6e36eaHOCT 1 nponucyjy oenawherwa MHcnekTopa 3a
WHdopmaumoHy 6e3beHOCT.

UnaH 49. Npeanora 3akoHa ypehyje CTpy4YHU Hag3op.

UnaH 50. - 53. lNpeanora 3akoHa — OBMM 4riaHOBUMA MPOMNUCYjy Ce U3HOCK
HOBYaHe Ka3He 3a MpekpLlaj Koju y4MHe NpaBHO Nuue, OAroBOPHO Nuue y npasHOM
nvuy, Kao W npefyseTHUK U OHe Cy nofderbeHe y BuLe pacroHa 3aBUCHO Of
yTBpheHor npekpLuaja.

UnaH 54. - 58. lNpepanora 3akoHa — 0BUM 4YraHoBuMa ypehyjy ce npenasHe 1
3aBplwHe oapeabe M TO: POKOBU 3a [OOHOLWLEHe MNOA3aKOHCKUX akaTa, fnpumeHa
ogpeheHnx ogpenbu 3akoHa O MHPOPMaunoHoj 6e3beaHOCTU KOjU je Ha CcHasw,
Aatym ycnoctaerbawa KaHuenapuwje 3a uHgopmaumoHy 6e36eaHOCT, BpLlere
nocnosa HaunmoHanHor LEPT-a go ycnoctaerbawa KaHuenapuje, npectaHak
Baxeha 3akoHa 0 MHpopMaLmoHoj 6e3begHOCTN 1 CTynare Ha cHary.

V. MPOUEHA ®PNHAHCUNJICKNX CPEOCTABA NOTPEBHNX 3A CMPOBOHEHE
3AKOHA

3a cnposohene oBor 3akoHa y 2025, 2026. n 2027. roanHn Hucy notpebHa
duHaHcujcka cpeacTBa u3 byyeta Penybnuke Cpbuje ca pasgena MuHuctapctBa
NMHopMMCara 1 TenekoMyHuKauumja.

3a cnpoBohene oBor 3akoHa y 2026. roguHn notpebHa cy gogaTtHa cpeacTtea
y byyety Penybnuke Cpbuje Ha pasgeny KaHuenapuje 3a uHdopmaumoHe
TexHonornje y ykynHoMm wu3Hocy of 46.700.000 gumHapa, u TO Ha cnegehum

nosuyunjama:
- 13BOp puHaHcuparwa 01 — OnwTK npuxoan n npumarsa dyueta, OyHKumja —
140 — OcHoBHO wucTpaxuBawe, [lporpam 0614 — WHdopmaumoHe

TexXHonoruje U ernekTpoHcka ynpasa, lNMporpamcka aktuBHocT 0002 - PasBoj
NT un wuHdpopmaumoHe 6e36eaHOCTM, eKOHOMCKa knacudpukaumja 411 —
MnaTte, gogaum 1 HakHage 3anocnenunx, y nsHocy og 40.000.000 guHapa;

- un3Bop umHaHcmparwa 01 — OnwTn npuxogn M npumana oyyeta, PyHkumja —
140 - OcHoBHO wucTpaxuBawe, [lporpam 0614 - WHdopmaumoHe
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TEXHONornje u ernekTpoHcka ynpaea, lNporpamcka aktmBHocT 0002 - Pa3Boj
NT un wnHdopmaumoHe 6e36eaHOCTN, €KOHOMCKa Krnacudpukaumja 412 -
CoumjanHn ponpuHOocKM Ha TepeT nocnofasua, y u3Hocy o 6.000.000

OVHapa;
- mn3Bop umHaHcmparwa 01 — OnwTn npuxogn U npumana oyyerta, PyHKumja —
140 - OcHoBHO wucTpaxuBawe, [lporpam 0614 — WHdopmaunoHe

TEXHONornje u enekTpoHcka ynpaea, lNporpamcka aktmBHocT 0002 - Pa3Boj
UT wn wnHdopmaunoHe 6e30edHOCTM, €eKOHOMCKa knacudukauunja 415 —
HakHage TpolukoBa 3a 3anocneHe, y nsHocy og 700.000 anHapa.
3a cnpoBohewe 3akoHa y 2025. n 2027. roguHn HUCY noTpebHa cpencTea Ha
pasgeny KaHuenapuje 3a MHopMaLnoHe TEXHOMOMMje N eNEKTPOHCKY yrnpasy.
MpenBuha ce pga he 3a pag KaHuenapuvje 3a uHdpopmaumoHy 6e3begHocT
Yyuju je noveTak paga nnaHupaH 1. jaHyapa 2027. roguHe 6utn noTpebHO Aa ce y
2027. rognHun y byuyety Penybnnke Cpbuje 06e36eam 150.000.000 gmHapa, og 4vera
Ha:
- eKoHoMmckoj knacudpukaumjn 411 — MNnate gogaum M HakHage 3anocreHux
nsHoc oa 40.000.000 guHapa;
- eKoHoMmckoj] knacudukaumjim 412 — CoumjanHM [JONPUHOCKM Ha TepeT
nocnogasua nsHoc og 6.000.000 guHapa;
- eKoHoMmckoj knacudmkaumjym 423 — Ycnyre no yrosopy msHoc og 45.000.000

AnHapa;

- €KOHOMCKOj Knacudukaumjm 512 — MawmHe 1 onpema mnsHoc og 50.000.000
OVHapa;

- EeKOHOMCKOj knacudpukaumjm 515 - HemaTtepujanHa MMOBMHA W3HOC 0Of

9.000.000 gunapa.
V. PA3J1031 3A JOHOLWEHE 3AKOHA NO XUTHOM MNOCTVYTIKY

[oHowewe OBOr 3akoHa NO XUTHOM MOCTYMNKy mnpegnaxe ce paau
OnaroBpemeHor usspLueHa npeysetTux MmehyHapogHux obasesa u ycknahusara
npasHor okeupa Penybnuke Cpbuje ca nponucmma EBponcke yHuje. YcBajake 0BOr
3aKoHa MpeAcTaBiba HE CaMO HOPMAaTMBHY, BEh U MHCTUTYLMOHANHY NpeTnocTaBKy
3a npumeHy cTtaHgapda yTtBpheHnx [Oupektusom (EY) 2022/2555 (NIS2), koja
AedvHuwe mepe 3a NocTnsakwe BMCOKON 3ajeqHUYKor HuBoa cajbep 6e3begHocTu y
OKBUPY YHYTpallHer TpxuwTa EY.

C 0631MpomM Ha aKkTMBHOCTU U pokoBe geduHucaHe PedopmckomMm areHaom,
Kao n Ha obaBese Koje nMpou3unase n3 APYrux MraHCKUX AOKyMeHaTta Be3aHuX 3a
ucnywaBare obaBesa y npouecy ycknahuBawa 3akoHogaBcTBa ca EBponckom
YHWjOM, HEOMNXOAHO je Aa ycBajake OBOr 3akoHa byae crnpoBegeHo 6e3 ognarawa. Y
CYNpOTHOM, MOCTOjU PU3MK O 3acToja y NpMMEHW Mepa Ha Koje ce Penybnuka
Cpbuja obasesana, ka0 M MOryhHOCT HeraTMBHE OUEHe HanpeTtka y obnactu
aurutanHe TpaHcdopmauuje, ynpasrbaka pusnuumMa 1 3awtute UHOPMaLMOHO-
KOMYHMKaLMOHMX cuctema of nocebHor 3Havaja.

Mopen Tora, y cknagy ca Pedopmckom areHOOM HakoOH ycCBajakba 3akoHa
noTpebHOo je y KpaTKkOM BPEMEHCKOM POKYy AOHETW HWU3 MOA3aKOHCKMX akaTta, 4uja
n3paga nogpasymeBa BUCOK CTEMEH TEeXHUYKE KOMMIEKCHOCTU u MefypecopHe
KoopauHaumje. YnpaBo 13 Tux paanora, 6naroBpemeHo CTynawe 3akoHa Ha cHary of,
CYLUTMHCKOr je 3Ha4aja 3a ob6e3befuBare 4OBOILHOr BpeMeHa 3a uspagy v yceajame
npatehunx nponuca.

Wmajyhu y Buay HaBeaeHo, ycBajare 3akoHa MO XMTHOM MOCTYMKY onpasAaHo
je kako u3 yrna usspwena MehyHapogHux obasesa, Tako W y UMby O4yBaha
AnHamunke wn  kpeaubunuteta pecdopmckor npoueca koju Penybnuka Cpbuja
cnpoBoan y obnactn nHgpopmavmoHe 6e3degHocTu.
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AHANN3A E®QEKATA 3AKOHA O UH®OPMALIMOHOJ BESBEAHOCTHU

1) Koju nokasartesrbu ce nparte y o6nacTtu, Koju cy pasnosm 36or Kojux ce
OBM NoOKasaTesbu npare U Koje Cy hbbuxoBe BpeaHOCTU?

Y obnactu nHdopmaumoHe 6e36egHOCTM Noka3aTerby KOju ce npaTe 0gHOCE Ce Ha:
"  [pUMeEHy Mepa 3awTuTe of 6e36eaHOCHUX pu3mnKa y MHpopMaLnoHo-
KOMYHUWKaLMOHUM CucTeMmMMa m
" WHUMOEHTE KOju 3HA4ajHO yrpoxasajy MHpopmaumoHy 6e3beqHocT, a
kojuma cy manoxenu KT cuctemun og nocebHor 3Havaja.

Y Ctparerunju 3a gurntandy aekagy EY HaBepgeHo je aa je npoueHa rnobanHe wreTe
OO vHuMaeHaTta - cajoep Hanaga y 2020. roguHn Guna oko 5.5 TpunuoHa eBpa.
Mpouetrsyje ce aa je oko 12% komnanHwuja y EY 6uno Ha Hekn HaumH noroheHo cajoep
HanagoM, ok je camo 2019. roguHe 3abenexeHo 450 nHuMaeHaTa Koju cy Norogaunm
KpUTUYHY MHpacTpykTypy EY. EBngeHTaH npobrnem je n HegocTatak pagHe cHare
ca npoueHom pga oko 291.000 noHyaa 3a nocao y obnactu WHdOpMaLMOHe
6e36egHOCTN HUCY peann3oBaHe.

Bpoj manBepa n noTeHUMjanHO HeXerbeHux annukauuja je y cranHom nopacry.
Mpema nogaumma HesdaBucHor uHcTutyta AV-TEST GmbH n3 Maraebypra, csakor
haHa nojaeu ce npeko 450.000 HoBUX y3opaka.

0 G

[ ] l.u.m-:‘e. -- FH—-4
Lujazpam 1 Bpoj manuyuo3Hux cogpmeepa

Kako 6u ce edukacHuje 6opmna NpoTB M3a30Ba KOjUX je CBAKOAHEBHO CBE BULLE Y
cajbep npoctopy, EBponcka yHuja je, no nuTawy nHpopmaumoHe 6Ge3begHocTw,
ogpeguna net cTpaTelkux npuopureTa:
» [locTnsarwe enacTM4YHOCTU — CUCTEMM CE ayTOMaTCKN ONOpaBIbajy HAKOH
MHUMOEHTA;
= [lpacTuyHO cManen-e cajbep KpmuHana;
= Pa3Boj nonutuke cajdoep oagbpaHe n kKanaumTeTa carnacHux 3ajeqHu4Koj
6e3begHocHoj n ogbpambeHoj nonutuum (CSDP);
* Pa3Boj MHOYCTPUJCKUX U TEXHOMOLLKUX pecypca 3a MHPOPMaLMOHY
0e3begHoCT;
* YcnocTaBrbawe NoBe3aHnx MefyHapoaHUX nonmTmuka MHMOpPMaLMoHy
0e3benHocTn 3a EY.
HaBegeHn npuoputeTV y MpeTxogHMM [AeleHujama peanusoBanuM Cy ce Kpo3
cnepehe akTMBHOCTH:
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= 1992. roguHe pgoHeTa je Oanyka CaBeTta y Be3un 6e36eaHoCcTH
NMHOPMaLMOHUX cucTeMa
= 2004. rognHe ocHuBa ce EBponcka areHuuja 3a MpexHy 1 nHdopmMaunoHy
6e3begHocT (EHNCA)
» npea Ctpartervja 6e36egHoCcT nHpopmavmoHor gpywwtea goHocu ce 2006.
rognHe
= 2008. rognHe goHocu ce [upektnBa CaBeTa 3a ngeHTudukauunjy un
onpehuBare eBpONCKe KPUTUYHE MHAPACTPYKTYpe 1 NpoLeHa noTpebe 3a
noborsblakem 3awTuTe
= 2009. rognHe ycBaja ce AKLUMOHU NNaH 3a 3alTUTy KpUTUYHE UHopMaLmoHe
WUHpacTpyKType
= 2012. rognHe EBponcka yHuja dopmupa LIEPT_EY
= 2013. rognHe ycBaja ce Ctparermja uHdopmaumoHe 6e3begHoctn EY
= 2016. roguHe goHocwu ce [AnpekTuBa 0 Mepama 3a BMCOK 3ajeHUYKN HUBO
©e3b6egHOCTM Mpexa 1 nHpopmaumoHnx cuctema wmpom Yrmje (HAC
OvpekTnea)
= 2019. rogmHe goHocu ce AKT o cajbep 6e3begHocTu EY kojum cy naTta HoBa
oBnawhewa areHunju EHNCA.
Cajbep kpumuHan je cBakako Haj3acTynibeHWju OGMMK 3rOHaMEepHOr aeroBaka Yy
cajoep npoctopy, y3 Apyre obnuke y Koje cnagajy cajbep wnujyHaxa, cajoep
Tepopu3am, XakTMBuM3am U cajbep paToBamwe. Y CBOM nocrneawem ussewTajy!
EBponckn ueHTap 3a cajoep kpumuHan (eHr. European Cybercrime Centre) HaBogw
[a je y OKONHOCTMMa naHgemuje cajoep KpumuHan eBonympao v a je 10 TPeHg Koju
he ce HacTtaBuTu. lNMpumepun npunarofaBawa cy: 3noynotpebe HebesbegHux POl
npoTokona (eHr. Remote Desktop Protocol) n parwusux BINH koHekuwmja (eHr. virtual
private network), sanoynotpebe nosehaHe oHnajH KynosuHe u Kopuwherwe MobunHor
GaHkapcTBa 3a uMNIeMeHTauujy mansepa unu kpahy KpegeHuujana u JUYHKX
nogataka, anum u cBe Beha wu HanpegHuja ynotpeba meToga couumjanHor
NHXEHEepPUHra.

LleHTap 3a xanbe Ha MHTepHET KpuMuHan amepuykor degepanHor uctpaxHor 6upoa
je 'y 2022. rogmnHun npummo 800.944 npujaBa ca wTeTOM npouereHom Ha npeko 10
MUnujapan gonapa.? 3abpumaBajyhy nogatak je oa je 6poj npujaBa y ogHocy Ha
npeTxo4Hy roavHy Mawum 3a oko 5%, anu je ykynHa wTteTa Beha 3a oko 49%, wTo
yKasyje Aa KpuMMHanuu ycaBpluaBajy CBOje BELUTUHE.

https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_
2021.pdf

2 https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf
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Lujaepam 2 lNpujase u wmeme Ha 200UWH-EM HUBOY

KomnaHuja Cybersecurity Ventures, koja uspahyje roguliwe MU3BeELUTaje O CTakby
cajbep kpumuHana®, npouekyje aa he y 2024. roguHu Wwtete oA cajoep KpuMuHana
paoctuhn ocam TpuUnNMOHa amMepuyvkux Jonapa, LWTO npeBasunasn npoueHeHe
npuxoge OA4 TPrOBMHE CBMX HapKOTMKa 3ajegHo. [pema pocTynHMM nogauuma,
wreTe oA cajbep kpumuHana pacty no cronu o 15% roguwre 1 npouekwyje ce ga
he y 2025. roguHn npehun cymy og 10 TpunmoHa gonapa.

12
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Hujaecpam 3 YkyrnHa wmema 00 cajbep KpumuHana

Wcta komnaHuja y cBOM u3BeLTajy M3HOCK nodaTke O HegocTaTKy pagHe cHare, ca
npoueHama Ja je y OBOM TPEHYTKY Ha CBETCKOM HMBOY HenornykweHo 3,5 munuoHa
pagHuMx mecta y obnactu mHgopmaunoHe 6es3begHoctn, og yvera 700.000 camo y
CAL. UnyctpatmBaH je nogaTtak fa je y TpeHyTKy nucamwa Tor masewTaja y CAL
6uno 106.000 oTBOpeHMX NOHyAa 3a Nocao 3a cTpyywake ca CISSP cepTtudmkatom
(eHr. Certified Information Systems Security Professional), Aok je ykynaH 6poj TakBux
ceptucpmkata nsgatmnx y CAO HewTto npeko 90.000. Takohe je naeHTUdUKOBaH n
npobnem 3agpxaBara pagHe cHare, a NocebHOo HajkBanUTETHUje 1 HajoByyeHuje, ca
nogatkoM fa 24% rnaBHux cnyxbeHuka 3a nHdopmaumnoHy 6e3begHoct (CISO) y
500 Hajsehunx koMNaHmnja NPOMEHM NOCao HAaKOH roOAMHY aHa.

Kako 61 ce ogroBopuno Ha npeTwe Yy cajbep NpocTopy koje ce M3 gaHa y AaH
nosehaBajy, = HEOMXOAHO je  KOHTMHyMpaHO  YyHanpehuBaTM  cTpaTeLuku,
WHCTUTYLUMOHAINHN M NpaBHW OKBMP Yy obnacTtn mHdopmaunoHe 6e36egHOCTM Koja,
npe cee, Tpeba ga 06e3dean NPEBEHTMBHO AeNOBaH€ Ha OBE MNPETHE.

8 https://s3.ca-central-1.amazonaws.com/esentire-dot-com-assets/assets/resourcefiles/2022-Official-Cybercrime-Report. pdf
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Mpema nogaumma ca cajta hackmageddon.com, Ha rno6anHom HuBoy 2022. roguHe
Haj3acTyrnsbeHuju Tvn Hanaga 6uo je kopuwherwe ManBepa, [OK Cy Mawe
3acTyn/beHM (anu ca 3Ha4vajHMM NpoueHToM) Gunn npeysmmane Hanora, UurbaHu
Hanagw, nckopuwhaearwe palMBOCTM U ANCTPUBYMpaHoO omeTake cepeuca (DDoS).

=" Mamsep = IIpeysHMame Hanora ™ [[H/baHH HalaIH ExciutoatanHja paisHBOCTH = DDo0S = Octazo H Hemo3HATO

Hujaepam 4 3acmyrnrbeHocm pasnudumux murioea UHyudeHama y ceemy

AreHuuja EY 3a cajbep 6e3b6egHocT - EHUCA (eHr. The European Union Agency for
Cybersecurity) objaBuna je y mapty 2023. roavHe ctyavjy Ymephueare npemmu
u uszaszoea uHgopmauuoHe 6e36edHocmu 3a 2030. 200uHy, Koja CafpXu
npeasuhakwa byayhux npetwsn n moryhe npotmemepe. MNMpumapHu Lurb cTyavje je aa
naeHtTudurkyje n npukynu mHgpopmaumje o byayhmm npetwama koje 6u morne ga
yTU4y Ha MHpacTpyKTypy un ycnyre EBponcke yHuje, kao n Ha 6e3begHocT rpahaHa
W OpywtBa y uenuHu. Y wmspagy CcTyamje yKIbydeHu cy yTypucTu, COLUOIIO3MW,
MOCMNOBHW Nnaepw, CTpyvhwaun 3a uHgopmauuoHy 6e3benHoCT n Apyrn, a uurbHa
rpyna cy HauuoHarHu opraHu 3a nHgopmMaumnoHy 6e3beqHoCT, JOHOCMOUM OAryKa Y
EBponckoj yHuju n 3emrbama vnaHuyama, TMUMOBU 3a pearoBakbe, CTpydHaln y 0BOj
obrnacTtu 1 cBe apyre 3aMHTepecoBaHe CTpaHe.

Cryovja je wvpeHTudumkoBana 21 npeThwy, 04 KOjUX je un3OBOjeHO Jecet
Haj3HavajHujnX:
= KOMMpoMuTaLMja naHua cHabaeBawa,
* HanpegHe Kamnawe Ae3vHgopmMucama,
* noBehake gurntanHor Hagsopa/rybutak npuBaTHOCTH,
*  rbyACKe rpeLuke U ekcnnoaTtaumja HacneheHnx cucrema,
" uurbaHu Hanagy nobosrbluaHu 3noynoTpebom nogaTtaka ca naMeTHUX
ypehaja,
* HejgocTaTak aHanuse U KOHTpore MHAPPACTPYKType 1 objekaTa y cBeMupy,
* HanpegHe xmbpuaHe NpeTe,
* HepgocTaTak obyyeHe pagHe cHare,
* npekorpaHmyHun npyxaoum UKT ycnyra Kkao jeaMHCTBEeHa Tavka npekuaa (eHr.
single point of failure),
* 3noynoTpeba BeluTavke MHTenureHuuje.
MNpatehn crtawe y oBoj obnactm Penybnuka Cpbuja je ycsojuna 3akoH O
MHdopmMaumoHoj 6e3beaHocTn 28. jaHyapa 2016. rognHe, Koju je 4enMMNYHO NPEHEOo
Oupektney 2016/1148 0 mepama 3a BUCOK 3ajeAHUNYKN HMBO 6€36e4HOCTN MPEXHUX



51

M MHGOopMauMoHMx cuctema y EBponckoj yHuju* (eHr. Network and Information
Security Directive - NIS Directive, y garbem Tekcty: HAC gupektusa), ¢ 063mpom ga
je ycBOjeH npe AoHOoLWeHwa Te AUpeKTUBe.

3akoH nojam uHdopmaunoHe 6e3begHocT peduvHMLEe Kao CKyn Mepa  Koje
omoryhagajy ga nogauu kojuma ce pykyje nytem VKT cuctema 6yay 3awtuheHun og
HeoBnawheHOr npucTyna, kKao M da ce 3aWTUTU WHTEerpuTeT, pacrnofioXuBOCT,
ayTEeHTUYHOCT M HemnopeLmBOCT TUX nogaTaka, ga 6u Taj cuctemMm yHKLMOHMCAO Kako
je npegsuheHo, kaga je npeaBuheHO W MOA4 KOHTPOSiOM oBnawheHux nuua.
MNpeaomeTHM 3akoH npeacTaBrba OKBUP 3a ypeherwe 6e3b6egHOCTM MHAOPMAaLMOHO-
KOMyHMKaLMoHnX cuctema y Penybnuum Cpbuju. OBnm 3akoHoMm ce ypehyjy mepe
3awTtnTte og 6e36egHOCHMX pusnka y MHPOPMaLMOHO-KOMYHUKALMOHUM CUCTEMUMA,
O4rOBOPHOCTM NPaBHUX NMLa NPUIIMKOM yrnpasribarwa 1 Kopywherwa MHpopMaumoHo-
KOMYHUKaLMOHNX cucTeMa U ogpehyjy ce HaanexHu opraHu 3a cnposofewe mepa
3awTnTe, KoopaMHaunjy nsmeny ymHunaua sawtmte n npahewe npaBunHe nNnpuMeHe
nponucaHnx Mepa 3alituTe.

CxogHo Tome, onepaTtopu UKT cuctema og nocebHor 3Havaja Ay>XHW Cy Aa LOHecy
akt o 6e3begHoctn WMKT cuctema u geduHuwy Mepe 3awwTuTe, a HapouuTo
npuvHUMNE, HayYnH W npouedype MocTM3awa M OfpKaBawa afeKBaTHOr HMBOA
6e3begHoOCTN cncTema, Kao u oenawhera 1 0aAroBOpHOCTU Y Be3u ca 6e3begHoLwhy
n pecypcuma VKT cuctema og nocebHor 3Ha4aja.

Mopen Tora, OBUM 3aKOHOM Ce Yy OKBWPY PerynatopHor Tena 3a enekTpOHCKe
KOMyHMKauuje u nowTtaHcke ycnyre (y pgarbem Tekcty PATEJ) ycnocTtaerba
HaunoHanHu ueHTap 3a npeseHuujy 1 3awTtuty og 6e3begHocHux pusuka y UKT
cuctemuma y Penybnuumn Cpbuju (y garsem tekcty: Haunonanuu LIEPT), koju npatu
CTake O MHUMOEHTMMa O HauuoHarHOM HMBOY, obaBewlTaBa peneBaHTHa nuua o
pusMuMMa M WHUMOEHTMMA, pearyje no npujaBibeHUM WHUMAEHTMMA, u3pahyje
aHanmse puauka u nHumgeHaTa u noawxke CBECT APYLWITBA O 3Hadajy UHgopmaumoHe
6e3begHocTun. JegHa of BaxHux yHkumja HaumoHanHor LUEPT-a je n capagwa ca
UCTUM MHCTUTYUMjaMa mn3 apyrux semarba. Mmajyhu y Buay ga nHuuaeHtn y UKT
cucteMuMma Hajuelwhe umajy npekorpaHMYHU Kapaktep, O4HOCHO Aa ce AellaBajy Ha
Teputopuju BuWwe 3emarba, MefycobHa capagwa LIEPT-oBa je oa wmsyseTtHor
3Havaja, kako 6u ce mefycobHOM pasMeHOM MHGopMaLmja ycnewHo O4roBOpUIIo Ha
nHumaeHTte. Of 1. HoBembpa 2017. roanHe Hauunonanuu LIEPT je yBpwTeH y cnucak
MefyHapoaHe opraHusaumje 3a capagwy W pasmeHy uHdopmaumja ns obnactu
nHdopmaumoHe 6e3begHoctn Trusted Introducer, a Hanasu ce n Ha nuctun LLIEPT
TumoBa AreHumje EY 3a cajbep 6e3begHoct - EHNCA.

Y okeBupy KaHuenapwuje 3a WH(OpMauUMOHe TEXHOrOorMje U enekTpoHCKYy Yynpasy
dopmupaH je Cektop 3a uHpopmaumoHy 6e36eaHOCT Koju, y cknagy ca 3akoHOM,
cnpoBoan aktnsHoctn LIEPT-a penybnuukunx opraHa.

Y umnrby cnpoBofhera 3akoHa 1 'y MuHuctapcTBy yHyTpalkbux nocnosa opmMupaH
je UeHTap 3a pearoBawe Ha Hanage Ha WHgopmaumoHu cuctem MYMl-a (LWEPT
MVYTT) koju ce og jyna 2016. rogmHe Hanasm Ha nuctn LEPT Tumosa AreHuuje EY 3a
cajoep 6e3begHocT - EHUCA, a y HoBembpy 2018. roguHe gobuo je un akpegutaumjy
oA cTpaHe cepsuca Trusted Introducer.

4 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high
common level of security of network and information systems across the Union, mocrymHa na anpecu: https://eur-
lex.europa.eu/legal-content/HR/TXT/?uri=CELEX%3A32016L.1148



https://eur-lex.europa.eu/legal-content/HR/TXT/?uri=CELEX%3A32016L1148
https://eur-lex.europa.eu/legal-content/HR/TXT/?uri=CELEX%3A32016L1148
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Nako ce ca npumeHom 3akoHa 3anodeno oamax no ycsajawy, yTBPHEHO je Aa je
HeONxXxo4HO W3BPWNTM AodaTHE U3MeHe W [OOMNyHe 3aKOHCKe perynatueBe pagu
ycknanueawa ca HAC anpektnBoMm Koja je y mMefhyBpeMeHy ycBojeHa, anu v paau
yHanpehewa Heknx og noctojehux pelwerwa y uurby edukacHujer crnpoBohemwa
3akoHa y npakcu. 36or Tora cy y oktobpy 2019. roguHe ycBOjeHe U3MEHe 1 gonyHe
3akoHa 0 uWHdopMauunoHoj 6e3begHocTU® Koju je 'y MNOTNYHOCTU YycknaheH ca
HaBedeHOM [IMpeKTMBOM.

N3meHama n gonyHama 3akoHa 0 MHopmaumoHoj 6e36eaHOCTH, KOjU je YCBOjeH Y
okTobpy 2019. rognHe ypeheHe cy HOBUHE Koje ce Tu4y:
*  HaaNeXHocTU M NoTpebHMX kanaumteta HaumoHanHor LIEPT-3;
»  yKkrbyumBawa HapoaHe 6aHke Cpbuje y pag Tena 3a koopanHaumjy nocnosa
nHdopmMaumoHe 6e36egHOCTY;
» ycnocTaBibawa EBngeHunje onepatopa VKT cuctema og nocebHor 3Hauva;ja;
* ycnocTaBSbaka obaBese JoCTaBrbakba CTaTUCTMYKMX NogaTaka o
MHUmaeHTMMa koju ce gece y UKT cuctemmma og nocebHor 3Hadvaja Ha
roauLHEM HUBOY;
» capagwe LIEPT-oBa y Penybnuuu Cpbuju;
*  3awTuTe Aeue npu kopmwhery MHPOPMaLMOHO-KOMYHUKALMOHNX
TexHosoruja;
*  KnacudukoBara UHUMAEHaTa U NOCTyNakwa HaaeXHUX opraHa y 3aBUCHOCTU
0, HUBOA ONACHOCTU MHUMAEHTA.
MHcnekumjckum Hag3opom Hag pagom onepatopa WMKT cuctema og nocebHor
3Havaja yTBphyje ce ga nv cy onepatopu AoHenu akT o 6e36egHOCTN 1 NPUMEHUIN
Mepe 3alTuTe, OOHOCHO [a NM je ycnocTaBSbeH ajekBaTaH HuBO 6e3beaHocTn
cuctema. MHenekumjckn Haasop cnposoaun ce of 2019. rogmHe v nokasyje, nopea
noLiToBaka 3aKOHCKMX oapeabun, HegocTaTak KanauuTeTa 3a afekBaTHO pearoBambe
Ha MHUMOEHTE.

OnepaTtopn UKT cuctema og nocebHor 3Hadvaja y cknagy ca 3akoHOM obaBes3Hu cy
na obaeecte HagnexHu opraH, OAHOCHO MuHUCTApCTBO WHpOpMUCaka WU
TenekomyHukaumja (y garbem TekcTy MuHuctapctBo) o uHumgeHtuma y WKT
cucTteMuMma Koju Mory Aa umajy 3HadajaH ytuuaj Ha HapylwaBawe MHopMaunoHe
Oe3begHocCTH.

Y uwmrby 6Gorber pasymeBaka noctojeher crawa y obnactu uHopmMaumnoHe
6e3b6egHOCTK, 3HaAYajHO je carnedaTn UHUMAEHTE KOju Cy npujaBrbeHn HaumoHanHom
LEPT-y y npeTtxogHux Hekonunko roauHa. OBa cTatuctuka Moxe OuTu 3HauvajaH
nokasarterb fa M cy nocrtojehe npeBeHTUBHE Mepe [O0BOSbHE U Yy KOM npasuy je
notpebHo yHanpehuBaTM nNpaBHU M MHCTUTYLMOHANHU OKBMP. 3aKOH O
nHpopmaumoHoj 6e3beaHocTn, obasesyje onepatope MKT cuctema og nocebHor
3Hayaja Aa [ocTaBrbajy obaBellTera O MHUMAEHTMMA KOjU 3Ha4yajHO HapyluaBsajy
nHpopmaumoHny 6esbegHoct VKT cuctema. Ha ocHoBy nobujeHux obaseluTera O
nHumaeHtuma Haumonanum LEPT umspahyje rogmwne ctatmctudke n3sBeLuTaje Koju
CYy jaBHO JOCTYNHKU nyTem BeO npeseHTaumje.

NHumaeHTn cy cepctanun y 10 rpyna:
"  WHCTanupawe 3noHamepHor codpteepa y oksupy VKT cuctema (mansep,
eHrn.malware),
* HeosnawheHO NpuKynrbawe nogaTaka,

"Cnyx6enu rmacauk PC", 6p. 6 ox 28. janyapa 2016, 94 ox 19. oktobpa 2017, 77 ox 31. okrobpa 2019., nocTynan Ha
azxpecu: http://www.pravno-informacioni-sistem.rs/SIGlasnikPortal/eli/rep/sgrs/skupstina/zakon/2016/6/5/reg
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* npesapa,

* nokywaj ynagay KT cuctem,

= ynagy VIKT cuctem,

®  HeJOCTYMHOCT unu orpaHnyeHa goctynHocT KT cuctema,

*  yrpoxaawe 6e36egHOCTM nogaTtaka,

" OonepaTUBHU MHUMOEHTW,

" MHUMOEHTU PU3NYKo-TEXHUYKE B6e30eaHOCTU U

= OCTanu UHUUOEHTW.
Y 2022. rogvHW CTaTUCTUMYKU Haj3acTynribeHuju O6unu cy WHUMAEHTU u3 rpyne
HeoBnawheHo npukynrbarwe nogataka ca npeko cegam v nNo MUIMoHa npujaBrbeHNX
cnyyajeBa, Aok cy cnegehu no 6pojHOCTM MHUMAEHTU M3 rpyne lMokywaju ynaga y
WKT cuctem ca rotoBo Tpu MunmoHa npwujasa. bpoj npujaBa y octanum rpynama je
3HaTHO MakM na Tako y rpynn [lpeBape uma npeko 58 xwrbaga, y rpynm
MHcTanupawe 3noHamepHor codptepa y okeupy UKT cuctema 6nusy 55 xurbaga, a 'y
rpynu OnepaTuBHM MHUMAEHTU npeko 13 xurbaga npujaea. YkynaH ©poj npujaesa y
ocTanux neT rpyna je oko LWecCT Xxurbaja.

HeopranmheHO IPHKYILBAE II0IaTaka 7.696.766
Tloxymaj ymaga y IKT cHCTeM 2.979.577

IIpesapa 58.417

HHcTatHpame 310HaMepHOT codTepa y okeHpY KT..] 54,780

OmnepaTHBHH HHIHIeHTH = 13,322
HemocTynHOoCT HiIH orpaHHYeHa nocTynHocT KT... 2.405
Voag y UKT cacrem 2,029
Ocrand HHITHOISHTH = 1,346

IHUHOeHTH QH3HYIKO TeXHHIKe GesGenHocTH | 178
VrpoxaBame OesdenHocTHIIONaTaka 18

Hujaecpam 5 bpoj npujasrbeHux uHyudeHama y Cpbuju ro epynama y 2022. 200uHuU

lMocmaTpaHo nojeguMHayHO npema BpPCTU uHUmgeHTa, y 2022. rognHu Hajsuwe
npvjaBa OOHOCUNO Ce Ha CKeHMpare MOopTOBa Koje je YOYeHO Yy Mpeko 7 MUNUoHa
crny4ajeBa M Koje He HaHOCU AMPEKTHY LITETY XPTBU, anu npeacTtasrba UHOUKATUBHE
aKTMBHOCTM Hanagada y dasum ussuhamna. Npakca Hanagada je Aa oBakBe Hanage
nokpehy npema Benukom 6pojy UM agpeca y nokywajy Aa Hahy noTeHumjanHe xpTee
Koje umajy HesawTuheHe nopTtoBe, Na ce Ha Taj Ha4uH u UM agpece onepartopa
KpUTUYHE MHAPACTPYKTYpe Halhy y TOM oncery.

Ha gpyrom mecty no 6pojHOCTM Hanasum ce MoKyLlaj OTKpMBaka KpeaeHuunjana Koju
nogpasymeBa MOKyLlaj NpuUCTyna CUCTEMY >XXPTBE Y3acTONHWM ucrnpobaBaweM
Benukor 6poja pasnuuntux KombuHaumja criosa, bpojeBa M cumbona ca uurbeM
naeHTudmKaumje KOpUCHUYKor nMmeHa n nosunHke. OBa BpcTa Hanaga ocrawa ce Ha
HeJocTaTak CBECTU KOPUCHMKA NPUITMKOM Kpeupaka JTO3UHKM 3a NPUCTYN CUCTEMY U
BeoMa je nonyrnapHa Mmefly Hanagaumma jep 3noynotpebom nermtuMHor Hanora
Moxe 6utn omoryheH npuctyn yntasom UKT cuctemy.

Mokylwaj nckopuwhaeawa pawMBOCTM CUCTEMAa je Ha Tpehem MecTy, a oBa BpcTa
Hanaga moryha je YKOnmko y cuctemy nocTtoje parmBOCTU.

Ha yeTBpTOM MecTy no 6pojHOCTM Hanase ce (PULLIMHF Hanagu, Koju cy Tokom 2022.
rogvHe 4ecTto 6unu ycmepeHn Ha KOPUCHUKEe NOLUTaHCKMUX ycnyra v nnaTtdgopmu 3a e-
TProBUHY MPEKO HEKOINNKO BESMKUX PULLIMHI Kamnaka.
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Ha neTom mecTy cy TpojaHuu, Koju No NokpeTakwy Mory aa npeysmy apyre npeThe ca
NHTepHeTa, ybauyjy apyre TMnoBe mariBepa Ha yrpoXeHe pavyHape, KOMyHUUupajy
ca ygarbeHuMM HanagadvmMa, Genexe CBe LUTO Ce Kylia Ha TactaTypy M Larby
Hanagayuma, kao 1 Aa Ha apyre HaumHe Gyay 4eo KOMMNMEeKCHUjUxX cajbep Hanaaa.

CreHHpamse mopTopa I 7 691,232
Tloxymaj OTKpHBaba KpedeHNHjaTa [N 2 513.290
Tloxymaj HcKopHINABamka PAalbHBOCTH CHCTeMa MMl 466,287
@HmHEAT | 57,623

Tpojagan | 32,145

Lujaepam 6 Hajuewhe npujasrbeHu uHyudeHmu y Cpbuju y 2022. 200uHu

Mpernegom 6poja MHUMAEeHaTa No BpcTama 3a jegHy roauMHy Moxe ce ctehu cnvka o
TPEHYTHOM CTawy, anu 3a aybrby aHanusy notpebHo je nocmartpatu TpeHaoBe Yy
HEeKoOM BpeMeHCKOM nepuody. TpeHOoBM 3a CBaKy rpyny MHUMAeHaTa NpeacTaBibeHn
CYy Ha HapegHWUM aujarpaMmmma.
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e=—=BHpyc ===TpojaHal IIInHjyHCKH codTBep I[pp =====PyTIKHT ===PaHCOMBep

Hujagpam 7 UHyudeHmu y epynu VIHcmarnupake 3fioHaMepHo2 coghmeepa y OK8upy
UKT cucmema

Y rpynn NHcTtanunpare 3noHamepHor codteepa y oksupy UKT cuctema npate ce
nodaum 3a LWecT BpcTa 3noHamepHor coTeBepa (Mansepa): Bupyce, TpojaHue, upBe,
PYTKWUT, paHCOMBEP M WNnjyHCKkn codTBep. HakoH gpactuyHor naga 6poja npujaBa
cnyyajeBa UWHUMAEeHaTa KOO KOjux je kopuwheH 3noHamepHu codtBep y 2021.
roOWHW y OAHOCY Ha NpeTxoaHy roauHy, 2022. roguHe je gowno [0 3HadvajHor
nopacta 6poja nHUMaeHTa Koju cnagajy y oBy rpyny, a ykynaH 6poj uHumaeHarta y
OBOj rpynu roToBO ce usjegHauno ca 6pojem 3abenexenum 2020. rogmHe.

TpojaHum cy Hajuyewhu TMN Maneepa Koju je kopuwheH y nocnegke ABe rogmHe ca
yoenom of npeko 50% op cBux 3noHamepHux codptBepa. KapaktepucTtuka
TpOjaHaua je ga nokywasajy a HaBedy KOPUCHMKE [a MX MOKPEHY TakKo LITO ce
npeTBapajy ga Cy KOpPUCHM nporpamu, na 3a HUXOBY YCNewHy AUMCTpubyumnjy
Hanagaun yKrby4dyjy n MeToae CoumjanHor MHXeHepuHra.
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Lujagpam 8 HyudeHmu y epynu HeoenawheHo rpukynbawe nodamaka (ocum
CKeHupara riopmosa)
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Hujacpam 9 UHyudeHmu murna CkeHupame riopmosa u3 epyne HeoesnawheHo
npuKynrbarme nodamaka

HeoBnawheHo npukynrbakbe nogataka obyxBata couujanHu  UHXEHEPWHT,
KOMMpOMUTOBaHE UNn Llypere nogaTaka, npecpeTtawe nogataka nsmehny padyHapa
N cepBepa UM CKeHupawe MnopToBa. Ha pujarpamuma ce MOXe nNpumMeTuTu
nHankaTuBHM TpeHa nosehawa 6poja Hanaga u3 oBe rpyne, OCMM CKeHupara
noptoBa. CouwujanHun nHxewepuHr je y 2020. n 2021. rognHm 6mo Ha penaTtueBHO
©nunckom HMBOY, faa 6u 'y 2022. rogmMHm 6uno permMcTpoBaHO NPEKo YeTUpu nyTa BuULLIE
0BakBMX MHUMAeHaTa. KomnpomuToBawe MNK Lypewe nopataka je uMano Bermku
ckok y 6pojy npujasa 2021. y ogHocy Ha 2020. roguHy u Taj 6poj ce 3agpxao u y
2022. roguHu, OokK je 6poj permcTpoBaHUX criyyajeBa npecpetaka nogartaka nsmehy
padyHapa u cepBepa Mmao eHopMaH pacT ca mawe of 10 3abenexeHux cnyvajesa y
2020. n 2021. rognHn, Ha npeko 600 cny4vajeBa y 2022. roguHw.

MpujaBrbeHn cny4vajeBn cKeHupara NopToBa MpukasaHu cy Ha nocebHoM aujarpamy
36or HecpasmepHe pasnuke y 6pojy y ofHOCy Ha Apyre BpCTe uMHUMaeHaTa u3 ose
rpyne, anv oBO je W jeduMHU NpuMep Yy OBOj rpynu Aa nocToju KOHCTaHTaH onagajyhu
TpeHa. OBako Benuvkn 6poj 3abenexeHnx cnyvajesa nocrneguua je aytoMaTn3oBaHux
npoueca 3a UcnuTMBawe OOCTYNHUX CepBuCa Ha yAarbeHUM padvyHapuma, LTO He
Mopa HYXHO BTN BOHEeHO ManuuMo3HUM HaMmepama anu ce BpLuu 6e3 ekcnnuuuTHe
carnacHocTtu onepatopa KT cuctema.
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e QHITHHT Heopnamfieno kopHmiemse pecypea H IPYTH 0GTHIIH

Lujaecpam 10 UHyudeHmu y epynu llNpesapa

Y rpynu lNpeBapa Hanase ce omwmnHr n HeoBnawheHo Kopuwhewe pecypca u gpyrm
obnuun npepapa. CnnyHO Kao KOA4 APYrMx TUNOBa MHUMAEHaTa Koju obyxearajy
MeTOAe couujaniHOr UHXeHepuHra, u kog cuwunnra je y 2021. rognHn gowno go
naga 6poja 3abenexeHnx cnyyajesa, ga 6u y 2022. roguHmn 6poj npujaBa gpacTU4HO
nopactao. CnuyaH TpeHO MOXe ce BMAETM W 3a Apyre crnydvajeBe HeosnawheHor
kopuwherwa pecypca (ka0 LITO je KPUMNTOLIEKMHr) anu y Mawem 6pojy u ca
npoLueHTyanHo Makum ocuunaumjama.
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s [[OKYINAj OTKPHBAE2 KPeIeHIIHjaTa Tlokymaj HekopHMNaBaka PABHBOCTH CHCTEMA

Hujazpam 11 MHyudeHmu y epynu lNokywaj ynada y UKT cucmem

HOa 6u ynanu y Hekn UKT cuctem Hanagauv nokywasajy Aa OTKpWjy BanvaHe
KpegeHuujane unu ga Nckopucte pawuBOCTM cuctema. 3a OTKpMBaHe KpeaeHuujana
Hajuewhe ce nNpuMeryjy TexXHUKe BpyTanHe cune UM pedvHuka Koje nogpasymeBajy
Ja Hanaga4yu nokylaeajy ga ce npuvjaBe Ha CUCTEM Ca KpedeHuujanuma Koje yHoce
pedom npema ogpeheHom wabnoHy cBe AOK He YHecy ucnpasaH, WTo nogpasymesa
orpomaH Opoj nokywaja n 3ato cy oBu OpojeBu oBako BenukM (Maga ce yodasa
TpeHa onagawa 6poja nokywaja). [Opyrv Tun  uvHUMAEHTa Yy OBOj rpymnu,
uckopuwhaBarwe pawMBOCTU CUCTEMA, Takohe nokasyje Beh BufeH TpeH fa nocne
cMmamena 6poja npujasa y 2021. roanHu gonasn o NoHoBHor nosehawa y 2022.
roanHu n Bpahama npnbnmxHo Ha H1MBO 13 2020. roguHe.
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=== HeoBTamlleHH PHCTYII AILUTHKAITHjH
OTKpHBake HTH HeOBIamMeHo KopHIIeme HelPHBH/IeT OBaHHX HATOTa
Mpe:xa 3apakeHHX ypelaja

OTHpI{BaI-Be HITH HeOBIamieHo I-{OpI‘ILTﬂ'IEI-Be IIPHBHIETOBAHHY HATOTa
Lujaepam 12 UHUudeHmu y epynu Ynad y KT cucmem

HeosnawheHn npuctyn annukauuju, oTKpuBawe wunum HeoBnawheHo kopuwhene
HEMNpPMBUNEroBaHUX  Harora, OTKpuMBawe unM  HeoBnawheHo  kopuwhere
NPUBUIIErOBaHNX Harora n Mpexa 3apaxeHux ypehaja cy BpCcTe uHUmaeHaTta Koje
npunagajy rpynv Ynag y UKT cuctem. Y oBoj rpynu y 2022. roanHu npujaBrbeHo je
HajBuLLe OTKpMBaHa U HeoBnawheHor kopuwhewa HeNnpUBMUIEroBaHUx Harnora, ca
TpeHaoM aa je 3abenexeH nag 6poja npujaBrbeHux cnydajeBa 2021. roguHe y
OAHOCY Ha NPEeTXOAHy roauHy un pact 2022. roguHe.
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e TIpeKHI ¥ QYHKITHOHHCAKY CHCTeMAa HIH Jela CHCTeMa
DDoS
DoS

CaloTaxa

Lujazpam 13 MHyudeHmu y epynu HedocmyrnHocm unu ogpaHu4eHa 0ocmyrnHocm
UKT cucmema

HeoBnawheHo oTKpuBawe WM Kopuwhewe nNpuvBUIIEroBaHMX Hamora, Koje
npeacrtaBiba MHOMO O30MIbHUM WHUMAEHT jep y Cnyyajy YCnewHoCTu Hanagauv
nmajy MoryhHOCT npucTtyna oceTrbMBMM nogaumma, 3abenexeHo je y npubnumxHo
nctom 6pojy cBe Tpu roguHe.

pyna HepoctynHocT nnu orpaHmdeHa goctynHocT UKT cuctema ykrbyyyje yetupu
TMNa WMHUMOEeHTa: npekng y (yHKUMOHUCAwY cucTeMa wnuv gena cuctema (eHr.
outage), auctpmbyumpaHu Hanag ca uwbem oHemoryhaBawa wunn omeTawa
dyHkunoHucarwa VKT cuctema (eHr. distributed denial-of-service - DDoS), Hanag ca
uurbeMm oHemoryhaBaka Unv omeTtawa yHkumMoHucawa VKT cuctema (eHr. Denial-
of-Service - DoS) n cabotaxy. 3a DoS n DDoS Hanage npMmeTaH je 0OpHYT TpeHg Y
OLHOCY Ha npeTexaH TpeHd Ko4 OpYyrMx BpcTa Hanaga, y cmucny ga je y 2021.
rogMHM youeH Harnm ckok 6poja npujaBrbeHnx Hanaga, a 'y 2022. rogMHu Harnv nag y
OZHOCY Ha NpeTxoAHy roauHy. Takohe ce moxe younTtn ga y 2020. u 2021. rognHn
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Huje 3abenexeH HUTK jegaH criyyaj caboTaxe, AoK je y 2022. roanHW NpujaBrbEHO
neT TakBMX Crny4ajesa.
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e K pHIOTOTpadcKH Hamlan —===HeoBTamileH MPHCTYII I0AITHMA HeopramheHa H3MeHa HIH GpHCame I0IaTaka

Hujacpam 14 UHyudeHmu y epynu Yepoxaeawe b6e3bedHocmu nodamaka

YrpoxaBare 6e36eaHoCT nogaTtaka obyxsarta kpuntorpadckm Hanag, HeosnatuheH
npucTyn nogauvMma v HeoBnawheHe nsMmeHe unmn Gpucakwe nogataka. YkynaH 6poj
OBMX Hamaga Huje BenukM, a Moxe ce npumeTuTn 6Gnarm TpeHg pacta 6Gpoja
cnyyajeBa HeoBnawheHor npuctyna nogauvMma M HeoBnawheHe W3MeHe Wnu
Gpucara nogartaka u TpeHa naga 6poja kpuntorpadpckmx Hanaga.
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== OTKa3HBaHbE XapJBEPCKHX KOMIIOHEHTH ===TIpoGIeMH y pamy ca coGTBePCKHM KOMIIOHEHTaMa

Lujaecpam 15 UHYudeHmu y epynu OnepamusHU UHUUOEeHMU

OnepaTvBHU MHUMOEHTM Cy OHW KOjU 4OBOAE OO 3acToja y npyXaky ycrnyra, OAHOCHO
npeknga Koju Ha Ouno Koju HauuH yrpoxasajy MOCMNOBHM Mpouec u3asBaHUX
OTKasmBaweM XapOBEPCKMX KOMMOHEHTW unu npobnema y pagy ca CogTBEPCKUM
KomnoHeHTama. Y 2020. rogmnHn 6poj 3abenexeHnx npobrnema ca xapABepPCKMM 1 ca
CO(pTBEPCKMM KOMMOHEeHTama Ouo je npubnmkHO UCTW, OOK je y nocnegwe aABe
roguHe npujasreeH NpubnmxHo ABocTpyko Behu 6poj npobnema ca codTepckum
KOMMNOHEHTama Hero ca xap4Bepom.
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Hujaecpam 16 UHyudeHmu y epynu MHyudeHmu ¢usudko-mexHudke 6ezbedHocmu
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Y rpyny WHungeHata cduanyko-texHmyke 6e3beqHoOCTM cnagajy nonnaee, noxapu v
Kpahe. Moxe ce koHcTaTtoBaTu Aa je 30Mp noxapa u nonnasa y 30Mpy nNpunnM4HO
koHcTaHTaH (no 29 y 2020. n 2022. roguHn n 27 y 2021. roguHn), anu je 6poj
npujaBibeHNX Kpaha MpakTUYHO jeduHU TUN MHUMAEHTa Koju Oenexu nuHeapHu
TpeHa pacTa y npoTekne Tpu roguHe.

Y ocTane vHUnOeHTe CBPCTaHM Cy CBU OHW KOjU He crajajy y HaBedeHe Kateropuje,
Kao LITO Cy AeTeKumja noTeHumjanHo Hebe3beaHnx annvkaumja, HeogobpeHe nnatHe
TpaHcakumje nnun naxHyn npounn Ha ApyLTBEHMM Mpexama.

YkynaH 6poj npujaBrbeHnx uHumaeHata y 2020. roguHm 6uo je 25.958.850, y 2021.
rognHn 13.279.007, a y 2022. rognHn 10.808.838. Mepajyhn camo oBe 6pojese
mMorao 6um ce cTehm yTucak ga nocToju reHepanaH TpeHO cCMmamwera 6poja
nHumaeHata. Mehytum, Tpeba nmatun y Bugy ga je y 2020. rogmHun 6poj nHungeHaTta
Ha rnobanHOM HMBOY epynTMpao Kao nocneguua naHaemumje u  U3MeHeHUX
OKOJTHOCTM nocroBaka na Hu Cpbuja Huje Guna nsyseta og Tor TpeHga (Ha Xanocr,
cTaTUCTUKa Koja 6u nokasana oBaj ckok Huje BohjeHa y Cpbuju npe 2020. roguHe).
Cnepeha rognHa goHena je 3HadajHO cmupuBake, na nopehewe 2021. n 2022.
roguHe moxe 6orbe nokasatu npasBu TpeHna. lNMocmaTtpajyhu TpeHa npujaBrbeHUX
ckeHupaha nopTtoBa (8.469.448 y 2020. roguHn, 7.924.368 y 2021. roguHu u
7.691.232 y 2022. roamHn) 1 6poj nokyLlaja oTkpmBaka kpegeHumjana (16.831.352 y
2020. roguHun, 4.984.475 y 2021. rognHn n 2.513.290 y 2022. rognH1) OYUINIEAHO je
Ja oBe OBe BPCTE WHUMAEHaTa, Koje Yy CBakoj o OBe TpW roguMHe 3ajeqHO YuHe
navehy 94,4% v 97,4% op ykynHor 6poja nHumgeHaTa, 6enexe 3Ha4yajHO CMareHEe
HaKOH npBe rogvHe naHgemuje n Tpebajy 6GuTn TpeTupaHe 3acebGHO 36or cBoje
NpoLUeHTyanHe 3acTynibeHOCTU. AKO ce M3 yKynHor 6poja uHumaeHata m3y3my oBe
OBe BpcCTe, fobuja ce cnegehu gujarpam 6poja nHumgeHaTa no roguHama:
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Hujaecpam 17 YkynaH 6poj uHyudeHama no 2o0uHama be3 ckeHuparba rnopmosa u
MoKyuwiaja omkpusara kpedeHuyujana

Ako ce y3ame y 063up ga je 2020. rognHa 6una cneumdunyHa n yame y o63mp ogHoc
6poja nHumpeHata y 2021. n 2022. rognHun, yodaBa ce 3HavajaH u 3abpunasajyhu
pacT. Ha rmno6anHom HMBOY, nporHo3e cy aa he 6poj nHumaeHaTta 3HayajHO pactu y
HapeaHOM nepuody (Hvje Ham no3HaTa HUTWU jedHa aHanu3a Koja 3akrbydyje ga he
Opoj uHuMageHaTa onagatu), anu Takohe un wuxoBa codmcTnunpaHocT. NocebHo cy
anapmaHTHa npegsuhawa ga he ce HacTaBuMTW TpeHA pacTa npocevHe wWTeTe Mo
WHUMOEHTY, WTO 3HauyM Aa he ykynHa cyma wwTeTe HaHeTe MHUMAEeHTMMa pacTtu y
nocta BeheM npoueHTy of pacTta 6poja wmHumgeHaTta. OsakBu TpeHOoBu Hehe
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MUMOMAN HK Cp6l/ljy na ce MoXe o4ekmBaTtu fa ce 'y HapegHum rognHamMa HactaBu
pact 6poja I'Ipl/ljaBJ'beHI/IX nHUngeHarta, ajlim 1 pacTt HaHeTe LWWTeTe.

2) Na nn ce y npegmMeTHOj obnactu cnpoBoAuM wunuv ce CNpoBOAMO
OOKYMEHT jaBHe nonutuke unu nponuc? lNpeacrasutu pesynrarte cnpoeohewa
TOr AOKYMEHTa jaBHe NONMUTMKE MMM nponuca u obpasnoxutTn 36or yera
AobunjeHn pe3ynTaTtu HUCY Yy CKnaay ca nnaHMpaHUM BpeaHOCTUMMA.

Crtpareruja pa3sBoja uHcopmaumoHor gpywTBa U uHpopmaumoHe 6e3begHocTu
y Penyobnuum Cp6uju 3a nepuopg op 2021. go 2026. rogmHe npencraBiba
MeRNYyCeKTopcKy cTpaTernjy Kojom ce YyTBphyjy UWBEBM U Mepe 3a pasBoj
NMHopMaumoHor apyLwTBa U nHpopmaumoHe 6e3begHocTn. Y aeny Koju ce ogHocu
Ha uHdopmaLmoHy 6e3begHocT CTpaternja je ycknaheHa ca [UPEeKTMBOM O MPEXHO]
n nHgopmaunoHoj 6e3begHoctn EY (eHr. Network and Information Security Directive
- NIS Directive), koja npensuha obGaBe3dy AOOHOLWEHA HaUWOHANHe cTpaTtervje 3a
MHdopMaumoHy 6e3begHocT kojom he ce gedumHMcaTn CTpaTeWKn UWIBEBU U
NpUOpPUTETU KOjU Ce OQHOCE Ha MPEXHY U MHopMaLmMoHy 6e3beaHoCT.

Crtpaternjom je peduHucaH nocebaH uwb YHanpehen-e uHgopmayuoHe
6e36edHocmu epahaHa, jagHe ynpaee u npuepede, KOju ce OCTBapyje Kpo3
peanusauujy cnegehux mepa:
*  nogu3ane CBECTU U 3Hawa y obnactu uHgopmaumoHe 6e3beaHocTu
rpahaHa, jaBHuX cnyxbeHnka n npmepeae,
* noausane kanauyuteTta VKT cuctema og nocebHor 3Hadvaja 3a npuMeHy mepa
3awTuTe,
* nogusawe Kanauyuteta HaunoHanHor LUEPT-a, LUEPT-a opraHa Bnactn n
LIEPT-oBa camocTanHux onepatopa UKT,
"  MoAamsake KanauuTeTa uHcnekuuje 3a nHdopmaumoHy 6es3begHocT,
*  noAcTULaH€E jaBHO-NPUBATHON NapTHepPCTBa y 06nacTtn nHopmaumnoHe
0e3begHoCTU N
* yHanpehewe pervoHanHe u mehyHapoaHe capajme.
AKUMOHM nnaH 3a peanusaunjy CtpaTternje passoja MH(OPMALMOHOr ApyLUTBA W
nHdopmaumoHe 06e3begHocTn 3a nepuog on 2024. pgo 2026. rognHe Mepw
OCTBApeHOCT oBOr nocebHor uwrba Kpo3 [nobanHm uwHOEKC WHGPOPMaLNOHe
6e3begHocTn (eHr. Global Cyber Security Indeks) koju mepu ocam wuHAMKaTopa:
nosunuunjy apxase y rnobanHum okBupuma y oBoj obractu, nHgekc 6esbegHocTu y
cajoep nNpoCTOpy, 3aKOHEe, TEXHW4YKY pasBUjEHOCT, opraHmMsauujy, KanauuTteTe,
capagky M nosvumjy Ap)kaBe Yy pervMoHanHum OKBMpuUMa y 0BoOj obnactu. Y
nocnegwem um3gawy L nobanHor wuHAekc awuHdopmaumoHe 6Ge3begHocTu®,
Peny6nuka Cpbuja Halwuna ce y NpBoj o4 NeT rpyna ApXasa koja obyxsaTa 3eMrbe ca
HajBMLLIMM HMBOOM pa3Boja y obnactu uHdpopmaumoHe 6e3begHocTn. MehyHapoaHa
TeneKkoMyHUKauMoHa yHuja BpegHOBana je neT Kiby4YHUX KOMMOHEHTW pa3Boja, U TO
NnpaBHU OKBMP, TEXHUYKE Mepe, OpraHM3auuoHe Mepe, javakbe Kanauuteta u
MeRyHapoaHy capagwy. Penybnunka Cpbuja npenosHaTa je kao jegHa og sBogehux
3eMarba y CBMM OBMM acnektuma 4vme je noteBpheH 3HayajaH OONpWHOC Halle
3eMJSbe y ocurypaBaty BMCOKOr HMBOA MHopMaumoHe 6e36egHOCTW.

Y okBupy Mepe [lodusare ceecmu U 3Hawa y obracmu UH@OpPMayuoHe
b6esbedHocmu epafaHa, jasHux cryxbeHuka u npuspede peanunsoBaHe cy cnegehe
aKTUBHOCTU:
* Y capagru ca HagnexxHnm MuHUCTapcTBOM KpevpaHe Cy U CnpoBeadeHe ABe
BpcTe obyka HaMeheHe npeacTaBHULMMA MUHUCTapcTaBa. Teopujcky obyky
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noa Hasmeom ,[pumeHa Mogena akta o 6e36egHocT” noxahano je yKynHo
27 3anocneHunx nuua ns 9 MMHMCTapcTaBa, a ABOAHEBHY TEXHMYKY OOYKy
~deTekumja n onbpana UKT cuctema oa cajbep Hanaga” noxahano je ykynHo
28 3anocneHnx n3 8 mmHuctapcTtaea. Takohe, y capaghu ca IHCTuTyTOM 32
cTaHgapausaunjy n MMHMCTapCTBOM YHYTpaLLHMX NOCIOBA OAPXKaH je
BebuHap nog Hasueowm ,Of 3Mb-a oo ctangapaa” HameneH
npeacTasHMUMMaA CYACTBa U NpaBOCYgHMX OpraHa, Koju je noxanano yKynHo
78 y4ecHuKa.

Y capaamnu ca Paguo tenesusunjom Cpbuje opraHusoBaHa je Meaujcka
Kamnakwa HameH-eHa nogusary CBECTU O 3HaYajy MHgpopmaLmoHe
6e36e4HOCTN y OKBUPY KOje Cy EMUTOBaHW efyKaTUBHU CNOTOBU Ha TeMy
6e3begHocTM geue Ha nHtepHeTy. Takohe je y 10 ennsoga peanusoBaHa n
emuncuja lNopogunyHa mpexa” y unrby nogmnsara CBECTU O 3Ha4ajy
nHdopmMaumoHe 6e36egHOCTH, O pU3MUMMa U MepamMa 3aLlTuTe, Y KOjoj cy
aKTMBHO y4ewhe nmanun poanTersun ca geuom.

Y Toky 2022. rognHe cnpoBedeH je JaBHM No3uB 3a Aogeny cpeacrtasa 3a
OopraHu3oBaHe permoHanHnx KoHepeHLmja Ha TeMy pa3aMeHe UCKYCTBa Y
obnacti nogusara H1MBOa guruTanHe NMCMEHOCTU, AUrMTanHNX
KOMNEeHTeHUMja 1 peanu3auujy nporpama Koju 3a unrb umajy nogmsarse
ANrUTanHUX KoMneTeHumMja XXeHa u3 pypanHmx obnacTu.

MN3paheH je Bogunu 3a cajbep 6e3beqHOCT Manux n cpeakunx npegyseha y
capagtu ca HaunonanHum LIEPT-om Penybnunke Cpbuje. Boguu je
HamerEeH Manum 1 cpeawum npegysehunma n cagpxu ynytcrea 0 TOMe Kako
ce 3alWTUTMTK of Hajuyewhux npeTHn No nHpopmaumoHy 6e3begHoCT ¢
KojuMa Marna v cpegha npeayseha mory ga ce cycpetHy y CBOM pajy, a
3aCHOBaH je Ha Joka3aHuM npuMepuma Aobpe npakce NpUBaTHOT U jaBHOT
cekTopa.

Haumonanuu LLEPT Peny6nuke Cpbuje kpenpao je nnatgopmy 3a nogmsare
CBECTU U 3Hawa 13 obnactn nigopmaumnoHe 6e3begHOCTH, Koja je 4OCTynHa
Ha agpecwu: hitps://learn.cert.rs/Home/Home?mostrarTour=True.

Y okBupy mepe YHanpehere capalme u rnodusare kanayumema VKT cucmema 00
rnocebHoe 3Havaja 3a NPUMeHy Mepa 3awmume:

ogpxaHe cy obyke n Bex0be 3a NnpeAcTaBHUKE NPaBOCYQHUX opraHa u
onepaTtopa VKT cuctema og nocebHor 3Havaja y obnactu eHepreTuke;
npunNpemMrbeHe Cy CMepHuLIE 3a AOCTMU3are HEOMXOAHOM HMBOA UCNYHEHOCTH
3axTeBa (eHr. common criteria) 3a nHdopmavmoHy 6e36eqHOCT y OKBUPY
yrnpasrbana cBuM hasama xumeoTHor uuknyca VKT cucrtema ogHOCHO
AenoBsa cUcTema;

y okTo6py 2022. roanHe oA cTpaHe PerynaTtopHe areHuuje 3a enekTpoHcKe
KOoMyHuKaumje n nowTaHcke ycnyre (PATEJT), kao HaunonanHor LIEPT-a,
opraHu3oBaHa je HaumoHanHa koHdepeHuuja ,byanmo cajoep ceecHW”, kojom
je obenexeH okTobap kao mehyHapoaHu meceL, nHpopmaumoHe
©6e36eHOCTM Ha KOjOj Cy Npe3eHTOBaHa akTyefnHa fellaBara y cajbep
npocTopy, HaunHu yHanpehewa capagwe 1 pasmeHe nHgopmaumja o cajéep
npeThkama, NPeACTaBibEHN CYy HAYNHW 3aUITUTE KPUTUYHE MHAPACTPYKTYpe,
Kao 1 3Ha4aj jaBHO-NpMBaTHOr NapTHEpPCTBa y 0BOj obnactu;

TOKOM HoBeMbGpa 2022. roguHe ogpxaHa je KoHpeHurja y opraHu3aumju
Pernctpa HaumoHanHor NHTepHeT gomeHa Cpbuje Ha Kojoj Cy HacTaBibeHU
pasroBopu NOBOAOM Nogusarka CBECTU U eayKaumje 0 MHPOPMaLMOHO]
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6e36egHOCTU 1 Npe3eHTOBaHN cy pesynTtaTu npojekata Cajdep xepoj u
aurntanHe kamnawe 3awTuTu ce;

y okBupy 6a3e HauunoHanHor LIEPT-a kpenpaH je geo 3a pasMmeHy nogaTaka
namehy HaumoHanHor LUEPT-a n KT cuctema og nocebHor 3Havaja n
ycnocTaBibeHa je nnatdopma 3a pasmeHy nogataka MISP - Malware
Information Sharing Platform);

y TOKy je npunpemMa obpasaua 3a camonpoueHy KT cuctema og nocebHor
3Ha4aja kao 1 3a NPoBepy CTeneHa pasBnjeHoCTU NHGPOPMaLMOHE
6e3beaHocTn y Penybnuum Cpbuju.

Y okBupy mepe llodusare kanayumema HayuoHanHoz LIEPT-a, LIEPT-a opzaaHa
enacmu u LIEPT-oea camocmarnHux onepamopa KT cucmema:

n3pafneHe cy cMepHuLe 3a NOoCTynake y cnyyajy nHunaeHaTa Koju cy BUCOKOT
1 BEOMa BUCOKOI HMBOA OMacHOCTH;

ycrnocTaBIbeHa je capagha nameny Muuuctapcrsa, HaumonanHor LIEPT-a un
CekTopa 3a BaHpeaHe cuTyauuje y okBupy MuHuctapcTBa yHyTpaLlHhbmx
rnocnoea paau npeno3HaBakba MexaHn3ama capagre y cny4vajy uHungeHTa
BEOMa BMCOKOI HMBOA OMacHOCTH;

ycnocTasrbeH je LUEPT Munuctapctea og6pare u ynucaH y EsuaeHumjy KT
cuctema oa nocebHor 3Ha4aja;

KOHTUHYMpaHo ce BpLun noxahawe obyka 3anocneHux y HaumoHanHom
LEPT-y y cknagy ca nnaHoM cTpydHor ycaspwasawa PATEJS-a

lNodusar-e kanayumema uHcrekyuje 3a uHgopmauuoHy 6e3bedHocm BpLUN Ce KPO3
6pojHe obyke mehy Kojuma cy Haj3Ha4vajHuje:

O6yka Kojy je opraHmnsoBano AkpeautauunoHo Teno Cpbuje y3 ydewhe EY
ekcnepara Be3aHo 3a elDAS perynaTtuBy (eHr. Regulation (EU) No 910/2014
of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal
market and repealing Directive 1999/93/EC);

O6yke 3a kopuwhene codptBepa eMHcnekTop;

Y4yecTtBOBawe Ha TexHn4koM konokeujymy 3a LIEPT-ose 3anagHor bankaHa
KOjy je opraHn3oBao YKeHeBCkM LieHTap 3a ynpasrbakwe 6e36eaHOCHMM
cekTopoM (eHr. Geneva Centre for Security Sector Governance - DCAF) y
capagtun ca AnbaHCKoOM HaLMOHANHOM areHUWjoM 3a eNeKTPOHCKY
ceptudmkaumjy n nidopmaumnoHy 6esbegHoct (AKCESK) y oksupy
pernoHarnHor npojekTa;

O6yka NHcTuTyTa 3a cTaHgapAm3auvjy 3a YnaHoBe KOMUCKWja 3a cTaHgapae v
CpoaHe AOKyMEHTE;

NFC pagnonuua kojy je opraHnsosana AreHumja EBponcke YHuje 3a cajbep
0e3benHocT — EHNCA.

Mepa lModcmuuarse jagHo-rpusamHoz napmHepcmea y obnacmu UHOpMayUoHe
b6e3bedHOCMU peanunsyje ce Kpo3 cnegehe akTMBHOCTU:

Y okBupy coHgaumje ,Mpexa 3a cajoep 6e3begHocT” (Hekagawwra lNeTHnYka
rpyna), koja nosesyje npuepeny v AOHOCHOLLE OAfyKa O NonuTUKama Kpos
nnargopmy 3a AMUCKYCUjy U cnpoBofeHe akTMBHOCTN YCMEPEHMX Ka
yHanpehewy nHopmaumoHe 6e3beaHoctn y Cpbuju, peanuayje ce nporpam
,Cajbep xepoj” y oKkBMpY Kora ce peanuayje TakMmyere y obnactum
nHdpopmaumoHe 6esbegHoctu Serbian Cybersecurity Challenge. 2022.
roguHe HaumoHanHm Tum Cpbuje yyecTBoBao je Ha MehyHapogHOM
Takmmyewy European Cyber Security Challenge (ELJCLL 2022). MNMopeg Tora,
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Ha nosuB AreHuuje EBponcke YHuje 3a cajoep 6e36eaHoct — EHUCA, oBa
npeacTtaBHuka n3 Cpbuje 6unu cy kaHanaatv 3a Tum EBpone Ha Takmuyeny
KOHTMHEeHaTa.

3akrby4yeHun cy cnopa3ymmn o capagru ca Casesom crenux beorpag u
Casesowm rnyBux beorpag - NOCTUrHYT je AOroBOp O OApKaBaky
npeseHTauunja Ha TeMy 6e36e4HOCTU AeLe Ha MHTEPHETY.

YHanpehewe pezsuoHanHe u mefjyHapodHe capadme cnpoBoan ce Kpo3 OpojHe
aKTMBHOCTU NpaBuheHe akunmoHnm nnaHom mehy kojuma ce nsaeajajy:

Y okBupy nHuumjatnee ,OTBOpeHn bankaH” 3akrbyyeH je Cnopasym o
noBe3uBamy LeMa enekTpoHcKke naeHTudukauuje rpahaHa 3anagHor
BankaHa namehy Cpbuje, AnbaHuje n CesepHe MakeaoHuje, Ynme cy
apxaee MefycobHO npuaHane wemMe enekTpoHCKe naeHTndmrkaumje ynmcaHe
y oarosapajyhe perncrpe. 3akmby4mBare OBOr cnopa3yma nogpasymeBa ga
CTpaHe TEXHMYKM NOBEXY CBOje nopTare eneKkTpoHCcKe ynpase Tako Aa
rpahaHn Mory ga ce eneKkTpoHCKM NOeHTUMUKYjyY y cknaay ca
HajHanpeaHWjuM cTaHgapaMma nHgopmaumnoHe 6e3begHocTu.

Y centemb6py 2022. rogmHe noTtnucaH je MemopaHaym O pasymeBakwy Y
obnactn nHpopmaumoHe 6e3beagHocTn namehy MuHuctapcTea
nHpopmmcama n TenekomyHukaumja Penybnuke Cpbuje n Caseta 3a cajbep
©e36enHocT YjeanmweHnx Apanckux Emupata. Capagwa npegsuheHa oBum
MeMOpaH4yMOM ce CNpoBOAM KPO3 pa3He yHanpen AoroBopeHe hopme,
YKIby4yjyhn obyKy, TEXHUYKE KOHCYNTaUunje U pasMeHy CTpyYhsaka y
HeonxogHMM obrnactuma. ObnacTtu capagwe npegsuheHe meMopaHayMoMm
Cy: paameHa nHdopmaumja o puanumma no nHgopmaunoHy 6esdegHocr,
3ajeQHNYKO MHPOPMUCaHE N OArOBOP Ha UHLMAEHTE Ha MoSby
UHdopmaumoHe 6e36egHOCTH, Noaena NHopmaLmja o LWpery
3roHamMepHux copteepa, pasmeHa nogartaka o HavMKkaTopuma
KomnpomuTauuje, npyxarwe nHdopmMaumja o Moryhum ycnewHum pellersmma
y obnactun nHgopmaumnoHe 6e36eaHOCTH, 3ajeqHUYKa capagHa y
OpraHu3oBary TEXHUYKMX PagMoHuLa, KOHepeHLmja, eqykaTMBHMX NoceTa u
obyka, 3ajegHNYKa kKoopauHaumja n capagra y opraHusaumjn n cnposohemy
obyka y obnactun nHgpopmaumoHe 6e3dbegHocTu.

Y HoBemMbpy 2022. roguHe y Beorpaay peanusoBaHa je TAIEX ekcnepTtcka
MUCHja Koje ce OgHOCK Ha cepTudumkaumjy y obnactm nigpopmaumnoHe
6e3b6egHOCTK, Kao U Ha ocTana nuTawa y Be3un ca npumeHom AkTa o cajbep
6e3benHocTn EY (Ypenba 2019/881). TAIEX je nHcTpymeHT EBponcke
KOMUCHje 3a TEXHUYKY MOMON 1 pa3meHy uHopmMaLmja 1 nogpxxasa jaBHy
agMuHUCTpauujy y Be3u ca yckrahusarwem, NpumMeHoM v criposoherem
3akoHoaascTBa EY, kao n onakwasaweM padmeHe Hajborbux npakeu EY.
EkcnepTckoj Mycuju npucycTBoBanu cy npeacraBHuum KaHuenapuje 3a
MHAOPMaLIMOHE TEXHONOMNje U eNEKTPOHCKY ynpasy, MuHuctapcTea
onbpaHe, MuHuctapcTea nHdopmMucawa 1 TernekomyHukauuvja, besbegHocHo
— nHpopmaTuBHe areHumje, kao n npeactasHuum PATEST-a - HaumoHanHor
LIEPT-a. EkcnepTcka MuUcuja 3aTpaxeHa je y unrby npunpeme 3a
peBuavpare nponunca ns obnactm nHgpopmaumoHe 6e3begHoCTn y cknagy ca
HajHOBMjUM 3aKoHO4aBCTBOM EY.

Y okTtobpy 2022. roanHe ogpxaH je cemuHap o Haupty HUC 2 gupektuse
EBponcke yHuje, ynopegHoj npakcu y Be3un ypehena n paga areHuuja 3a
nHdopmaumoHy 6e3begHocT, npomeHama y ctangapgy MCO 27001 n
HajborbMM peLlerrmMa y norreny ynpasrbaka KpU3HUM cuTyaumjama y
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cny4ajy cajoep nHungeHara. Y Be3n ca HaBeAeHMM TeMaMa y4eCHMULM
ceMuHapa NpeacTaBuv Cy NpPaBHU U CTPaTELLKM OKBUP U Npakcy U3 CBOT
Aenokpyra paga.

= Y okTo6py 2022. roanHe MnHMCTapCTBO je y4eCcTBOBarno Ha MefyHapoaHoj
kKoHdepeHunjn INSAFE AND INHOPE, ogpxaHoj y bpuceny.

» HagnexHu opranun PC capahyjy ca EY nHctutyumnjama HagnexdHmum 3a obnact
nHdopmaumoHe 6e36egHocTn. MMHMCTApPCTBO OCTBapyje capagmy ca
MehyHapogHOM yHMjOM 3a TenekomyHukauumje y nornegy nspage (nobanHor
nHaekca cajoep 6e3benHocTn, kao n ca AreHumjom EBponcke YHuje 3a cajoep
6e3b6enHocT EHUVCA yuyewhem y pagHoj rpynu 3a enekTpoHCKY
naeHTudMKaumjy n ksanmdukosaHe ycryre og nosepewa. LLEPT-oBu 13
Peny6nunke n3 Cpbuje Hanase ce Ha Trusted Introducer nuctu, a
Haunonanuu LUEPT n LUEPT MY unaHoeu cy Forum of Incident Response
and Security Teams opraHusauuje.

N nopen ycnewHor cnpoBofewa aktmBHocTM npeaBufieHnx CTpaTternjom passoja
NMHopMaLmMoHor ApywTBa U nHdopmaunoHe 6e3begHoctn y Penybnuum Cpbuju 3a
nepuon on 2021. oo 2026. roguMHe, 300r HEOOBOIbHUX KAOAPOBCKUX U TEXHUYKUX
KanaumTeTa HagnexHux opraHa y obnactum nHdopmaumoHe 6e36egHOCTH, KacHU ce y
peanu3auuju nojeauHnUx akTMBHOCTM, Kao LITO Cy: M3paga CMepHuua 3a 40CTU3ane
HEeONXOo4HOr HMBOA MCMYHEHOCTU 3axTeBa (eHr. common criteria) 3a nHdbopmaumnony
©e30edHOCT y OKBMPY yMpaBibakba CBUM dpasama xuBoTHor uukrnyca UKT cuctema
OAHOCHO AenoBa CUCTEMA; pa3Boj, XapMoHM3aUuja U NpoLLMper-E cneunjann3oBaHnx
KypceBa M nporpama uvHdopmaunoHe 6e36eqHOCTU Ha yHUBEpP3UTETMMa U ApYyrum
BMCOKOLLKOICKUM ycTaHoBaMa; obyke 3a mana u cpefwa npegyseha o notpebu u
Ha4YMHY NPMMEHE Mepa 3alTUTE N BaXXHOCTU KOHTMHYMpaHOr nogu3ara Kanauuteta
3anocrneHunx, y cknagy ca HauuoHanHuMm 1 mehyHapoaHum cTaHgapavma. 36or
M3MeHa €BpOMNCKMX [OMPEeKTMBa Yy OBOj 00nacTm HEONXOAHO je W3BPLINTU
XapMoHM3auunjy nponuca u ycknagutn ogpeabe 3akoHa O MHOPMAUMOHO)
6e3begHocTn ca HAC 2 OupektmuBom (eHr. Directive (EU) 2022/2555 of the European
Parliament and of the Council of 14 December 2022 on measures for a high common
level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and
Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 - NIS 2 Directive)
Ycknahueane nponuca omoryhuhe HacTtaBak capagwe ca mefiyHapoaHuM Tenuma u
ncnywere obasesa Penybnuke Cpbuje y npouecy npuapyxmsarwa EBponckoj yHuju.
YHanpehewe npaBHOr okBupa Tpebano 6u aa nobosbwa He camo MehyHapogHy
capaghwy, Beh M kanauuteTe CBUX €HTUTeTa HaanexHux 3a obesbehuBare
nHpopmaumoHe 6e36eaHOCTW.

3) Oa nu cy yoyeHu npobnemu y obnactm u Ha Kora ce OHU opgHoce?
MNpeactaBuTK y3poke u nocneauue npoénema.

AHanunsupajyhm noctojeh 3aKOHCKM OKBMP W H-EroBy MMMMEeMeHTauujy, Lurbese
noctaerbeHe CTtpaTternjoMm pasBoja MHGOPMaUMOHOr ApywTBa W MHGOpMauUnoHe
6e3begHocTn 3a nepmog 2021.-2026. rognHe n npasue pasBoja Ha rrodanHom u
HMBOYy EBponcke yHuje, mory ce ngeHtudukosaTtn cnegehn npobnemu koju ce mory
npesasnhn UCKIbYYNBO N3MEHOM UHCTUTYLIMOHAIHON U NPaBHOI OKBUPA:

* HeycknaheHocT 3akoHa 0 UHopmaLmoHoj 6e36eqHOCTM ca eBPONCKUM

nponncuma,
* HejocTaTak KanauuTteTa HaAnexHuUX opraHa,
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* noTpeba 3a noaM3akeM OnepaTMBHUX KanauuTeTa 3a pearoBake Ha
NHUMOEHTe, NocebHO Ha OHe oA HaUMOHarnHor 3Havaja,
" HegocTaTak CUCTEMCKOr NpUKynibakwa U pasmeHe nHgopmaumja,
"  HEenocTojake HaunoHanHe nnatgopme 3a 6p3y geTekuunjy nHungeHata u
" HegocTaTak KoopAauHauumje 3a OTKpUBaH€ pPakUBOCTM.
HeycknaheHocm 3akoHa o uHgopmauuoHoj 6e3bedHocmu ca _ e8pOoricKUM

nponucuma
N3meHe n ponyHe 3akoHa 0 uHopmaumoHoj 6e3begHocTn 2019. roanHe ogHocune

cy ce Ha ycknahuawe ca HAC [upektnBom Kkoja je y Aeuembpy 2022. roguHe
3ametbeHa HAC 2 Oupektusom.

36or TOra je npeactaBrbeHa ynopegHa aHanusa HAC n HUC 2 OdupekTtnee, kako 6u
ce npenos3Hane pasfnuke y NpaBHOM OKBUPY Koje je HeonxogHo npeasuvhn. HUC
OupektnBa yBoan 19 gedwmHnunja, gok je y HAC 2 Oupektmem oBaj 6poj nopacTao
Ha 41. BehuHa geduHuumja ns HAC Oupektnee 3agpxaHa je n y HAC 2 dupektmeu
Yy UCTOM WNU MNPaKTU4HO MCTOM OOMWKYy, anu je HEKONWKO AeduHuuunja TepMUHa
npeTpneno CyWTUHCKE MPOMEHE.

Ha npumep, TepmuH mHumaeHt” je y HAC [OupektuBn aedumHucaH kao 6mno koju
poranaj koju MMa CTBapHW HexerbeHn edekat Ha 6e36egHOCT MPEXHUX WU
MHAopMaumoHnX cuctema, ook je y HAC 2 dupektneum oBaj TEpMUH AemHUCaH Kao
poranaj Koju KOMMOPOMMUTYje AOCTYMHOCT, ayTEeHTUYHOCT, WHTEerputeT unm
NMOBEPSbMBOCT CKNAULWITEHUX, MPEHOLWEHMX WNK NpouecMpaHux nogartaka, wnu
ycnyra Koje ce Hyde unu kojuma ce npuctyna nytem MpexXHUX u MHpopmMaunoHmx
cuctema. [deduHuumja TepmmHa ,pykoBawe uHUugeHtom” y HUC 2 [upektmsu
npoLwnpeHa je NpeBeHUnjoM, pearoBakbeM U ONopaBKkoM, Y3 AeTeKkuujy, aHanusy u
orpaHvyaBane Koju cy Beh 6unu ykreydyeHn y geduHuumjy osor tepmuHa y HUC
OupekTneu.

HWUC [upektuBa je y cBom YnaHy 5 nponucuBana kputepujyme 3a ogpehumBare
oneparopa eceHumjanHux cepsuca:
" EHTUTET NpyXXa CEePBUC KOj1 je HEONXOAaH 3a OApPXKaBae KPUTUYHNX
OPYLUTBEHNX /UM EKOHOMCKUX aKTUBHOCTW;
" [ipyXak€e TOr CEPBMNCA 3aBUCK O MPEXHUX U MHHOPMALNOHUX CUCTEMA; U
" MHUMOEHT 6K MMao 3HavajHe peMeTmnadvke eqpekTe Ha Npyawe Tor cepBuca.

OBu kputepujymn Hucy 3agpxann y HAC 2 [Oupektusn, Beh je oBa [upektusa
eHTUTETE KOojuMa Ccy nponucaHe nocebHe obaBes3e nogenuna Ha eceHuujanHe u
BaXKHe. Y cKnagy ca OBOM MOAENoM, ogpefheHun Cy n CekTopm BUCOKE KPUTUYHOCTU U
ocTanu KpUTUYHW CEeKTOPW Yy Kojuma ce obaBrbajy AenaTHOCTU of nocebHor 3Havaja.
HWC 2 OupekTtuBom oapeheHo je Aa y cekTope BUCOKE KPUTUHHOCTK cnajajy:

" eHepreTuka,

= caobpahaj,

= ©aHKapcTBO,

"  MHGPaCTPYKType PUHAHCU|CKNX TPXKMLLTA,

* 3apaBrbe,

* nujaha Boaa,

* oTnagHe BOAe,

»  guruTanHa uHpacTpykTypa,

» ynpasrbawe UKT ycnyrama,

* jaBHa agMuHWCTpauuvja u

= cBemup.
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YpeheHo je oa y octane KpUtnyHe cektope cnagajy:

NoLUTaHCKe 1 KypupcKe ycnyre,
ynpaBrbake oTnagom,

npousBoaHa U cHabaeBarwe xeMukanujama,

npounssodra, obpaga n guctpubyumja xpaHe,

apyre npov3BogHe genaTtHoCTu (MpoM3BoaHa MeanumuHekmx ypehaja um in vitro
ANjarHOCTUYKNX MeOULMHCKMX cpeacTaBa, padvyHapa, eneKkTPOHCKUX U
ONTUYKMX NPOUN3BOAA, ENEKTPUYHE onpemMe, MallvHa 1 ypehaja, MOTOPHUX
BO3una, Npukonuua v nosaynpukonuua n NnponssofHa ocrane ornpeme 3a
npeso3s),

npyxawe guruTanHux ycnyra m

ncTpaxunsame.

Oppenbama HAC 2 [upekTuBe NponucaHo je ga Ce eCeHuuvjanHuMm eHTuTeTuma
cmarpajy:

EHTUTETU KOju NpeBasunase BeNuUnHy cpearunx npegyseha (umajy Buwie og
250 3anocneHnx n obpT og npeko 50 MunuoHa eepa) 1 Koju CBOjy AenaTHOCT
o6aBrbajy y HEKOM OfF BUCOKO KPUTUYHUX CEKTOPA;

npyxxaoum KBannuumkoBaHmx ycnyra og noBepema, npyxaowum ycnyre
perncrpauuvje AoOMeHa HajBuLLIEr HMBoa 1 npyxaoum ycnyra DNS 6e3 063upa
Ha BEITMYUHY;

npy>xaouw ycryra jaBHUX efieKTPOHCKUX KOMYHUKALMOHMX MpeXa Unu jaBHo
AOCTYMNHUX eNEKTPOHCKNX KOMYHUKaLMOHNX YCryra Koju cnagajy y npegyseha
cpeaHe BeNnYUHe;

opraHv ApXxaBHe yrnpaBe Ha LieHTpaniHOM HUBOY;

CBW OpYrn eHTUTETU KOju CBOje AenaTHOCTM obaBrbajy Y BUCOKO KPUTUYHUM
UNN KPUTUYHMM CEKTOPUMA, a KOoje je ApKaBa YnaHuua ngeHtndukoana Kkao
eceHuujanHe jep cy jeQuHM NpyXxaoun Heke eceHunjanHe ycnyre, jep 6u
npekng y npyxawy ycrnyra Morao nmaTu 3Ha4ajaH yTuuaj Ha jaBHy CUrypHOCT,
jaBHy 6e36eaHOCT 1 jaBHO 3apaBrbe, jep 6u npekna y npyxawy ycryra Morao
nMaTu 3HayajaH CUCTEMCKUN PU3KK, NN KOjU CYy KPUTUYHK 360r cneundunyHe
Ba)XXHOCTM Ha HALMOHAITHOM UIN PErMOHANHOM HUBOY;

EHTUTETU NOEHTUDMKOBAHWN Kao KPUTUYHW y cknagy ca [uMpeKkTnBom
2022/2557;

CBW OpYrn eHTUTETU NOEHTUEUKOBAHN Kao eceHumjanHm y cknagy ca
Oupektneom 2016/1148 (HNC Oupektuea), ako gpxxaea y4naHuua npoueHn ga
je To noTpebHo.

BaxHuM eHTMTETMMa cmaTpajy ce eHTUTeTU KOju CBoje AenatHocTu obasrbajy y
BMCOKO KPUTUYHUM UMW KPUTUYHUM CEKTOPUMA, a KOjU He UCMyHaBajy Kputepujyme
Aa 6yay wnaeHTUduKoBaHW Kao eceHumjanHu. Takohe, BaXHUM eHTUTEeTUMa ce
cmaTpajy 1 OHU Koje je ApXaBa YnaHuua ngeHTndurkoBana kao BaxHe jep Cy jeamHu
Nnpy>xaoun HEKe eceHumjanHe ycnyre, jep ou npekung y npyxaky ycrnyra Morao nmatu
3HavajaH yTuuaj Ha jaBHY CUIypHOCT, jaBHYy 6e36egHOCT M jaBHO 3ApaBrbe, jep 6u
npekua y npyxaky ycnyra Morao umartu 3HayajaH CUCTEMCKU PU3MUK, UMK KOju Cy
KpUTUYHM 3060r cneunduryHe BaXXHOCTU Ha HaLMOHANHOM U PErMOHANIHOM HUBOY.

HWC paupexktvBom nponucaHo je Aa ce oppehvBame WTa npeacraBrba 3HavajaH
pemeTunadvkn edekaT npenyctn 3demrbama udnadvuama, npu yemy je [uMpexkTnsom
cyrepucaHo aa ce y o63up yawme:

OpOj KOpMUCHUKa CepBuCa Koju Npyxa Taj EHTUTET KOju Ccy NorofeHn Npeknaom;
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= 3aBUCHOCT Opyrux cektopa Kojuma npunagajy onepaTtopu eceHumjanHux
cepBu1ca 0 cepBuca Koju Npyxa Taj eHTUTET;

" yTUUAj KOjU BN MHUMOEHTN MOTIIM UMATK, Yy cMUCiy obuma u Tpajarba, Ha
€KOHOMCKe 1 ApyLITBEHE aKTUBHOCTW Unu jaBHy 6e3begHocCT;

" TPXWULLIHW YOEO TOr eHTUTETq;

» reorpadCcko Wnpeke y nornegy nogpydja koje 6u morno 6utn noroheHo
WHUNOEHTOM; U

"  BaXHOCT EHTUTETAa 3a oApXXaBare AOBOIbHOM HUBOA cepBuca, yaumajyhm y
0631p AOCTYNHOCT anTepHaTUBHMX MOryhHOCTM 3a NpyXKake Tor cepsuca.

Y HUC 2 OupekTBuM HUje 3aapKaH nojaMm 3HayajHor pemetunadvkor egpekra, anu cy
yBeLeHN NojMOBK 3HavajHe cajbep npeTwe 1 3HavajHor nHumaeHTa. 3HavajHa cajbep
npeTHa je kao nojam gedumHucana y ynady 3. HAC 2 Oupektnee kao cajoep npetka
3a KOjy Ce, Ha OCHOBY CBOjUX TEXHUYKMX KapaKTepucTuka, MOXe NpeTnocTaBuTy Aa
uMa noTeHumjan Aa O030WIbHO YTMYe Ha MpexHe U WHpOopMauuoHe cucteme
eHTUTETa MMM KOPUCHUKE HEroBMUX YCnyra HaHOLWEeHeM 3HaTHe MaTtepujanHe wunu
HemaTepujanHe wTeTe. YnaHom 23, kOojuM cy nponucaHe obaBe3e n3BelUTaBak-a,
aedunHucaHo je aa he ce MHUMAEHT cMaTpaTh 3Ha4YajHUM ako:
"  je NPOy3pOoKOBAO MM MMa KanauuTeT ga Npoy3pokyje 0306urbHe npekvae
npyxawa ycnyra unum o3ouroHe omHaHcujcke rybuTke yrpoXXeHOM EeHTUTETY, U
" je yTMUao unu uma KanauuTeT Aa yTuye Ha apyra omanydka unu npasHa nuiua
nyTeM HaHOLLEHA 3HaYajHe MaTepujariHe UM HemaTepujanHe wreTe.

HNC [OupektuBa obGaBe3ana je Ap)kaBe uYfaHuuUe Oa YCBOje HaLMOHamnHy cTpaTterujy
6e36egHOCTU MpPEeXHUX U WHPOPMALMOHUX CUCTEMA Koja Mopa YKIbyuymBaTu
cnepehe:
"  UuIrbeBe U NpuopuTeTe HauMoHanHe ctparternje 6e3begHOCTN MPEXHNX K
NHPOPMAaLIMOHUX CUCTEME;
= OKBMP ynpasrbaka 3a NocTnsane Unrbesa v npuoputeTa ose crpareruje,
YKIby4yjyhu yrnore n ogroBOpHOCTM OPXKaBHMX OpraHa n Apyrnx peneBaHTHUX
aktepa;
= yTBphMBake Mepa Koje ce 04HOCEe Ha NPUNPEMIBEHOCT, pearoBame 1
onopasak, ykiby4yjyhu capaghy nsmehy jaBHor 1 npuBaTHOr CEKTOPA;
= nporpame obpasoBamna, NoAn3ara CBECTU 1 0byKe;
= MnaHoBe UCTpaXuBaka 1 pa3Boja;
= MnaH NpoueHe pusrkKa pagn kUxoBe naeHTudukaumje;
= Crucak akTepa yKIby4eHux y crnpoBofene HaumnoHanHe crparteruvje
6e36egHOCTN MPEXHNX N MHPOPMALMOHMX cucTema.

Y HUC 2 [dwupektuBn Takohe nocTtoju obasesa 3a OpkaBe uYnaHuue ga ycsoje
HauuWoHanHy cTpaTtervjyy (anu ce KOpucTuU wu3pas ,HauuoHanHa cTparternja
nHdpopmaumoHe 6e3begHoOCTN”), NpUM 4YeMy je cnucak obaBe3HWX CTaBKkM OCTao
Ccnu4yaH, a gogaTte cy 1M KoopauvHaumja n capagka. Takohe, gpkaBama unaHuuama je
naTa obaBesa fa Kao 4eo HauuMoHanHe cTpaTtervje ycsoje cnegehe nonuTtuke:
= pelwaBakwe nHhopmaumoHe 6e30eaHOCTU ¥ NaHLy cHabaesBama;
=  YKIby4MBaHe U crneumdmkaumjy 3axTeBa BesaHnx 3a 6e3dbegHoct KT
npoussoaa v ycrnyra y jaBHMM HabaBkama;
"  ynpaBrbake PakNUBOCTUMA;
= oJpXaBahe OrnLiTe AOCTYNHOCTU, MHTErpuTeTa 1 NOBEPIHUBOCTU jaBHOT
jesrpa OTBOpEHOr UHTEPHETA;
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" MPOMOBMCaHE pa3Boja U UHTErpaLumje peneBaHTHUX HanpeaHUX TeXHonorvja
ca unrbem umnnemMeHTaumje HajcaBpeMeHmjux mepa 3a yrnpasibakbe pu3mKom
y obnactn nigopmaumnoHe 6e3begHocTy;

" npomMoOBMCaHe N pasBoj obpasoBara 1 0byka, BeLTNHA, Nogn3ara CBEeCTU U
WHUUMjaTMBA 3a UCTPaXmnBake 1 pasBoj, Kao U CMepHMLa 0 o6puMm
npakcama u KoHTporiama cajoep XurnjeHe;

"  noJpLuKa akageMCKUM U UCTPaXXMBAYKUM UHCTUTYUMjaMa Y pas3Bojy,
yHanpehewy 1 npomouuju NpuMeHe anata 3a nHgopmaunoHy 6e36eaHoCT;

* nogpLka JobpoBOIbHOj pasMeHn MHpopmaumja;

" javarbe cajbep OTNOPHOCTM M OCHOBE cajbep XUrnjeHe Manux u cpegmnx
npenysena;

" MPOMOBMCaHE aKTMBHEe cajbep 3awTuTe.

O6e pgupektuBe nponucyjy obaBese 3a ApXaBe 4YnaHuUe ga ogpede HagnexHe
opraHe (jedaH wvnu BuULWIE) M jeOUHCTBEHY TayKy KOHTaKTa, Kao M Aa ycnocrase
TumoBe 3a XUTHO pearoBawe Ha mHuugeHTte - LICUPT (enr. Computer emergency
response team) ca HagneXHOCTMMa Koje NOKPUBajy CekTope of nocebHor 3Ha4aja.

HUC 2 OupektuBom 3agpxaHe cy oapenbe o Npynu 3a capagwy un Mpexun LICUPT-
oBa u3 HAC [dunpekTtuBe, y3 HELLTO NPOLUMPEH CKYN 3aJaTaka 3a oBa [Ba Tena.

HNC 2 [OdupektnBoM peTarbHuje cy paspaheHe TexHudyke, onepaTuBHe (gogaTHa
BpCTa Mepa Koja Huje 6una nomeHyta y HAC dupektuBn) n opraHnsaumoHe mepe 3a
ynpasrbake pu3numma no MpexHe 1 MHgopmMaunoHe cucteme. Y oBe Mepe cnagajy:
"  MONUTUKE Y BE3N aHanu3e pusmka n 6e36eaHOCTM MHPOPMALMOHMX CUCTEMA;
" pyKOBah€ MHUMAEHTUMA;
"  KOHTMHYMTET NOCNOBakba U ynpasrbawe Kpu3ama;
= He3benHOCT NaHua cHabageBawa;
= Hes3begHocT y HabaBLWK, pasBojy U oapXKaBaky MPEXHUX N MHHOOPMaLMOHNX
cucTema, yKibydyjyhin oTKpuBake 1 pykoBare pakMBOCTUMA;
"  NONUTUKE W Npoueaype 3a NpoueHy emMKacHOCTN Mepa 3a yrnpaBibake
PU3NKOM;
" MpaKTUKOBake OCHOBHMX Mepa cajbep xurnjeHe n obyke y unrby nogusara
0e3begHoCHE CBECTU;
"  nonuTUKe 1 npoueaype Be3aHe 3a kopuwhene kpunTorpadckmx MeToaa;
» 6e306egHOCT IbyaCcKUX pecypca, NONUTUKE KOHTpOne NpucTyna v ynpaerbake
aceTnma;
= Kopuwhere MynTudakTopcke ayTeHTudmrkaumnje n gpyrux Metoga jake
ayTeHTUdmrKaumje n kopuwhere 6e36egHNX KOMYHUKALMOHMX CUCTEMa,
nocebHo y cny4yajy BaHpe4HMX cutyauuja.

HWC 2 OupekTnBa 3agpxana je ogpeabe o o6aBesn n3selTaBawa 0 MHUMAEHTUMA,
npu Yemy ce oBa ob6aBe3a OQHOCK N Ha eCeHLUMjariHe U Ha BaXKHE EHTUTETE.

Y ogHocy Ha HUNC [upektuBy, y HOBOj [npekTnem yBedeHa je obaBesa 3a gpxase
ynaHuue pfa ogpede WM yCnocTaBe jedaH WM BUWLE HAAMEeXHUX opraHa
OLrOBOPHMX 3a ynpaBrbake BENUKMM MHUMAEHTUMA U Kpu3ama. AKO ce oapeau
BMLLE OpraHa, Mopa Ce HeABOCMMUCIIEHO OApPeanTM Koja WMHCTUTyuMja KoopauHupa
HMXOB pag Yy Cnydyajy BenuKux uHumaeHaTta u kpusa. [pxaBe unaHuue Takohe
MOpajy YCBOjUTW HaLMOHANHW NnaH 3a OAroBOp Ha BENUKE MHUMOEHTE U KPU3e Koju
Mopa cagpxaTu:

* yurbeBe 360r Kojux ce nNpeay3numajy Mepe 1 akTMBHOCTM,

* 3apaTke U OArOBOPHOCTU HaASIEXHMX OpraHa,
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" npouenype 3a pearoBalke U HUXOBO YKNanake y onwTn OKBUP 3a
pearoBawe y cnyqajy HauMoOHaliHe Kpu3e, Kao 1 KaHalle 3a pasMmeHy

WHdopmaumja,

* Mepe Koje je noTpebHOo npenys3eTn pagu npunpeme, ykibydyjyhu sexode n
oOyke,

= QpraHusaumje 13 jaBHor 1 NpMBaTHOr CEKTopa U MHPACTPYKTYPY Koja ce
aHraxyje,

* npoueaype v crnopasyme nsmehy HauMoHaNHUX HaaNeXHUX opraHa.

HNC 2 OupekTBOM NpOonuUcaHn Ccy ClnYHM 3axTeBU U NPOLUMPEH CKyn 3ajaTaka 3a
LICNPT-oBe (LEPT-oBe) y ogHocy Ha HUC Oupektuy. [opatHu 3axtes y HAC 2
Ovpektuen je pga cy LCWUPT-oBu y obGaBe3an fa obe3bene noBeprbvMBOCT U
noy3gaHOoCT CBOjMX onepauuja, a 3agaum 3a LLICUPT-oee cy cnegehu:

*= npahene n aHanuaupawe cajbep npeTun, pawbMBOCTU U NHUMAEHATA Ha
HaLMOHarHOM HUBOY W, Ha 3axTeB, NpyXake NOMOhK eceHumnjanHum 1
BaXXHUM eHTUTeTUMA,

" [pyXake paHuX ynosopewa u Apyrux nHpopmaumja o pusmumma u
WHUMOEHTMMA eCEHLMjanHNUM 1 BaXXHUM eHTUTEeTUMA, HaAMNeXHUM opraHnMma
n apyrum cybjekTma o 3Hauaja,

* pearoBak€ Ha MHUMAEHTE U Npyxarwe NoMohu eceHunjanHnM 1 BaXXHUM
eHTUTEeTMMA (rae je NPUMEHIBUBO),

" npyXakwe AMHaMUYKe aHanuae pusvka n HuMaeHaTa n ykasmBame Ha
TPEHYTHY cuTyauujy,

" MpyXake eCceHUuMjanHuM N BaXXHUM eHTUTETUMA YCrnyre NpoakTUBHOT
CKEHVpara MPEXHMX U MHEOPMALMOHMX CUCTEMa paaun OTKpUBaHa
paHnBOCTY,

=  yyewhe y Mpexwu LICUPT-oBa,

" KOoOpAMHauuja akTMBHOCTM YCMEPEHNX Ha KOOPOUHUCAHO OTKpMBaHe
pawMBOCTY (rae je NPUMEHIBUBO), U

= [onpuHocC NpumMmeHmn 6e3begHnx anata 3a pa3meHy nHdopmMauuja.

Oppenbe o koopaAnHMCAHOM OTKpUBakYy pawnBocTu cy yBeaeHe y HAC 2 dupekTtusy
Kao HoBa Tema (koja Huje noctojana y HWUC [Oupektusn). HAC 2 [upekTneom
nponucaHo je pa gpxaee unavude Tpeba ga opgpeae UCUPT koju he 6utm
KoopauHaTtop oBux aktmBHocTu. Taj LUCUPT Tpeba pa genyje kao nocpegHuk of
noBepera 1 onakwa KoMyHukauumjy namehy oHor Ko npujasrbyje pawnocT (6urno aa
je y nuTawy npaBHO MM OU3NYKO Nuue) U npoussohava noTeHumjanHo parMBor
npovssoda vnu npyxaoua noTeHumjanHo pawuse ycnyre. 3agaum osor LICUPT-a
YKIbY4yjy:

" naeHTUMKaUmjy 1 ycrnocTaBrbake KOHTakTa ca npegMeTHUM CTpaHaMma,

= nomoh CTpaHu Koja npujasrbyje pawbnBOCT U

= [JoroBapare O poKoBMMa 3a objaBrbmBare, Kao 1 ynpasrbakbe pakbnBocTumMa

KOje YTU4y Ha BULLE eHTUTeTa.

CTpaHu Koja npuvjaBrbyje palbuUBOCT Mopa BUTK 3arapaHToBaHa aHOHWUMHOCT ako TO
xenw.

HWC 2 OupektuBa paje 3apgatak EHUNCA-u ga passuje n ogpxasa Eponcky 6a3sy
pawuBOCTK, YKIbydyjyhn opgrosapajyhm WH(OpMauMoHn CUCTEM, MONUTUKE U
npoueaype, Kao 1 Aa npegy3ame HeonxogHe TEXHWYKE U OpraHu3aumoHe Mepe Koje
he rapaHToBaTn 6e36egHOCT N nHTerpuTeT oBe 6ase nogartaka. basa nogataka he
OnTK gocTynHa CBMM 3Ha4YajHUM eHTUTETUMA, a cagpxahe cnegehe nogarke:

= OMUC pawUBOCTY,
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= obyxBaheHe npou3Boae unum ycnyre n 030MrbHOCT paknUBOCTU Y CMUCHTY
OKOJTHOCTM MOZ KojuMa oHa MoXe B6uTu ekcnnoatmucaHa u

= [OCTYMHOCT ogrosapajyhe 3akpre unuv yrnyTcTBO 3a yMawehe pusrka ako
3aKprna He nocToju.

HoeuteT y HAC 2 [QupektnBu je ycnoctaBrbarte EBponcke mpexe 3a opraHusauujy
Be3e 3a cajoep kpuse (EU-CyCLONe). Cepxa ycnocrtaB/bakha OBE Mpexe je
noapLuKa ynpasrbaky BENMKUM MHUMAEHTUMA U Kpu3ama Ha onepaTMBHOM HUBOY U
ocurypawe pasmeHe perneBaHTHUX WHgopmauuvja uamehy Apxasa 4naHvua wu
nHcTutyumja EY. 3agaum ose mpexe cy:
= [aa noseha HMBO NPUNPEMIHLEHOCTU 3a yrpaBibakbe BENUKUM UHUNOEHTMMA U
Kpn3ama;
= [a pasBuje 3ajedHNYKY CBECT O CUTyaLMju Y BE3N Ca BENTMKUM UHLMOEHTMMA U
Kpn3ama;
= [a nNpoueHu nocrneauvue n yTuuaj peneBaHTHUX BENMKNX MHUMAEHaTa U Kpu3a
N NpeanoXu Mepe 3a yonaxasare;
= [a KoopAuHWpa ynpasrbake BENMKUM MHUMOEHTUMA U Kpu3ama v NoApXKn
AOHOLLEeHEe OAnyKa Ha NONMUTUYKOM HUBOY Y BE3WN Ca HUMA;
= [a pacnpasrba, Ha 3axTeB ApXaBe YnaHuvue, 0 HaunoHanHMM nrnaHosuma 3a
pearoBak€ Ha Benvke UHUMAEHTE U Kpu3e.

Hoeu 3agartak koju je EHNCA pobuna HUAC 2 [dupektvBom je ga, y capagwu ca
Esponckom Komucujom n 'pynom 3a capagky, u3pagm usBewTaj o ctawy y EY y
obnactu nHdopmaunoHe 6e3begHocTn 1 Aa ra npeactaen EBponckom MNapnameHTy.
OBaj n3BewTaj ce uspahyje ceake gpyre rogmHe n tpeba ga obyxsaTu:
= [pOLEHY puanka Ha HuBoy EY;
= MpoueHy pa3Boja kanaumuteTa y obnactn nHgpopmaunoHe 6e36egHoCTN y
jaBHOM ¥ MpMBATHOM CEKTOPY;
= MPOLEHY onLwITer HMBoa cBecTU 0 nHdopmaunoHoj 6esbeaHocTn u cajbep
XurnjeHn mehy rpahaHuma n eHTUTETMMA, YKIbY4yjyhin mana un cpegma
npeayseha;
=  306UpHY NpOLIEeHY HMBOA 3PENioCTM KanauuTeTa n pecypca 3a MHOpMaLMOHy
6e3begHocT wupom EY, kao n cteneHa 4o Kojer cy ycknaheHe HaunoHanHe
cTpartervje uHgopmaumoHe 6e36egHOCTM gpKaBa YnaHuua.

Npyna 3a capaamwy je HAC 2 Oupektneom gobuna 3agatak ga oo 17. jaHyapa 2025.
roguHe, y3 nomoh Espornicke Komucuje, EHVUCA n Mpexe LCUPT-oBa, ycnoctasu
METOAONOMNjy 1 opraHn3aLUnoHe acnekTe NapTHEPCKNX Nperneaa (eHr. peer reviews),
ca CBPXOM y4yera 13 Tyfux nckycrasa, ojayaBana y3ajaMHOr NoBepera, NocTu3ama
BMCOKOI  3ajeQHWYKor HuBOA MHgopmaumoHe 6GesbegHocTn u  nobosbliakwa
KanauuTeTa W MONMUTUKa OpXaBa uYnaHvua ga uMnniemMeHTupajy oy [upektusy.
MapTHepckn npernean mopajy 6utn gobpoosbHM 1 cnpoBOheHM o4 CTpaHe HajMaHje
OBa ekcrnepta y obnactm uHdopmaumoHe 6e30edHOCTU KOjUM HUCY M3 OpxaBse
YynaHuue y Kojoj ce BpLum nperned. NapTHepcku npernean mopajy obyxsatutn makap
jeaHy oa cnegehux npoueHa:
=  HMBO MMMfiEMEHTaLMje Mepa 3a yrnpasibakbe pusnumma y MHoopMaLnoHoj
6e3benHoCTM M UMNNeMeHTaumje obaBesa y Be3n n3BeluTaBama yTBpheHnx
oBOM [npeKkTneom;
*  HMBO CMOCOBHOCTU, YKIby4yjyhu pacnonoxuee UHaHCKjCKe, TEXHUYKE U
IbYACKe pecypce, 1 edhUKacHOCT U3BpLUaBaHa 3ajartaka;
= onepatuBHe cnocobHoctn LICUPT-oBa;
=  HKWBO MMNSIEMEeHTaumje y3ajamHe nomohu;
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=  HMBO MMNMeMeHTaLuuvje pa3smeHe uHopmMaumja;
* nocebHa NuTakwa NpekorpaHnyHe unu mehycekTopcke npupoae.

HNC 2 [upekTuBOM je MponucaHo fda [JpxaBe unaHuue Mory 3axteBatu of
eceHuMjanHnx n BaxXHUX eHTUTEeTa Aa kopucte ogpeheHe VKT npounssoge, ycnyre u
npouece, Koju cy cepTudMKoBaHW Mpema eBpOncKMM LiemMama cepTudumkaunje 3a
MHdopmMaumoHy 6e36edHOCT yCBOjeHUM y ckragy ca AKTom o cajoep 6e3begHocTu.
Mopen Ttora, EBponcka Komucuja mma osBnawhewa ga gonyHu osy [UpekTuBy
npeuunsnpajyhu Koje kateropuje eceHuujanHux u BaxHux eHTuTeTa Tpeba ga kopucre
ogpeheHe ceptucpumkosaHe VKT npousBoge, ycnyre n npouece. Ako oarosapajyha
eBporcka wema ceptudukaumje 3a mHpopmaunoHy 6e36edHOCT Huje OOCTynHa,
EBponcka Komucuja moxe 3axresatv oq EHVCA na npunpemu oy wemy.

36or HaBegeHMX u3MeHa MpaBHOr OkBupa EBporncke yHuje cTBapa ce jas vy
nponucuma koje Penybnuka Cpbuja, He camo 36or obaBesa npey3eTux y npouecy
XapMoOHM3auuvje M npukibydewa EBponckoj yHuju, Beh 36or yHanpehewa came
obnactu, mopa pga npeasuhe. Crtora je HEONXOQHO W3BPWUTK YycknahuBare
npaBHOr okBuMpa W 3akoH O WHGOpPMaLMoHOj 6e3beaHOCTU XapMOHM30BaTWU ca
HaBegeHoOM [NpEKTUBOM.

Hedocmamak kanauumema HalneXHuUx opa2aHa

Tokom umnnemeHTaumje 3akoHa yTBpheHo je aa VKT cuctemn og nocebHor 3Havaja
He [ocTaBsrbajy WHGOpPMauuje O CBMM MHUMOEHTMMA KOjU 3HayajHO YrpoXkasajy
nHdopmaumoHy 6e3begHocT, mako cy obaBe3HM Oda TO 4MHe. Ycrneg Tora
HaunoHanHun LUEPT Huje y moryhHOCTM Oa y NOTNYHOCTW npaTu TpeHOOoBe Y OBOj
obnacTtu, WTO MMa yT1Laj U Ha aHanu3e pu3nka U UHUMAEeHaTa Ha OCHOBY KOjuX 6u
ce npyxanu caBeTM W npegrarane Mepe 3a OTKNawawa MNoTeHUMjanHmx
nHUMOeHara.

3a wucnywaBare CBMX 3aKOHOM npeaBuEeHNX HaOneXHOCTM HEeONXo4HO je Aa
HaunonanHn LIEPT v octanu LUEPT-oBu ocHoBaHu y Penybnuvum Cpbuju umajy
agjekBaTHe pecypce. [locToju reHepanHO MULWIIbEHE Y CTPYYHOj jaBHOCTUM da ce
obnact nHdpopmaumnoHe 6e36e4HOCTM He cxBaTa JOBOSbHO 036UIbHO U Aa ce moryhe
nocneguue oA Hanaga Ha WKT cucteme notuewyjy, OOHOCHO He npuaje um ce
JOBOSfbHa Naxha. JedHO o4 nuTawa Koje ce 4YecTo noctaerba je MOryhHocT
obe3behera HeoONXoQHMX JbYACKMX pecypca M afekBaTHa HakHada 3a HMXOB paj,
nmajyhm y Buay cutyauujy Ha TpXKULWTY ca OBMM KaapOM HAcynpoT orpaHuyersmma
Koja Hamehy nponucu y jaBHOM CekTopy. Y TOM KOHTEKCTY noTpebHo je carnepatu
kanauuTeTte (Npe cBera KagpoBCKE anv WM OpraHvM3auMoHO-TEXHUYKE) HaOeXHOr
opraHa (y gareem TekcTy: MuHuctapctso). Kao n kog opyrux ApXKaBHUX M OCTanmx
opraHa, u MwuHUCTApCTBO Ce cyoyaBa ca npobrnemMoMm [a npuByde U 3a4pXu
AOBOSbHO CTpyYaH Kagap Koju he ce 6aBuTn nHcdopmalmoHom 6e3begHoLhy.

Mpobnem ca kagpoBuma ce nocebHO OOHOCUM Ha MOCroBEe MHCNekuuje 3a
MHdopmMaumoHy 6e36e4HOCT, OOHOCHO Ha YMH-EHULY A TPEHYTHO MHCNeKumja 6poju
OBa uHcnekTopa. 3akoHOM O MHopmaumoHoj 6e3begHocTn npenBuheHo je ga oea
MHCNeKUMja BpLW Haas3op Hag NpuMeHoM 3akoHa u Hag pagom WUKT cuctema of
nocebHor 3Havaja. Mmajyhmn y Bugy 6poj KT cuctema og nocebHor 3Hayaja jacHo je
Aa OBa MHCNekTopa He Mory 6raroBpeMeHo Aa cnposee Haa3op Haa Behum 6pojem
WKT cuctema og nocebHor 3Hadvaja. 3akoHOM je npensuheHo Aa WHCMEKTop uma
oBnawhewa [a Hanoxu OTKNawawe YTBPHEHUX HEenpaBuNHOCTM U Aa 3abpaHu
Kopuwherwe nocTynaka unM TEeXHWYKMX CcpeacTaBa Kojuma ce yrpoxasa wnu
Hapywasa uHpopmMauyuoHa 6e36edHOCT, Kao M ga OCTaBuM pPOK 3a MNPUMEHY
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HanoxeHux mepa. C 0063MpoM [Oa je OBO HayvMH ga ce MpUMMEHe Heke Mepe
HeonxoAHe 3a cy3bujate MHUMAEHATA, Y Cryyajy OACYCTBa MHCMEKTOpa He MocToju
anTepHaTUBHM HaYMH 3a Hanarawe TUX Mepa.

Hedocmamak onepamueHuUx Kanauyumema 3a pea2ogare Ha UHUUOeHme

Y Peny6nvum Cpbuju cy y nocrnenwnx HEKONMKO roaMHa pasBujaHn KanaumteTu 3a
pearoBakbe Ha MHUMOEHTE Y HEKONMWKO OpraHa ynpase, anu y BehunHn opraHusaumja,
Kako Yy jaBHOM CEKTOPY Tako W reHepariHo Y OHMMa Koje Cy HafJsieXxHe 3a ynpaBrbare
WKT cuctemnma koju npunagajy KpUTUYHO] WHAPACTPYKTYpW, Hema [OOBOSLHO
narpaheHux kanauuteTta, na yrnasHom 3asuce of Tpehux nuua. HaumoHanHn LIEPT
pearyje no npuvjaBfbeHNM UMW Ha OPYrY HaYUH OTKPUBEHUM uHUMAeHTUMa y WUKT
cucteMmma of nocebHor 3Havaja, kao M No npujaBama U3INYKMX U NPaBHUX NnLa,
Tako LITO Npya caBeTe W Mpenopyke Ha OCHOBY pPacnonoXuMBUX WHopMauumja o
MHUMOEHTMMA U Npefy3vMMa apyre notpebHe mepe 13 cBoje HaaneXxHoCT! Ha OCHOBY
nobujeHnx casHana, ok ce HagnexHoctn LIEPT-a oprana Bnactm y KaHuenapuiju 3a
NMH(OpPMaLMOHe TEXHONOrnje 1 eneKkTPOHCKY yrnpaBy Of4HOCe, Npe CBera, Ha 3alTuTy
NHPOPMAaLIMOHO-KOMYHMKALIMOHUX cuctema jeonHcTBEHE NHAOPMaLNOHO-
KOMYHWKaLMOHEe Mpexe eneKkTPoHCKe yrnpase.

Mmajyhn oBoO y BMAy, Yak HM 3aKOHCKM HUje NoKpmBeHa onepaTtmBHa nomoh apyrum
WKT cuctemmma of noceGHOr 3Ha4yaja, OCMM OHWUX KOjU Ce Harase y OKBMpY cuctema
eneKkTpoHCKe ynpase. Y NPeTXO4HOM Nepuoay M3BPLUEHO je HEKONMUMKO O30UIbHUX
Hanaga Ha VIKT cucteme y jaBHoM cektopy y Cpbuju (moMeHMMo camo Hanage Ha
JKIM NHdopmatnka n3 Hoeor Caga n Ha PenyGnunyku reogeTcku 3aBoOA) Koju cy
3axTeBanM aHraxxoBakbe HEeKMX ornepaTMBHUX TMMOBA W3 jaBHOr ceKkTopa Kojuma
OBaKBE WHTEPBEHLMj€ HWUCY Y HAANEXHOCTWU, ann U cneuunjanm3oBaHMX MpUBaTHUX
komnaHuja. OBakBM NpUMeEpPU jacHO yKasyjy Aa noctoju notpeba 3a ycnoctaBrbakbem
onepaTtMBHOr TMMa Koju 61 nMao HaanNexXHOCT, anu 1 3Hawe, Aa onepaTUBHO pearyje
y cnyyajesmma mHumageHata y VIKT cuctemmma og nocebHor 3Havaja kaga onepatop
yrpoxeHor VKT cuctema Hema corncTBeHe KanauyuteTe 3a pellaBakbe UHUUAeHTa.

Takohe, jepaH og naeHTMMKoBaHMX Npobnema je HenocTojabe 06aBe3HNX BEXOU
Ha kojuma 6u ce npeucnuTuBane n ysexbasane npoueaype 3a pearoBawe y cryyajy
nHumaeHta. OBakse Bexbe Cy ycTarbeHa npakca y passujeHuM 3emrbama, AOK ce Y
Cpbujn Hucy opraHmsoBane y 3Ha4vajHoj mepu. 3yseTak cy cajbep sexbe ,Cajbep
Tecna” koje ce og 2016. roamHe y Penybnuun Cpbuju opraHusyjy Ha rogviiem
HMBOY y capagtu Bojcke Cpbuje n HaumoHanHe rapge Oxaja. Y uurby nogusarba
kanauuTeTta 3anocneHux y LLEPT-oBuma y Peny6nuum Cpbuju, ykibyayjyhn n LLEPT-
OBe caMocTanHux orepaTtopa, y OKBUPY Mpojekta ,YHanpehewe MHOpMaUnoHe
6e3benHocTn Ha 3anagHom bankaHy“ opraHusoBaHe cy TpeHuH3n u obyke. JepaH
o4 waeHTUMKOBaHUX npobnema npunMKOM OpraHusaumje OBaKBUX BeXobu je
pefoBaH M3oCTaHak AoHOCMoUA oAflyka, OAHOCHO Aenervpame HWxXe paHrnpaHux
cnyx6eHunka y CBOjCTBY 3aMeHe.

Hedocmamak cucmemckoe npuKyn/baka U pa3meHe uHgopmayuja

HaunoHanuu LEPT mnma HagnexHocT ga npukyniba u pasmemwyje nHdgopmaumje o
pusnumma 3a 6e3begHoct WKT cuctema, ka0 u o gorahajuma koju yrpoxasajy
6e3benHocT VKT cuctema un y Besm Tora obaseluTaBa, npyxa noAapLuky, ynosopasa u
caBeTyje nuua koja ynpasrbajy KT cuctemmma y Penybnuum Cpbuju, Kao 1 jaBHOCT.
HauwnoHanHn LIEPT je n Tauka KOHTakTa ca ApyrMm CNU4HUM opraHu3auujama BaH
Cpbuje n ca mehyHapogHuM opraHusauuvjama u yapyxewuma. Y MefhyHapogHoj
npakcu HaumoHanHun LIEPT-oBu gobujajy nocebGaH nonoxaj W OpucTyn
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nHopmaumjama y Be3n nHgopmaunoHe 6e36e4HOCTM Koje HUCY jaBHO OGjaBrbeHe,
kako 6u mornn ga ux guctpmbyupajy oo cybjekata kojuma cy oBe MHopmauuje
notpebHe. Mo oBom nutawy HauuonanHn LIEPT je Beh cnpoBeo ogpeheHe
aKTMBHOCTW, Kao WTO Cy OHe Ha wumnnemeHtaunjn MISP nnatdopme. Ose
aKTMBHOCTU cBakako Tpeba HacTaBuTuU anun je noTpebHo ykibyunTn Behu 6poj
cybjekarta.

MpujaBa mHUMOeHaTa je jegaH o4 BaXHWX 0OOGNMKa NPUKyNSbakwa MHdopMauumja.
Moxe ce KoHCTaToBaTV Aa ce noborbluaBa ANCUMNANHA NO NUTaky NOLTOBaHa OBe
3aKkoHcKe obaBese anu ce He Moxe pehu Aa ce oHa y MOTNYHOCTU nowTyje, jep je
W3BECHO a Ce MHOM MHUMOEHTU He npujaBibyjy, a OTKpMBajy ce y Meaujuma unm
nyteMm Opyrux KaHana KomyHukauuvje. Pasnosu 3a HenpujaBSbMBame Cy pasHU —
HeobaBeLTEHOCT Ada je NpujaBrbMBarbe 00aBEe3HO, HEAOBOSbHA CBECT O 3Hauajy
npyjaBrbuBama, CTpax of yrpoxaBaka penyTtaumje, 3ay3eTocT ApYrMM MOCoBMMa,
unu jegHoctaBHa Hebpwura. [oTpe6bHOo je y KOHTUHYUTETY NOACTULATU NPpUjaBIbUBaHE
WHumaeHarta, nocebHo ako 6m To 06e36eauno n ogpeheHn HMBO NpUCTyNa CUCTEMY
3a pasmeHy nHgopmaumja.

Hu3sak cmeneH npeseHyuje u 3awmume UKT cucmema 00 nocebHoz 3Ha4aja

3akoHOM O MHopmaumoHoj 6e3begHocTn aedmHucaHo je aa cy UKT cuctemun o
nocebHor 3Havaja cUCTEMWM KOju ce KopucTe Yy obaBrbakby MNocroBa y opraHuma
BnacTtu, 3a 0bpagy nocebHMx BpcTa nogaTtaka o JIMYHOCTY, Y 06aBrbaky AenaTHOCTU
O ONwITEr MHTEpeca n ApPYrux genatHocTn y ogpeheHnm cektopuma (eHepreTuka,
caobpahaj, 3gpaBcTBO, 06aHKaApCTBO W (UHAHCKM|CKA TPXWUWITA, AUrUTanHa
NH(ppacTpykTypa, obpa of onwTer uHTepeca, ycnyre MHopMaumoHor ApywTea 1
octane obnactu) u y npaBHMM nvuMMa M ycTaHoBama Koje ocHuBa Penybnuka
Cpbuja, ayToOHOMHa MOKpajuHa uUnn jeguHuua nokanHe camoynpase 3a obaBrbake
NPeTXoaHO HaBedeHMX OenaTHOCTH.

WKT cuctemn op nocebHor 3Ha4vaja no oBoM 3akoHy Mmajy obaBesy Aa ce ynuy y
esngeHunjy onepatopa WKT cuctema og nocebHor 3Hauvaja, npegysmy Mmepe
3aWTMTEe OBOr CUCTEMA, OOHecy akT o 6e3bedHOCTW, BpLle NEPUOAUNYHY MPOBEPY
yCKNaReHoCTM MpUMEH-EHNX Mepa 3allTuTe ca yCBOjeHUM aktoM o Ge3begHocTw,
ypede ogHoc ca Tpehum nuumMma y ckrnagy ca 3akOHOM ako HMMa noBepaBajy
akTmBHoctTn y Be3n ca WKT cuctemom op noceBGHOr 3Havaja, AoCTaBSbajy
obaBellTerba O WHUMAEHTMMA KOjU 3HayajHO Yyrpoxasajy MHAOPMaUNOHY
6e3begHoct UKT cuctema u gocTaerbajy ctatucTuyke nogatke O MHUMAEHTMMA Y
WKT cuctemy.

YrpoxaBarwe VKT cuctema og noceGHor 3Havaja morno 6w ga usasose nocneguue
no yHKUMOHUCaKE oOpraHu3aumja Koje uma ynpasrbajy, anu u Ha npasa U
nHTepece rpahaHa wn npuBpede, Kao W Ha HauuMoHanHy W jaBHy 6e3b6enHoCT.
NoeHTndunkosaHn npobnemmn ca kojuma ce cyodasajy VKT cuctemmn og noceGHor
3Havaja ogHoOCce Ce Ha HefocTaTak AOBOSbHOr Opoja 3anocrneHmx (mocebHO oHUX ca
agjeksaTuM 3HaweM), Heoarosapajyhy onpemy M HeOoOBOSbHO pasBUjeHYy CBeCT
pykoBoAcCTBa O 3Hayajy uHgopmaumoHe 6e3beaHoctn. OBn npobnemun cy nocebHo
M3paxeHu y jaBHOM CeKTopy. Y NpuBaTHOM CEeKTOpy MNOCTOoju usaBajake Behux
dunHaHCHjcknx cpeacrasa 3a MHopmaunoHy 6e36eaHocCT.

Hedocmamak kanauyumema 3a peaz2o8aH-e Ha UHUUOeHmMe Yy  OpXasHUM
uHcmumyuyujama

N nopen obaeese npeasuheHe 3akoHOM 0 MHOpMaLUMoHoj 6e3beaHOCTH, HUCY CBe
VHCTUTYLMje Y jaBHOM CEKTOpY pasBurie KanauuTeTe 3a pearoBake Ha MHUUOEHTE.
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OpraHu ynpaBe uMmajy npobnem ca npuBnadYewem U 3agpxaBawem kagpa 3a oBe
nocnoee, o0 4emy ce nocebHO Mopa BoauTM padyHa y 6OyayhHocTn. Yak un
WHCTUTYUMje Koje cy dhopmanHo YycrocTaBune CBOje OpraHusauuvoHe LUenvHe u
pagune Ha u3rpagktu HBUXOBUX KanauutetTa Mopajy KOHTUHyupaHO ga yHanpehyjy
CBOje KanauuTeTe, AOK OHM KOju CBOje KanauuTeTe joll yBeK HUCY uarpagune mory
[obutu, n gobujajy je, og CcTpaHe OHMX KOju Cy 0gMaKnn y OBOM MPOLECY.

Haunonanun UEPT, koju je ocHoBaH 2017. rogunHe, n pgarbe uma notpebe 3a
noamsakwem kanaumteta 6e3 ob3mpa WTOo je y NpeTXo4HOM nepuoay AoCTa YYNHEHO
Nno nuTawy aHraxkoBakwa HOBWUX 3anocrneHux, HabaBke onpeme W onpemaka
npoctopa. Capagwa ca LUEPT-om opraHa Bnactm u LIEPT-oBMMa camocTanHux
onepartopa VKT cuctema je ycnoctaBrbeHa 1 peaoBHa, ann Mmoxe 6utu nobosbliaHa
KPO3 WHTEH3MBHUWjy pa3MeHy 3Hawa W UCKycTaBa M 6p3y nomoh y cniyyajy
nHUMaeHara.

Pagoun edukacHujer pearoBawa y criyvajy 036UIbHUjUX MHUMAEHaTa, NocebHO OHMX
O4 HauuoHarHor 3Hauvaja, noTpebHO je ycnoctaBuTu ogroBapajyhe npoTokone u
npouenype 3a capagwy, oapeavtun ocobe 3a KOHTaKT M OpaHM30oBaTu pefoBHe
Bexbe.

LIEPT opraHa Bnactu je npeBacxo4HO YCMEpPEeH Ha 3alTUTy Y OKBUPY jeOUHCTBEHE
NHOPMaLIMOHO-KOMYHMKALIMOHE MPEXe enekTpoHcke ynpaBe. 3HavajaH 6poj opraHa
jaBHe BnacTu MoBe3aH je Ha MpeXy enekTPOHCKe yrnpaBe W O Beriuke Kopuctu 6u
6uno noam3ame HUXOBUX KanauuTeTa 3a pearoBake Yy Cryyajy MHUugeHTta u
nobosblanwe pasmeHe nHdopmauuja ca LULEPT-om opraHa Bnactu.

Hedocmamak koopduHauuje 3a omkpugare parusocmu

OBaj acnekT nocneawmnx roguHa gobuvja cee BuLE Ha 3Havajy Ha rmobanHoOM HUBOY.
MHOrn uctpaxumBaum u CTpydraun page Ha OTKpMBaky pPawMBOCTUM U HUXOBOM
OTKNawaky Mnpe Hero LWTO UX OTKPUjy KPUMUHANUU M 3NOHaMEpHU KOpUCHUUW. Y
TakBuMM cuTyaumjama vewhe ce goraha ga kpumuHanum gobujy otBopeHy moryhHocT
na yrpose ogpehenun VIKT cuctem Hero oa opraHusauuja ycne ga 3a KpaTko Bpeme
OTKINOHM pPaHKnBOCT, Na je ycnocTaBibake Moaena 3a cuctemaTuyHo obasellTaBame
O pakbMBOCTUMA HAYMH Aa ce 0BM NpobnemMmn OTKNoHe.

HeodososbHa koopOuHayuja MmehyHapoOHUX akmugHocmu

Penybnnka CpOuja akTMBHO y4YecTByje y MHOrMM MefhyHapoaHUM opraHu3auuvjama u
npouecmma y obnactm nHgpopmaumoHe 6e3beqHOCTH, Kako Ha rnobanHom Tako U Ha
perMoHanHoM HMBOY, kao M Yy OGunatepanHum akTtmBHocTuma. Wamehy octanor,
Penybnnka Cpbuja ydectByje y pagy OTBopeHe pagHe rpyne YH 3a nutamna
nHdpopmaumoHe 6e3begHocTn, MMana je npeactaBHuKka y netoj [pynu BRagumHUX
ekcnepata YH, aktmBHo ydectByje y pagy HedopmanHve pagHe rpyne OEBC
ocHoBaHe opanykom CtanHor caseta 6poj 1039, cnoH3op je nmnnemeHtauunje Mepe
OEBC 3a u3rpaghwy nosepewa 6poj 9, unaH je mobanHor cpopyma 3a cajbep
eKcnepTn3y M MMa WMEHOBaHe NPeACTaBHMKE Yy CBMX NeT pagHuxX rpyna oBor
dopyma. NHctutyumje ns Penybnnke Cpbuje 4ecTo yy4ecTByjy Y aKTUBHOCTUMA KOje
ce peanusyjy y OKBMpy MehyHapogHux npojekata uM3 obrnactm uHdopmMaumnoHe
6e3begHocTH, yKIbyyyjyhu obyke, pagnoHuue, cactaHke u KoHdepeHuuje.

[ocapawmra npakca nogpasymeBana je aHraxoBare MNpefcTaBHUKA U3 HEKONWKO
WHCTUTYLMja U3 jaBHOr cekTopa y MefyHapoaHUM opraHu3dauuvjama u tenuma. Takea
npakca Huje npobnem cama no cebu, ann Moxe AOBECTU A0 HEKOH3UCTEHTHOr CTasa
pasnuuuMTUX npeactaBHuka 360r mawka WHgopmaumja o nosvumjy Cpbuje wnu
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aKTMBHOCTMMA nNpeacTaBHMKa Y ApyrMMm  opraHusauumjama. 3HadvajHo 6u 6uno
ycrnocTtaBrbawe 006aBe3HMX KOHCynTauuja npepcrtaBHuka Cpbuje y mehyHapoaHum
opraHusauuvjama y obnactm wuHdopmaumoHe 6e3begHocTn, y3aumajyhu y o63up
HagnexHocTn MMHucTapcTBa CnorbHUX NOCOBA.

4) Koja npomeHa ce npegnaxe u ga nu je npoMmeHa 3ancrta HeonxoagHa u
Yy KOM o6umy?

M3meHe 3akoHa O MHdoOpMaunMoHoj 6e30edHOCTU MHUUMpaHe cy npe ceera 36or
ycknahueakwa ca esponckom HAC 2 Oupektusom (eHr. Directive (EU) 2022/2555 of
the European Parliament and of the Council of 14 December 2022 on measures for a
high common level of cybersecurity across the Union, amending Regulation (EU) No
910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 -
NIS 2 Directive) yceBojeHo] 14. peuembpa 2022. roguHe, ann W y pgeny
ceptndmkaumje VKT cuctema ca AKTom o cajoep 6e3begHoctn - Ypenda 2019/881
(eHr. Regulation (EU) 2019/881 of the European Parliament and of the Council of 17
April 2019 on ENISA (the European Union Agency for Cybersecurity) and on
information and communications technology cybersecurity certification and repealing
Regulation (EU) No 526/2013 - Cybersecurity Act) ycBojeHoj 17. anpuna 2019.
roaunHe.

Mopen Tora, Ha OCHOBY Aocajallke npuMmeHe 3akoHa yTBpheHe cy n apyre notpebe
Koje 360r HeOBOJSbHE UMMMEMEHTALM|E CBUX 3aKOHCKNX peELLEHa 3axTeBajy He caMo
NM3MeHy npaBHor, Beh u MHCTUTyuMoHanHor okeumpa. 36or Tora he nocebHo GUTK
npeacraBrbeHe Hajnpe MpoMeHe Baxeher WHCTUTYLMOHANHOr OKBupa ypeheHor
3akoHOM, a 3aTum K Apyre M3MeHe, Kao pesynTtaT XapMOHu3auuje ca €BpPOMCKUM
NpaBHUM OKBMPOM.

[1pedrio3u usMeHa UHcmumyyuoHaaHo2 okeupa

Hepoctatak kanauuTeTa HagnexHux opraHa y obnactm uHdopmaumoHe
6e36eaHOCTN 3axTeBa U U3MEHY MHCTUTYLIMOHANHOr OKBMpa. Y UMby NpoHanaxena
Hajborber mogena aHanuavpaHu cy npuMepu WHCTUTYLMOHArHOr OKBMpa Tpu
eBporicke 3emrbe: CaBesHe Penybnuke Hemauke, Benukor Bojsoactsa Jlykcembypr
n KparbeBuHe XornaHauvje Koju cy npeacTaBrbeHN y HacTaBKy.

CaBesHa Penybnuka Hemauka

3a obnact uHdopmaunoHe 6e3benHocTn Ha hegepanHoM HuMBOY Yy Hemaukoj je
HagnexHo degepanHo MuHUCTApPCTBO YHyTpawmwux nocnosa (MuHUCTaApCTBO
YHyTpallkbux nocrnoeBa W 3ajegHuue). Mehytum, Hemauka je 3emrba ca jakum
dhenepannamMom 1 HagnexHocTn defepanHux jeavHuua cy Beoma LUMpoKe, na je
perynucawe obnactn nHgopmaumnoHe 6e3beqHOCTN NpeacTaBibano BENUKA nN3a30oB
3a OBy Ap’KaBy, LUTO je Yak AOBENO U 4O u3MeHa YcTaBa.

MpBy cTpaTernjy nHgpopmaumnoHe 6e3dbeaHocTn Hemauka je yceojuna 2011. roguHe,
2016. rogunHe je ycsojurna namMeHe Te ctpaTtervje, a 2021. roguHe je ycsojuna HoOBY
CrtpaTternjy wuHdopmaumoHe 6e3begHocTn 3a Hemauky. Y Hosoj Crpateruju
AeduHMCaHa cy YeTupy npuHumna:
= YcnocTaBrbawe MHpopmMaunoHe 6e36eqHOCTM Kao 3ajedHVYKOr 3a4aTka 3a
Bnagy, npuBaTHU CEKTOP, UCTPaXXUBAYKY 3ajeHuLY 1N OPYLUTBO Y LIeNIUHW,
= OcHaxuBame gurmtanHor cysepeHuteTa Brnage, npuBaTtHor cekropa,
NCTpaXuBayke 3ajefHuuUe U ApyLITBa y LenuHu,
= QOcTBapuBare 6e3begHe gurutanHe TpaHchopmaumje n
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= [locTaBrbame MepIbnBUX U TPaHCNAPEHTHUX UnibeBa.

HagnexHocT npyxawa nHdopmaunoHe 6e36e4HOCTN Ha HaAUMOHANHOM HUBOY MMa
depepanHa kaHuenapuja 3a nHgopmaumoHy 6e3beaHoct (Bundesamt fiir Sicherheit
in der Informationstechnik, BSI). Osa KaHuenapwuja ycnoctaerbeHa je 1991. roanHe u
npuynaga HemadkoM degepanHom MuHUCTapCTBY YHyTpalwkwMX MOCnoBa, a
HagnexHocTn cy joj poperbeHe Aktom o depgepanHoj KaHuenapujy 3a
WHdopmaumoHy 6e3beqHOCT Koju  je perynucao obnacTt  WHgopMaumnoHe
6e3benHocTn y Hemaukoj Ha HaumoHanHoM HuBoy. Ceaunwte KaHuenapuije je y Bory,
a TpeHyTHO nma npeko 1400 3anocneHux.

HakoH ycBajama HWC [dwupektnBe EY, y Hemaukoj je HMXOB npaBHM CUCTEM
ycknaheH amaHgmaHuma Ha AKT o ®PepepanHoj kaHuenapuju 3a WUHOPMaUUOHY
0e30edHOCT 1 Ha HEKONWKO OpYyrMx 3akoHa y obnactu jaBHuX cepBuca. Heke opf
HagnexHocTu koje nma BCU kako 6u ucnyHmna ceoje 3agartke cy:

= [lpeBeHuuja npeThK nNo 6e3deaHocT penepanHux UKT cucrema,

= Tectnpane 1 npoueHa 6e3dbegHoctn VKT cuctema n KOMNOHEHTU K

nsnaeare 6e3begHOCHNX cepTudukaTa, u
= Pa3Boj TexHnyknx 6e3beaHocHNX cTaHaapaa 3a pegepanHe UKT cucteme.

HoBe wun3meHe npaBHOr oOkKBMpa HanpaerbeHe cy 2021. roguHe ycBajakeMm Yy
Bynaectary Akta o T 6e36eaHocTn Hemauke 2.0 (npBa Bep3uja ycBojeHa je 2015.
roguHe) kojuma je degeparnHa kaHuenapuja 3a nHdopmauunoHy 6e3dbegHocT gobuna
HOBEe 1 ojavana nocrtojehe HagnexHoctn y cnegehum obnactuma:
= [leTekumja n ogbpaHa — nosehaHe HagNeXxHOCTH y AeTekumjn 6e36eaHOCHNX
paknBOCTU N oabpaHun of cajbep Hanaaa, oBnawhewa 3a NocTaBibake
obaBe3yjyhnx MMHMManHuUX ctaHaapaa 3a dpegepanHe MHCTUTyumje,
MOHUTOPUHI UMNIEMEHTaLMje NOCTaBIbEHMX CTaHAapAa, NoCTaBibake
npasuna 3a 6e3begHy gurntanusauujy;
= Bbe3begHocT y MOOMAHMM Mpexama — ypehene 3abpaHe kopuwhera
KPUTUYHUX KOMMOHEHTU, 6€36eQHOCHM 3aXTEBM 3a onepaTope MOOUIMHNX
cepsuca, obasesa cepTudmkaumnje KpUTUHHUX KOMNOHEHTU, NPUMEHA
nHpopmaumoHe 6e36eaHocT y 5G MOBUNHUM Mpexama;
= 3BawTnta NoTpolwada — caBeToBaka noTpollava o 6e36egHOCHMM NUTakMa
(HoBa dyHkumja KaHuenapuje), yBohewe o3Hake ,IT Security Mark® Ha
Npo13BOANMa,;
= bBe3begHoCT nocnoBaka — NPOLUNPEHE KPUTUYHE MHPPACTPYKTYpE Ha
obnact ognararwa cmeha, obaBesa umnnemeHTauuje 6e3begHoCHMX Mepa 3a
opraHu3auuje og nocebHor jaBHOr nHTepeca (koje He npunagajy KpUTUYHO]
NHPaCTPYyKTYpK);
» HauwnoHanHa cajbepbe3begHocHa cepTudmkaumnja — HaanNeXHOCTH
HauuoHanHor aytoputeTa 3a cajbepbe3benHocHy cepTudukaumjy (y cknagy
ca AkTom o cajbep 6e3begHocTu EY).

OpraHnszaumoHa ctpyktypa denepanHe KaHuenapuvje 3a nHgpopmaumoHy 6esbegHocT
cacTaBIbeHa je o4 ocaM avpekTopara:

= LleHTpanHu nocrosu,

= TexHWUYKKN ueHTap U3BPCHOCTH,

= TexHonoruje HHOPMaLMOHUX yBepera 1 ynpasrbamwe UT,

= OnepatnBHa nHdopmMaumnoHa 6e3begHocCT,

= CraHgapausauuja, ceptudmkalmja n nHpopmaumoHa 6e3begHocT

TeNneKkoMyHMKaLMoHUX Mpexa,
=  HdopmaunoHa 6e3beqHOCT 3a AurnTanuaaumjy n enekTpoHcke MOEHTUTETE,
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= KoHcynTauuje 3a nHcTutyumnje denepaumje, begepanHux jeanHuua u
noKanHux BnacTtu u
*  VHcopmaumoHa 6e36eaHOCT 3a NPUBATHN CEKTOP U APYLUTBO.

CBakn oa [OupekTopaTa OpraHvM3oBaH je KpPO3 HMKe OpraHusaumoHe jeguHuue.
KaHuenapmjom ynpasrfba npeacenHuK, KojemMm cy OUPEKTHO nogpefheHe jow Tpu
opraHu3aumoHe jeanHuLe:

= bupo 3a cTpaTelLke KOMyHMKaunje n meaunje,

= JeauHuua 3a cTpaTeLLKky KOHTPOMY N MHTEPHE NpoBepe U

= JeauHuua 3a cTpaTeLlky U U3BPLUHY NOOPLLKY.

Y oksBupy KaHuenapuvje genyjy Heke oA Haj3HadajHWjux opraHusaLMoHUX LenvHa 3a
cajbep oabpaHy:
= HaumoHanHu ueHTap 3a cajbep ogbpaHy — nnatdopma 3a capagky u
pa3meHy nHdopmauuja o cajdoep npeThama 1 3a ycknahueawbe akTUBHOCTH
Bnage Ha npeBeHumju 1 cy3bunjamy cajoep Hanaga; y pagy HaumoHanHor
LEeHTpa y4YecTBYjy NpeacTaBHMUM nonuuuje, cnyxomn 6e36eaHocTu (BOjHUX K
UMBUIHKX), dbeaepanHe KaHuenapuje 3a UMBUHY 3awTUTY U noMmoh y
BaHpeaHUM cuTyalmjama 1 BojHe cajoep KomaHae;
= CaBes 3a nHgpopmaumnoHy 6e36eaHOCT — jaBHO-NPUBATHO NAPTHEPCTBO Y
obnactn nHopmaumoHe 6e36egHOCTH y Kojem ydecTByje npeko 4000
KomnaHuja;
=  Oepepanun LEPT (CERT-Bund) — ueHTpanHa Tayka KoHTakTa 3a
NPEBEHTMBHE N peakTUBHE Mepe y criyyajeBuma cajbep nHungeHarta 'y
denepanHnum NHCTUTYLMjama; n
= T CutyaumoHu LeHTap — HaanexaH 3a KoopauHauujy ogrosopa y
cnyyajesmma cajbep nHumgeHaTa.

CaBeT 3a WHpopmaumoHy 6es3begHocT ¢opmupaH je 2011. roguHe Ha OCHOBY
CrpaTternje 3a uHgopmaumoHy 6e3begHoCcT Hemadke n ca uuwrbem ga yHanpeau
capaghwy Ha HuBOy benepanHe Bnage y obnactu nHdopmauunoHe 6e36eaHoCTw.
NameHe Crtpaternje u3 2016. rogmHe geduHucane cy nepmaHeHTHy ynory oBor
CaBeta kao caBeTogaBHOr opraHa ¢degepanHe Bnage. CacraHumma CaseTa
pykoBoau naBHu cnyxbeHuk 3a nHdpopmucarwe (ClO) cdenepanHe Bnage. Caset
nma obaeesdy ga Bnagu nogHocu usBelwlTaje O CTpaTeLKUM NUTakwMma y obnactm
WHdopmaumoHe 6esbegHocTm o Kojuma pacnpaerba. Op  2018. roguHe
ycnocTtasibeHa je u nocebHa pagHa rpyna ca 3agatkoM ga nomaxe CaseTy y paay.

Mpobnem ca kojum ce cyo4yaBajy cBe 3eMibe, Na M Hemauka, jecTe npaBibewe
pasnuke uameny yHyTpalwwe 6e36eqHoCTH, Koja je TpaanMunoHanHO y HaanexHocTu
nonvuuje, n cnorbHe 6e36e4HOCTN, Koja je TpaguLMOHaNHO y HaaeXxHoCcTn Bojcke. Y
cajbep npocTopy OBa rpaHuua Huje cacBuMM jacHa, a cBe Beha ynotpeba cajbep
npocTopa 3a BOjHE aKTMBHOCTM Hamehe noTtpeby ga ce oppefheHe akTUBHOCTU
aeduHuwy n cnpoeeny. M3 tor pasnora Hemauka je 2017. rognHe pgedumHucana
cajoep 1 MHMOpMaLMOHM BOjHM OOMEH, noped noctojehnx KOMHEHOr, NOMOPCKOr 1
BasgyLUHOr, M YCMNOCTaBuia HOBY Cnyxby HagnexHy 3a oBaj gomeH. [lpema
pacnonoxuemMm nogauuma y ooj cnyxou je 2020. rognHe 6mno 3anocneHo npeko
14.000 umBunHor n BojHOr ocobrba. Takohe, n3 pasnora cneumduyHocTn cajbep
npocTopa Mo NuUTakwy YHyTpawhe U crnorbHe 6e36eaHOCTU, JOrOBOPOM HEMauKmx
nonutnyknx naptuja je 2018. rogmMHe opanyyeHo fa ce dopmupa 3ajeHuYKa
areHumja MwuHucTapctBa ogbpaHe M MwuHMcCTapcTBa YHYTpallkMX MNOCroBa ca
3afjaTkoM [a CcrnpoBoAM KpeaTMBHE W WHOBaTMBHE nMpojekte w3 obnactu
nHdopmaumoHe 6e3begHocTn. Ha ocHoBy oBor goroeopa, 2020. rognHe hopmupaHa
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je Cajbep areHuwmja (Agentur fur Innovation in der Cybersicherheit nnn Cyberagentur)
y dopmu KomnaHuwje ca orpaHuyeHom oparosopHowhy (GmbH) uuvjn je jeavHu
akunoHap depepanHa Bnapga. Osa AreHuuja uma oko 100 3anocneHux (npema
pacnonoXxvemMM nogaumMma) M He CrApoBOAW CaMOCTanHO WUCTpaxuBakwa, Beh y
capakun ca akageMmnjom 1 NHOYCTPUjoM CNpoBOAM MHOBATUBHE MPOjeKTe 3a Koje ce
npoueHn Aa cy o4 U3y3eTHOr HauumoHarHor 3Hadvaja (mocebHO ux MHTepecyjy Teme
Kao WTO Cy Noy3gaHe U OTNopHe MH(OpMaLNOoHe TEXHOMOMMje, MHTepakunja Yyoseka
N TEXHOMOrWje, BeluTayka MHTENUreHumja, HaHo 1 KBaHTHa TEXHONOrMja, CBEMMUPCKa U
nomopcka 6e3begHocT, OuoHMKa, WHTepdejcM Mo3ak-padvyHap, NPeauKTMBHA
aHanuTuka, Kpuntorpaduja wunu ayToHOMHW cuctemu). AreHumja je 3a cBoje
aKTMBHOCTU aobuna uHuumjanHmn Oyyet og 280 munvoHa eBpa of Kojux je Behu geo
Beh ynoxwuna y uctpaxxmadke npojekre.

Jow jegHa 3HadajHa nnatopmMa Kojy je MNOKpeHyno Hemadko MuHMCTapcTBO
oagbpaHe je Cajoep nHoBauuoHu xab, ca HaMepoM da NpuByYe Mnage u KpeaTUBHE
yMOBE [a KpO3 CTapTan-oBe U OKPYXeh-e KOje BuLle OAroBapa HMXOBOM HauUMHY
pasmuLLIbarka peanuayjy npojekte of 3Ha4vaja 3a oabpaHy. Cajbep nHoBauMoOHN xab
je y cywtnHn nnatdgopma 3a peanusaumjy npojekarta, a popmarnHo je opraHnsoBaH
Kao orpaHak komnaHuje koja npyxa WT ycrnyre 3a Hemadky apmujy, Koja AOHOCU
Kpajiy OANnyKy Koju npojektn he ce omHaHcuparu.

Benwuko Bojsoactso Jlykcemoypr

[lokyMeHT jaBHUX NonuTuka y obrnactn nHgopmaunoHe 6e3dbegHocTn y Jlykcemobypry
je HaumoHanHa ctpaternja uHgpopmaumoHe 6esbegHoctn. [lo caga je Jlykcembypr
YCBOjMO YeTupu cTpaTervje, a nocnegha ce ogHocu Ha nepuog og 2021. no 2025.
roguHe. CBaka of, cTpaternja goHocuna je ogpeheHa yHanpehena, na je Tako npea
cTpaTermja uHuuuMpana ocHuBawe BnagmHor LIEPT-a, pgpyra ycnoctaBrbane
HaunoHanHe areHumje 3a 6e36egHoCT WHpopmaumoHux cuctema (ppa. Agence
nationale de la sécurité des systemes d’information - ANSSI), Tpeha dopmnpare
LleHtpa 3a komneTeHumje y obnactm wuHdopmaumoHe 6e36egHoOCTM (EHr.
Cybersecurity Competence Center - C3), ycnoctaBrbate MeTogosorvje 3a aHanunsy
pusnka MONARC u dopmuparne MehymmnHucTapckor KoopanHaunoHor kommteTa 3a
cajbep npeBeHuujy u uHdopmaumoHy 6edbegHocT (Comité interministériel de
coordination en matiére de cyberprévention et de cybersécurité), ok 4yeTBpTa
npegsuha dopmnparwe SOC 3a KpUTUYHY  UHPPACTPYKTYpy, dopMuparse
HaunoHanHor ueHTpa 3a duntpupawe DD0S Hanaga, pasBoj nnatgopme 3a
aHanmsy u ynpaerbawe pusnumma SERIMA HamerweHe onepaTopumMa eceHumjanHmx
cepsuca n gpyro. Hctutyumja HagnexHa 3a u3pagy u KoopAavHauujy crparteruje je
Bucokn komecapujat 3a HaumoHanHy 3awTtuty (HCPN).

Nykcembypr je y majy 2019. rogmnHe TpaHcrnoHoBao HAC [OupektnBy EY y cBoje
3aKOHOAABCTBO U ogpeauno PerynatopHu nHCTUTYT JlykcembBypra ILR 3a jeanHCTBEHY
TayKy KOHTaKTa WU HaOSNeXHW OpraH 3a CEeKTope eHepreTuke, TpaHCnopTa, 34paBrba,
nujahe Boge n gurutanHe MHpacTpykType, Aok je Komucmja 3a Hagsop cekTopa
uHaHcja CSSF HagnexHu opraH 3a cekTope WHppacTpykType (UHAHCUjCKUX
TPXMULUTA U KPEAUTHUX MHCTUTYLMjA.

Nykcembypr Hema LeHTpanHu opraH koju 6u objeauraBao HagneXHoOCTH y obnactu
nHpopmaumoHe 6e36egHOCTM, HEro Cy HagnexHocTu pgaTte  pas’nuunuTum
nHctuTyumjama. CrpaTellke HaanexHocTu wumajy ABe WHCTUTyumje: Temno 3a
nHdpopmaumoHy 6e3begHoct CSB n MehyMuHUCTapckn KOOpANHALMOHN KOMUTET 3a
cajoep npeBeHuMjy U nHpopmaumoHy 6e3begHoct (CIC-CPCS). HagnexHocT Hag
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KOOp[J,VIHaLI,VIjOM adKTMBHOCTW OBa [ABa TeJla U 3adaTtaK CTpaTeLukor BOF]CTBa nmMa
Bucokn KomecapwjaT 3a HAaUMOHarHy 3allTuTy.

Teno 3a nHdopmaumoHy 6e3beaHoct popmupaHo je 2011. roguHe ca 3agaTkom Aa
UMMremMeHTUpa 1 Haa3npe u3BplUaBar-€ NpBe HauuoHanHe cTpaterunje, a og 2019.
roauHe Hamnasu ce y HagnexHoctn MnHucTapcTea gpxase.

MehyMmnHnCcTapckn  KOOpOWHAUMOHM  KOMUTET 3a cajbep npeBeHUujy WU
nHdopmaumoHy 6e3begHocT ycnoctaeribeH je 2017. roguHe ca uurbem ga ce, y
capagwmn ca Tenom 3a uHdopmaumoHy 6e3beqHOCT, aHraxyje Ha kKoopauHaumjun
onepaTMBHUX akKTMBHOCTW. Y pagy KomuteTa y4vecTByjy npeacTtaBHuum cnegehumx
NMHCTUTYUMja:

=  MuHuCTapcTBO ApXaBse,

= Bucokun komecapujaT 3a HaunoHarnHy 3aluTuTy,

= OpbpaHa Jlykcembypra (dupektopaT 3a ogbpaHy n OpyxaHe cHare

Jlykcembypra),

= MuHucTapcTBO NpuBpeae,

= eKoHoMcka nHtepecHa rpyna SECURITYMADEIN.LU,

= BnaavH ueHTap 3a uHopmaumoHe TexHonoruje (CTIE),

= [Ip>xaBHa obaBeluTajHa cnyxba,

» HaunoHanHa areHumja 3a 6e36egHOCT MHpopmaumoHmx cuctema (ANSSI) n

= BnaguH LUEPT (GovCERT).

Pagom komuteTa npeacenaBa Bucoknm komecap 3a HauuvoHanHy 3awTtuty. 3agaum
KOoju cy nocTasrbeHn npeg osaj Komutet cy:

= 06e3behere KOH3MCTEHTHOCTM akuuja u nHMumjaTmBea,

=  KOOpAMHauMja MMNnemMeHTaumje nHnunjatmea Koje gonase og EY unu ca

Apyrnx mehyHapoaHux HMBoa,

"  Hag3op Hag MMMMAeMeHTaunjoM OBUX MHULMjaTUBA,

= [JaBawe caBeTa Bnagu no nutawmma nHgopmarmoHe 6e3degHoCT 1

" [JMCKyCWja O CTaBOBMMA HaUMOHANHUX NpeacTaBHMKa.

Bucokn komecapujaT 3a HauuoHarHy 3awTuUTy je Teno Koje je NnocTojano TOKOM
XnagHor paTta kao kaHuenapuja Komuteta 3a HaumoHanHy 3awTuTy (ca 3agauumma
BE3aHUM 3a 3alTUTy OpraHa BracTu U CTAHOBHULUTBA, NpUKynSbake obaBeLuTajHMX
nogataka, cnpoBohere NCUXOMOLLKMX onepaumja u CIIMYHO) U MOTOM YKUHYTO, anu je
peakTMBMpaHO HaKOH TepopucTudkmx Hanaga 11. centembpa 2001. ca HoBUM
HagnexHocTuma y obnactu sawTtuTte KpuTuYHe nHdpacTpyktype u o 2016. roamHe
yBpLWITEHO Yy cacTtaB MuHucTapcTBa gpxase. Bucoku komecapwujat je HagnexaH 3a
npeBeHuUnjy 1 ynpaerbare cajoep Kpusama v 3a nnaHupake oaroBopa Ha BaHpeaHe
cuTyaumje y obnactm wHdopmauumoHe 6esbegHoctn. 3a cajbep aunnomaTtujy
HaanNexHo je MMHMCTapCcTBO CNOSbHUX U €BPOMNCKUX NOCIoBA.

HauunonanHa areHumja 3a 6e3begHocT uHopmaumoHnx cuctema (ANSSI) je
HagnexHa 3a cucteme y apxasHuMm opraHuma. Oa AreHuuja je popmupana 2015.
rogMHe 1 cactaBHu je geo Bucokor komecapujata 3a HauMOHanHy 3awTuUTy Kao
perynatopHu opraH. Heke og HagnexHoctn ANSSI cy:

"  u3paja nonuTMKa 1 Bogmya 3a 3aTuTy KNnacnuuKoBaHUX u

HeknacudukoBaHNX UHopMaumja,

= 06e3beherne npumeHe mepa 3alwTuTe NHPOPMaLNOHNX CUCTEMA,

= cepTudmkaumja Ha4dmHa obpage HeknacndukoBaHNX Hopmaumja,

= yHKumje HauynonanHor u BnaguHor LUEPT-a n

= Hagnexdu oprad 3a TEMIMECT.
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ANSSI je go 2018. roguHe 610 1 HaanexHu opraH 3a ogobpaBare KpUNTorpadCKnx
npouseoda, kaga Ccy Te HagnexHoctu npeHeTe Ha BnaguH ueHTap 3a
nHpopmaumoHe texHonoruje (CTIE). ANSSI je go Te rognHe 61o 1 TENO HaQNEXHO
3a ynpaBsrbawe cajbep nHungeHTuMma, Kaga je Ta ynora npeHeta Ha BnaguH LIEPT.
BnaguH ueHTap 3a nHdopmaumoHe texHonormje (CTIE) je ocHoBaH 2009. roguHe un
npeAacTaBrba LieHTpanHu opraH 3a nocrioBe Be3aHe 3a MHOPMaUVoHe TeXHosornje
3a MMHUCTapCTBa M ApxasHy agmuHucTpaumnjy. CTIE je Takohe 1 HagnexHu opraH 3a
ancTpmbyunjy Kpuntorpadckor maTepujana u HagfeXHU opraH 3a Kpuntorpadpcky
akpeguTauujy, a y HagnexHoctTu My crnagajy u sawTtuheHa KoOMyHUKauuja n pasmeHa
MHdopmaumja namehy ap>kaBHUX opraHa.

Brnagun UEPT (GovCERT) je ocHoBaH 2013. roguHe ca 3agaTkoM Ja peluaBa cBe
030urbHUje cajoep wHumpgeHte y WKT cuctemuma Bnage. Opg 2015. roguHe
GovCERT je og ANSSI npey3eo HagnexHoCTn ynpaerbaka cajoep nHUngeHTuMma um
objeguHuo ynore HauuonanHor u BnagwmHor LIEPT-a, a og 2018. rognHe wmy je,
nopep nocrojehux, nosepeHa n dpyHkumnja BojHor LLEPT-a (MIICERT) 1 cmewwTeH je y
Bucokn KomecapujaT 3a HauMOHanNHy 3awTuty. Y OKBUPY HAANEXHOCTU
HaunoHanHor LIEPT-a, GovCERT je 3BaHM4YHa HauUMOHanHa Tayka KOHTaKkTa ca
LIEPT-oBuma pgpyrux 3emarba M Tayka 3a KOHTaKT WU pasMmeHy uHdopMaumja ca
cektopckum LIEPT-oBuma y Jlykcembypry. GovCERT, y OKBMpPY CBOjUX HAONEXHOCTU
kao Bojuu LIEPT, genyje kao 3BaHW4Ha Tadka KOHTakTa 3a BojHe LIEPT-oBe gpyrux
3emarba, anu u npatu u pearyje Ha nHumngeHnTe y KT cuctemuma OpykaHux cHara.

EkoHomcka wuHTepecHa rpyna Security Made in Létzebuerg (nmosHaTuja kao
SECURITYMADEIN.LU) je ocHoBaHa 2010. roguHe ca maHgaTtom og MuHuctapcTea
npuepeae (koje N Haa3npe HeH paa) Aa CNpoBOAM UCTPaxMBara Ha MefyHapogHOM
HMBOY, Aenu uHdopMauunje o npeTwama, UMNIEeMeHTUpa MpeXy CeH3opa 3a paHa
yno3opewa U pfgenyje kao xab 3a €eKOHOMCKe aKTMBHOCTM Yy OBOj obnacTu.
duHaHcKjcka cpeacTBa 3a pag rpyne obesbehyje apxasa. SECURITYMADEIN.LU y
CBOM cacTaBy MMa Tpu opraHu3aumoHe jeavHuue: LleHTap 3a pearoBamwe Ha
komnjytepcke uHuunaeHte (eHr. Computer Incident Response Center Luxembourg -
CIRCL), Cepsuce nogusarwa 6e3begHocHe cBectu y cajbep ceTy n 6e3begHocHa
noborbwarwa (CASES) mn LleHTap 3a komneTeHuuwje y obnactm uHgopmaumnoHe
6e3begHocTm (C3).

Moxga u HajnosHaTuja opraHmsaumja n3 obnactm uHgopmaumoHe 6e3begHOCTN U3
Jlykcembypra je CIRCL koju je HagnexaH 3a NpMBaTHU CEKTOP, NOKanHy camoynpasy
n HeBnaguHe opraHusaumje. CIRCL je rmob6anHo nosHat no cBOjoj nnatdopmu 3a
aerbewe nHopmauunja o npetwama MISP, a og apyrux uHuumjatMeBa y Kojuma
yyecTtByje Bpeau nomeHytn 3ajegHuuy CERT.LU koja o06es3behyje pasmeHy
nHdopmaumja n capagrwy npmeatHux LIEPT-oBa ca CIRCL n GovCERT.

Cyberworld Awareness and Security Enhancement Services Luxembourg (CASES)
obesbehyje nybnukauuvje, egykatMBHM Martepwujan, npumepe Hajborbux npakcu u
pa3He anaTte Be3aHe 3a WHopmaumoHy 6e3benHocT (M3mehy ocTanor, MeToq 3a
aHanmsy pusnka MONARC).

LleHTap 3a komneteHuuje y obnactn nHgopmaumoHe 6e36egHocTn (C3) akTUBHOCTM
peanusyje Kpo3 [aBawe MULIIbEHA, TPeHupawe W TecTupake, MNPEeTexXHO 3a
npyvBaTHU CEKTOP.

HaumoHanHu aytoputeT 3a ceptudukaumjy y obnactu nHgpopmaumoHe 6e3begHocTu
je VIHcTuTyT 3a cTanHgapavsauujy, akpeautauujy, CUrypHOCT M KBanuTeT Npov3Boaa U
ycnyra (ILNES).
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Jlykcembypr nma ycBOjeH NnaH 3a pearoBake Yy cnydajy cajoep kpuse (dppa. Plan
d’intervention d’urgence en cas d’attaque contre les systémes d’information ou de
faille technique des systemes d’information - PIU Cyber) 3a uujy panusauujy je
oaroBopaH AupektHo npemujep. OBaj nnaH je pasBujeH o4 cTpaHe Bucokor
KOMecapwujaTa 3a HauuoHarnHy 3awTuTy n nva YeTmpuy rnaeBHa uusrba:

=  yCBajake 3aTUTHUX N NPEeBEHTUBHUX Mepa,

* [JeduHMUCaHe yrore eHTUTETa 3a yrnpasrbake Kpu3ama,

* [eduHNCare Mepa, NoCcTynaka U aktepa y criyvyajeBuma BaHpegHUX

cuTyauumja n
= y30ywuBawe N NHPOPMUCaHE jaBHOCTMW.

MnaH npegBuha ycnoctaerbake YeTnpun ad-hoc jeguHuue 3a pellaBakse Kpuse:
jeanHuue 3a kpuay, onepaTtMBHE jeAuHMLE, jeQuHuLEe 3a NpoueHy cajoep puauka u
jeamHuUe 3a KOMyHMKaunje n nHgopmucare. NnaH ykrbyyyje 3agaTke cBake o OBUX
jeavHuua, HUXOB cacTas, cybopauHauujy, n3BellTaBake U CBe ocTane erniemMeHTe
Koju cy noTpebHuM 3a ycnewHo pellaBare Kpuse.

KparbeBuHa XonaHauja

XonaHawja je npey cTpaternjy nigopmaumnoHe 6e3degHoctun yceojuna 2011. roguHe,
a TpeHyTHO Baxeha je cTpaTternja ycojeHa 3a nepuopg of 2022. no 2028. roguHe.
Hoea CtpaTteruvja ycmepaBa aKTMBHOCTU y YeTUPU rNaBHa cMepa:
= nobosrblare ApyLTBEHE OTMNOPHOCTU KPO3 3ajeQHNYKe Hanope jaBHor,
npvBaTHOr 1 HEBMNAAMHOTN CEKTOPA,
* noacTtuuakwe 6e3beqHOCTN gMrMTanHMx NpoM3Boaa 1 ycrnyra y cknagy ca
nponucuma EY,
= cy30ujarbe cajbep NpeTh:U Koje NoTUYy of ApXKasa 1 KpuMmnHanaua Kpos
noborbliane NpuKkynrbaka n gerbexa nHdopmauuja, v y jaBHOM 1
NPMBaTHOM CEKTOPY U
= 0be3behere KBanMTETHE pagHe cHare y obnactn nHgpopmaumoHe
6e3begHocTn, 0Opa3oBare 1 Noan3amwe CBeCTU rpahaHa.

JedHa o4 HajBaXXHWUjUX aKTMBHOCTU nnaHupaHa CTpaTernjom je cnajahe HEKOSMKO
opraHusauuvja ca npeknanajyhmum HagnexHoctuma - NCSC, LeHTpa 3a gururtanHo
nosepewe (DTC) n LUCUPT-a npoBajoepa gurutanHmux cepsuca (CSIRT-DSP) vy
jeoHy opraHu3auujy, koja he noctatv jeOMHCTBEHM HauMOHaNHW ayTopuTeT 3a
nHdopmMaumoHy 6e3begHocT. XonaHavja je oBom CTpaTernjom uckasana CHaxHy
noceeheHocT 06jeantbaBaky NOCTojehmx KanauuTeTa U HEONXO4HOCT Bp3e Cno3Haje
WHopMaumja o nNpeTama M pawkbUBOCTMMA U pearoBaka Ha OBe WHdopMaLuMje.
CrtpaTternjom je yak HarnaweHa notpeba cy3bujara dparmeHTauunje y Aerbewy
nHpopmaumja kag rog je moryhe n notpeba 3a pectpuktuBHoOWwhy y chopmupamy
HoBux LIEPT-oBa. Y TOM uurby, HOBWM ayTopuTeT (3a Koju ce o4dekyje aa he 6utu
ycrnoctaBrbeH TokoMm 2024. roguHe) paguhe y capagmwu ca jaBHUM U NPUBATHUM
CEeKTopoM ” npyxatm uHdopmaumnje o 6e30egHOCTU CBUM  CEKTOpUMa,
opraHusauuvjama Koje crnagajy U Koje He cnagajy y KpUTUYHY WHMPaCTPYKTypy W
reHeparsiHoj jaBHOCTH.

Y XonaHgmju je npenosHaTo Buwe o 20 MHCTUTYUMja ca WHOMBUOYANHOM W
KONMEKTMBHOM oarosopHowhy y obnactm wuHdopmaumoHe 6es3begHoctn. Ha
NOMUTMYKOM M CTPaTELIKOM HUBOY HajBaxHuje Terno je CaBeT 3a MH(OpMaUMOHY
0e3begHoCT.

CaBeTt 3a uHdpopmaumoHy 6e3begHocT dopmupaH je 2011. rognHe kKao Teno koje
Tpeba oa noBexe pasnuuMTe aKkTepe M3 jaBHOr U NPMBATHOr CeKTopa U ca MaHa4aToM
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Aa caBeTyje Bnagy v npuBaTHM CEKTOP, NOCTaBM HaLMOHANHe NnpuopuTeTe, NPoLEHN
notpebe 3a ncTpaxmnBameM 1 pasBojeM 1 06e3bean pasameHy 3Hawa y OKBUPY jaBHOT
n npuBaTHOr cektopa. 3a pag CaseTta HagnexHo je MuHuctapcteo 6e36eaHoCTM 1
npasege, a y pagy CaseTa y4yecTByjy NpeacTaBHMLUM U3 jaBHOT 1 NPUBATHOI CEKTopa.
JaBHUM cekTop je 3acTynibeH ca 15 npeactaBHuUKa U3 cnegehmx HCTUTyUmja:

= HauwmoHanHu koopanHaTop 3a 6e3begHoOCT n cy3bujarbe Tepopuama (y

cactaBy MuHuctapctea 6e36egHocTn 1 npaege),

=  MWHMCTapPCTBO EKOHOMCKMX NOCMOBA,

= MwuHucTapcTBo ogbpaHe,

= [eHepanHu obaBelwwTajHN n 6e36egHOCHM cepBuC,

= AreHuuja 3a HauMoHanHe nonuumjcke cepeuce n

= [eHepanHu ogbop Tyxunaua.

N3 npueatHOr cektopa y pagy CaBeta ydecTtByjy npeactaBHuum Bogehux
npoBajoepa TeNekOMyHUKaUMOHUX ycnyra, Bogehmux cHabgeBaya WKT onpemom,
KopucHuka WT ycnyra, manux u cpeawnx npegyseha, onepartopa KpUTUYHE
WMH(PpacTpykType W akagemcknx uHctutyumja. Pagom Caseta konpegcepnasajy
HaunoHanHn koopamHatop 3a 6e36eaHOCT U cy3bujarbe Tepopuama 1 nNpeacTaBHUK
npvBaTHOI CceKkTopa (Koju ce NepUOANYHO MeHa).

HaumoHanHn ueHTap 3a nHgopmaumnoHy 6e3begHoct (NCSC) dopmupaH je 2012.
roguHe ca 3agaTkoOM fa yHanpegu pasymeBake pasBoja, NpeTwu U TpeHgosa y
obnactu nHdopmaumnoHe 6e36eagHOCTN 1 Npey3me OAroBOPHOCT Y peLLaBamy cajoep
WHUMAeHaTa n ynpaeibawy cajbep kpusama. ¥ cactae NCSC npunmkomMm OCHUBaH-a
nHkopnopupaH je noctojehmn Brnagun LEPT (GOVCERT.NL). Y HagnexHoct NCSC
crnaga npyxawe ycnyra Brnagm v UKT cuctemmma KputudHe MHGPACTPYKType Yy
jaBHOM M NpuMBaTHOM CEKTOPY, Kao K yHanpehewe jaBHO-npuBaTHOr MapTHEPCTBa.
NCSC je opraHmsaumoHo cmellTeH y [OupekTopaTty 3a uHgopmaumoHy 6esbegHocT
MuHuctapctea 6e36egHOCTM M npaBae, a OUMPEKTHO je NoTYukeH HaumoHanHom
KoopauHaTopy 3a 6e3begHocT un cysbujare Tepopmama. NCSC 4ynHe Tpu Tuma ca
HagneXxHocTUMa 3a pearoBake Ha MHUMOEHTe, eaykauuvjy u passoj. Y OdupektopaTty
3a MHdopmaumoHy 6e36eaHoCT nocToju n nocebHo Operberwe 3a NONUTUKE Y YNjoj je
HaONeXHOCTW pas3Boj nonuMTMKa W cTpaTtermja y obnactm  uHdopmaunoHe
Oe3begHocCTH.

HapnexHoct NCSC obyxsaTa nocTtynawe ca npethama U MHUMAEHTMMa, nogn3are
be3begHoCcHe cBeCcTW, OaBake CaBeTa, pearoBawe Yy Crnydajy Kpuse u npyxawbe
nnatgopme 3a capaghwy. NCSC je Takohe Beoma akTmBaH Yy MehyHapOAHO]
capagkn M HauuoHanHa Tadyka KoHTakta XonaHamje. NCSC uma  KibyyHy
KOOpAMHAaLMOHY yrnory y crny4ajy o36urbHor cajéep nHumaeHta unm cajbep kpuse. [la
6u ycnewHo octBapuo oBaj 3agatak, NCSC KOHTMHyanHO npaTtu cTake, BpLUM
npoueHe yrpoXXeHocTn n Moryhux nocrneguua n pearyje y cniyyajy nortpebe. JegHa
of HajpaxHujux aktmeHoctn NCSC je ynpaBo npukynibawe nHdopmMaumja, kKako o
jaBHOr 1 NpuBaTHOr cekTopa y XonaHaujy Tako 1 og MeflyHapoaHUX napTHepa.

Y cnyyajy o3burbHor cajoep nHumngeHTta unm cajbep kpuse NCSC aktusmpa Oabop
3a VKT ogroeop (IRB) n gaje noapLuky HeroBumM akTUBHOCTMMA KpO3 NpubaBibarbe n
AncTpubyumjy mMHdopmaumja u agmuHucTpaTveHy noapuwky. C ob3vpom fa je y
XonaHamju BeNuKN Aeo KpUTUYHE MHPAaCTPYKType Yy MpMBATHOM CEKTOpy, Y pagy
IRB ydecTByjy, nopen npeacTaBHMKa WHCTUTYuuja Bnage, u npegctaBHUUM
npoBajaepa TenekoOMyHUKaLWOHUX ycrnyra, eHepreTcKor u oMHaHcujckor cektopa, a
no notpebu ce Mory ykrbyuntu u gdpyru ekcneptv. Pagom IRB pykoBoam
npeactasHMKk MuHucTapcTBa ekoHOMCKMX nocnosa. [MpumapHu 3agatak IRB je pa
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caBeTyje HauMoOHanHa Tena 3a ynpaBrbake Kkpusama O Mepama koje Tpeba
npeay3eTtu, anu Takohe n Aa Crnyxu kao Terno Koje y cryyajy kpuse cnaja TEXHUYKU U
aAMUHUCTPATUBHU HUBO.

XonaHguja je 2012. rognHe npenosHana cajéep NpocTop kao NeTu SOMEH BOjHUX
onepauuja (nopea 3emibe, MOpa, Basgyxa U ceemmpa) n gedmHncana wect obnactum
pa3Boja cajbep kanauuteTa: opabpaHa, Hanag, obaBeliTajHe AaKTMBHOCTM,
afanTMBHOCT, WHOBauuje W capagha. 3ajegHnyka KomMaHga 3a  Yynpasrbakbe
nHdopmaumjama (JIVC) opmupaHa je 2013. rogmHe, a y HeH cacTas ywao je u
LLEPT opbpaHe (DefCERT) dopmupaH roguHy pfaHa panHuje. HagnexHoctu
DefCERT cy y pomeHy 6e36egHoctn UKT cuctema MwuHuctapctBa onbpaHe u
OpyxaHux cHara XonaHauje, nogpLluke BOjHUM onepauuvjama, npoueHe npeTwn U
pakMBOCTU, JaBaka caBeTa M CIIMYHO, anu Takohe n nogpLuka ApXXaBHUM opraHumMa
y 3ajegHu4koM oproBopy Ha cajoep npetwe. DefCERT m NCSC cy notnucanmu
MeMOopaHayM O pasdymeBaky M MHTEH3UBHO capahyjy Kpo3 pasMeHy nHdopmaumja m
y3ajamMHy NogpLUKY.

OpbpambeHa cajbep komaHaa je popmmpana 2014. rognHe ca NnpuMapHUM (OOKyCcoM
Ha ycnocTaBrbake oAbpaMOeHux, Hanagavkmx W obaBelTajHUX KanauuTteta y
cajbep npoctopy. Y cactaB OabpambeHe cajoep KoMaHae NPUIIMKOM yCrnocTaBibaka
ylwrne cy opraHusaumMoHe jeauvHuue ocTanux cnyxobu, 4Ynme je ycrnocTaBrbeHa
jeanHcTBeHa uenvHa y oabpambeHom cuctemy XonaHauvje HagnexHa 3a oy obnacr.

MNpeanosu yHanpehewa MHCTUTYLMOHanHor okeupa y Penyonuum Cpouin

AHanusa noctojeher MHCTUTYLMOHAMNHOr OKBMpa MnoKasyje pacunawe kanauyuTeTa
HagMeXHUX opraHa 3a NMPeBEHTUBHO W OGNaroBpeEMEHO pearoBake Ha UHUUOEHTE Yy
cajbep npocTopy.

Y cknagy ca HaBegeHUM ModenvMa eBpOorNCKUM 3emarba Npunnkom uspane Haupta
aHanuavpaHa cy Tpu Mofena MHCTUTYLMOHAarHe NpOoMeHe Koju Cy AaTu y HacTaBKy
TeKkcTa.
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Bnapna Penybauke Cpbuje

KaHuenapuia 3a uHGopmaynory 6esbeaHocr
nocebHa oprahusaumnja
JepurcTeena Taska koHTaKTa
Craspapausaupjan
Teno 23 koopawHaUuy nocioes ceprupukayja UKT cucrems,
UHbOpMaLMDHE BesbeHomTH WKT npouseoaa, UKT npouecau Hawsouanui UEPT
WUKT yoryra

EPT Jeqwicreene

LIEPT Jewsicreene
ubopMEINOHD:
HUKSUMOHE MpEE

KOy
SASKIROHCKE YIRIES

Penscrap kpunTomarepujana 33
PYKOBatoE C2 CTPHMM T3HUM
nogauuma

B0 046paHe uHpopMa aresupjs

MuricTs, No/MH
apoars Gana
il i ‘nn« o t

Hagnernu oprat 33 SRS AR RO, 2
opobpasatbe Kpumorpadekied DuHIHOLCKE MHCTITYL e

nNpoMsBOAa, ANCPUBYLUYY
KPUNTOMBTEPU]RAE 1 33UTUTY.
oa KEM3

CamocTanH il onepaTopu

Hujagpam 19 MHcmumyyuoHaHu oksup - modes 1

HoBuHa:
o ®opmupa ce nocebHa opraHusaumja - KaHuenapuja 3a nHopmMaumnoHy
6e36eHOCT Koja NoCTaje jeANHCTBEHa Tayka KOHTaKTa
o Ha HoBy KaHuenapujy npeHoce ce HagnexHoctn HaumoHanHor LIEPT-a n
BnaguHor LIEPT-a (1 noctojehe opraHv3auvoHe jeanHuue 1 3anocreHn).

MNpeaHOCTM OBakBOr Moena WHCTUTYLMOHANHOT OKBMpa Cy Y YCMNOCTaBibaky
jeoVHCTBEHe, npenosHaT/buBe WHCTUTYUMje (nocebHe opraHu3auuje), rpynucamy
noctojehux kanauuTteTa, cTBapany ycrnosa 3a 6orby 1 6pxy pasmeHy nHdopmaumja,
Kao M ycrnosa 3a KOHKPETHY NMOoMoh OpyrMm opraHuma [pXaBHe ynpase Y cry4ajy
cajoep wHumpgeHata (Ha npumep MCIl-y unmn KaHuenapuju 3a UT u eYnpasy).
HepocTatak oBakBor Moferna MHCTUTYLMOHANHOr OKBMpa Cy noTeHumjanHu npobnem
32 UeOo jaBHW CEKTOp Yy Cnyyajy HedoBOSbHUX Kanaumteta HoBe KaHuenapuje wu
HeJocTaTak NoApLKe Aa ce NpUxBaTu NPEHOC CBOjUX HaANEXHOCTU 1 3anocreHnx y
HoBy KaHuenapujy.

Opyrnm mogernom:
o ®opmupa ce nocebHa opraHusaumja - KaHuenapuja 3a MHGPOpMaLMOHY
6e36eaHOCT Koja nocTaje HagnexxHu opraH 1 jeQMHCTBEHA Tadka KOHTaKTa
o Ha HoBy KaHuenapujy npeHoce ce HagnexHoctn NHcnekuuje 3a
nHdopmaumoHy 6esbegHocT n HaunoHanHor LIEPT-a.
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Bnaga Penybauke Cpbuje

Teno 33 K0opAWHaLM]Y NoCoea
MHpOpMaLpoHE BesbegHoTi Capagsba canpuearium Ceprpukaumja GesbegHocHux
cexTopom npoissoaa

Hausonammn uentap 22
npes exupjy Gesbeanockin Fuosantu LIEPT)
Hautorzaniu LEPT)

Letivap 35 6esSegroa UKT

nHd opmafinoHy besbeaHocT
noceGfia opraHusayhia

PemcTap KpunTomarepujanasa
PYKOBaHE C3 CTPSHIAM T SjHINM
nogauma

BojHoBEz6eaHODHa SR

LIEFT MCT t

BojooGaeeuTsjim arevuyja [l OACSPaBae KpurTOrpaderia

npovEE0AE, ANCTPHBYLMIY
KPMITTDMETEPU]aNE 1t 3aUAKTY
on KEM3

- T

CamocTtanHu onepaTtopu
Lujagpam 20 MHCmumyyuoHasiHu oksup - modesn 2

MpenHocTn oBakBoOr Modena MHCTUTYLIMOHANHON OKBMpa Cy y noBehawy kanauuteta
3a noapwky VKT cuctemmnma of nocebHor 3Havaja U cTBapare ycrnosa 3a 60rby 1
Opxy pasmeHy wuHdpOpMaumja. Hepocrtatak oBakBOr moaena WMHCTUTYLMOHAaNHOr
OKBMpa Cy orpaHudeHe MoryhHoOCTM 3a capafgwy N0 nuTawy OonepaTtuBHUX
aKTMBHOCTU, Kao W HefocTaTtak MonvTuYKe NoApLUKe [a ce NpuxsaTtu NPEHOC CBOjUX
HaONeXHOCTU 1 3anocrieHnx y Hosy KaHuenapujy.

Tpehum mogenom:
o ®opmupa ce nocebHa opraHusaumja - KaHuenapuja (AreHuuja) Ha Kojy ce
npeHoce HagnexHoctn HaunonanHor LIEPT-a.

MNpeaHoCcTM oBakBOr MoAeNna UHCTUTYLMOHAIHOr OKBMpa je y BpXoj umnneMmeHTaumju
Moferna Koja He 3axTeBa Benuke NpoMeHe, AOK Cy HedocTauu OBakeBor mogerna
WHCTUTYLMOHANHOr OKBMpa y dhopMuparsy jow jegHe nocebHe opraHusaumje koja he
ce genvMMnyHo 6aBuTU NuTawnma nHpopmaumoHe 6e36eaHOCTH.
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Teno 33 koopAWsaLMlY nociosa

urpopmaupore Sesbegroor

Hawsonanu uetitap3a
npes esupjy BesBeaHocHiec
pyvauxay UKT cuaemuma
Hausonanu LIEFT

Uewxrap 3a 6esbegroor UKT
A A CHCTEMB Y OPFaHWMa BAECTH
(AreHuuja) 38 und opmafinoHy besbegrocT (LLEPT opranaanacry)
noceGria opraHusaynia

Pemcrap kpunTomarepujana 3a
PYKOB3HE C3 CTPSHIAM T3jHIM
noaauuma

Haanesiwm oprak =

Bojnoobaseurajia arauyja [l  OACOPaESros KpUITorpadCis

NPOYSEOAS, ARCTPHBYLMY
KPWTTOMETEPUaNG it JaUAMTY
oa KEM3

MunucTapaeo ogbpane
BojHoBEzbearonHa A

CamocTanHu onepaTtopun
Lujaecpam 21 MHcmumyuuoHasiHu oksup - modesn 3

HakoH aHanuse mogena v npakcu eBporckux 3emarba OANYYeHo je Aa ce npuxsaTu
npeu MoZern.

Y lNpednoey 3akoHa rpedroxeHo je y ynaHy 28. ocHusare KaHuernapuja 3a
UHbopmayuoHy besbedHocm, Kkao nocebHe opzaHu3ayuje y CMUCY 3aKoHa
Kojum ce ypehyje nonoxaj dpxaeHe ynpaee padu obaserbara Mocroea
npeseHyuje u 3awmume 00 6e36edHOCHUX pu3uka u uHyudeHama y UKT
cucmemuma y Penybnuyu Cpbuju. KaHuenapuja uma c80jcmeo rpasHo2
nuua. Padom KaHuenapuje pykosodu Oupekmop koz2a umeHyje Bnada, y
cKnady ca 3aKOHOM KojuM ce ypeljyje nomnoxaj dpxasHux criyxbeHuka, a koz2a
npedcedHUKy Bnade npednaxe MuHucmap HalnexaH 3a [10C/108e
uHgpopmayuoHe 6ezbedHocmu.. KaHuenapuja uma 3ameHuka Oupekmopa,
Koju mopa 6bumu nuue odzoeapajyhe cmpy4yHocmu, Koju ce nocmaerba y
cknady ca nporiucuma Kojum ce ypehyje nosnoxaj OpxasHux criyxbeHuka u
uma oenawhera y cknady ca nponucuma o OpxKasHoj yrpasu.

Hadsop Had padom KaHuenapuje y epwery nocrnoea Ccriposodu
MuHucmapcmeo, y cknady ca 3aKOHOM KojuMm ce ypehyje Op>xaeHa yripaea.

HadnexHocmu KaHuenapuje 3a uHgopmauyuoHy 6e3bedHocm ypeheHe cy
ynaHosuma  30-34. KaHuenapuja 3a uHgopmauyuoHy b6e3bedHocm
ycrocmaesba ce U [10c/ioee U3 c80je HadnexHocmu rpornucaHe 08uM
3aKOHOM no4Yur-e 0a obaesba 1. jaHyapa 2027. 200uHe.

lNocnoee KaHuenapuje 3a uHgopmauyuoHy 6e3bedHocm riporiucaHe 08UM
3aKkoHOM obaesba KaHuenapuja 3a UHQOpMaUuuoHe mexHonoauje U
€e/IeEKMPOHCKY yripasy y riepuody Koju rno4yur-e 0aHoM Hacmyrnara 12 meceyu
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00 OaHa cmyrnara Ha CHaay 0802 3aKoHa U Koju mpaje 0o 1. jaHyapa 2027.
200uHe.

PeaynamopHo mero 3a efleKmpoHCKe KOMyHUKauyuje U rnowmaHcke ycryae
obaerba nocnioge HauuoHanHoze LIEPT-a ymepheHe osuMm 3akoHOM Q0
ucmeka repuoda od 12 meceyu 00 OaHa cmyrnara Ha CHagy 0802 3aKOHa.

MuHucTapctBO M garbe Boau eBuaeHuujy onepatopa WKT cuctema of
nocebHor 3Ha4yaja u BpLIKX HAA30p Hag pagoM HoBOOCHoBaHe KaHuenapuije.
Ha oBaj HauvH ygpyxyjy ce noctojehu kanaumtetv gsa LIEPT-a, wto 6u y
3HavajHOj Mepwu Tpebano ga noborbla KoopaAvHauuwjy U pearoBarwe Ha
NHUMOEHTE.

Ycknahusare ca e8porickuM rnponucuma

OupektnBa EY 2022/2555 o0 mepama 3a BMCOK 3ajeQHUYKM HUMBO WMHEOpPMAaLUNOHE
0e3begHocTM WwrpoM YHuje yTBphyje Mepe koje umajy 3a uurib NocTu3ake BMCOKOT
3ajegHUYKOr HuMBoa WuHopmaumoHe 6e3begHocTn yHyTap EY kako ©m  ce
nobosbwano yHKUNOHNCawe yHyTpawmer TpxuwTa. OBom [upektnBom gatu cy
amaHgmaHu Ha Ypenby EY 910/2014 o eneKkTpoHCKOj naeHTudukaumju n ycnyrama
oa noeepewa (elDAS) n Ha [Oupektney EY 2018/1972 o0 kogekcy enekTpoHCKMX
KOMyHWKaLuja.

OupekTneBom ce:

= yTBplhyje obaBe3a 3a cBe ApKaBe uraHuue Aa yCBOoje HaunoHarnHy crpaterujy
0 6e36egHOCTN MPEXHUX N MHAPOPMALMOHNX CUCTEMA, Oa UMEHY]Y
HauMoHarnHe HagnexHe opraHe (KOMNeTEeHTHe ayTopuUTeTe), OpraHe
HagnexHe 3a ynpaerbawe cajoep Kpusama, jeAMHCTBEHE Tayke KOHTaKTa u
LUCUPT-oBe;

= yTBpRYjy 06aBe3e no nutaknma Mepa 3a yrnpaBbake pusmKom U
n3BeLlTaBame 3a eHTUTeTe ogpeheHe Kao eceHumjanHe unm BaxHe y cknagy
ca 0BOM [IUpeKTMBOM, Kao 1 3a eHTUTeTe NAEHTUPUKOBAHE Kao KpUTUYHE Y
cknagy ca Oupektusom EY 2022/2557 (CER Oupektusa);

» yTBpRYjy npaBuna n obaBese y Be3n aerbera nHgopmauuja; n

» yTBphyjy o6aBe3e apxasa ynaHuua EY no nutawmma npumeHe ose
OvpekTnBe 1 Hag3opa Hag NPUMEHOM.

[Mpednocom 3akoHa o uHgopmayuoHoj besbedHocmu (y darbem mekcmy:
[Mpednoe 3aKkoHa):
o ypehyjy ce mepe 3awmume 00 6e36e0HOCHUX pu3uKa y
UHGbOPMaYUOHO-KOMYyHUKaUUOHUM cucmemuma;
o ypehyjy ce odeoeopHOocmu cybjekama rnpuiukoM yrpaesrbara u
Kopuwhera UHEOPMayUOHO-KOMYHUKaUUOHUX cucmema;
o ypehyjy ce nocmynuyu u Mmepe 3a rnocmusare 8UCOKO2 ornuimea HU8oa
UHgbopmayuoHe beszbedHocmu; u
o 0dpehyjy ce HalnexHU opaaHu 3a cripogohere Mepa 3awmume,
KoopOuHauyujy usmehy YuHunaua 3awmume u ripaheme npasurHe
npumMeHe nponucaHux Mmepa sawmume.
o Kao u HadnexHocmu cybjekama 3a Had3op Had criposofjeH-em 08oe
3aKoHa.
Ovpektuea HVC 2 je npumeHrbuBa Ha eHTUTETe KOju ce cmaTpajy npegysehuma
HajMare cpeare BenuuMHe WM Koju CBOje genaTtHocTu obaBrbajy yHyTap EBponcke
YHuje y cekTopuMa Koju cy oapefeHn kao BMCOKO KPUTUYHU vnu KputudHu. Nopen
Tora, oBa [upekTuBa npumeryje ce M Ha eHTuTeTe, 6e3 ob63npa Ha HUXOBY



88

BEMNWYUHY, KOjU CY WOEHTUMPUKOBAHM Kao KPUTUYHW Yy ckrnagy ca [upeKkTvBoMm
2022/2557 vinn Koju npyxajy ycnyre perucrpauvje umeHa JOMeHa, Kao U Ha cBe
Apyre eHTUTeTe W3 BUCOKO KPUTUYHUX WNN KPUTUYHUX cekTopa, 6e3 ob3upa Ha
HMXOBY BESTUYNHY:
" KOju NpyXajy ycnyre jaBHUX eNeKTPOHCKMX KOMYHUKaUUOHNX Mpexa, ycryre
o4 noBepera, ycryre perncrpaumje AJoMeHa HajBuLler HUBoa Unu ycnyre
AHC;
" KOjW Cy jeduHU Npy>Xaouu HeKe eceHuujanHe ycnyre y ApXasu YnaHuuu;
" yuju 6K Npekna y Npyxawy ycriyra Morao UMaTu 3HadajaH yTuuaj Ha jaBHy
CUrypHOCT, jaBHy 6e36e4HOCT 1 jaBHO 34paBrbe;
*  uuju 6K Npekna y Npyxary ycryra Morao umaTtu 3HayajaH CUCTEMCKUN PU3NK;
" KOjW Cy KpUTUYHM 360r cneunduyHe BaXXHOCTM Ha HaLUMOHANHOM Unu
pernoHarHoM HUBOY;
= KOju cnagajy y ap>kaBHe opraHe Ha LeHTpanHOM HMBOY, Unu cnagajy y
Ap>XaBHe opraHe Ha pervMoHanHoOM HMBOY ako 6u Npekna npyxaka HUXOBUX
ycnyra uMao 3HavajaH yTuuaj Ha KpUTUYHE ApYLUTBEHE UITM eKOHOMCKe
aKTUBHOCTH.

OBa [upekTnBa He MpUMEHYje Ce Ha ApXXaBHE OpraHe HaaneXxHe 3a HauuoHanHy
6e3begHocT, jaBHy 6e36GegHocT, ogbpaHy un cnpoBofewe 3akoHa. [MPEeKTMBOM cy
nedvHncaHe aBe KaTeropuvje eHTUTeTa: eCeHUjanHn n BaXKHW.

EceHuunjanHm eHTUTETUMA CMaTpajy Ce:

" EHTUTETM KOju NpeBa3unase BeNMUNHy cpeamwunx npegyseha (umajy Buwie og
250 3anocneHux 1 06pT o npeko 50 MunmnoHa espa) u Koju CBOjy AenaTHOCT
ob6aBrbajy y HEKOM 01 BUCOKO KPUTUYHUX CEKTOPa;

" [py)Kaouwu KBanuguKoBaHMX ycnyra o4 noBepeksa, npyxaouu ycnyre
peructpaumje SOMeHa HajBuLLEer HMBoa u npyxaoum ycnyra JHC 6e3 o63upa
Ha BEITMYUHY;

" [pyXaouwm ycryra jaBHUX eneKTPOHCKUX KOMYHUKALMOHMX MpeXa U jaBHo
OOCTYNHUX eNEKTPOHCKNX KOMYHMKALWOHNX yCryra Koju cnagajy y npeayseha
cpeaHe BENNYUHE;

" OpraHv ApXXaBHe ynpaBe Ha LieHTpanHOM HUBOY;

" CBM OpYrK eHTUTETU KOju CBOje AenaTHOCTU 06aBrbajy Y BUCOKO KPUTUYHUM
NN KPUTUYHUM CEKTOPUMA, a Koje je ApXKaBa YnaHuua ngeHTudukoBana kao
eceHuujanHe jep cy jeaMHM NpyXxaoun Heke eceHunjanHe ycnyre, jep 6u
npekug y npyxary ycrnyra Morao MMaTtu 3Ha4vajaH yTuuaj Ha jaBHy CUrypHOCT,
jaBHy 6e36eaHOCT U jaBHO 3a4paBrbe, jep 61 Npekua y npyxawy ycrnyra Morao
nmMaTu 3HayajaH CUCTEMCKIN PU3KK, UNN KOjU CYy KpUTUYHM 360r cneunduyHe
BaXXHOCTM HA HALMOHANHOM UIM PETMOHANHOM HUBOY;

" eHTUTETU NOEHTUMKOBAHN Kao KPUTUYHN y cKnagy ca [upeKkTMBom
2022/2557,;

" CBM OPYrN EHTUTETN MOEHTU(UKOBAHN KAo eCeHumjanHn y cknagy ca
Oupektneom 2016/1148 (HNC OupexkTtnsa), ako gpxasa YnaHuLa npoueHn ga
je To noTpebHo.

BaxHuM eHTMTETMMa cmaTpajy ce eHTUTeTW KOoju CBOje AenaTtHoCTU obaBrbajy y
BMCOKO KPUTUYHUM UMW KPUTUYHUM CEKTOPUMA, a KOjU He UCMyHaBajy Kputepujyme
Aa 6yay wnaeHTUduKoBaHM Kao eceHumjanHu. Takohe, BaXHWM eHTUTETUMa ce
cMaTpajy M OHM Koje je ApaBa YnaHuua uaeHTudukoBana kao BaXxHe jep cy jeauHu
npy>xaoun Heke eceHuujanHe ycnyre, jep v npekna y npyxary ycryra Morao umatm
3HayajaH yTuuaj Ha jaBHY CUIypHOCT, jaBHy 6e36egHOCT M jaBHO 34paBrbe, jep 6u
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npekun y npyxawy ycrniyra morao mmatu 3HaqajaH CUCTEMCKN PUBUK, NN KOjI/I Ccy
KPUTUYHHU 300r CI'IeLI,VId)I/l‘-IHe Ba>XHOCTW Ha HaUMOHAITHOM U1 permMoHariHOM HMUBOY. Y
CeKTope B1UCoke KpUTN4YHOCTHU cna,u,ajy:

eHepreTuka,
caobpahaj,

©aHkapcTBO,

MHPaCTPYKTYpe OMHAHCUJCKUX TPXULLITA,
3[paBrbe,

nunjaha soga,

oTnagHe Bofge,

aurutanHa nHdpacTpykTypa,
ynpasrbarwe KT ycnyrama,

jaBHa agMUHUCTpaumja u

cBemup.

Y ocTane KputnyHe cektope cnanajy:

noLUTaHCKe U Kypupcke ycryre,
yrnpaBrbake 0TnagoMm,

npousBoaHa U cHabaeBakwe xemukanujama,

npounssoara, obpaga n gucTpubyumja xpaHe,

apyre npov3BogHe genaTtHoCcTu (Mpor3BogHa MeanuuHckux ypehaja um in vitro
ANjarHOCTUYKNX MEAMLMHCKMX CpeacTaBa, padyHapa, eneKTPOHCKUX U
ONTUYKMX NPOM3BOAA, ENEKTPUYHE ONpeme, MallnHa 1 ypehaja, MOTOPHUX
BO3uMna, NpUKonuLa 1 Nonynpukonuua n NporM3BoaHa octane onpeme 3a
npeso3s),

npyxawe gurutanHux ycnyra u

UCTpaXMBaH-E.

lNpednoeom 3akoHa OegbuHucaHuU cy onepamopu npuopumemdux WKT
cucmema 00 rocebHoe 3Havaja Koju cy naHOaH eceHuujasTHUM
eHmumemuma, u ornepamopu saxHux VKT cucmema o0 nocebHoe 3Hayvaja
Koju cy naHOaH eaxHUM eHmumemuma u3z HUC 2 [upekmuse. YnaHom 5.
lpednozom 3akoHa niporiucaHo je da cy ornepamopu rnpuopumemHux KT
cucmema 00 rnocebHoz 3Hayvaja:

o oOpeaHu;

o cybjekmu Koju cy oOpefeHu Kao orepamopu Kpumu4He
UHgbpacmpykmype y cknady ca nporucuma Kojuma ce ypehyje
Kpumuy4Ha uHgpacmpykmypa,

o nfpasHa nuya u ¢husuyka fuya y ceojcmey peaucmposaHoz
cybjekma, Koja obaesbajy rnocrose u 0erlamHocmu y credehum
obrnacmuma:

" eHepaemuka,

= caobpahaj,

= HaHKapcmeo U huHaHcujcka mpxkuwma,

= 30pascmeo,

= go0a 3a nuhe,

=  omnadHe 800e,

»  QuaumarsnHa uUHgpacmpykmypa,

» ynpasrbae VKT ycnyeama koje ce rpyxajy
onepamopuma rnpuopumemdux VKT cucmema o0
rocebHoez 3Ha4aja,
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= ocmarie obnacmu (yrnpaserbare HyKrneapHUM objekmuma,
npyxxar-e KeanugukosaHuUx ycriyaa 00 rnosepetrba,
npyxarse ycnyaa [JHC-a, ynpasrbare pe2ucmpom
OoMeHa Hajsuliea HuUgoa ca U3y3emkKoM oriepamopa
KOpEeHCKUX cepeepa UMeHa, MnpyxxakHe ycriyea Mpexe 3a
ucriopyky cadpxaja, obasrban-€ deslamHocmu
eJIeKMPOHCKUX KOMYHUKayuja, mayka 3a pasmeHy
uHmepHem caobpahaja, obriacmu y kojoj y Penybnuyu
Cpbuju nocmoju camo jedaH nipyxanay, ycryae u Koja je
HeornxodHa 3a obasrbaH-e KpUmu4HUX OpywmeeHux u
npuspedHux 0enamHocmu).

YnaHom 6. lNpednioeom 3akoHa niporiucaHo je da cy onepamopu saxHux NKT
cucmema 00 riocebHoz 3Havaja:

o HayyYHoucmpaxueayke uHcmumyuuje;

o nfpasHa u ¢usuyka fiuua y ceojcmey peaucmposaHoz cybjekma u
opeaHu Koju He criadajy y onnepamope ripuopumemHux KT
cucmema 00 rnocebHoez 3Ha4aja npema Kpumepujymuma 3a
odpehusar-e onepamopa;

o nfpasHa nuya Koja cy dechbuHucaHa kao orepamopu UKT cucmema
00 riocebHoe 3Hayaja y cknady ca nocmojehum 3aKkoHOM O
UHgopmayuoHoj bezbedHocmu;

o npasHa fuua u ¢ghusu4dka fuya y ceojcmey peaucmposaHoez
cybjekma, Koja obaesbajy nocsioee u OennamHocmu y criedehum
obnacmuma:

" [loWmaHcKe ycryee;

*  ynpaerbarbe omnadom;

" ipou3eo0H-a u cHablesar-e xeMukasujama;

* [pou3eoldma, npepada u ducmpubyyuja xpaHe;

" [IpOU3800H-a@ pavyyHapa, esIeKMPOHCKUX U OMMUYKUX
rpouseoda;

" [IpOU3B00H-a e5IeKmMpUYHe orpeme;

" [ipou3eo0H-a MawuHa u ypehaja;

" Ipou3eod-a MOMOPHUX 803ura, npukKonuya u
rnonynpukonuya u npou3eodra ocmarie ornpeme 3a
npeeos;

*  [pou3eodra MeOUUUHCKUX ypehaja u npou3eodma in vitro
OujacHOCMUYKUX MEOUUYUHCKUX cpedcmasa;

*  ycnyee uHghopMayuoHo2 Opywmea y CMUCITy 3aKOoHa O
€/1eKMPOHCKOj MpP208UHU;

" [IpOU3BO0H-a, MPOMEeMm U rpeso3 Haopyxara U 80jHe
onpeme.

Esuderuyujy npuopumemnux u gaxHux KT cucmema 00 nocebHoe 3Havaja
ycrnocmasJsba U 800U MUHUCMAaPCmMeo HalexHOo 3a Mocr08e UHGOopMayuUuoHe
6e3bedHocmu.

HWNC 2 OupekTtuBa gaje gedpununumje 41 tepmmHa.

Y [lpednoecy 3akoHa Oamo je objawrere 58 mepmuHa, 00 Kojux 34
(ubeHmu4yHo unu y ucmom cmucrny) rnocmoje u y HUC 2 [dupekmusu.
TepmuHu u3 lNpednoza 3akoHa Koju umajy ceoj naHdaH y HUC 2 [Jupekmusu

cy:
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UHbOpMayUOHO-KOMYHUKaUUOHU cucmem
onepamop VKT cucmema

UHgopmayuoHa 6e3bedHocm

PU3UK

parbugocm

u3beeHymu UHUUGEHM

npemma

036burbHa npemmsa

UHYUOeHm

ynpassbarbe UHUUOeHmMom

Kpu3a uHgpopmayuoHe 6e3bedHocmu

opaaH

ycryaa uHgopmayuoHoz dpyuimea

npyxanauy, ycryee uHghopmayuoHoe Opywmea
Mpexa 3a ucropyky cadpxaja

mayka 3a pasmeHy uHmepHem caobpahaja
cucmem Ha3usa domeHa ([HC)

npyxanay ycnyee [JHC-a

ycryea 00 rnoseperba

npyxanauy, ycryee 00 rnosepera
KearnughukosaHa ycrnyaa 00 rogepera
npy>xanauy, keanugpukogaHe ycryzae 00 rnosepera
ycryee padyHapcmea y knayoy

ycryea ueHmpa 3a yrnpassbare U Yyysare nodamaka
Hay4YHoucmpaxkusayka opeaHu3ayuja

jasHa enekmpoHcKa KOMyHUKayuoHa Mpexa
e1eKmpoHCKa KOMyHUKayuoHa ycriyea
npyxanauy, ynpaerbaHux ycrnyaa

npyxanauy, ynpasrbaHux 6e36e0HOCHUX ycrlyea
peaucmap Hasusa OOMeHa Hajguwez HUgoa
npyxanauy, ycryee peaucmpauvuje Hazuea doMeHa
UKT npoussod

UKT ycniyea

UKT npouec

TepmuHu koju cy degbuHucaHu y [lpednoay 3akoHa, a Hucy y HUC 2
Lupekmusu cy:

majHocm

UHMezpumem

pacronoxueocm

aymeHmu4yHocm

rnosepsbugocm

Hernopeyusocm

yrnpassbarbe pu3uKkom

jeOuHcmeeHu cucmem 3a npujem obasewmera 0 UHYUOeHmuma
mepe 3awmume VKT cucmema

majHu nodamak

UKT cucmewm 3a pad ca majHum nodayuma
cnyxb6a 6esbedHocmu

camocmarnHu onepamopu UKT cucmema

HEPT

komnpomumyjyhe enekmpomagHemHo 3payverse (KEM3)

O O O O O O OO O O OO O0OO0ODO0oOO0ODO0oOO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0 O0OO0

O O O O O O O O O O O o0 0 0 O
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Kpunmobe3zbedHocm
Kpunmo3awmuma
KpunmoepagbcKu rpoussod
Kpunmomamepujasu
b6e3bedHoCcHa 30Ha
UHgopmauyuoHa 0obpa

O O O 0O O O

o TLP (Traffic Light Protocol)

lMocebHo je 3aHUMIBUBO OebuHUCare 08a UeHmparnHa mepMuHa osa 08a
OoKymMeHma: uHgpopmauyuoHe 6eszbedHocmu u cajéep b6esbedHocmu. Y
[Mpedrnioey 3akoHa mepMuH ,uHopmayuoHa be3bedHocm” uma deguHUUUfY
uéeHmuy4Hy  OecbuHuuuju  mepmuHa  ,06e36e0HOCM  MPEXHUX U
uHgopmayuoHux cucmema (security of network and information systems)” y
HUC 2 Jupekmusu, anu y lNpednoeay (HUumu y 6usno Kojem Opy2oM ripagHoMm
OokymeHmy y Cpbuju) He nocmoju depuHuyuja cajbep b6esbedHocmu, a
makohe Hu y HUAC 2 [JQupekmueu He nocmoju dehuHuyuja uHghopmayuoHe
6esbedHocmu. Mada Huje ekcnnuyumHo OeuHucaH HU y HUC 2
Lupekmusu (Hu y npemxodHoj HUC [upekmuesu) HU y AKmy o cajbep
6es3bedHocmu, nod mepMuHOM ,uHghopmauuoHa besbedHocm” y Esporickoj
YHuju ce nodpasymesa ouysare M08EpP/bUSOCMU, UHMespumema Uu
pacrionioxxugocmu, y cknady ca OegpuHuuujom u3 rpeeneda cajbep
6e3bedHocmu U CPOOHUX mMepMuHa Koju je o6jasuna EHWCA® u
depuHuyujom u3 cmaHdapda MCO 27000

HegpuHuyuja mepmuHa ,cajbep 6esbedHocm” je y HUC 2 [upekmusu
pegepeHyupaHa Ha decpuHuyujy uz Akma o cajbep 6esbedHocmu (Ypedba
EY 2019/881), npema kojoj ,cajbep 6e3bedHocm o3Ha4Yasa akmueHOCmu
Heornxo0He 3a 3awmumy MPEXHUX U UHGOPMayUOHUX cucmema, KOPUCHUKa
mux cucmema u Opyaux ocoba Ha koje ymudy cajbep npemme”. Osa
decbuHuyuja moxe y odpeheHoj mepu Oa ce yrnopedu ca OeuHUUUjOM
mepmMmuHa ,mepe 3awmume UKT cucmema” u3 lNpednoza 3akoHa, npema
KOjoj cy mo ,mexHu4Ke, opaaHu3lauuoHe, afMuHuUcmpamueHe U u3uyKe
mepe 3a ynpaerbare b6es3bedHocHum pusuuyuma UKT cucmema”. Unak, 3a
ose dge deqbuHuyuje He Moxe ce mepdumu da umajy ucmu cmucao, rna cy
3amo y npemxo0HOM Habpajaky cepcmaHe y epyrne mepMuHa Yuje
decbuHuyuje Hemajy ceoj naHOaH y Opy20M akmy.

HWC 2 OupekTrBa Hanaxe ApxxaBama YnaHuuama aa ycBoje HauuMoHanHy crpaTerujy
nHdopmaumoHy 6e3benHocTn u faje okBuMp Tema Koje Tpebajy 6utn obyxsBaheHe
cTpaTermjom.

lpednoeom 3akoHa Hucy nporiucaHe odpedbe y ee3u cmpameeuje, anu je
3akoH npenosHam y Cmpameauju pasgoja uHghopmayuoHoe dpywmea u
uHgopmayuoHe 6esbedHocmu 3a nepuod 2021-2026. 2oduHe.

HWNC 2 dunpekTnBoM je NponnucaHo a ApXXase uYnaHuue mMopajy OapeavTu jeaaH unm
BYLLE HAONEXHUX OpraHa (ca HagnexHocTuma y oapeheHMM ceKkTopuma Kojuma
npvnagajy onepartopu eceHumjanHux cepeuca), Kao 1 jeOUHCTBEHY TauKy KOHTaKTa

https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-overview-of-cybersecurity-and-related-
terminology

https://www.iso.org/obp/ui/#iso:std:iso-iec:27000:ed-5:v1:en
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32 KOMYHUKaUMjy ca HagneXHUM opraHuMMma Apyrux 3emarba uynaHuua u yyewhe y
pynn 3a capagwy. AKO je HaLMOHaNHUM 3aKOHOL4AaBCTBOM AedUHUCAH caMo jefaH
HagneXHW opraH, oHAa je Taj opraH UCTOBPEMEHO U jeAMHCTBEHA Tayka KOHTakTa.

YnaHom 26. [lpednoza 3akoHa nponucaHo je da HalrnexHu opeaH byde
MUHUCMapcmeo HalsexHO 3a rnocroee uHgopmauuoHe 6esbedHocmu. Y
OK8UPY CBOjuUX HadNexXHOCMU 080 MUHUCMapPCMeo:
o npurnpema u npedrnaxe npornuce u riaHcka GoOKyMeHama;
o 800u esudeHyujy onepamopa KT cucmema 0d nocebHoz
3Hayvaja;
o epwu Had3op Hal padom KaHuernapuje 3a UHbOpMayUoHy
6e3bedHoCM;
O 8puwu uHcriekyujcku Had3op Had NPUMEHOM 0802 3aKOHa U padom
oriepamopa UKT cucmema o0 nocebHoe 3Hayaja;
o ocmeapyje mehyHapoOHy capalHy y OK8UPY C8OjUX
HadnexHocmu.
Unak, 080 MuHucmapcmeo Huje odpeheHo 3a jeQUHCMEeHy mayky
KoHmakma, eeh je 4dnaHom 34. [Ipednoza 3akoHa nponucaHo 0a
JjeOuHcmeeHa madyka KoHmakma 6yde KaHuenapuja 3a UHGOpPMayUOHY
6e3b6edHOCM.

Ceaka gpxkaBa 4naHuua Tpeba pa ogpean wnu ycnocTaBu jedaH wnn Bulle
HaONeXHUX opraHa oAroBOPHUX 3a ynpaBSbake BESMKUM UHUMAEHTMMA U Kpu3ama.
AKo ce ogpeau BuLle opraHa, Mopa ce He4BOCMUCIIEHO OApPeanTU Koja MHCTUTYUMja
KOOpAMHMPA HUXOB paj y Cryyajy Benukux nHumaeHata u kpusa. [pxase ynaHuue
Takohe Mopajy YyCBOjUTW HaUMOHaNHW NnaH 3a O4roBOP Ha BeENUKe WHUMOEHTE n
Kpu3e Koju Mopa cagpxaTu:

uurbese 360r Kojux ce npeaysnmajy Mmepe 1 akTMBHOCTM,

3ajaTKke 1 OAroBOPHOCTU HaAJIEXHUX OpraHa,

npouenype 3a pearoBare U HUXOBO YKNanawe y onwTn OKBUP 3a
pearoBar€ Yy Cryyajy HaunoHarnHe Kpuse, kao 1 KaHane 3a pa3MmeHy
WHdopmauuja,

Mepe Koje je noTpebHo npenyseTn paan npunpeme, ykbydyjyhin sexote un
o0yke,

opraHusaLuje U3 jaBHor 1 NPUBaTHOI CeKTopa N NMHAPaCTPYKTYpY Koja ce
aHraxyje,

npoueaype n cnopasyme namely HauMoHanNHMX HaanexHnx opraxa.

UHyudeHmu y VKT cucmemuma 00 rocebHoz 3Havaja KracugukoeaHu cy y
Unany 16. lNpednoza 3aKoHa y Yyemupu Kamezopuje: Hu3akK, cpedru, 8UCOK
u eeoma 8uCOK. KaHuenapuja 3a uHgbopmauyuoHy b6e3bedHocm yrpassrba
002080pOM Ha UHUUOEHmMe HUCKO2, cpede2 U 8UCOKO2 HUBOAa y capaldru ca
ornepamopuma UKT cucmema o008 nocebHoz 3Hayaja, MUHUCMAPCMEOM
HalnexHum 3a rnocrsioge UuUHgpopmauyuoHe 6beszbedHocmu, Tenom 3a
KoopOuHauyujy nocriosa uHpopmayuoHe 6esbedHocmu u dpyaum HalnexHUM
opeaHuma no riompebu. NHUUGEHMU eeoMa BUCOKO2 Hueoa cMampajy ce
Kpu3om uHghopmauyuoHe 6e3bedHocmu U y mOM criy4Yajy pykoeohewe u
KoopduHauyujy criposoherwa mepa u 3adamaka npedy3uma Brnada, koja Ha
npednoz MuHUCmapcmea HalnexHoe 3a [10c/i08e  UHGopMayuoHe
b6esbedHocmu, a no npubasrbeHoM Muwsbeny KaHuenapuje 3a
UHopmayuoHy 6esbedHocm, dAoHocu O0O0fyKy O npoanaweHy Kpuse
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UHpopmayuoHe bezbeOHocmu u 3adyxyje opz2aHe Oa riocmynajy rnpema
rnpeodrioxeHUM Mepama y ckrnady ca c80juM HalnexxHocmuma.

lpednoeom 3akoHa npedsufjeHa je uspada lnaH 3a peazosar-e y Cry4vajy
UHUUOeHma 8UuCoKoe HUB8oa U Kpu3a UHghopmayuoHe 6ezbedHocmu.

HNC 2 [OupektnBom je ogpeheHo ga cBaka 3emsba unaHuua Mopa yCnocTaBuTU
jeaan vnn suwe LICUPT-oBa koju Mopajy NOKpMBaTK CBE CEKTOPE Kojuma npunagajy
ornepaTtopu eceHuMjanHNX cepBuca U cepBuce Koje npyxajy onepaTopu aurnTanHux
cepBuca n 6Gutn 0AroBopHM 3a NOCTynawe ca MHUMAEeHTUMA.

UnaHom 28. [pednoza 3akoHa rpornucaHo je ycriocmassbare KaHuenapuje
3a UHgopmauyuoHoy besbedHocm Kao rocebHe opeaHusauuje y cmucry
3aKkoHa Kojum ce ypehyje nonoxaj OpxaeHe yripase u padu obaserbarba
rocnosa rpeseHuuje u 3awmume 00 6e36e0HOCHUX pu3uKa U uHyudeHama y
UKT cucmemuma y Penybnuuu Cpbuju. Ynan 30. nponucucyje HadnexHocmu
KaHuenapuje 3a uHgpopmauyuoHy bezbedHocm:

1) epwu npeseHyujy u 3awumumy o0 6e36e0HOCHUX pu3uKa Ha
HayuoHarHOM HUB0Y y ckrnady ca 08UM 3aKOHOM (rocnosu HayuoHanHoe
LIEPT-a);

2) npedy3uma npeseHMuBHe U peakmueHe Mepe y Uusby 3awmume

JeduHcmeeHe UHGhopMayUOHO-KOMYHUKaUUOHE Mpexe efleKmMpPOoHCKe yrpase

y ckrnady ca oeum 3akoHomMm (nocsiosu LIEPT-a opeaHa enacmu);

3) obasrba capalwy Ha HauUOHalHOM Hueoy y obnacmu uHghopMayuoHe
6e3beoHocmu;

4) epwu nocnose jeQuHCMBEHe Mayke KOHmaKkma;

5) epwu nocrose cepmuchukayuje UKT cucmema, UKT npouseoda, UKT
npoueca u UKT ycnyea, usyzee cucmema, rnpousgooda, rpoyeca u ycryaa 3a
nompebe odbpaHe u 6esbedHocmu;

6) nponucyje MuHumarnHe wMepe 3awmume WKT cucmema opaaHa,
yeaxasajyhu Hayerna u3 4raHa 3. 0802 3aKoHa, Mmepe 3awmume u3 YnaHa 10.
0802 3aKOHa, HauyuoHasiHe u mehyHapodHe cmaHOapde u cmaHOapde Koju ce
npumerbyjy y o02oeapajyhum obnacmuma pada;

7) y capadwu ca HalnexHum opeaHuma u Opyaum cybjekmuma u3 jagHoe,
akadeMmcKkoe, npuspedHoz U HeerlaluHO2 cekmopa ydecmseyje y paseojy u
cripoeohery npozpama obyka u cmpy4yHoe ycaspluiagarba jiuya Koja pade Ha
rocrnosuma uHghopmauuoHe besbedHocmu;

8) obaerba capalry u pasMmeHy uHgopmauuja Ha MehyHapoOHOM HUBOY y
obnacmu uHgopmayuoHe bezbedHocmu y yurby rnpahera u ycaenawasarba
ca mefjyHapoOHUM riporucuma u cmaHdapouma;

9) epwu cmpy4yHu Had3op Had padom ornepamopa MUKT cucmema 00
nocebHoe 3Hayvaja;

10) eodu 6a3y parsusocmu VKT npouseoda u UIKT ycnyaa;
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11) useewmasa MuHucmapcmeo Ha keapmarsrHOM HUB0Yy O rpedy3emum
akmusHocmuma,

12) obaesrba Opyae nocriose y cknady ca 08UM 3aKOHOM.

KaHuenapuja 3a uHghopmauuoHy 6e3bedHocm ycriocmaerba ce U rocroee us3
ceoje HadnexxHocmu rnporucaHe 08UM 3aKOHOM rodyure Oa obaerba 1.
jJjaHyapa 2027. 200uHe.

lNocnoee KaHuenapuje 3a uHgopmauuoHy 6e3bedHocm riporiucaHe 08UM
3akoHoMm obasrbahe KaHuenapuja 3a UHGhopMayuoHe mexHonozuje U
e/IeKMpPOHCKY yripasy y rnepuody Koju rnodyus-e 0aHom Hacmynara 12 meceyu
00 OaHa cmynarsa Ha CHaz2y 0802 3akoHa U Koju mpaje 0o 1. jaHyapa 2027.
200uHe.

PeaynamopHO merso 3a efleKmpoHCKe KOMyHUKauyuje U rnowmaHcke ycryze
obasrba nocnoee HauuownanHoe LIEPT-a ymepheHe osum 3akoHoM 00
ucmeka rnepuoda o0 12 meceyu 00 OaHa cmyrnarba Ha CHagy 0802 3aKOHa..

Hadszop Had padom KaHuenapuje 3a uHghopmauuoHy 6eszbedHocm epuiu
MUHUCMapcmeo HalrnexHo 3a uHgopmayuoHy 6esbedHocm.

lpedrnoe 3akoHa, kKao u nocmojehu 3akoH 0 UHopMayuoHoj besbedHocmu,
rnperosHaje camocmarsnHe onepamope UWKT cucmema (MUHUCMapPCmMeo
HaldnexHo 3a rnocrioge o0bpaHe, MUHUCMAapPCmMBE0 HadsIeXXHO 3a yHympalHe
rnocsioee, MuUHUCMAapPCmMBO HaONEXHO 3a CriosbHe rocroee, cryxbe
6e3bedHocmu u HapodHa 6aHka Cpbuje) koju nokpusajy ceoje KT cucmeme
U Ha Koje ce He nipumerbyjy o0pedbe O npujasrbugarby UHUUOeHama Koju
3HavajHoO yepoxaeajy UHgopmauyuoHy 6ezbeOHocm u o00pedbe o
docmaesrbakby cmamucmuykux rnodamaka o UHyudeHmuma. CamocmarHu
onepamop UKT cucmema uma obaege3sy da:

1) nodGHece npujasy 3a ynuc y esudeHuyujy UKT cucmema 00 rocebHoz
3Hayvaja;

2) npedysme odzoeapajyhe mexHu4yKe, onepamusHe, oOp2aHU3ayuoOHe U
usuyke mepe 3awmume UKT cucmema o0 nocebHoz 3Hayaja, yrpasrbare
pusuyuMa U npeseHyuUjy U cMarmbere wmemHux nocreduya uHyudeHama,

3) doHece akm o 6e3bedHocmu UKT cucmema;

4) epwu nposepy ycknaheHocmu mepa 3awmume UKT cucmema Koje ce
npumersyjy ca akmom o 6e3bedHocmu UKT cucmema y cknady ca
corncmeeHuUM rnpasunuma 3a fnposepy ycknahleHocmu mepa 3awmume, a
HajMar-€e jeOHOM 200UWH-e;

5) ypedu o0Hoc ca mpehum nuyuma Ha Ha4yuH Koju obe3belyje npedysumare
mepa 3awmume moe UKT cucmema y cknaly ca 3aKOHOM, YKOJTUKO
rnosepasa akmusHocmu y ee3u ca KT cucmemom 00 nocebHoe 3Ha4vaja ca
mpehum nuuuma;
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6) popmupa cornicmeeHu LUEPT padu ynpasibara UHUudeHmuma y ceojum
cucmemuma. Haupmom 3akoHa cy npernosHamu u [llocebHu LIEPT-oeu 3a
npeseHyujy pusuka y KT cucmemuma Koju obaerbajy rnocrioee rpeseHyuje u
3awmume 00 6e3bedHocHuUXx pusuka y KT cucmemuma y okeupy odpefjeHoe
npaeHoe nuua, epyne npasHuUx nuya, obnacmu rnocrogara U Criu4Ho.

HNC 2 OupektueBom je nponucaHo ga LICUPT -oBu mopajy ucnywasatu cnegehe
3axTeBe:

Mopajy 06e36ea1Tn BUCOK HUBO LOCTYMHOCTM CBOjUX KOMYHUKALIMOHNX
cepBuca nsberaBarwem jeUHCTBEHE Tayke Npeknaa n nmaTtm yBek Ha
pacnonaraky BuULLE Ha4YMHa Aa byay KOHTAKTUPaHW U 4a OHU KOHTaKTMpajy
Apyre;

3anocneHn n MHPOpMaLMOHN CUCTEMU KOje KOPUCTE MOopajy OUTK CMELUTEHN
Ha 6e36eaHMM nokauujama;

Mopajy 61MTn onpemMrbeHun oaroesapajyhum cuctemmma 3a ynpaerbame 1
npocnefhmeake 3axTeBa;

Mopajy 06e36ea1Tn NOBEPSbMBOCT M NOY34aHOCT CBOjMX onepauuja;
Mopajy 61MTK nonyweHn agekBaTHMM Bpojem 1 KBannMTeToM 3anocneHux;
MOpajy MMaTn ocurypaH KOHTUHYUTET paga MHpacTpykType, yKiby4yjyhin
peaoyHOaHTHU NPOCTOP U onpemy.

Mocnoeu LICUPT-oBa mopajy o6yxBaTuTu:

npahewe 1 aHanuanpame cajoéep NpeTkKn, pabnMBOCTU U MHUMAEHATa Ha
HaLMOHaNHOM HMBOY W, Ha 3axTeB, NpyXake nomohu eceHumjanHum un
Ba>XHUM eHTUTETUMA,

npyxake paHux ynosopewa u apyrux nHpopmaumja o pusmumma u
WHUMOEHTMMA eCEHLMjanHNUM 1 BaXKHUM EHTUTETUMA, HaANEeXHUM opraHnma
n gpyrum cybjektmma of 3Ha4aja,

pearoBawe Ha UHUMAEHTE U NpyXawe NomMohn eceHumjanHnum n BaXXHUM
eHTuTeTMma (rae je NpUMMeHbLUBO),

npyxawe MHaMu4Ke aHanuse puauka u nHungeHata u ykasvBarwe Ha
TPEHYTHY cuTyauujy,

npyxawe eceHumjanHum U BaXXHUM eHTUTETUMA yCnyre NpoakTUBHON
CKEHVpara MPEXHMX N MHEOPMALMOHMX CUCTEMA paaun OTKpUBaHa
paHnBOCTY,

yyewhe y Mpexu LICUPT-oBa,

KOOpAMHaUWjy akTMBHOCTN YCMEPEHMX HA KOOPANHMUCAHO OTKpMBaH-€
pakunBOCTH (rae je NPUMEHIBUBO), U

AonpuHoc npumeHn 6e3begHuX anaTa 3a pasMeHy nHgopmaumja.

Takohe, nponucaHo je pa UCWPT-oBu npomoBuwy ycBajawe w ynoTpeby
yobuyajeHux wunu CcrtaHgapamM3oBaHUX Mpakcu, KrnacuukaumoHux wema u
TakcoHOMMUja y Be3u ca:

npoueaypamMa 3a pellaBake vHumaeHara,
yrnpaerbakeM Kpusama u
KOOPAVHUCAHUM OTKPUBaH-EM PaHsUBOCTU.

UnanHom 31. [lpednoza 3akoHa nponucaHo je Oa KaHuenapuja 3a
UHgbopmauyuoHy 6eszbedHocm y oksupy rocrnosa HayuoHanHoz LUEPT-a uma
criedehu desnokpye pada:
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1) npukyrnrba U pasmeryje UHopMauuje o rnpemmbama, parusocmuma u
UHUuUGeHmuma U npyxa noopwky, yrnosopaea U casemyje snuya Koja
ynpaerbajy KT cucmemuma y Penybnuyu Cpbuju kao u jagHocm.

2) npamu cmarse 0 uHyudeHmuma y Penybnuuyu Cpbuju;

3) npyxa paHa yrno3opera, y3byHe u Hajage U UHGboOpMULWE perieeaHMHa
Jluya o npemmbama, pabugocmuma u UHYUdeHmuma;

4) peaesyje 6e3 oOnacara 0 nMpujas/beHUM Uufu Ha Opyau Ha4YyuH
omkpugeeHuUM uHyudeHmuma y KT cucmemuma 00 nocebHoe 3Hadyaja, Kao U
Mo npujasama U3UYKUX U MpasHUX fuya, mako Wwmo rpyxa caseme U
rperopyke Ha OCHO8Y pPacrionoXueux UHgopmayuja o uHYudeHmuma u
npedysuma dpyze nompebHe Mepe u3 ceoje HalnexHocmu Ha OCHO8Y
0obujeHux ca3Hamba;

5) Ha 3axmee onepamopa VKT cucmema 00 nocebHoz 3Hayaja, npyxa rnomon
y npaherwy cmama 6e3bedHocmu UKT cucmema y peariHOM 8peMeHy uinu
nMpubnIuXHO peasriHoM 8PeMEHY;

6) Ha 3axmee onepamopa UKT cucmema 08 nocebHoe 3Ha4aja, epuiu
npoakmueHo ckeHupar-e VKT cucmema y uurby ymephueara paHusocmu
Koje moey Oa rnomeHuyujanHo 3HamHo Hapywe 6e3bedHocm UKT cucmema,
rpu YeMy makeo CKeHupar-e He CMe UMamu wmemaH ymuuaj Ha rocrose u
denamHocmu ornepamopa;

7) nocmyna kao KoopOuHamop 3a rnompebe KoopOuHUpaHO2 OmKpuear-a
parusocmu, y ckrnady ca 08UM 3aKOHOM;

8) yyecmsyje y pas3eojy u Kopuwhery mexHOnoWKUX anama 3a pasmeHy
uHopmayuja ca onepamopuma UKT cucmema 08 nocebHoz 3Hadvaja u
Opyaux cybjekama ca Kojuma capahyje;

9) KoHmMuHyupaHo uspahyje aHanuse pusuka u uHyudeHama, Ha OCHO8Y
MPUKyn/beHUx UHgopmayuja;

10) noduxe ceecm ko0 epahaHa, npuspedHuUx cybjekama u op2aHa o0 3Hayajy
UHbopmayuoHe besbedHocmu, O pusuyuma U Mepama 3awmume,
ykrbydyjyhu crnipoeohere kamnarba y yurby nodularba me ceecmu;

11) so0u EsudeHyujy nocebHux LUEPT-osa;

12) npunpema u3gewmaje Ha KeapmasHOM HUB0OY O ripedy3emum
akmusHocmuma;

13) npyxa noOpwKy y MApUKyr/baky U aHanusuparwy @OpPeH3UYKUX
rnoGamaka u npyxa OuHamMu4ke aHasu3e pusuka u uHyudeHama y cknady ca
nponucuma.
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lNoped moea, KaHuenapuja nodcmude ripumeHy u kopuwhere nponucaHux
u cmaHdapdusoeaHux ripouedypa 3a:

O
O

O
O

yrnpassrbarbe UHyudeHmuma,

Knacugukauujy uHgopmayuja o uHUuUGeHmuma, 0OHOCHO
Knacugbukauujy npema HU8oy ornacHocmu uHyudeHama,
yrnpassrbarbe KpU3HUM cumyauyujama u

KOOPOUHUCaHO OmKpugare paHugocmu.

YnaHom 32. [Ipednoea 3akoHa nponucaHo je Oa KaHuenapuja 3a
uHgopmauyuoHy 6esbedHocm obaesba crieOehe nocroee y oKkeupy rocrosa
LIEPT-a JeduHcmeenre UHOopMayUOHO-KOMYHUKaUUOHe Mpexe
e/1eKmpOHCKe yrpase:

@)
O

8pwu 3awmumy Mpexe eynpase,
obaerba KoopOuHayujy u capadry ca onepamopuma UKT cucmema
Koje rosesyje Mpexa eYnpase y ripeseHyuju uHyudeHama,
aKkmueHo ydecmeyje y omkpusary UHyudeHama, npuKkyrn/bary
UHopmayuja o UHYUGeHmMuUMa U omknarary nocreduya
UHYyudeHama,
8PpLIU MPOaKMmMUBHO CKeHUpaH-e mpexe ornepamopa VKT cucmema o0
rnocebHoz 3Ha4yaja Koju Cy KOPUCHUUU MPeXe, rpu Yemy makeo
CKeHupare He cMe UMamu wmemaH ymuuyaj Ha rnocroee u
denamHocmu ornepamopa,
y criyqajy omkpugeHe parbugocmu:
o obasecmu onepamope VKT cucmema Koju cy KopucHuUuu
mMpexe eYnpase o mome,
o Hanaxe onepamopuma VKT cucmema 00 nocebHoe 3Ha4aja
KOju Ccy KOpUCHUUU Mpexe 0a rpedy3my adekgamHe Mmepe
3awmume y yusby cripedagara, CMareHa U OmK/arbarba
nocneoduya uHouuyeHma,
usfaje cmpy4dHe npernopyke 3a 3awmumy UKT cucmema opaaHa, ocum
UKT cucmema 3a pad ca majHum rnodauyuma,
OoHocu akm Kojum ce ypehyje nocmynarse onepamopa VKT cucmema
00 rnocebHoe 3Ha4aja Koju Kopucme Mpexe y criydajy uHyudeHma,
y capaldmu ca HalnexxHUM op2aHuMa epwu rpoueHy nompebe 3a
CMpY4YHUM ycaspliagar-eM 3arocrieHux y ornepamopuma KT
cucmema 00 nocebHoz 3Haqaja Koju Kopucme Mpexy,
nnaHupa u opaaHu3syje npouyedyparsnHe u npakmu4He eexbe y obrnacmu
UHopmayuoHe 6esbedHocmu 3a 3arocrieHe y ornepamopuma UKT
cucmema 00 rnocebHoz 3Haqaja Koju Kopucme Mpexy,
uspahyje npednoeze 3a yHanpehemwe 6e36e0HOCHUX Kapakmepucmuka
Mpexe eYnpase,
uspahyje aHanuse pusuka u uHyudeHama y OKeupy Mpexe eyrnpase,
obaesrba Opyae rocriose y cknady ca 3aKOHOM y Uurby yHarnpehera
UHgbopmayuoHe beszbedHocmu mpexe eYrnpase.

Oppenbe o koopaANHMCAHOM OTKpUBawy pawnocTu cy yBeaeHe y HAC 2 dupekTusy
Kao HoBa Tema (koja Huje noctojana y HWUC [Oupektusn). HAC 2 [dupekTusom
nponucaHo je ga gpxaee unavude Tpeba ga ogpeae UCUPT koju he 6utwm
koopauHaTop oBux aktuBHocTu. Taj LUCUPT Ttpeba ga genyje kao nocpeaHvk of
noBepera 1 onakwa KoMyHukaumjy namehy oHor Ko npujasrbyje pawmBocT (buno ga
je y nuTawy npaBHO MnM PU3NYKO Nuue) 1 npoussohava noTeHumjanHo parsmBor
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npoussoda unu npyxaoua noTeHuunjanHo pawuse ycnyre. 3agaun osor LICUPT-a
YKIbY4yjy:
= pyaeHTUMUKaLMjy 1 yCcnocTaBrbakbe KOHTakTa ca npeaMeTHUM cTpaHama,
= nomoh CTpaHu Koja NpujaBrbyje pawmBOCT U
= [JoroBapare O poKoBMMa 3a objaBrbmBare, Kao 1 ynpasrbakbe pabnBocTumMa
KOje yTU4y Ha BULLE eHTUTeTa.

CTtpaHu Koja npujaBrbyje pawkuBOCT Mopa BUTU 3arapaHTOBaHa aHOHMMHOCT ako TO
xenu.

HNC 2 Owupektnea paje 3agatak EHWCA-n ga passuje n ogpxasa EBponcky 6asy
pakMBOCTH, YKIbydyjyhn ogrosapajyhn MHMOpMaUUOHM CUCTEM, TMOMAUTUKE U
npoueaype, Kao 1 Aa npegy3me HeonxogHe TEXHWYKE U OpraHusauMoHe Mepe Koje
he rapaHToBaTn 6e36eaHOCT M MHTErpuTeT oBe 6a3e nogartaka. basa nogataka he
OMTK JOCTyNHa CBMM 3HaYajHUM eHTUTETUMA, a cagpxahe cnegehe nogarke:
" ONUC parMBOCTH,
= obOyxBaheHe npou3Boae unum ycnyre n 030UrbHOCT pakUBOCTU Y CMUCTY
OKOJTHOCTM MOZ KojuMa oHa Moxe 6utn ekcnnoaTtucaHa u
= [OCTYMHOCT ogroBapajyhe 3akpne unuv ynyTcTBO 3a yMakbere pusmka ako
3aKprna He nocToju.

YnaHom 36. lNpedrioza 3akoHa npornucaHo je opaaH, 0OHOCHO opaaHu3auuja
HalnexHa 3a nocroee HauyuoHanHoz LIEPT-ycriocmaerba u odpxxaea 6asy
pamueocmu UKT npoussoda u UKT ycnysa y Penybnuuu Cpbuju u
oMoeyhaea busu4ykumM U rpasHUM JluyuMa, Kao U rpoussohadyuma,
Oobasrpayuma u npyxaouuma ycrnyze y UKT cucmemy, da Ha 0o6p0o80OsbHOf
6a3su npujase parusocmu y KT npoussoduma unu UKT ycriyeama, a Koje ce
Moey npujasumu aHoHUMHO.. ba3a pamwusocmu UKT npoussoda u UKT
ycnyaa cadpxu:

o nodamke o0 pawugocmu u

o nodamke o MKT npouseoduma unu UKT ycriyeama Ha Koje parusocm

ymuye.

OpeaH, 00HOCHO OpeaHu3ayuja u3 cmasa 1. 0802 ynaHa nponucyje cadpxayj,
npouedype eepugukayuje parusocmu, npouyedype 3a ynpassbarbe
mexHu4kum parmusocmuma VKT npoussoda u UKT ycnyaa, Ha4yuH ynuca u
e8ohera peaucmpa.

HWNC 2 [upekTnBoMm je nponucaHo Aa HaanexHu oprax, jeANMHCTBeHa Tayka KOHTakTa
n UCNPT-oBu jegHe gpkaBe uynaHuue mehycobHo capahyjy y uurby ucnywaBaka
obaBesa Koje cy MM nocraeBrbeHe oBoM [upektusom. OBO ce nocebHO O4HOCKU Ha
pasMeHy WHopmMaumja 0 MHUMAEHTUMA, U3BErHyTUM WMHUMOEHTMMa M npeThama.
Takohe, nponucaHa je pasmeHa uwHdoOpMaunja wuamehly HagnexHux opraHa
ycnocTaBrbeHX oBoM [upekTneom n [upektusom 2022/2557.

lMpednoe 3akoHa nponucyje capadrwy KaHuenapuje ca, MUHUCMapPCMEOM
HalnexHuUMm 3a uHgopmayuoHy 6e3bedHocm, PeaynamopHuMm mesioM 3a
e/leKmpPOHCKe KOMyHUKauyuje u nowmadcke ycrnyee, lNocebHum LIEPT-osuma
y Penybnuuyu Cpbuju, ca jasHum u ripugpedHum cybjekmuma u LIEPT-osuma
camocmarnHux onepamopa VKT cucmema.

JedaH 00 obrniuka capadme Ha HayuoHarHoOM Hueoy rpornucaH lNpedrozom
3aKkoHa je Kpo3 akmugHocmu Tema 3a KoopOuHauujy —rocsiosa
UHgbopmauyuoHe besbedHocmu, Koje je KoopOuHayuoHo meso Bnade u y quju
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cacmae ynase npedcmasHUuU MuHUCmapcmasa HalOnexHuUX 3a r10cs08e
UHopmayuoHe 6ezbedHocmu, odbpaHe, yHympallHkUX 1ocosea, CrosbHUX
rnocnosa, npaede, rnpedcmasHuuyu crnyxéu 6eszbedHocmu, KaHuenapuje 3a
uHgopmauyuoHy 6ezbedHocm, KaHuyenapuje 3a uHghopmayuoHe mexHorioauje
u enlekmpoHcKy yrnpasy, KaHuenapuje Casema 3a HauuoHasnHy 6ezbedHocm
u 3awmumy majHux nodamaka, opaaHa Hal/lexHo2 3a MpojeKmoeaH-e,
ycknahueame, passoj u QyHKUUOHUCaH-€ cucmema efleKmpoHCKe yrpase,
leHepanHoz cekpemapujama Bnade, HapodHe 6baHke Cpbuje u
PeaynamopHoza mena 3a eflekmpoHCKe KOMyHUKayuje u rnowmaHcke ycriyee.

EceHumnjanHn ©n  BaxHWM eHTUTETM MOpajy CnNpoBOAMTM  ofroBapajyhe wu
NpornopunoHanHe TexHWYKe, onepaTtvBHE M OpraHM3auuoHe Mepe 3a ynpasrbakbe
pu3MuMmMa nNo MpexHe u MHopMaLNOHE CUCTEME KOje KOPUCTE 3a MpyXake CBOjUX
ycnyra. OBe mepe mopajy 0byxBaTuUTK Hajmame:

NonuTUKe y Be3n aHanuse puaunka n 6e36egHoCcT MHPOPMALMOHUX CUCTEMA;
pyKOBak€ MHUMOEHTUMA;

KOHTUHYUTET NOCMoBakba 1 yrnpaeibake Kpusama;

0e3benHOCT NaHua cHabaeBama;

6e3benHoCT y HabaBLM, pa3Bojy 1 oapXKaBaky MPEXHUX N MHGPOPMALMOHNX
cucTema, yKibydyjyhm pykoBawe 1M OTKpMBaH€e parbMBOCTUMA;

nonuTuKe 1 Npouenype 3a NpoueHy enkacHOCTM Mepa 3a ynpaBibarte
PU3NKOM;

NpakTUKOBaHe OCHOBHUX Mepa cajbep xurnjeHe n obyke y Lnrby nogmnsama
0e3begHoOCHE CBECTU;

nonuTHKe 1 Npoueaype BesaHe 3a kopuwwhere Kpuntorpadcknx MeToaa;
6e36egHOCT FbyACKNX pecypca, NONUTUKE KOHTPOEe NpUCTyna v ynpaeibake
aceTnma;

Kopuwhere MynTudakTopcke ayTeHTUduKaumje n gpyrmx Metoga jake
ayTeHTudmkaumje n kopmwhere 6e36eaHNX KOMYHUKALNOHNX CUCTeMa,
nocebHoO y cny4yajy BaHpe4HMX cuTyauuja.

Onepamop UKT cucmema 00 rnocebHoz 3Ha4vaja dyxaH je Oa OoOHece akm O
npoueHu pusuka 3a UKT cucmeme Kojuma yrnpaerba, Kojum ce  epuwiu
rnpoueHa pusuka 3a UKT cucmem 00 rocebHoz 3Hayaja ¢ 063UPOM Ha
cmereH U3JI0XEeHOCMU PU3UKY, 8€/IUMUHY orlepamopa U U38eCcHOCM rojase
UHUUGeHma Uu H-e208e 03b6U/BHOCMU, Kao U H-e208 romeHyujanHu
OpywmeeHu u eKkoHoMmcku ymuuaj. Onepamop MKT cucmema 0d nocebHoz
3Hayvaja OyxaH je 0a OoHece akm o be3bedHocmu UKT cucmema, Kojum ce
o0pefyjy ce mepe 3awmume, a Hapo4Yumo MPUHUUNU, Ha4yuH u rnpoyedype
rnocmusara u odpxxasara adekeamHoz HuUgsoa besbedHocmu cucmema, Kao
u oenawhera u odzoeopHocmu y ee3u ca b6eszbedHowhy u pecypcuma UKT
cucmema 00 nocebHoz 3Hayvaja.

Osum mepama ce obes3behyje npeseHyuja 00 HacmaHka UHUUOeHama,
00OHOCHO fpeseHUUja U CMaH-eH-€ Wimeme 00 UHyudeHama, a oHe ce 00Hoce
Ha:

o ycrnocmasrbake opaaHu3ayUoHe cmpykmype, ca ymepheHum
rocrioeuma, 3Harbuma, KoMmrnemeHyujama, UcKycmeom u
002080pHOCMUMa 3aroc/IeHUX, KOjoM ce ocmeapyje yrnpasibake
UHgopmayuoHom beszbedHowhy y oksupy onepamopa KT cucmema;

o MpUKyr/bake nodamaka o fnpemrama rno UHopMayuoHy
6e3bedHocm UIKT cucmema;
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rnocmusare 6e3bedHocmu pada Ha darbuHy u yriompebe MobuHuUx
ypehaja;

obesbehusar-e Oa nuuya Koja kopucme VKT cucmem 0OHOCHO
ynpaerbajy KT cucmemom 6ydy ocriocobrbeHa 3a nocao Koju pade u
pasymejy ceojy 002080pHOCM, 0OHOCHO Oa 0be3bedu odpxasar-e
OCHOBHUX U 10 nompebu HarnpedHuUx UHghopmamu4kux obyka 3a cee
3ariocrieHe u aHaa)koeaHa nuuya Koja umajy npucmyn VKT
cucmemuma, obyka 3a pykogoduoue 0OHOCHO op2aHe yrpasrbara
onepamopa UKT cucmema 00 nocebHoe 3HaYaja, Kao u
crieyujanusosaHe cmpy4He obyke 3a 3arocrieHe 002080pHe 3a
yrnpaerbare UHpopmayuoHom 6esbedHocmu padu obesbehusar-a
KOHMuHyupaHe edykauuje;

obesbehusar-e 0080s/bHO pecypca 3a a0eK8amHO yripasrbaHe
UHgopmayuoHom be3bedHownhy;

3awmumy 00 pu3uka Koju Hacmajy rpu ripoMeHama rnocrosea umnu
npecmaHka padHoe2 aH2axo8arba fuya 3arnocrieHuUx Koo ornepamopa
UKT cucmema;

udeHmuuKkosare UHghopmayuoHux dobapa u oopehusare
002080pHOCMU 3@ HUX08Y 3awimumy;

Knacughukosarbe rnodamaka mako 0a HUBO H-UX08€ 3awmume
oleoeapa 3Hayvajy nodamaka y cknady ca Ha4yesioM yripaerbama
PU3UKOM U3 YriaHa 3. 0802 3aKOHa;

3awmumy Hoca4ya nodamaka,

oepaHuyerse npucmyna nodayuma u cpedcmeuma 3a obpady
rnodamaka;

00obpasar-e osnawheHoe fpucmyna u cripedyasare HeoenawheHoe
npucmyna UKT cucmemy u ycriyeama Koje KT cucmem nipyxa;
ymephugare 002080pHOCMU KOPUCHUKA 3a 3awmumy COrcmeeHuUx
cpedcmasa 3a aymeHmukauujy;

npedsuhare yriompebe KpurnmozapagCcKux KOHmporna u opyaux
MmexHUKa 3a cakpusare rnolamaka padu 3awmume noeepsbusocmu,
aymeHmu4YyHoOCmu U uHmezpumema rnodamaka;

npumeHa Mepa 3awmume padu cripedasara omuyar-a nodamaka;
pusuyKy 3awmumy objekama, rnpocmopa, npocmopuja 0OHOCHO 30Ha
y Kojuma ce Harnase cpedcmea u dokymeHmu UKT cucmema u
obpahyjy nodauu y UKT cucmemy;

3awmumy o0 eybumka, owmeheta, kpahe unu dpyeoe obriuka
yepoxaeara besbedHocmu cpedcmasa Koja YuHe KT cucmewm;
obesbehusare ucripasHoe u 6e3bedHo2 hyHKYUOHUCaHa cpedcmasa
3a o6pady nodamaka;

rnpumeHy odzoeapajyhux npouedypa u Mepa 3awmume fpuriuKom
Kopuwhersa ycriyae padyHapcmea y Knayoy;

npahewe UKT cucmema y yurby omkpugsara paugocmu U rnpemmu
oe2paHu4Yer-e rnpucmyna UHmMepHem cmpaHuyama Koje Mmoay
nomeHyujanHo 0a Hapyuwe 6e3bedHocm VKT cucmema;

3awmumy noGamaka u cpedcmea 3a 0bpady nodamaka o0
3/10HaMepHoz2 cogpmeepa;

3awmumy 08 eybumka nodamaka pedoeHOM U3padoM pe3epeHUX
Koriuja no8amaka, cogpmeepa u cucmema rnymem odzosapajyhux
cpedcmasa 3a pa3MmeHy nodamaka;
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yyeare nodamaka o dozahajuma koju mo2y bumu 00 3Ha4aja 3a
6e3beoHocm KT cucmema;

obesbehusar-e uHMeapumema cogpmeepa u ornepamugHuUx
cucmema;

3awmumy o0 3noyrnompebe mexHuU4YKux 6e36edHOCHUX criabocmu
UKT cucmewma;

obesbehusare 3awmume KT cucmema npunukom cripogofjerba
pesu3opcKoz2 mecmupar-a;

3awmumy nodamaka y KOMyHUKayuoHUM Mpexama yKrby4yjyhu
ypehaje u eodose;

6e3b6edHocm nodamaka Koju ce ripeHoce yHymap ornepamopa UKT
cucmema, Kao u usmehy onepamopa UKT cucmema u fiuua eaH
oriepamopa UKT cucmema;

ucnymere 3axmesa 3a uHghopmauyuoHy 6ezbedHocm y okeupy
yrpaerbarba c8uM hazama xueomHoe yuknyca KT cucmema
00HOCHO 0erio8a cucmema;

3awmumy nodamaka Koju ce kopucme 3a nompebe mecmupara KT
cucmema 00HOCHO derloga cucmema;

npouedype 3a Yyysare U bpucarme uHgopmauyuja y UKT cucmemuma,
y cknady ca nporiucuma;

3awmumy cpedcmaea ornepamopa UKT cucmema Koja cy docmyrnHa
npy>xaouyuma ycryeaa;

o0p>kasar-e y2080peHo2 HUBoa UHgopmMmauyuoHe 6ezbedHocmu u
Mpy>xeHuUx ycnyaa y cknady ca ycrioguma Koju Ccy y2080peHuU ca
npyxxaouem ycrnyea,

npeseHyujy u peazogare Ha 6e3bedHocHe uHyUdeHme, wmo
rnodpasymesga adekeamHy pasmeHy uHgpopmayuja o 6e36e0HOCHUM
cnabocmuma UKT cucmema, uHyudeHmuma u ripemrbama, Kao u
rnpumMmeHy mepa caHauuje nocrneduya UHUUGeHMa;

mepe Koje 0be3behyjy koHmuHyumem obaesrbarsa rnocrna y
g8aHpeOHUM OKOJSIHoCcmuMa Koje cy decbuHuwy NMnaHom
KOHMuHyumema obassbarba rnocna;

yceajarbe dokymeHama Kojuma ce deghuHuwly ripoyedype 3a rnposepy
adekeamHocmu Mepa 3awumume;

ynompeby mynmughakmopcke aymeHmukayuje unu peuwera
KOHMUHyupaHe nposepe aymeHmu4yHocmu, 3awmuheHe anacosHe,
8udeo U mekcmyarsHe KoMyHuKkayuje, me 6e36e0Hux
KOMYHUKaUUOHUX cucmema y XUumHuM crydyajesuma yHymap
onepamopa VKT cucmema.

HWUC 2 OdupektnBa ogpehyje ga onepatopu eceHumjaniHux U BaxHuUx cepsuca, 6es
HenoTpebHor ognarakwa, obasecte HagnexHwu opraH wnu LLICUPT o nHungeHtuma
KOju MMajy unu mMory nmaTtu 3HadajaH yTuuaj Ha KOHTUHYUTET cepBuca Koju npyxajy,
ca OoBOSbHO MHGOpMaUmja fa ce MOXe oapeauTu Aa N NoCToju U NpeKkorpaHnyHu
yTuuaj. NMapameTpu koju ogpehyjy Aa je HUMAEHT 3Ha4ajaH cy:

WHUMOEHT je Npoy3pOoKOBao M nma kanaumuteT Aa Npoy3pokyje 030urbHe
npekuae npyxawa ycnyra nnm o3burbHe pmHaHcujcke rybuTke yrpoXeHoM
EeHTUTETY, U

WHUMOEHT je yTMUao UM uma kanauuTeT Aa yTuyde Ha gpyra omsmnyka unm
npaBHa nuua nyTemM HaHoLLEeHa 3HavYajHe MaTepujanHe unu HemartepujanHe
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lpednoeom 3akoHa nponucaHo je Oa onepamopu WKT cucmema 00
rnocebHoz 3Hadaja umajy obaese3y Oa rymem jeduHcmeeHo2 cucmema 3a
npujem obasewmera 0 UHYUOeHMUMa ripujage UHYUGeHmMe Koju moey Oa
umajy 3HavdajaH ymuuaj Ha Hapywaseame UHghopmMmauuoHe be3bedHocmu
(odHocHO HapodHoj 6aHyu Cpbuje, Komucuju 3a xapmuje 00 epedHocmu unu
PezaynamopHom meny 3a efleKmpOHCKe KOMyHUKauuje U rnowmadcke ycriyee
ako cy y numary onepamopu UKT cucmema koju cnadajy y HuUX08Y
HaldrnexHocm).

UnaHom 13. lpedrnioea 3akoHa ripornucaHu cy Kpumepujymu 3a oopehusare
UHUuGeHama Koju Moey Oa uMajy 3HayajaH ymuuaj Ha HapyuwasaHe
UHgopmayuoHe 6e3bedHocmu:

o Koju 0os0ode 00 npekuda KOHMUHyumema epuera rnocrosa u
npyxarba ycrnyaa, 00HOCHO 3HamHuUx mewkoha y epwery rocroea
U npyxxarsy ycryaa;

O KOju ymudy Ha eesiuku 6poj KOpUCHUKa ycryaa, unu mpajy 0yxu
8peMeHCKU rnepuood;

o Koju 0osode Ao npexkuda KOHMUHyuUmMema, 0OHOCHO meuwikoha y
8pwierby r10ciosa U rpyxara ycrnyaa, Koju ymudy Ha obasrbare
rocrnosa u epuwer-e ycryaa Opyaux ornepamopa UKT cucmema o0
rnocebHoza 3Hayaja unu ymudy Ha jagHy 6e3bedHocm;

o Koju 0osode 0o npexkuda KOHMUHyumema, 0OHOCHO meuwikohe y
spuiersy r1ocsi08a U npyxamy ycriyea u umajy ymuuaj Ha eehu deo
mepumopuje Penybrniuke Cpbuje;

o Koju 0osode do HeoesnawheHoe npucmyna 3awmuheHum nodayuma
Yuje omKpugaH-€ MOXe y2p0o3umu rpasa U UHmepece OHUX Ha Koje
ce nodauyu o0Hoce;

o Koju cy Hacmarnu kao rocneduya uHyudeHma y npuopumemHom KT
cucmemy 00 nnocebHoe 3Ha4vaja, kada KT cucmem 00 nocebHoez
3Hayaja y ceom rocriogary Kopucmu UHghopmauyuoHe ycriyee
npuopumemtoe VKT cucmema 00 nocebHoz 3Hayaja Koju rpurnpada
obnacmu duaumarnHe uHgbpacmpykmype;

o UHYudeHme Koju usasueajy unu moay da u3as3osy 3HamHy
MamepujanHy unu HemamepujanHy wmemy onepamopy UKT
cucmema 00 rnocebHoz 3Ha4aja u dpyaum bu3UYKUM U NPasHUM
nuyuma.

[pxaBe ynaHuue Mory 3axTeBaTu Of eCeHUMjanHuX U BaXKHUX eHTUTeTa Aa KopucTe
ogpeheHe WKT npousBoge, ycnyre u npouece Koju Cy cepTUMKoBaHU npema
€BpOrCKkMM LemMama ceptudukaumje 3a MHgpopmaumoHy 6e36eaHOCT YCBOjeHUM Yy
cknagy ca Aktom o cajbep 6esbegHocTn (Ypenba EY 2019/881).

YnaHom 30. [Ipednoea 3akoHa nponucaHo je O0a KaHuenapuja 3a
uHopmayuoHy bezbedHocm, u3mehy ocmarnoe, obas/ba 1ocro8e
cmaHdapdusayuje u cepmucgpukayuje KT cucmema, KT npoussoda, KT
npoueca u UKT ycnyaa. Y lNpednoey 3akoHa, ocuM Hagohjera y 080M YraHy,
HeMa 6ruxux odpedHuya 8e3aHux 3a 08y HalrexHoCMm.

Ca dpyee cmpaHe, y lNpednocy 3akoHa 3adp)xaHoO je 4umaeo roasassbe U3
rnocmojehee 3akoHa o uHgopmayuoHoj 6eszbedHocmu ca ocam 4YraHoea Koju
demarbHO 0bpalyjy kpuimobesbedHocm u 3awumumy o0 Komrpomumyjyhea
efieKmpomMagHemHoe 3padersa. [lpedno2om 3aKkoHa, Kao U rnocmojehum
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3akoHom o uHopmauyuoHoj besbedHocmu, rniporiucaHo je Oa je 3a oee
riocrioge HalrexHo MUHUCMapCcmeo HaoreXxHOo 3a riocrioge odbpaHe.

HUC 2 [OupektuBa nponucyje Oa pgpxase unaHuue ob6es3bene Hagsop Hag
cnpoBoherweM 1 Npeny3amMy HeonxogHe mepe 3a 0be3behere ycknaheHocTn ca oBoM
[upektnsom.

lNpednoeom 3akoHa nipedsuheHo je Oa UHcrekyujcku Had30p Had rnPUMeHOM
0802 3aKkoHa u padom onepamopa UKT cucmema o0 nocebHoz 3Hayaja (ocum
camocmarnHux onepamopa UKT cucmema u KT cucmema 3a pad ca majHUM
nodayuma) epwiu uHcriekyuja 3a uHgopmauyuoHy b6esbedHocm. [locriose
UHcriekyuje 3a uHgopmauuoHy 6e3bedHocm obaerba MUHUCMAaPCMEOo
HalnexHo 3a UHpopmauyuoHy 6e3bedHOCM peKko UHcriekmopa 3a
UHgopmauyuoHy besbedHocm.

OBnawhera y Be3n Hagsopa Hag crpoBohewem oBe [upektnBe y cuctemuma
eceHumjanHux eHTuTeTa cy:

WMHCNEKUNje Ha NnnMuy MecTa 1 Hag30p BaH nokauuje, ykibyvyjyhm HacymunyHe
npoBepe Koje cnpoBoae 06y4YeHn CTpyUHaLm;

penoBHe U unrbaHe 6e36eqHOCHe peBu3nje Koje CNpoBOAN HE3aBUCHO TENO
VNN HaaNeXHW opran;

BaHpeaHe peBu3nje, ykIibyyyjyhn oHe koje ce cnpoBoae 360r 3HavajHor
MHUMOEHTa Unu Kpwekwa ose [upektuse;

6e3begHoOCHa ckeHMpara 3acHOBaHa Ha KpuTepujymMmma 3a NpoueHy pusmka,
y capaghu ca npeamMeTHUM cyGjekTom;

3axTeBu 3a MHpopMaLmjama HEONXOAHMM 3a NPOLIEHY Mepa 3a ynpaBibake
PU3MKOM;

3axTeBu 3a NPUCTyN nogauMma, AOKYMeHTMMa U MHpopmaumjama
HeonxoaHUM 3a obaBrbake HaA30pHUX 3aaaTaka;

3axTeBu 3a JoKas3uma O NPUMEHN NonuTrKa nHopmaumnoHe 6e3degHocTL.

OpxaBe unavvue he o06e3beaMtTn [Oa HUXOBU HAAMNEXHW opraHu npema
eceHuMjanHMm eHTUTETUMA UMajy oBrawhewe HajMare aa:

n3gajy ynosopema o KpLuewy ose [npektuse;

ycBoje obaBesyjyha ynyTcTBa, ykibyyyjyhn oHa y Be3n ca mepama
HeOnxoA4HVM 3a cripedaBarse Uv oTKNamwakwe MHUMAEHTA, Kao U BpEMEHCKe
POKOBE 3a CrpoBONeHe TUX Mepa U U3BELLTaBaHke O HUXOBOj NMPUMEHMU;
Hapeae npegMeTHUM cybjekTMMa a npecTaHy ca Kpliewem oapeabu ose
AvpekTuBe;

Hapeae npegMeTHUM cybjekTma ga 06e3bene oa cy huxose Mepe 3a
ynpasrbake pU3NKom MHdopmaumoHe 6e3beaHOCTH 1 n3BeLUTaBaka Yy
cknagy ca oBoMm [UpeKkTUBoM;

Hanoxe npegMeTHUM cybjekTuma aa pUsM4Kum 1nu NPaBHNM NuLMMa Kojuma
npyxajy ycnyre npyxe obaBelutera 0 akTyeriHoj NpeTHu, NPUPOAKU NpeThe,
Kao 1 o cBuM Moryhum Mmepama Koje Mory npegysetu Ta ousnyka unv npasHa
nvua Kao oaroBop Ha Ty MPeTHY;

Hanoxe npegMeTHUM cybjekTMa Aa y pasyMHOM POKY CpoBeay npenopyke
Aate kao pesynTat pesusnje 6e3begHocTy;

Opnpepe cnyxbeHunka 3a npahewe ycknaheHocTn npegMeTHUX cybjekaTa ca
HanoXxeHuM Mepama 3a ynpasrbake PU3VMKOM U U3BELLTaBaHE;

Hapeae npegMeTHUM cybjekTma aa Ha ogpeheH HaumH objaBe acnekTe
KpLuera oBe [MpekTunee;
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HaMEeTHY UNnun 3atpaxe n3pmuawe aaMMHUCTpPaTUBHE Ka3He.

Oenawherwa y Be3n Hagsopa Hag cnpoBohereM oBe [QUpekTuBe y cucTeMyma
Ba)KHUX EHTUTETA CY:

MHCNEeKuuje Ha nuuy MecTa U Hag30p BaH flokauuje koje cnposoge obyyeHn
CTpyYHaUy;

unrbaHe 6e36eqHOCHE peBuM3Mje Koje CnpoBOAM HE3ABUCHO TENO U
HaanNeXHW oprak;

6e36enHOCHa CKeHVparba 3aCHOBaHa Ha KpUTepujymnuma 3a npoLeHy pu3nka,
y capagtbu ca npegMeTHUM cybjekTom;

3axTeBu 3a MH(popMaLmjama HEONXOAHMM 3a NPOLEeHY Mepa 3a ynpasrbakwe
PU3NKOM;

3axTeBu 3a NpPUCTyN nogaumMma, AOKyMeHTMMa 1 Hpopmaumjama
HeonxoAaHUM 3a ob6aBrbake HaA30pPHUX 3aaaTaka;

3axTeBu 3a foKasyma O NPUMEeHN NonuTuka nHdopmauunoHe 6esbegHocTu.

OpxaBse ynaHuue he o06e3b6eguTn Oa HUXOBW HAAMEXHW OpraHu npema BaKHUM
eHTUTeTUMa MMajy oBnawhere Hajmakwe ga:

n3gajy ynosopema o Kpleny oBe [upektuBe;

ycBoje o6aBesyjyha ynyTCcTBa uUnuv Hanor 3a OTKNawake YOUeHNX
HegocTaTaka;

Hapeae npegMeTHUM cybjekTMMa Aa npecTaHy ca Kplewem oapeabu ose
[vpekTuee;

Hapege npegMeTHUM cybjekTuma ga obe3bene ga cy huxoBe Mepe 3a
yrnpaerbake pu3mkom nHdopmMaumoHe 6e36eaHOCTM 1M n3BeLLTaBama y
Ccknagy ca oBOM [MpeKTUBOM;

Hanoxe npegMeTHUM cybjekTma aa U3NYKUM U NPaBHUM NMLMMa Kojuma
npyxajy ycnyre npyxe obaBelutera 0 akTyesiHoj NpeTH U, NPUPOAK NPETHE,
Kao 1 o cBuM Moryhum mepama Koje Mory npeay3etu Ta ousunyka nnm npasHa
nvua Kao oaroBOp Ha Ty NPeTHsY;

Hanoxe npegMeTHUM cybjekTma aa y pa3ymMHOM pOKy ClpoBeay npenopyke
Aarte kao pesynrtar pesusuje 6e3begHocTy;

Hapeae npegMeTHUM cybjekTma ga Ha ogpeheH HaunH objaBe acnekTe
Kpwera oBe [npekTuBe;

HaMeTHY UNn 3aTpaxe nspuuate agMUHUCTPATUBHE Ka3He.

lNpednoeom 3akoHa nponucaHo je 0a UHCNeKmop 3a UHEopMayUuoHy
6e3bedHocm uma osnawhera oa:

O Harnoxu omknararke ymepheHux HernpasunHocmu u 3a mo ymepou
pa3ymaH poK;

o 3abpaHu Kopuwhere nocmynaka u mexHu4kux cpedcmasa Kojuma ce
yepoxasa unu Hapywasa uHghopmayuoHa be3bedHocm u 3a mo
ocmasu pokK;

o 3axmesa 00 onepamopa VKT cucmema 00 nocebHoz 3Ha4yaja da
u38pWU CKeHUpaH-e Mpexe y yusby ymephuear-a e8eHmyarsnHux
6e36e0HOCHUX parbugocmu, a y cknady ca rnpoueHoM pusuka;

o Harnoxu 0a Had3upaHu cybjekm y4uHU OOCMYynHUM jagHocmu
UHgbopmayuje Koje ce mudy Hernouwmosara 00pedbu 0802 3aKOHa, a 3a
Koje nocmoju onpaslaH uHmepec jagHocmu Ha ymepheHu Ha4yuH;

o Hanoxu O0a Had3upaHu cybjekm odpedu fuye ca maqyHo ymepheHum
osnawheruma Koje he y ymepheHoM epeMeHCKOM riepuody
Had3upamu u npamumu ycaanaweHocm ca odpedbama 0802 3aKoHa U
Haro)XxeHUM mepama.
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N3meHe 3akoHa HeonxoaHe cy u 36or goHowewa Ypenbe 881/2019 MNapnameHTta u
CaBeta EY o AreHuunju EBponcke YHuje 3a cajbep 6e3beaHoct (EHWCA) (eHr.
Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April
2019 on ENISA (the European Union Agency for Cybersecurity) and on information
and communications technology cybersecurity certification and repealing Regulation
(EU) No 526/2013 - Cybersecurity Act) koja je ycojeHa 17. anpuna 2019. roguHe.
Ypenbom cy npowwupeHe HagnexHoctn EHWCA. Oea Ypenba 3HadvajHa je 3a
ceptTucumkaumjy y obnactm wuHdopmauuoHe 6e3begHocTn Kojy je  noTpebHo
npeaBMaeTM nameHama 3akoHa.

Llema cajbepbesbenHocHe cepTudmkaumje EY npeactaBmba cBeobyxBaTaH ceT
npaBuna, TEXHUYKUX 3axTeBa, CTaHAapda W npouegypa Koju je ycnocTaBSbeH Ha
HMBoy EY 1 KkOju ce ogHocu Ha cepTuduMKauujy wunm NpoueHy ycarnaweHoCTu
ogpehennx WKT npousBoga, cepsBuca w npoueca. Llema HaumoHanHe
cajoepbe3benHocHe cepTudmKkaumnje ogHocM ce Ha cBeobyxBaTtaH ceT MpaBuna,
TeXHUYKMX 3axTeBa, CTaHgapga W npouegypa pasBUjeHUX UM YCBOjeHWX of CTpaHe
HauMOHanHMX ayTopuTeTa W KOju Ce OAHOCe Ha cepTuduKauujy Unm npoueHy
ycarnaweHoctn VKT nponssoga, cepsuca n npoueca Koju cnagajy y okBup Te Leme.
EBponcku cajbepbes3begHocHn cepTudpmkat je OOKYMEeHT wu3gat o4 CTpaHe
peneBaHTHe opraHu3aumje kojum ce notephyje aa je oppehenn UWKT npowussop,
CepBUC MNM nNpouec NPOBEpPEeH Ha WucnywaBakwe crneunduyHmnx 6e3begHOCHNX
3axTeBa MOCTaBIbEHUX Y WemK cajbepbesbenHocHe cepTudukaunje EY.

MKT npousBog npencraBfba €NeMEHT WNU rpyny efnemMeHata MpPEXHOr Wnu
nHdopmaumoHor cuctema. KT cepsuc o3HavyaBa cepBUC Koju ce Y NMOTAYHOCTU UNu
yrnaBHOM OAHOCM Ha MpPEHOC, CKnaguwTewe, npeysmawe wunm obpagy
MHdopMaumja y MpexXHOM nnu nHgopmaumoHom cuctemy. KT npouec npencrasiba
CeT aKTMBHOCTM Kkoje ce obaBrbajy y CBpXy Au3ajHa, pasBoja, UCNopyke unu
ogpxaBawa KT nponssoga nnu VKT cepsuca.

Pasnor 3a ycnoctaBrbake OKBMpa 3a cajbepbe3benHOCHy cepTudukaumjy je
nobosbllare ycrnoBa 3a PYHKUMOHNCAHE UHTEPHOT TPXKMLITA Kpo3 noBehawe HMBOA
nHpopmaumoHe 6e36egHOCTM U yCMOCTaBibawe  jeAWHCTBEHOr  MpuUCTyna
cajbepbesbenHocHO] cepTudumkaumjy Ha HuBoy EY. EHUCA je Ypenbom pobuna
obasesy ga po 28. jyHa 2020. roguHe ob6jaBu nporpam paga Mo nuTakbuma
cajoepbesbenHocHe cepTtudukaumje. Komncuja moxe og EHUCA Tpaxmntn ga Ha
OCHOBY TOr nporpama Hanpasu Lemy cajoepbesbegHocHe cepTudmkaumje 3a
KaHguwgata nnu ga npeypegun nocrojehy wemy cajdoepbesbenHocHe cepTudmkaumje
EY.

LLlema Tpeba ga 06e3bean ncnymwemwe cnegehmnx yuroesa:

= 3aWTUTYy CKNaamWTEHMX, MPEHOLEHNX U Ha Apyrn HaunH obpafhuBaHmx
nogartaka o4 CryyajHor Unm HamepHor cknaguwtewa, obpage, npuctyna
unu objaBremBarkba TOKOM Lernor xmBoTHor uuknyca KT nponseoaa,
cepBuca unu npoLeca;

= 3aWTuUTy CKNaauWTEeHUX, MPEHOLEHUX UK Ha ApYyrn HaunH obpafhuneaHux
nogaTaka of CrydajHor UM HaMepHOr YHULITEHA, rYOIbersa, U3MEHE Unn
HeJOCTYMNHOCTU TOKOM Lenor XusoTHor umknyca VKT npounssoaa, cepsuca
nnu npoueca;

= [puctyn nogaunma, cepsucuma unu oyHkLMjaMma camo of CTpaHe
ayTopusoBaHux ocoba, nporpaMa unv MallnHa 1 camo y Mepw y KOjoj UM je
npucTyn ogobpeH;

= NgeHTudukaumjy n goKymeHTaumjy no3HaTMx 3aBUCHOCTU N pawbuBOCTY;
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= Benexere cBMx Nnpuctyna, kopuwherwa 1 obpage nogartaka, cepsuca nnm
dyHKUMja ca cBUM NOTPeOHMM MHOpMaLUmjama;

= OmoryhaBare nposepe 6eneLukn o npuctynuma, kopmwhery n obpagm
nogaraka, cepsuca unm pyHkumja;

= Bepudumkaumjy ga KT nponssogu, cepBucu U NpoLiecn He cagpke nosHarte
paknBOCTY;

= BnaroBpemeHo Bpahake 4OCTYNHOCTM M NpPUCTyNa nogaumma, cepsucmma u
dyHKUMjama y crny4ajy prUsnYKor UM TEXHUYKOT MHUMAEHTA;

= Bes3beaHoct UKT npounssoga, cepsuca n npoueca no agepmHnumjm n no
AN3ajHy; n

= Vcnopyka VKT nponssoaa, cepsuca u npoueca ca axxypHuMm XapaBepom u
coptBepom 6e3 jaBHO NO3HATUX PaHUBOCTU U Ca MEXaHU3MKMMA 3a
6e30eaHOCHO axypupamse.

CpasmepHO pu3UKy NpUAPYKEHOM HameHW n cBpcu Kopuwhewa M y cknagy ca
BepoBaTHohom wn yTtuuajem wmoryher cajbep wHumgeHTta, WKT npoussoguma,
cepBuCUMa M MpoLecuMa MoXxe ce OOAENUTU HUBO yBepewa ,0CHOBHW’, ,3HaTaH”
unu ,Bucok”. ,OcHoBHWN” HUBO Aaje yBepewe aa KT npoussoa, cepBUC nnu npoLec
ncnywasa ogroBapajyhe 6e3begHoCHe 3axTeBe y nornegy MMHMMU3aUnje OCHOBHUX
pusnka of cajdoep uHUMAEeHaTa u Hanaga, a NpoBepa MCMNyHEHOCTU OBUX 3axTeBa
MOpa YKIbyumBaTU HajMare nperneq TEXHUYKe OJOKyMeHTauuje. HuBo ,3HaTaH” gaje
yBeperwse ga WIKT npousBog, cepBuc wmnu npouec, nopeq Kputepujyma 3a HMBO
,OCHOBHW", ncnywaea ogroeapajyhe 6e3begHocHe 3axTeBe y norrnegy MMHMMusauuje
no3HaTux pusmka of cajbep nHumgeHaTta v Hanaga v pusnke oa cajbep nHungeHata
W Hanaga CrnpoBedeHMX Of CTpaHe akrepa ca OrpaHMyYeHuM BewTuHama |
pecypcuma, a npoBepa WUCMYyHEHOCTU OBUX 3axTeBa MoOpa YKIbyduMBaTu HajMamse
npoBepy Aa He MOoCToje jaBHO MO3HaTe pawWBOCTU M NPOBEPY Aa Cy HeonxogHe
6e3begHocHE (OYHKUMOHANHOCTM KOPEKTHO uMMnemeHTupaHe. Hueo ,Bucok” faje
yBepewe pfa WKT npoussog, cepBuc wunv npouec wucnywaba ofgrosapajyhe
6e3begHocHe 3axTeBe y nornegy MUHUMKU3aumje pusmka o4 HajcaBpeMeHujux cajbep
Hanaga cnpoBeAeHMX Of CTpaHe akTepa ca 3HadajHUM BelTuHama M pecypcuma, a
nposepa WCMNyHEHOCTM OBMX 3axTeBa MOpa YKibydMBaTW HajMakwe NpoBepy Aa He
NnocToje jaBHO MoO3HaTe pawMBOCTU, MPOBEPY LA Cy HEONXOAHE W HajcaBpeMeHuje
6e3begHoCHE  OYHKUMOHANMHOCTU  KOPEKTHO  UMMAIEMEHTMPaHE U MNPUMEHY
neHeTpaunoHUX TecTupawa pagu MnpoueHe OTNOPHOCTM Ha Hanage o4 cTpaHe
aKkTepa ca 3Ha4ajHMM BeluTMHama.

3a HUBO yBepeHa ,0CHOBHU”, Npoun3sohaynma je 403BOIbEHO Aa BpLUEe CaMONpoLEeHy
ycarnaweHocTu u [a camocCTanHo u3fajy yBepewe, Npu Yemy CHOCe MOTMyHy
O[rOBOPHOCT 3a carnacHoCT ca 3axTeBuMa.

Caka 3emrba Ynanuua EY y obaBesu je ga ogpeav jegaH nnv BuLIE HaUMOHAMHMX
ayTopuTeTa 3a cajbepbe3beaHocHy cepTudukaumjy n ga o tome obasectn Komucunjy
(ako ux je Buwe, ceakn Tpeba Aa uma cBojy 3acebHy HagnexHocTt). Ha Husoy EY
dopmmpahe ce [pyna 3a eBponcky cajoepbeszbenHocHy ceptudmkaumjy (ECCG)
cacTaBrbeHa of npeAcTaBHUKA HauuoHanHux aytoputeTa 3a cajbepbes3benHocHy
cepTudukaumjy nnu Opyrux HauuoHarnHux aytoputeta koja he, namehy ocrtanor,
umaTtun cnepgehe 3agaTke:
= [la caBeTyje n npyxun nomoh Komucuju y ocurypary gocrieqHe
nMmnnemeHTaumje nporpama cajoepbesbegHocHe cepTudukaumje;
= [la npyxu nomoh, caeeTtyje n capahyje ca EHUACA y npunpemn wema
cepTudmkaumje;



108

= [la onakwa capagky uamehy HaunoHanHux aytoputeTta 3a
cajbepbe3benHOCHyY cepTuduKaumjy Kpo3 n3rpagrwy kanauuteta n pasmeHy
WHopmaLmja;

= [la onakwa npunarofemwe wema cajbepbesbenHocHe cepTudukaumje EY
MehyHapoaHo npeno3HaTuM cTaHgapanma vtg.

HaunoHanHe weme nHgopmaunoHe 6e3begHoOCHe cepTudukaumje koje He cnagajy y
okBup weme cajbepbesbegHocHe cepTudumkaumje EY Mory pga HactaBe ca
nsgaBakbem cepTudmKkaTa M HaKOH CTynawa Ha cHary weme cajbepbesbegHocHe
cepTudukaumnje EY, ook oHe HauuMoHarnHe LwemMe Koje cnafajy nog oBaj OKBUP He
CMejy BuLLE U3gaBaTtu cepTudmkaTe.

lpednoeom 3akoHa y 4dnaHy 30. cy nocrnosu cepmugpukayuje KT cucmema,
UKT npouseoda, VKT npoueca u UKT ycrnysza nosepeHu HOB00CHOBAHOJ
KaHuenapuju 3a uHgpopmauuoHy 6esbedHocm.

5) Ha koje uurbHe rpyne he ytuuaTtm npeanoxeHa npomMeHa? YTBpAUTU U
npeacTaBUTU LUUIbHe rpyne Ha koje he npomeHa umaTu HenocpeaaH OAHOCHO
nocpenaH ytuuaj.

HoBwn 3akoH 0 nHpopmaumoHoj 6e3begHocTn umahe HenocpenaH yTuuaj Ha:
= VKT cucteme o nocebHor 3Hayaja;
= HauunoHanuu LIEPT;
= LIEPT opraHa Bnactu - JeauHcTBeHe MHGOPMaLMOHO-KOMYHMKaLMOHE
MpEXe eNeKTPOHCKe yrnpaBe;
= HoBe UKT cucteme og nocebHor 3Hayaja;
= LIEPT-oBe camocTtanHux onepatopa UKT cuctema.

6) 36or yera je HeonxoAHO NOCTUAM XXerbeHy MPOMEeHy Ha HUBOY
ApywTBa? (o4roBopomMm Ha OBO NUTakwe AePuHMLLE Ce ONLUTU Luib).

N3meHe HaumoHanHor okBupa Tpeba aa Gyay ycmepeHe ka nocTu3amy pa3BujeHor
NHGOPMAaLIMOHOr ApyLITBa U eNeKTPOHCKe ynpase Yy cnyxbu rpahaHa n npuepege,
Kao un yHanpeheHy nHdopmaumoHy 6e36eaHocT rpahaHa, jaBHe ynpase v npuspeae,
LUTO Ce NOCTUXe:

= nobosbwaweM noctojehux n nsrpagoM HegocTajyhmx kanaumteTa,

"  yCnocCTaBSfbak-eM OKBMpA 3a NpaBOBpPEMEHY U edhUKaCHYy pasMeHy
MHdopMaLmja Ha CBUM HMBOMMA, a NocebHO n3mehy HagnexHor opraHa 3a
nHopMaLmoHy 6e3begHocT n opraHa 6e3begHocTu 1 ogdpaxe,

"  KOOpPAMHMUCAHOM U1 ycknaheHom MefyHapogHOM capagHOoMm,

= ycarnaweHum mogenioMm obpasoBana 1 gedrHUcawbem npoduna Sbyacknx
pecypca y obnactu nidpopmaumoHe 6e3begHocTy,

*  eduKacCHOM NPEBEHTMBHOM M PEAKTMBHOM 3aLUTUTOM KPUTUYHE
MHOPMaLIMOHO-KOMYHUKaLMOHE MHAPaCTPYKType,

"  NOACTULAHKEM UCTPAXMBAYKUX U Pa3BOjHMX KanaumMTeTa u peanusawlmjom
3ajegHUYKMX NpojekaTa jaBHOr, MpMBATHOT U akageMCKor cekTopa,

= noborbarwem nHopmaunoHe 6esbegHocTn UKT cuctema koju He cnagajy y
KPUTUYHY MHPPACTPYKTYPY M CTAHOBHULLITBA Y LIENUNHN,

= ycnocTtaBrbakeM OKBMpa 3a 6e3b6egHOCHY cepTudunkaunjy,

= ycknafhuBahweM ca HajborbMM nNpakcama, a HapounTo ca fnerucrnaTMBoM
EBponcke yHuje.
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HoBn 3akoH 0 MHdopmaumoHoj 6e3begHocTn Tpeba Oa ce [oHece NPBEHCTBEHO
pagn notnyHor ycknahueawa ca EY perynatmeom y oBoj obnactu, a notom pagu
Gorbe MOBE3aHOCTW CBUX peneBaHTHUX akTepa y obnactm wHpOopMaunoHe
Oe3begHocT, uMmMe ce OONpuHOCKM  agekBaTHWjeM HuMBoy  6e3bepHocTn
MHOpMaUMOHMX cuctema of nocebHor 3Hauvaja y Penybnuum Cpbujn, kao wu
noaunsamy MHopmaumoHe 6e3begHOCTN APYLUTBA Y LESTUHMN.

Kaga je pey o edektnma Ha rpahaHe, Tpeba muctahu ga ce npyMMEHOM 3akoHa
o4yekyje cnepehe:

- Beha noysgaHocT ycnyra koje rpahaHun kopucte nyteMm nHpopmMaunoHo-
KOMYHMKaLMOHUX cMCTEMa o4 nocebHor 3Havaja;

- 3awTuTa nogartaka rpahaHa koju ce obpahyjy y KT cuctemuma og nocebHor
3Ha4aja;

- CTBapake MexaHu3ama 3a noamsane CBeCTu rpahaHa o 3Havajy
nHdopmMaumoHe 6e36egHOCTY;

- ycnocTaBSbake KaHamna nytem Kojux he rpahaHn mohu ga KomyHULMpPajy ca
opraHuma y crniyyajy npobnema u WwrteTe Koju Cy HacTanu ycnea HapyllaBakwa
MHdopmaLmoHe 6e3beaHOCTY;

- obaBeluTaBah€e KOpMCHMKA y CryYajy MHUMAEHAaTa KOju 3Ha4ajHO yrpoxasajy
WKT cucteme og noceGHOr 3Havaja umje ycnyre Kopucte n gobuvjame
WHCTpYKUMja Koje Mepe Tpeba aa npeny3my paguv NpeBeHuuje 1 caHuparba
noTeHumjanHe wTreTe.

7) Wta ce npegMeTHOM NPOMEHOM Xenu noctuhu? (oaroBopom Ha oBO
nuTawe aeduHULLY ce NnocebHU LuIbeBU, YMje nocTusamwe Tpeda aa AosBoae A0
ocTBapewa onwrer yurba. Y ogHocy Ha nocebHe uurbeBe, chopmynuuy ce
Mepe 3a hbbUXOBO NOCTU3aH-€).

HoBMM 3akoHOM YycrnocTaBrba Cce HoBa nocebHa opraHusauuvja KaHuenapuja 3a
nHpopmaumony 6e3begHocTt, wTo he ponpuHetTn 6050 KoopAuHaUMin n3mehy
MwuHuctapctBa n KaHuenapwuje (y kojoj ce objeguraBajy nocrnosu HaunoHanHor
LIEPT-a n LULEPT-a opraHa Bnactn) ca jeagHe ctpaHe, anu u nobosbliamwy capagre
ca nocebHum LIEPT-oBuma n WKT cuctemuma o nocebHor 3Havaja ca apyre
CTpaHe.

Takohe ce npegeuha jayarwe kanaumteta HaunoHanHor LIEPT-a n To TEXHONOLLKKMX,
TbYOCKMX U OpraHmM3aumoHnx kanauuteTa, wro he HaunonanHom LIEPT-y omoryhutun
npenasak ca WHgopMaTMBHe W caBeTodaBHE Yrore Ha onepaTtuvBHWjY YIiory.
Mpyxajyhn apgeksaTtHujy nomoh WKT cuctemmma o nocebHor 3Hadaja y cnyyajy
npujaBbeHNX wuHUMAeHaTa, nocnewwuhe ce wMehycobHa capagka UM CTBOPUTU
noeepewe WTO he nocneguMyHo gosecTn go Tora ga WMKT cuctemn og noceGHor
3Hayaja npujaerbyjy MHUMAEHTe y cknagy ca 3aKkoHOM.

MpeunsHmnjum perynmcarwem nojmosa (geduHuunja) cTeapajy ce 6orbm ycnosm 3a
npenosHaBake N pasymeBake cajbep npeTun.

[aBawem Beher 3Hauvaja LIEPT-oBuma u pepedumHucamem obasesa onepaTopa
NH(OPMALIMOHO-KOMYHMKALIMOHNX CUCTEMa Of MocebHOr 3Havaja onakwaea ce
HMXOBO [enoBake U Npyxa agekBaTHUjU OArOBOP Ha MHUMAOEHTE.

W3papa HaumoHanHor nnaHa genoBakba y Criyyajy Benvkux nHumageHaTa ytuyahe Ha
O6pxxe n ecbmkacHuje pearoBare Ha cajoep npeThe.
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YHanpehewe NHCTUTYLMOHANHOr OKBUpa 1 Nnoborbliake MexaHn3ama pearoBara Ha
nHUMaeHTe y cajoep npoctopy omoryhuhe octBapmBame UnIbLeBa, U TO:

»  6e3beagHOCT MHPOPMAaLMOHO-KOMYHMKALMOHMX CUCTEMA KOja Ce OAHOCU Ha
pU3nKe HapylaBaha OyHKLMOHMCaba opraHa ynpase, npuepeae u
opraHusaumja Kao nocrneguua nHungeHara y MHpopmaumnoHo-
KOMYHMKALMOHMM CUCTEMUMA U

*  uyHdopmaunoHa 6e3begHocT Penybnnke Cpbuje, WITO ce 04HOCK Ha pU3unKe
HapyLlaBarwa HaunoHanHe 6e36egHoOCTU NyTeM MHPOPMaLMOHO-
KOMYHWKaLMOHNX CMCTEMA.

8) Oa nu cy onwtu u nocebHn uurbeBu ycknaheHun ca Baxehum
AOKYyMEeHTMMa jaBHMX nonuTuka u noctojehum npasHum okBMpoMm, a npe cBera
ca npuMopuUTeTHUM uurbeBuma Bnaae?

Mpegnor 3akoHa Yy MNOTAYHOCTM je ycknaReH ca CrpaTernjom pasBoja
NMHopMaLmMoHOr ApywTBa U nHdopmaumnoHe 6e3begHoctn y Penybnuumn Cpbuju 3a
nepuog of 2021. po 2026. roguHe. OnwTum umrbem CTpaTernje Pa3eujeHo
UHOpMayUOHO Opywmeo U esleKmpOHCKa ynpaea y cinyxbu epahaHa u
npuepede u yHanpeheHa uHgopmayuoHa 6ezbedHocm 2pahaHa, jagHe ynpase
u npuepede npenosHaTt je 3Havaj WHdopmaumoHe 0Oe3begHOCTM 3a APYLITBO Y
uenuHu. MNocebaH unrb YHanpehewe uHgopmauyuoHe 6e3bedHocmu epahaHa,
jaeHe ynpaee u npuepede ocTBapyje ce Kpo3 peanusauunjy cnegehumx mepa:
*  nogu3ane CBEeCTU U 3Hama y obnactu nHgdopmavmoHe 6e3beaHocTu
rpafaHa, jaBHux cnyxbeHuka n npmepeae,
* noausane kanauyuteTta VKT cuctema og noceGHor 3Hadvaja 3a npumeHy mepa
3awTuTe,
* nogusawe kanauyuteta HaunoHanHor LUEPT-a, LUEPT-a opraHa Bnactn n
LIEPT-oBa camocTanHux onepartopa VKT,
" nogusake KanauuTeTa uHcnekumje 3a nidpopmauymnoHy 6e3begHocT,
" noACTULAaHE jaBHO-NPUBATHON NapTHepCcTBa y 0bnactu nHdopmaumnoHe
0e3begHoCTU 1
* yHanpehewe pernoHanHe n mehyHapogHe capagme.
Y okBupy mepe YHanpeheme capadme u nodusare kanayumema UKT cucmema 00
rnocebHoz 3Ha4aja 3a rpuMeHy Mepa 3awmume npeasvheHa je nocebHa akTUBHOCT
YcknahiuBawe nponuca ca perynatuBom EY y o6Gnactu wuHdopmauumoHe
Oe3begHOCTN, WTO WU jeCTe KbydHW pasnor AOHOoWeHa HOoBOr 3akoHa o
nHpopmaumoHoj 6e3beaHocTu. lNMpahewem eBpoOnCkux TOKkoBa Yy OBOj obnactn He
BpLIM Ce camMO XapMoHu3auuja npornuca, Beh u yHanpehewe WMHCTUTYLMOHanHor
OKBMpa 1 noborbluake MexaHM3ama pearoBaka Ha MHUMAEHTe y cajbep npoctopy,
Kao 1 NpeBEeHTUBHOT AerioBara paan ovyBawa MHopmaumnoHe 6e3begHocTu.

9) Ha ocHoBYy Kojux nokasaterba yuuMHka he 6utu moryhe yrBpautu na
Nnu je powno Ao ocTBapuBama ONWTUX OAHOCHO NOCEOHUX uurbesa?

OcCHOBHM NoKa3aTerby yumHKa AoHowerwa 3akoHa orneaajy ce y cnegehem:
= yTBPFEHM Cy HAUYNHN N MeXxaHN3MK 3a nogusane kanaunteta VKT cuctema
of nocebHor 3Havaja
= yHanpeheHa je nnaTtdopma 3a pasMmeHy uHgopmavrmja nsamehy HaumoHanHor
LIEPTa n UKT cuctema og nocebHor 3Havaja ca MexaHn3mMoM 3a 6p3o
pearoBake
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» noborsblwaHa je capagna nsmehy LLEPT-oBa y Peny6nuum Cpbujm un
KOOPAMHUCAH je OA4roBOp Ha KpU3He cuTyauuje

* 6poj ycnoctaerbeHnx LLEPT-oBa camocTtanHux onepartopa ce nosehasa

»  ©poj obyuyeHunx 3anocnenunx y LIEPT-y opraHa Bnactu n y camocTtanHim
onepatopuma VKT ce nosehasa

=  ©poj 3anocneHnx nHcnekTopa 3a nHdopmaumnoHy 6e36egHocT ce nosehara

= Oorbe je ynpaBrbake pPU3MKOM.

[MokasaTers basHa
roguHa n| 2024 2025 2026
BpeAHOCT
Bpoj opraHusoBaHux | 2023 (1) 2 3 4
cajbep Bexou
Hopart Opoj HoBuKx | 2023 (0) 1 2 3
byHKLMOHANHOCTH

nnatopmm 3a pasmMeHy
nogaraka o0 MHUMgeHTuma

Bbpoj cactaHaka LUIEPT-oBa | 2023 (3) 4 5 6
roaniHe

Bbpoj nonasHuka obyka 2022 (20) 30 40 50
Bpoj 3anocneHux | 2023 (2) 3 4 5
MHCNeKTopa

Bpoj apeksaTtHo | 2023 (0) 100 200 300
CaunHEHMX akata o

NPOLIEHN pu3mka

YcBajane HAC 2 OupektuBe y geuembpy 2022. roguHe je 6uo je nogctuuaj ga ce
HanpaBwn aHanusa cajalluHer NpaBHOr U UHCTUTYLIMOHANHOr OKBMpPA, NOCTaBe HOBU
uurbesu. [Npeanorom 3akoHa ocTBapyje ce Hanpeak y OAHOcy Ha noctojehe cramwe,
Kako Yy [OMeHy npeuusHujer ypefuBawa o06nact, Tako W Yy Kpeunpamwy
dyHKUMOHanHWjer n eprkacHujer UHCTUTYLMOHaNHOr OKBMpa.

JepaH of 3apartaka koje je EBponcka yHuja noctaBuna npeg EHUWCA je n m3papa
OKBMpa 3a cepTudukauunjy npoussoga, cepsuca n ycrnyra, Kojy uMma 3a uurb ga ce
oApenun HMBO 3alUTUTe KOoju Mory Aa npyxe ogpeheHn nponssoaun, CepBucu 1 ycnyre
W Oa ce ojaya MoBepewe Yy AuruTanHe TexHonoruje v nposajaepe AvrnTanHux
cepsuca. lNpeanor 3akoHa yBoam ce obasesa ceptudukaumje VIKT cuctema koja he
Ce BPLUMTK Kafa 1 eBporicke 3emsbe bnvxe perynuvily oBO nuTake.

bes ob63upa wto je nosmumja Cpbuje y mehyHapogHux okempmuma cee 6orba y 0BOM
AOMeHy, NOoCToje 3HavajHe MoryhHocTu 3a nobosbliakwe. MehyHapoaHy capagwy cy
ocTBapuBanu npeacraBHUUM MuHucTapcTBa MHOpMUCaka U TenekoMyHuKaumja,
PATEJ-a, MnHucTapcTtBa crnorbHUX nocnosa, MnHuctapctea yHyTpallHKuxX Nocnosa
n MwuHuctapctBa ogbpaHe, wWTO he ce BepoBaTHO HacTaBUTU U Yy HapegHOM
nepuody. BaxHOo je pa Hactynu npeactaBHuka Cpbuje y  mehyHapogHum
MHCTUTYUMnjama Byay KoopauMHUCaHU Kako 61 Mornu Ha Hajborbn HavvH aa obasrbajy
CBOje nocriose.

[MpaBoBpeMEHO OTKpUBaH-€ M OTKNawahe PakMBOCTU je CTanHM M3a30B Ha KojeMm
3ajedHVMYKM pagu BuWe 3emarba Kako OM ce npoHawao afgekBaTaH HayuH
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pelaBatba. braroBpemMeHUM OTKpMBaH-€M NpeTHM jada ce cTeneH MHgopmalmnoHe
6e36eqHOCTH Kao M NOBEPEH-E Y UHCTUTYLMjE KOje ce TOM TeMoM GaBe.

Mpeanor 3akoHa ypenyje OKBUP 3a NOCTyNakwe Y KPU3HUM cuTyaumjama n 3ajeaHNYKK
oarosop LUEPT-oBa.

Mopen npomoumje n nogplike yyewhy npeactaBHUKa MHCTUTYUMWja N opraHu3aumja
n3 Cpbuje Ha wmehyHapogHum Bexbama, pagum ycnocTaBibakwa ogroBapajyher
oAroBopa Ha vHUugeHte Behux pasmepa HeonxodHa je opraHusaunja HauuoHanHuX
cajoep Bexbu. OBe Bexbe TpebGa fa opraHu3yje U CNpoOBOAM HOBOOCHOBaHa
KaHuenapuja 3a wHgopmauunoHy 6Ge3begHocT, a cBpxa Bexbu Tpeba pa 6yge
nposepa n yBexxbaBare npoueaypa 3a pearopame.

36or TOora je HeOMXOQHO pas3BujaTM MNapTHEpPCKe OfHOCe ca akageMCKUM
WMHCTUTYUMjaMa Koje MMmajy nporpame 3a MHdopmaumoHy 6e36eqHOCT Ha OCHOBHOM,
MacTep U OOKTOPCKOM HMBOY cTyauja. KaHuenapuja Tpeba ga noactude HaydHe
pagoBe M3 OBMX obGnactv m ydewhe akagemMckux WMHCTUTyuuja y mehyHapoaHum
NpojekTMMa jep Cce Ha Taj HauyMH CTUYYy HOBa 3Haka WM HallM akageMCKU JbyOCKU
pecypcu ctumynuiiy aa 6yay ykibydeHu y HajHoBMja gocturHyha y oBoj obnactu.

YBohewem MexaHuama capagwe usmehly LEPT-oBa y Peny6nuun Cpbujm
ponpuHocn ce Behem cTeneHy 3awTtute WKT cuctema y cBum obnactuma vy
Peny6nuun Cpbuju n 60rb0j KoopauHaumju y cnydajy umHuUmugeHaTa Koju mory Aa
yrpo3e wuHdpopmaumoHy 6e3begHOCT, anu 1 HauuoHanHy 6Ge3begHocT Penybnuke
Cpbuije.

10) Aa nu je cdmHaHcujcke pecypce 3a cnpoBohewe nsabpaHe onuuje
noTpebHo o6e3b6eanTn y OyleTy, UMM U3 Apyrux usBopa cpuHaHcupawa U
Kojux?

Cpenctea notpebHa 3a peanusauuvjy obasesa u3 3akoHa O WHGOPMALMOHO]
6e3begHocTM noTpebHo je 06e3beanTn y ByLleTy, 3a noTpebe noausawa KanaumteTa
HoBoocHoBaHe KaHuenapuje 3a wuHpopmaumoHy 6es3begHoct. C obsuvpom pa
KaHuenapuja 3a wuH(popmaumoHy 6e3begHocT npeysuma npaBa, obasese,
3anocneHe, npeameTe, onpemy, cpeicTtsa 3a pag KaHuenapuje 3a nHdopMaunoHe
TEXHONoruje n enekTpoHCKy yrpasy y Aernokpyry nocnosa LUEPT-a opraHa Bnactu,
Kao u npasa, obaBese, 3anocrneHe, npeagmeTe, onpemy, CpeacTsa 3a pag U apxvBy
on PerynaTtopHor Tena 3a enekTpoHCke KOMyHMKauuje 1 NoLTaHCKe ycnyre HacTtany
y obaBrbany nocnosa HauuwonanHor LIEPT-a, noTpe6Ho je uaspwmntn ogrosapajyhm
npeHoc hMHaHCKjCKUX cpeacTaBa.

11) Konukum cy npouerweHu TpowkoBu yBohlewba npomMeHa Koju
npoucTuyy n3 cnposohewa nsabpaHe onuuje (OCHMBake HOBUX MHCTUTYLM]jA,
pecTpyktypupawe nocrtojehux nHctutyumja n obyka apxKaBHMUX cnyxo0eHuka)
MCKa3aHM y KaTeropuvjama KanutasiHuX TPOLIKOBa, TeKyhux TpolkoBa u 3apaaa
M pa nm je wmoryhe dcuHaHcupatn pacxoge wusabpaHe onuuje Kpos
peancTpnbyumjy nocrtojehux cpeacrasa?

Byayhu pa je MNMpeanorom 3akoHa npeneuheHo hopmmpanse nocebHe opraHmsaumje u
nosehaBare KafpOBCKUX N TEXHUYKUX KanauuTeTa y HapegHoM nepuody npeasuha
ce noeehaBare 6poja 3anoCneHnx Kao 1 KynoBuHa HEONXOAHE OnpeMe.
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12) Koje TpowkoBe u Kopuctu (matepujanHe wm HemaTepujanHe) he
M3abpaHa onuuja Npoy3poKoOBaTU NpuBpean, MNOjeaNHOj rpaHu, OJHOCHO
oapeheHoj kaTeropuju npuBpeaHUX cybjekara?

WKT cuctemn og nocebHor 3Havaja y obnacty gurntanHe MHAPacTpPyKType 1 ycnyra
MHOPMaLMOHOr ApYyLWTBaA Koju cy npeaBuhieHn nameHama u gonyHama 3akoHa cy y
obaBe3n ga NpMMeHe Mepe 3alTuTe, OAHOCHO TEXHUYKE M OpraHusaumMoHe Mepe y
UuIby ycnocTaBrbakba agekBaTHOr HnBoa 6e3begHocTn cuctema.

Ykonuko cy Tu npuBpedHu cybjektm Beh ycnoctaBunuM CUCTEM ynpaBrbaka
nHdpopmaumoHom 6esbegHowhy y cknagy ca MehyHapogHuMm cTaHgapauma wu
Aobpom npakcom y OBOj obnacTtu, He ouekyje ce Oa npMMeHa 3akoHa M3a3oBe
3HavajHe TpolkoBe. MehyTum, npuBpegHn cybjekTn Koju npeacTaBrbajy onepaTtope
UKT cuctema og nocebHoOr 3Ha4aja y ckragy ca HOBMM 3aKOHOM, a Koju oo caja
HMCYy ycnoctaBunu ogroBapajyhm cuctem  ynpaBrbakba WHGOPMaLMOHOM
6e3begHowhny nmahe ogpeheHe TPOLLKOBE 3a UCMYHEH-E 3aKOHCKMX 0baBe3a Koju ce
ornefajy y eBeHTyanHoOM [OAAaTHOM TEXHOSOLWIKOM onpemarby, 00yum 3anoCneHux,
aHraxxoBakby HOBUX CTpyYHbaka v cnnyHo. MNMpeunsHn nsHocu gogaTHUX TPOLLKOBa 3a
HaBefeHe cybjekTe Bapupajy y BenvMKom pacnoHy, 6yayhun ga uctu 3aesuce oa BuLle
daktopa koju Mory ga Oygy Beoma pasnuuMTM Yy pasnuuuMTUM MNpUBPELHUM
cybjektnma. Hamme, konumko he puHaHCUHjCKMX cpeacTaBa 3a NPUMEHY 3akoHa
N3OBOjUTM OBU MPUBPEAHUN CYyOjeKTM 3aBUCKM OO HUXOBE BENUYMHE, OOHOCHO 6poja
3anocreHnx, TEXHOMOLWKe OnpeMrbeHOCTN (MocedoBake padvyHapcke onpeme,
MHOpMaUMOHOr  cuctema), obyyeHOCTM  3anocneHux  3a  kopuwhene
MH(POPMaUMOHNX TeXHONormja y AomMeHy uHdopmaumoHe 6e36eaHoCTW, U Opyrux
dakTopa of Kojux (pyHKUMOHUCake MHopMaunoHe 6e3begHOCTU 3aBUCK Y jeOHOM
npvepegHom cybjekty. CxoaHO HaBegeHOM, Huje Moryhe aatu HYU TayHe, HU OKBUPHE
N3HOCE Mo NpUBpPeaHOM CyBjeKTy.

MNpeanorom 3akoHa npeaBuha ce ycnocTaBrbakwe CTanHOr onepaTMBHOr TuMa Y
oksupy KaHuenapuje 3a uHpopmaumoHy 6e3begHoCT y uuvju pag Mory ga ce
YKIbYYYjy U NpeacTaBHULN OPYINX opraHa y OKBUPY HUXOBUX HagnexHoctu. Umajyhn
y BMAY OCETIbMBOCT NOAaTaka ca KojMa Mory a ce CyCpeTHY YraHoBM onepaTuBHOT
TMMa, MpPOMucaHo je Ada nuua Koja yyecTBYjy y pagy cTarnHor onepaTuBHOr TMMa
OyXHa cy ga ce cepTudmnkyjy 3a pag ca TajHum nogaumma. C ob3mpom ga je
npensufeHo Aa ce cTanHu onepaTMBHW TUM CacTOjU Of 3arnOCMeHUX y opraHuma u
4a opraHn He ynnahyjy HakHagy 3a oBe noTpebe, usgasawe ceptudumkaTa 3a
NpUCTYN TajHUM NoAauMMa He U3NCKYje TPOLLKOBE.

UnaHom 37. lpepgnora 3akoHa ypeheHo je dyHKuMOHWCawe 6ase nogaTtaka o
perncrpauvjyu JoOMeHa M NpornucaHo je Aa cy opraHusauuvje Koje cy osnaiwuheHe 3a
ynpaBrbake perucTpoM [AOoMeHa HajBuler HuBoa W npyxawe ycnyra [OHC-a
obaBe3He [Oa npuKynsbajy, YyBajy W OApPXaBajy TayHe W NOTNyHe nogaTtke o
peructpaumju gomeHa y nocebHoj 6asn nogataka, y3 OyXHY Naxkwy W y cknagy ca
nponncMMa O 3alTWUTKM nodaTaka o NuYHoCcTU. Pey je o 6a3m nogartaka koja ce Ha
Ha4nMH NponucaH OBMM 3aKOHOM Beh Ayro Bogu nog okpurbem ®ongaumje ,Perncrap
HaumoHanHor MIHTepHeT gomeHa Cpbuje ” Kojoj cy noBepeHn nocrnoeun Boherwa base
nogartaka O perucrtpauuju gomeHa, ¢ TUM da HeHO Bofewe Huje 6uno npegmet
3aKOHCKOI perynucama, Koje je caga HeonxogHo ¢ 063vpoM Ha 3axteBe n3 HC2
OVpEKTUBE. Mwmajyhm y Buagy pa je ped o 6asm nogataka WM  TEXHWUYKO]
NMH(pacTpykTypun Koja je Beh ycnoctaBrbeHa v npe ogpenbe koja perynuiie HeHo
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cyHKUMOHMCae y [Mpeanory 3akoHa, 3aKOHCKO peELUele He u3asuBa [ogaTtHe
TPOLUKOBE MO OpraHu3auujy koja ynpaerba 6a3om nogataka.

13) Oa nu je 3a cnpoBohlewe nsabpaHe onumje ob6eszbefleHa nogpLuka
CBUX KIbYYHMX 3auHTEepecoBaHMX CTpaHa W uwbLHUX rpyna? [da num je
cnpoBofiewe nszabpaHe onuuje NpMopuUTeET 3a AOHOCUOLIE OANyKa Y HapeaAHOM
nepuoay (HapoaHy ckynwTtuHy, Bnaay, op»xaBHe opraHe u Crin4yHo)?

MwuHucTapcTBo uMHpOpMUCaka U TenekomyHukauuja je nodetkom 2023. roguHe
dopmMmmpano pagHy rpyny 3a wuspagy Haupta 3akoHa 0 WHOpMaUUOHO]
6e3begHOCTM KOra Cy YMHUNW NPEeACTaBHULM  peneBaHTHUX MUHUCTapcTaBa,
nocebHMx opraHu3aumja, areHuuja, akagemcke 3ajegHuue u npuBpege. Tokom
npunpeme HaupTa ogpXaHo je HEKONMMKO KOHCynTauuja ca pasnnintuMm UHTEPECHUM
rpynama. Ca npuBpedoM cCy ogpxaHe KoHcyntauumje 22. jyHa y HaumoHanHoj
anujaHcu 3a JIOKarHW EKOHOMCKW pas3BoOj Ha Kojuma Ccy npeacTaBibeHuM Npeasiosv
TekcTa Haupta. CacrtaHky je npucycteoBano 6nuay 20 npmBpenHux cybjekara.

MwuHucTapcTBO MHGOpMUCaka U TENIEKOMYHMKaLMja CPOBESO je jaBHY pacnpasy O
Haupty 3akoHa o uHdopmaumoHoj 6e3begHoctn y nepuogy op 27.jyna o 30.
aprycta 2023. roguHe, Ha OCHOBY 3akrbydka Bnage. Y okBupy jaBHe pacnpase,
oapkaHa cy ABa okpyrna crtona y beorpagy wn KparyjeBuy. Y jaBHOj pacnpasu
yyecTBOBanu nNpeactaBHUMUM OPXaBHUX OpraHa, NpyBPedHOr CekTopa, akageMmcke
3ajegHuULE, HEBMAAMHNX OpraHnu3auuvja 1 EMUMHEHTHN CTPyYHauu y oBoj obnacTu.

Mako je TeKCT 3aKkoHa He3HaTHO u3aMeneH y ogHocy Ha 2023. roanHy, y 2024. roguHu
13 npouegypanHux pasnora rnoHOBIbLEHA je jaBHa pacnpasa U TO y nepuony oa 3.
jyna go 23. jyna 2024. rognHe, Ha OCHOBY Koje je MuHuctapcTeo 06jaBnino u3BeLlTaj
0 jaBHOj pacnpasu Ha cajTy MuHucTapcTBa u noptany ,eKoHcynrtauuje®.

[loHoWweHe 3akoHa je npuopuTeT MMajyhv y BuAy YMkbeHMUY da ce UCTUM BpLuM
ycknahyBare ca eBPOMNCKOM perynaT1BoM.

14) Koje popnatHe mepe TpebGa cnpoBecTu M Konuko BpemeHa he 6utu
noTpebHO pa ce cnpoBeae usabpaHa onuuvja U 06e3dean HEHO KacHuje
pocnenHo cnpoBofewe, OQHOCHO HeHa OAPXKUBOCT?

Pagon peanusauuvje 3akoHa, npegBuheHo je AoHowene criegehnx Mnoa3akoOHCKUX
akara:

»  Ypenba kojom ce 6nmke ypehyjy ycnosu, onwTh U CEKTOPCKM
Kputepujymn 3a ogpefhreare oneparopa npuopuTeTHUX 1 BaxkHmx KT
cuctema o4 nocebHor 3Ha4aja;

» [log3akoHCKM akT Kojum ce bnmke ypehyje cagpxaj u cTpyktypa
eBunaeHumje, Kao U Ha4YMH NOAHOLEHA 3axTeBa 3a YHOC U MPOMEHY
nogataka y EsuaeHumju;

» [loa3akoHcKM akT Kojum ce ypehyjy 6nmxn ycnose 3a Npukynibame,
JyyBahe, Bepudukaumjy n objaBrouarwe Ta4HUX U NOTMYHMX NogaTaka o
pernctpaumju gomeHa y nocebHoj 6asn nogaTtaka;

» [log3akoHCKM akT Kojum ce brivke ypehyjy ycnosu 3a nposepy KEM3 n
Hau4MH NpoLeHe pu3nKka o oTuuara nogataka nytem KEM3;

» [log3akoHCKM akT Kojum ce bnmke ypehyjy ycnosu koje mopajy aa
ncnywaBajy KpuntorpadCckm Npon3Boau;
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» [loasakoHCKM akT Kojum ce bnwke ypehyje cagpkaj 3axTeBa 3a nsgaBame
opobpera 3a kpunTorpadCkn NPOM3BOA, YCrNoBe 3a n3aaBamwe ogobpera
3a KpunTorpadckm Npom3Bo, Ha4YuH nsgaesawa ogobpera 1 Boherwa
perncrpa nsgatux ogobpera 3a KpunTorpadpckn Npom3Boa;

» [log3akoHCKM akT Kojum ce bnmke ypehyje Bohene pernctapa
KpunTorpadckmx nponssoga, kpyntomaTtepujana, npasuna n nponuca u
nuua Koja obaBrbajy NOCNoBE KpUNTO3aLITUTE;

*  Ypenbe o 6nmkem cagpxajy akta o 6e3begHoctn KT og nocebHor
3Hauvaja, HaurHy NpoBepe N caapxaj U3BeLUTaja 0 NPoBepwu, Kao 1
AOCTaBrbakbe M3BeLTaja HaaNeXHOM OpraHy;

*  Ypenbe o 6nmxkem ypehewy mepa 3awTtute MKT cuctema og nocebHor
3Ha4aja;

»  Ypeaba o nocTynky obaBewTaBaka 0 MHUMAEHTMMA, obpacunma 3a
obaBellTaBake, MUCTN MHUMAEHATa NpeMa BpcTama 1 Knacuduvkaumjm
WHUMOEeHaTa npema HMBOY ONacHOCTY;

* Ypenbe o HaunHy cnpoBoferwa Mepa 3a 6e36egHOCT 1 3aWwTUTy deue Ha
WUHTEpPHETY;

= [IpaBunHuka o onNwTOj METOAONOrNjU 3a nNpoueHy puaunka y KT
cuctemmuma o nocebHor 3Hauvaja;

» [IpaBunHuka o BpCTU, POPMU N HAYMHY JOCTaBIbakba CTaTUCTUYKNX
nogaraka o MHUMAEHTUMA Y MHPOPMALMOHO-KOMYHUKALNOHUM
cucteMmmma of nocebHor 3Havaja;

= [lpaBunHuka o cagpxajy, HaumHy ynuca n sBoherwy eBnageHumje NocebHmx
LeHTapa 3a npeseHunjy 6e36egHOCHMX pusnka y MHopMaLMoHo-
KOMYHWUKaLMOHUM CUCTEMUMA;

» [lpaBunHuka o cagpxajy, npoueaypu sepudukaumje pawbneocTy, ,
npoueaype 3a ynpaerbake TEXHUYKMM pawnBocTMa UKT npoussoga u
VKT ycnyra, HauuH ynnca n Boherwa perucrpa.

Pagn ynosHaBawa jaBHOCTM Ca HOBMM 3aKOHCKMM pellewmma, MuHucTapctsBo
MHpopMMcarwa M TenekoMmyHukauuvja ogpxasahe nocebHe cKkynoBe Ha Kojuma he
yno3HaBaTu CBa 3auHTepecoBaHa fivua O yCcBOjeHUM ogpenbama. NocebaH dokyc
he 6utn Ha onepaTtope KT cuctema oa nocebHor 3Havaja, kojuma ce OBMM 3aKOHOM
nponucyjy obasese y uurby 3awTute wuxoBux cuctema. Oyekyje ce oa he ce ose
aKTMBHOCTM MOYeTM [fa CrnpoBoAe OaMax Mo [AOHOLWEeHY 3akoHa, OOHOCHO
NoA3aKoOHCKMX akTa Koje OBaj 3aKkoH npeasuha, v aa he Tpajatv Hajmawe roguHy
AaHa, a no noTpebu n ayxe.

MehyvHcTUTyuMOHanHa capagwa u3melly opraHa Koju CnpoBofe OBaj 3aKOoH
ycnoctaBsuhe ce Ha BuLIE HAYMHa:

- Kpos pag BnaguHor Tena 3a KoopanHauujy nocrnoea UHopMaLmoHe
6e36egHOCTK, KOje OKyniba CBe OpraHe Ymju cy NoCrioBuU Of, BEMMKOTr 3Ha4aja
3a nHdopmaumoHy 6esbegHoct y Penybnuum Cpbuju;

- Y noctynky obaBelUuTaBaka 0 UHUMAESHTMMA KOjU 3HAYajHO yrpoxasajy
nHdopmaumoHy 6esbenHoct y Penybnuum Cpbuju, HagnexHu opraHu
oCTBapyjy capagty no nuTamwy pasMmeHe nHdopmawmja, nocebHo ako je peu
0 MHUMAEHTMMA KOju NpencTaBsibajy KpUBMYHO OENO UNK yrpoxasajy oaopaHy
N HaumoHarnHy 6e3begHoct Penybnuke Cpbuje, 0OAHOCHO KPUTUYHY
MHAPACTPYKTYPY.
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3akoH npeasuha n mehycobHy capaghwy LUIEPT-oBa (HaunoHanHor LIEPT-a,
LIEPT-a JegmHcTBEeHe nMHGOPMaLNOHO-KOMYHUKALMOHE MpeXe enekTPoHCKe yrnpase,
MocebHnx LUEPT-oBa n gpyrmnx LLEPT-oBa).

15) Ola nn cy obesbeheHa cuHaHcujcka cpepcTBa 3a cnpoBohemwe
ns3abpaHe onuuje? [a nu je 3a cnpoBolje-e nsabpaHe onuuje obesbeheHoO
AOBOJbLHO BpemeHa 3a cnpoBohjewe nocTynka jaBHe HabaBKe YKOJIMKO je oHa
noTtpebHa?

CpepnctBa 3a peanusaumnjy 3akoHckux obaBesa ob6e3behyjy ce y byuety Penybnuke
Cpbuje kpo3 Oyuet KaHuenapwje 3a wnHdpopmauunoHy 6e36egHocT, kao nocebHe
opraHusaumje koja he obasrbatu nocrnose HauuoHanHor LIEPT-a n LIEPT-a oprana
Bnactu. KaHuenapuja 3a nHpopmaumoHy 6e36egHoOCT ycnocTasrba ce U nocrnose 13
CBOje HagneXxHOCTX NponncaHe OBMM 3aKOHOM Nouvnktee ga obasrba 1. jaHyapa 2027.
roguHe. lNocnoee KaHuenapwuje 3a unHdopmauynoHy ©6e36eOHOCT nponncaHe OBUM
3akoHOM, u3y3eB nocnoea HaumoHanHor LIEPT-a, o6aempahe KaHuenapuja 3a
MHGOPMaLIMOHE TEXHOSMOIMje N eNEeKTPOHCKY yrnpasy Yy nepuoay Koju nodnse gaHom
HacTynawa 12 meceum of AaHa cTynawa Ha cHary OBOr 3akOHa M Koju Tpaje go 1.
jaHyapa 2027. roguHe. PerynatopHO TenoO 3a €EneKkTPOHCKe KOMyHuKauuje wu
nowTaHcke ycnyre obGasrba nocrnoBe HauuonanHor LIEPT-a ytBpheHe oBum
3akoHoM go 1. jaHyapa 2027. roguHe. KaHuenapuja 3a uHcgpopmaumoHy 6e3begHocT
noyeB o4 TOr AaTyma npeysvma npasa, obaBese, 3anocneHe, npegmeTe, onpemy,
cpencrtea 3a pag v apxmBy of KaHuenapuje 3a uMHOpMaUWOHE TexXHosoruje u
€NeKTPOHCKY ynpaBy HacTany y obasrbaky NocnoBa nponMcaHux OBUM 3aKOHOM U3
HagnexHoctn KaHuenapuje 3a mHdopmauunoHy 6e3begHoct, a Takohe npeysuma
npaea, obaBese, 3anocneHe, npeameTte, onpeMy, CpeAcTBa 3a paj U apxuBy of
PerynaTtopHor Tena 3a enekTpoHcKe KOMyHMKauuMje U MOLITaHCKe ycnyre Hactany y
obasrbaky nocnosa HauuoHanHor LIEPT-a notpebHe 3a Bpwewe CTPYYHUX
nocnosa yTBpHEeHMUX OBMM 3aKOHOM.



117

M3JABA O YCKITAHBEHOCTU MNMPOMNMUCA CA
NMPOMNCUMA EBPOTCKE YHUJE

1. Osnawhenu npeanarad nponuca: Bnapa

Ob6pahueay: MMHUCTAPCTBO MHpOPMMCaHba U TENEKOMYHMKaLMja

2. Hasus nponuca:
HaupT 3akoHa o nHgopmaumnoHoj 6e3begHocTn

Draft Law on Information Security

3. YcknaheHocTt nponuca ¢ ogpegbama Cnopasyma o crabunusaumjiy  u
npuapyxveawy uamely EBponckux 3ajegHuua u HUXOBMX ApXaBa uYnaHuua, ca
jeoHe ctpaHe, n Penybnuke Cpbuje ca gpyre ctpaHe (,Cnyx6eHn rnacHuk PC”, 6poj

83/08) (y narsem TekcTy: Cnopasym):

a) Ogpenba Cnopasyma Koja ce 0aHOCEe Ha HOPMaTMBHY CafpPXMHY nponuca:
Unan 105. MHdopmaumoHo apywiteo - Cnopasym o ctabunusaumjn n npuapyxmBary
namehy EBPONCKMX 3ajedHunua M HMXOBUX ApXKaBa uYnaHuua, ca jeqHe cTpaHe, U

Peny6bnuke Cpbuje ca gpyre cTpaHe.

©) MNpenasHu pok 3a ycknahuBarwe 3akoHogaBCcTBa nNpema ogpeabama Cnopasyma:

Tpw roguHe.

B) OueHa ncnyweHoctu obasese koje npounsnase u3 HaeedeHe ogpenbe Cnopasyma:

McnywaBa y notrnyHocTw.

r) Pasnosu 3a genMMmyHo ucnywaBawe, OOQHOCHO HeucnyhaBakwe obaBesa Koje
npousnase n3 HaeegeHe ogpende Cnopasyma:
/

A) Besa ca HaunoHanHuM nporpamom 3a ycBajake MpaBHUX TekoBWHa EBponcke
yHuje:
2024-0

4. YcknaheHocT nponuca ca nponvcvuma EBporncke yHuje:

a) Haeohewe ogpenbu npumapHux u3Bopa npaBa EBponcke yHuje u oueHe
ycknafheHocTu ca wuma:

Consolidated version of the Treaty on the Functioning of the European Union
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PART THREE UNION POLICIES AND INTERNAL ACTIONS

TITLE VIIL COMMON RULES ON COMPETITION, TAXATION AND
APPROXIMATION OF LAWS, CHAPTER 3 APPROXIMATION OF LAWS

Article 114 (ex Article 95 TEC)

CELEX 12016E114

MotnyHo ycknaheHo

6) HaBohewe cekyHaapHux m3Bopa npasa EBporicke yHuje u oueHe ycknaheHocTu
ca wbuma:

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14
December 2022 on measures for a high common level of cybersecurity across the
Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and
repealing Directive (EU) 2016/1148 (NIS 2 Directive)- noTrnyHo ycknaheHo
3202212555

OupektnBa (EY) 2022/2055 Eponckor naprnameHta u Caseta og fdaHa 14.
Aeuembpa 2022. roguHe 0 MepamMa 3a BMCOK 3ajedHnYkn HUBO cajbep 6e3begHocTw,
namenun Ypenbe (EY) 6p. 910/2014 n Oupektuse (EY) 6p. 2018/1972 n ctaBrbamy
BaH cHare [dupektuee (EY) 2016/1148

B) HaBohere octanux n3sopa npasa EBponcke yHuje n ycknaheHocT ca kuma:

Hewma.
r) Pasnosu 3a genMmuyHy ycknaheHoCT, OAHOCHO HeycKnaheHoCT:

n) Pok y kojem je npeasuheHO nocTusawe noTnyHe YycknaheHocTu nponuca ca

nponncuma EBponcke yHuje:

5. Ykonuvko He nocrtoje ogrosapajyhe HaanexHoctn EBponcke yHuje y matepuju Kojy
perynuwe nponuc, uwvunu He nocToje oaroBapajyhm cekyHOapHW M3BOpy Npasa
EBponicke yHuje ca kojuma je notpebHo o06e3beanTn ycknaheHocT, NoTpebHo je
06pas3noXnTM Ty YnkseHuLy. Y OBOM cnyyajy, Huje noTpebHo nonywasaTtn Tabeny
ycknaheHoctu nponuca. Tabeny ycknaheHocT Huje notpebHo nonywasatn u
YKONMKO ce gomahum nponucomM He BpLUM MpeHoC oapenbu CekyHaapHOr u3Bopa
npaea EBponcke yHWje Beh ce NCKIbYYMBO BPLUM NPUMEHA UM CnpoBONere HeKor

3axTeBa Koju npouannasu u3 ogpende cekyHaapHor nasopa npasa (Hnp. Mpeanorom
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oanyke 0 uspagwm ctparteLlke npoueHe ytuuaja 6buhe cnposegeHa obaBesa 13 YnaHa
4. Ounpektnee 2001/42/E3, anu ce He BpLWK 1 NPEHOC Te oapeabe oMpekTuee).

/

6. [la nn cy nperxogHoO HaBegeHu M3BOpW nMpaBa EBponcke yHuje npeBegeHu Ha
CpMNCKM je3nk?

He.

7. [a nu je nponuc npeBefeH Ha Hekn cnyxbeHun jesnk EBponcke yHnje?

lMpeBeneH je Ha eHrnecku jesuk.

8. Capagha ca EBponckom yHMjoM 1 yyelwhe KOHCynTaHaTa y m3pagu nponuca u
HMXOBO MULLIbEHE O YCKNaheHoCTH:

Mpeanor 3akoHa je npocneheH EBpPOMCKOj KOMUCUKM pagu AaBakba MULLIbEHA.
EBponcka komucuja je y geuembpy 2024. rogmHe goctaBuna CBoOje KOMeHTape U

cyrecTtuje Koju cy MHKopriopupaHu y Tekct [Npeanora 3akoHa.
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Hasug mponmca EBponcke yHuje:

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high common level of
cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148
(NIS 2 Directive)

JupextuBa (EY) 2022/2055 Eponckor napiamenta u CaBera o 1aHa 14. nenemopa 2022. roguHe 0 MepaMa 3a BHCOK 3ajeIHUYKH HUBO cajoep
0e36ennocTn, u3menn Ypeaoe (EY) op. 910/2014 u Inpexruse (EY) 6p. 2018/1972 u craB/bamy Ban cHare J{upextuse (EY) 2016/1148

2. ,,CELEX” o3naka EY npomnuca
3202212555

3. Opnamhenu npeanarad npormuca: Biaaga

4. Narym u3pazne tadene:

O6pahuBau: MuHHCTapCTBO HHPOPMHUCaha U TEICKOMYHHUKALH]a

13. jyn 2025. ronune

5. Hazus (HampTa, npeasora) mpomuca 4mje oapende cy npeaMer aHanuse yckinalheHocTH ca nponrcoM EBporicke yHHje:

6. Bpojuane o3Hake (mWudpe) MIAHUPAHUX

. nponwuca u3 6aze HITAA:
1. Haupr 3akoHa 0 nH(popMannoHoj Ge30eAHOCTH
2024-0
2. 3aKO0H 0 eJIEKTPOHCKOM I0KYMEHTY, eJIeKTPOHCKOj HIeHTU(GHKALMjH U ycJyrama o/ oBepema y eJ1eKTPOHCKOM IOCI0BaKbY
3. 3aK0H 0 MHCIIEKIMjCKOM HA/I30pY
4. 3aKx0H 0 npexkpIIajuMa
5. 3aK0H 0 3aIITHTH NMOJATAKA O JIHYHOCTH
7. Ycexnahenoct oapendu npomuca ca ogpeadama npomnuca EY: TIOTITYHO YCKJIIABEHO
a) al) 0) 61) B) r) )
Onpenbda Onpenbe Pasnosu 3a nenuMuuHy
8 Hamomena o
Iponuca CanpxwuHa oapende mnponuca P. CanpxuHa onpenbe VYckmahenoct® | yckmaheHoct, HeyckinaleHocT cxnaheHocTH
EY Cpbuje WA HETTPEHOCUBOCT y
Subject matter [Ipenmer ypehuama
11 11 Ynan 1. v
T This Directive lays down measures that aim to| "™ OBuM 3akoHOM ce ypehyjy Mepe 3amrure on
achieve a high common level of cybersecurity 0e30eqHOCHUX ~ puU3UKa Y  HH(POPMAIHOHO-

& Hornyno ycknaheno - ITY, nenumuuano ycknaheno - 1Y, neycknaheno - HY, nenpenocuso — HIT
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a) al) 0) 61) B) r) 1)
across the Union, with a view to improving the KOMYHUKAI[AOHMM  CHCTEMHMa,  OJTOBOPHOCTH
functioning of the internal market. cy0jexkata NIPWIMKOM YIIpaBbakba W KopHIIhema
UH(POPMAIMOHO-KOMYHHKALIMOHHUX cucTema,
MOCTYII U Mepe 3a MOCTH3aEkhe BHUCOKOT OIIITEr
HUBOa WH(popMarmone 6e3benHocTH U oxpelyjy ce
HaJUIOKHH OpraHd 3a CIpoBoheme Mepa 3allITHTe,
KoopauHauWjy  u3Mely  umMHumama  3amrTwure,
npaheme NpaBUIHE NPUMEHE MPOIHMCAHUX Mepa
3alITUTe, Ka0 U HAIUISKHOCTH cy0jexara 3a Haa30p
HaJl cpoBol)emeM OBOT 3aKOHA.
To that end, this Directive lays down:
(a) obligations that require Member States to adopt
national cybersecurity strategies and to designate or Ipeamer ypehuparma
establish competent authorities, cyber crisis Unan 1.
management authorities, single points of contact on OBuM 3akOHOM ce ypehyjy Mepe 3amrure o
cybersecurity (single points of contact) and 0e30eqHOCHUX ~ pHU3UKa Yy  HHPOPMAIHOHO-
computer security incident response teams KOMYHUKAI[AOHMM  CHCTEMHMa,  OJrOBOPHOCTH
(CSIRTS); cybjekaTa TPHIMKOM YIpaBbamkba M Kopuinhema
12 - 11 UH(POPMAIMOHO-KOMYHHKALIMOHHUX cucTeMa,
(b) cybersecurity risk-management measures and MOCTYIIM U MEPE 3a MOCTHU3AFhe BHCOKOT OIIIITEr my
reporting obligations for entities of a type referred HuBoa uH(popMarone 6e30exHOCTH U oapelyjy ce
to in Annex | or Il as well as for entities identified HA/JIGKHA OPTaHU 3a CIPOBOleHmE Mepa 3allTHTE,
as critical entities under Directive (EU) 2022/2557; KOOpJAMHAIMjy ~ W3Mel)y  uMHWIana  3aliTHTE,
npaheme NpaBUIIHE MPUMEHE MPOIHCAHUX Mepa
(c) rules and obligations on cybersecurity 3allTUTE, KA0 M HAJJIEKHOCTH Cybjekara 3a HaI3op
information sharing; HaJ| CipoBOhErbeM OBOT 3aKOHA.
(d) supervisory and enforcement obligations on
Member States.
Scope Oneparopu npuopuretHux KT cucrema on
MOCEOHOT 3Havaja
This Directive applies to public or private entities Yotan 5. PasiHKOBamLe
of a type referred to in Annex | or 1l which qualify UKT cucremu ox nocebHor 3Hadaja cy KT
as medium-sized enterprises under Article 2 of the CHCTEMH KOjH Cy O]l KJbyJIHOT 3Hauaja 3a orieparopa 1o
Annex to Recommendation 2003/361/EC, or|1-5 OJIPHKABAEKHE KPUTHIHUX TBEHHUX U EKOHOMCKHX BemHHn Grhe
2.1. o : A - P pr APy . Iy yTBpheHo
exceed the ceilings for medium-sized enterprises|q g aKTHBHOCTH YHju OM mpekua uin nopemehaj y HOT3AKOHCKHM
provided for in paragraph 1 of that Article, and MpyXarby yCIyra UMao WK MOTao Ja Ma 3Ha4yajaH A
which provide their services or carry out their yTHI[a] Ha jaBHY 6e30€HOCT, jaBHO 3]paBJbe, EKE(;Z{BH; ata

activities within the Union.

Article 3(4) of the Annex to that Recommendation

(bYHKIMOHHCAmbE IPYTUX CeKTOpa WK OU CTBOPUO
OJIHOCHO MOTa0 J]a CTBOPH 3HayajaH CUCTEMCKU
PH3HK.
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a)

al)

0)

61)

B)

r)

)

shall not apply for the purposes of this Directive.

UKT cucremu ox1 moceGHOT 3Hauaja Cy:
1) npuoputerau UKT cucremu;
2) Baxau UKT cucremn.
Oneparopu npuoputerHux KT cucrema cy:
1) mpaBHa Jna 1 GpU3NYKA JHIA y CBOjCTBY
peructpoBaHor cybjekra, koja 00aBibajy MOCIOBE U
JeNaTHOCTH y cneaehuM obmactuma:
(1) Enepreruxa u pyaapcTBo
- MIPOU3BO/IHHA CIICKTPHYHE CHEPTHjE,
H3y3€eB IIPOU3BOJIIHE KOjy 00aBIbajy Kpajibu Ky y
CMHCITY 3aKOHa KOjuM ce ypelhyje kopuniheme
O0OHOBJBHBHX N3BOPA CHEPTHjE M 3aKOHA KOJUM Ce
ypehyje eHepreTrka;
- KOMOMHOBaHa MIPOU3BO/HA CIEKTPUYHE U
TOIJIOTHE CHEPIHje;
- cHa0/IeBamb-e CIEKTPUIHOM CHEPTH]OM;
- MIPEHOC eNEKTPHYHE CHEPTHje U
YIIPaBJbamke IPEHOCHUM CHCTEMOM;
- TUCTPHOYILIHja eIeKTPHIHE SHEepTrHje U
YIIpaBJbambe AUCTPUOYTUBHUM CHCTEMOM, Kao U
JTUCTPUOYIIH]ja CICKTPHYHE CHEPTH]C U YIIPaBJbakE
3aTBOPEHHUM JUCTPUOYTHBHUM CHCTEMOM;
- CKJIaJIUIITEHE CICKTPHYHE CHEPTH]e,
H3y3€B CKIAUIITEHa Koje 00aBIbajy Kpajiby KYIIIH
y CMHCITY 3aKOHa KOjuM ce ypehyje xopumheme
O0OHOBJBMBHX N3BOPA EHEPTHjE M 3aKOHA KOJUM Ce
ypehyje eHepreTrka;
- YIpaBJbambe OPraHU30BaHUM TPIKHUIITEM
SNIEKTPUYHE CHEPIHje;
- MIPOU3BO/IHA, TUCTPHOYIIHja 1
cHab/ieBambe TOIUIOTHOM CHEPTH]OM;
- TpaHcropT HadTe HaQTOBOANMA,
TPAHCIIOPT JiepuBaTa HahTe MPOIYKTOBOANMA U
TpaHCIopT HadTe U IepuBaTa HadTE IPYyrUM
00JIMITIMa TPAHCIIOPTA;
- HCTPaXUBALE M POU3BO/IHA HAPTE U
HPUPOIHOT Traca;
- NPOM3BOIA IeprBaTa Ha)Te;
- CKJIaMIITEeHhe HadTe U epuBarta Hadre;
- TPAHCIIOPT U yIPaBJbabe TPAHCIIOPTHUM
CHCTEMOM 32 MPUPOJIHH Tac;
- CKJIAUIITEE U YIIPaBIbakhe CKIaAUIITEM
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a)

al)

0)

61)

B)

r)

)

MIPUPOJTHOT raca;

- TUCTPHOYLHja U yIIPaBIbakhe
TUCTPHOYTHBHHUM CHCTEMOM 3a IPHPOIHHU Tac;
- cHabJieBame U jaBHO CHAOIeBame
TIPUPOTHUAM TacoM;

- IIPOU3BO/IHA U IIPEPaja yriba,

- IIPOU3BO/IHbA U Ipepaza Oakpa, 311ara,
0JIOBa, IMHKA, TUTHjyMa U 00pa;

- MIPOU3BO/IHbA, CKIIAIHIITEHE U IPEHOC
BOJIOHHKA;

(2) Caobpahaj
- 00aBJbamke jaBHOT aBHO-TIPEBO3a Y3
Baxehy onepaTuBHy 103BOIIY;

- yIIpaBJbambEe aePOAPOMOM;

- yCIIyre KOHTPOJIE JIETeHa;

- YIIPaBJbakbe jABHOM JKEIC3HUUKOM
HHPPACTPYKTYPOM;

- TIOCJIOBH XKEJIe3HHUKHX npeny3eha;

- o0aBsbambe MPeBO3a MyTHUKA U TepeTa
YHYTpAIIkbAM BOJaMa;

- yIIpaBJbambe JIyKaMa;

- CEpBUC 3a yIPaBIbambe OPOJCKIM
caobOpahajem (VTS);

- peunu napopmanmonu cepsucu (RIS);

- yIIpaBJbambe MMyTHOM HHPACTPYKTYPOM;
- YIpaBJbabe UHTSITUTCHTHUM
TpancnoptHuM cucrtemuma (UTC);

(3) bankapcTBO M (hMHAHCHjCKA TPIKUIITA

- MOCJIOBU (PUHAHCH]CKHUX MHCTUTYLHja U
WHCTUTYIIHMja TP>KUIITA KallUTaja, Koje Cy Mo
HagzopoM Haponue 6anke CpOuje omHOCHO
Kowmmcuje 3a xapTuje o1 BpeAHOCTH;

- IOCJIOBU Boljera perucrpa nojgaraka o
obaBe3ama (pU3NYKUX U MPABHUX JIMIA TIpeMa
(bMHAHCH]CKUM UHCTUTYLHjaMa;

- THIOCJIOBH yNPAaBJbakha, OJJHOCHO 00aBJbamba
JIETTaTHOCTH Y Be3U ca (PyHKIIMOHUCAEM
PETYIINCaHOT TPIKHUILITA;

- MOCJIOBU KJIMPUHTA OJJHOCHO CalAnpama
(MHAHCH]CKHX HHCTPYyMEHATa, Y CMHUCITY 3aKOHA
KOjuM ce ypehyje TpxkuiTe kanurana;

- MIOCJIOBH MpY’KaJiala yciayra IOBE3aHuX C
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a)

al)

0)

61)

B)

r)

)

JMTUTATHOM UMOBHHOM, Y CMUCITY 3aKOHA KOjUMa
ce ypelyje TuruTanHa UMOBHUHA;

(4) 3npaBcTBO

- NIpy>arbe 37PaBCTBEHE 3AIITHTE;

- pal HanMOHATHUX pedepeHTHHX
naboparopuja;

- HCTpaKUBAmbE U PA3BOj JICKOBA,

- MPOU3BOIHbA (hapMaLeyTCKUX JIEKOBA U
IpernapaTa HAMCH-CHUX 3a 3[]paBCTBEHY yNoTpeoy;
- MPOU3BO/IHA JIEKOBA H IPYTHX MIPOHU3BOIA
HaMeHEHHUX yHOTpeOH y 3ApaBCTBY, YKIbYdyjyhu
MIPOM3BOJIE KOjU Cy OJ BUTATHOT 3HAa4aja TOKOM
BaHPEHOT CTama y 00J1aCTH jJaBHOT 3/paBiba;

- o0paja reHeTCKUX, ONOMETUITMHCKUX
IojiaTaKa M IPYrux MojaTka oJ] 3Havaja 3a
HCTPaKUBAmE U Pa3BOj Y 007IaCTH OHOTEXHOJIOTH]E,
OouonH(popMaTHKe, ONOEKOHOMH]E, TCHETHKE U
MeUIIHE;

(5) Bona 3a muhe

- cHabieBambe M AUCTPUOYLIHja BOe
HaMemEeHe 32 JbYACKY IOTPOILIY, H3Y3eB
IUCTpUOYTEpa KOjMa HaBEICHH MOCIOBH HUCY
MPETEXKHH €0 BHXOBE JIENATHOCTH;

(6) Otnague BoOE

- caKyIJbame, OBOheHhe MITH
npeunmhaBamke KOMYHAJTHUX OTIIAHHUX BOAA,
OTIaJHUX BOJA HaceJba M MPHUBpPEE, N3y3eB
MIPUBPETHNX cy0jexara KojuMa HaBeIeH! MOCIOBU
HUCY IIPETEIKHHU J1e0 FbUXOBE JIeTIaTHOCTH;

(7) Aururanna nHPpacTpyKTYypa

- NpY)Xame yclyra pauyHapcTBa y Kiayy;
- NpY)Xame yCIyre [EeHTpPa 3a YyBambe 1
CKJIaJUIITEHhE M0/1aTaKa;

(8) Ympassmamwe UKT yciayrama xoje ce npyxajy
oneparopuma npuoputetHux MKT cucrema

- npyXarhe yIpaBJbaHUX YCIyra;

- npyXare ynpaBjbaHux 6e30eTHOCHUX
yciyra;

(9) Ocrane obmactu

- yIpaBJbambe HyKIeapHUM 00jeKTHMa,;

- NpyXame KBaIH(PUKOBAHHUX YCIyra of
noBepea, npyxkame yciayra JJHC-a u ynpasibame




125

a)

al)

0)

61)

B)

r)

)

PErHCTPOM JOMEHA HajBHILET HUBOA, Ca H3y3ETKOM
orepaTopa KOPEHCKHX cepBepa HMEHa;

- MIPYXKabe yCIIyra Mpexe 3a HCTIOPYKY
canpxaja;

- 00aBJbame IETaTHOCTH EJIEKTPOHCKIX
KOMYHHKaLIHja;

- Tadka 3a pa3MeHy HHTepHeT caoOpahaja;
- n3gaBame CiyOCHOT TIIacHUKa
Peny6nuke Cpbuje u Boheme [IpaBHO-
uHpopMaIroHor cucrtema Permybnmke Cpouje;

- o0mnacTu y k0joj y Pemmy6mmim Cpouju
MOCTOjU CaMo jeJIaH MpyKaJall yeIyre U Koja je
HEOIIX0/iHa 32 00aBJbakbe KPUTUUHHX APYIITBEHHX
U PUBPEIHUX JIETaTHOCTH;

2) opraHu;

3) cy0jexTH Koju cy oapehern xao onepaTopu
KpUTHYHE HHOPACTPYKTYpE Y CKIaIy ca MpOoMucHMa
KojuMa ce ypehyje KpuTHuHa HHppacTpyKTypa.
Oneparopu Baxxaux UKT cucrema o moceGHOT
3HaYaja

Unas 6.

Omneparopu Baxxkaux UKT cucrema ox moceGHOT
3Havaja cy oneparopu UKT cucremu unju 6u
npeku wim nopemehaj y mpykamy yciryra MOrao
Jla ©Ma 3HauajaH yTUIlaj Ha jaBHU MHTEPEC,
(YHKIMOHHCAkE IPYTHX CEKTOpa MK OM CTBOPHO
3HAuYajaH CUCTEMCKH PU3UK.

Oneparopu Baxxaux UKT cucrema on moceGHOT
3HaYaja cy:

1) npaBHa 1A U QU3MYKA JIHAIA Y CBOjCTBY
peructpoBaHor cybjekTa, Koja 00aBibajy MOCIOBE U
JeNaTHOCTH y cieaehnM obmactuma:

- TMOIITAHCKE YCIyre Y CMUCITY 3aKOHa
KOjUM ce ypelhyje oOnacT NOITaHCKUX YCIIyra;

- yIpaBJbambe OTIAA0M, Y CMUCITY 3aKOHA
KOjUM ce ypelhyje ynpaBibame 0TIazoM, U3y3eB
NpUBpEIHUX cy0jekaTa KojuMa HaBeJeHH 110cao
HHje MIPETEXKHH €0 HHXOBE JIeaTHOCTH;

- yIpaBbambe aMOATaKHUM OTIIAJIOM, Y
CMICITY 3aKOHa KOjUM ce ypehyje ynpasibame
amMOaJIaXKHUM OTIIA/IOM;

- MPOU3BO/IHA U CHAO/IeBabEe
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a)

al)

0)

61)

B)

r)

)

XEeMHUKalIljaMa, Y CKJIaly ca 3aKOHOM KOjUM ce
ypebyjy xemukanuje;

- MIPOM3BO/IHHA, IIpepaa U JUCTPHOyIHja
XpaHe y CErMEHTY BeJIeNpo/iaje ¥ HHIYCTPHjCKe
MIPOU3BOIILE U TIPEPALIE;

- MIPOU3BO/IHbA PauyHapa, EICKTPOHCKHUX U
ONTHYKUX POM3BOJIA;

- IIPOU3BO/IHHA ENICKTPHYHE OIpEMeE;

- MPOU3BOHba MalInHa U ypehaja;

- MIPOM3BO/(Hha MOTOPHUX BO3HJIA,
TIPUKOJINIA U TIOJYIPUKOJIUIA U TIPOU3BOAHA
ocTae oIpeMe 3a IPeBo3;

- MIPOM3BO/IHHhA MEIMIUHCKUX ypehaja n
MIPOU3BOEHA iN Vitro AUjarHOCTHYKUX
MEIMIIMHCKHX CPEIICTABa;

- yciryre nHGOPMAIMOHOT IPYIITBA Y
CMHCITY 3aKOHA O eJIEKTPOHCKOj TPrOBUHH;

- IIPOM3BO/IHHA, IPOMET H IIPEBO3
HaopyXXama U BOjHE OIIpeMe.

2) HayYHOUCTPAXKMUBAYKEe HHCTUTYLIH]E;

3) nmpaBHa 1 (U3HMYKa JIHIA Yy CBOjCTBY
perucTpoBaHOT Cy0jeKTa M OPTaHH U3 WiaHa 5. OBOT
3aKOHa, a KOjH HE CIaaajy y oneparope
npuoputetHux UKT cucrema o moceGHOT 3Hadaja
peMa KpUTepHjyMruMa 3a oJpehuBame oneparopa.
ITom3akoHCKH aKT KojuM ce Omxe ypehyjy yciosu,
OIIITH U CEKTOPCKU KPUTEPHjyMH 3a oapehuBame
oneparopa npuoputreTHux U BaxxkHux UKT cucrema
oJ1 moceOHOT 3Havaja noHocu Biana, Ha npetor
MHHHCTapCTBa HAJUISKHOT 32 MOCIOBE
rHpOpMaIoHe 6e30€THOCTH.

MuHHCTapCTBa y YHjUM HA/UISKHOCTHMA CY
007acTH y KOjIMa OIepaTopu MPHOPUTETHHX U
BakHnx KT cucrema on moceOHOTr 3Ha4aja
00aBJbajy JETATHOCTH, IyXKHH CY J1a Y MOCTYIKY
U3paJie MOJA3aKOHCKOT aKTa U3 CTaBa 3. OBOT WiaHa,
JIOCTaBe MUHHCTAPCTBY HAUISKHOM 32 IOCIIOBE
uHpopMaIrone 6e30eTHOCTH MPEITOTe CEKTOPCKHUX
Kputepujyma paau ogpehusama oneparopa UKT
cucTeMa O]l IIOCEOHOT 3Hauaja.

2.2.

Regardless of their size, this Directive also applies
to entities of a type referred to in Annex | or I,

KT cucremu o nmoceGHOT 3Havaja
Ynan 5.

Iy
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a)

al)

0)

61)

B)

r)

)

where:
(a)services are provided by:

(i)providers of public electronic communications
networks or of publicly available electronic
communications services;

(ii)trust service providers;

(iii)top-level domain name registries and domain
name system service providers;

(b)the entity is the sole provider in a Member State
of a service which is essential for the maintenance
of critical societal or economic activities;

(c)disruption of the service provided by the entity
could have a significant impact on public safety,
public security or public health;

(d)disruption of the service provided by the entity
could induce a significant systemic risk, in
particular for sectors where such disruption could
have a cross-border impact;

(e)the entity is critical because of its specific
importance at national or regional level for the
particular sector or type of service, or for other
interdependent sectors in the Member State;

(Pthe entity is a public administration entity:

(i)of central government as defined by a Member
State in accordance with national law; or

(ii)at regional level as defined by a Member State
in accordance with national law that, following a
risk-based assessment, provides services the
disruption of which could have a significant impact
on critical societal or economic activities.

UKT cucremu ox noce6Hor 3Hauaja cy UKT
CHCTEMH KOjH Cy OJ] KJbyJHOT 3Hadaja 3a
OJIpKaBare KPUTHYHUX JPYIITBEHUX H eKOHOMCKHUX
AKTHBHOCTH YHjH OW TIPEKU]T WK ropeMehaj y
MIpy>Xamy yCIyra IMao WM MOTao J1a Ma 3HaqajaH
yTHUIlaj Ha jaBHY 06€30eTHOCT, jaBHO 3/1paBJbe,
(YHKIMOHHCAEE IPYTHX CEKTOpa WK OM CTBOPHO
OJJHOCHO MOTao0 Jia CTBOPYU 3Ha4ajaH CHCTEMCKH
PH3HK.

UKT cucremu 011 moceOHOT 3HaUaja Cy:
1) npuoputerau UKT cucremu;
2) Bakau UKT cucremn.
Omneparopu npuopuretaux UKT cucrema cy:
1) npaBHa Jmma U GU3NYKA JIHAIA Y CBOjCTBY
peructpoBaHor cybjekTa, kKoja 00aBibajy MOCIOBE U
JeNaTHOCTH y cieaehnM obmactuma:
(1) Enepreruxa u pyaapcTBo
- NIPOM3BO/IHhA EIEKTPHYHE EHEPTH]E,
H3y3eB IIPOU3BOJIIHE KOjy 00aBIbajy Kpajibu KyIIH y
CMICITY 3aKOHa KOjiM ce ypehyje kopumniheme
O0OHOBJBHBHX N3BOPA CHEPTHjE M 3aKOHA KOJUM Ce
ypebhyje enepreTuka;
- KOMOMHOBaHA MPOU3BO/IIHa CIEKTPUYHE
TOIJIOTHE CHEPTHje;
- cHa0/IeBambe CIEKTPUIHOM CHEPTH]OM;
- MIPEHOC eNEeKTPUYHE eHepruje U
YIpaBJbamke IPEHOCHUM CHCTEMOM;
- TUCTPHOYILIHja eNEeKTPUYIHE EHEeprHje 1
yIpaBJbambe AUCTPUOYTUBHUM CHCTEMOM, Kao U
IUCTPUOYIHja eNEKTPHYHE SHEPTHje U YIPaBIbaAkE
3aTBOPEHHUM JUCTPUOYTHBHUM CHCTEMOM;
- CKJIaJIUIITEHE CIEKTPHYHE CHEPTH]e,
H3y3€B CKIAUIITEHa Koje 00aBIbajy Kpajiby KYIIIH
y CMHUCITY 3aKOHa KOjuM ce ypehyje kopunrheme
O0OHOBJBMBHX N3BOPA CHEPTHjE M 3aKOHA KOJUM Ce
ypebyje enepreTuka;
- yIpaBJbambe OPraHU30BaHUM TPIKHIITEM
SNIEKTPUYHE CHEPIHje;
- MPOU3BO/IHA, TUCTPHOYIIH]ja 1
cHab/IeBabe TOIUIOTHOM €HEPTHjOM;
- TpaHcropT HadTe HapTOBOANMA,
TPaHCIIOPT JiepuBaTa Ha)Te MPOIYKTOBOAUMA U
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TpaHCIopT HaTe U AepuBaTa HadTe APyruM
00JIHIMMa TPAHCTIOPTa;

- HCTPaXHUBAKE U MPOU3BOAA HAdTE U
MPUPOJIHOT raca;

- MPOU3BO/IHHA JIepUBaTa HaTE;

- CKJIaJMIITEHhE HadTe U IepuBaTa HadTe;
- TPAHCIIOPT U YIPaBIbabhe TPAHCIIOPTHUM
CHCTEMOM 32 IPUPOJHH Tac;

- CKJIAJMIITEE U YIIPaBJbakhe CKIAAUIITEM
TIPUPOJTHOT raca;

- JUCTPUOYIIH]ja U YITPABIbAhEe
TUCTPHOYTHBHHUM CHCTEMOM 3a IPHPOIHHU T'ac;

- cHabJieBamC U jaABHO CHA0/ICBAHE
MIPUPOTHUM TacoMm;

- MIPOU3BO/IHA U NIPEpasa yriba,

- IIPOU3BO/IHA U Ipepaza Oakpa, 31ara,
0JIOBa, IWHKA, JIUTHjyMa U 00pa;

- IIPOM3BO/IHHA, CKIIATUIITEE U IIPEHOC
BOJIOHHKA;

(2) Caobpahaj
- 00aBJbamke jaBHOT aBHO-TIPEBO3a Y3
Bakelly ONepaTHBHY JI03BOIY;

- yIIpaBJbamke aePOIPOMOM;

- yCIIyre KOHTPOJIE JIeTeHha;

- YIIPaBJbakbe jABHOM JKEIE3HUUKOM
nHppacTpyKTypom;

- TIOCJIOBH XKEJIEe3HHUYKHX npeny3eha;

- o0aBJbambe NMPeBo3a MyTHUKA U TepeTa
YHYTPAIIBUM BOJIAMa;

- yIIpaBJbambe JIyKama;

- CEpPBUC 3a yIPaBbambe OPOJCKAM
caobOpahajem (VTS);

- peunu napopmanmonu cepsucu (RIS);
- YIIpaBJbakbe MyTHOM HHOPACTPYKTYPOM;
- yl_lpaBJ'baH)e HHTCJIIMTCHTHUM
TpancnoptHuM cuctemuma (UTC);

(3) bankapcTBo U (hMHAHCHjCKA TPIKHIITA

- HOCJIOBH ()MHAHCH]CKUX UHCTUTYLH]ja U
MHCTUTYILH]ja TPXKHIITA KallUTajla, Koje Cy HoJ
HagzopoM Haponue 6anke Cpouje 0oJHOCHO
Komucuje 3a XxapTuje 0 BPSIHOCTH;

- OCJIOBU Boljerba perucrpa nojgaraka o
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obaBe3ama GU3MYKUX U MPABHUX JIMIA IpeMa
(DMHAHCH]CKIM MHCTUTYIIHjaMa;

- TIOCJIOBH YIIPaBJbama, OMHOCHO 00aBJbama
JIETTaTHOCTH y Be3W ca (QyHKIIMOHNUCAHEM
PETYIINCAaHOT TPIKHUIITA;

- IIOCJIOBU KJIMPUHTA OJJHOCHO CaJlAupama
(pUHAHCHjCKUX MHCTPYMEHATa, Y CMUCITY 3aKOHA
KOjUM ce ypelhyje TpkuInTe Kanurana;

- IOCJIOBH IIpY’KaJialla yCIyra IOBE3aHuUX C
JUTHTaJTHOM HMOBHHOM, Y CMUCITY 3aKOHA KOjHMa
ce ypeljyje TuruTanHa UMOBHHA;

(4) 3npaBcTBO

- NIpy>abe 31PaBCTBEHE 3AIITHTE;

- paj HallMOHAIHUX pe)epeHTHHUX
naboparopuja;

- UCTPaXXMBAKE U Pa3B0j JICKOBA,;

- MPOU3BOJIHA (apMalCYTCKHX JICKOBA 1
IpernapaTa HaMeHheHUX 3a 3APaBCTBEHY yroTpedy;
- MPOU3BO/IHHA JIEKOBA H IPYTHX MIPOHU3BOIA
HaMeHEHHUX YHOTpeOH y 3ApaBCTBY, YKIbYdyjyhu
MIPOM3BOJIE KOjU Cy OJ BUTAITHOT 3Ha4aja TOKOM
BaHPEIHOT CTama y 00JIACTH jaBHOT 31PaBJba;

- 00paja TeHETCKUX, OMOMETUITMHCKUX
NojiaTaKa M IPYyrux MojaTka oj] 3Havaja 3a
HCTPaXKUBAKE U PA3BOj Y 007IaCTH OHOTEXHOJIOTH]E,
ouonHpopmaTrKe, ONOEKOHOMHjE, TEHETHKE U
MeJHIIHE;

(5) Bona 3a muhe

- cHabJieBambe M AUCTPUOYLIHja BOje
HaMeHbCHE 3a JbY/ICKY TOTPOIIEY, H3y3eB
IUCTpUOYTEpa KOjMa HaBEIEHH MOCIOBH HUCY
MPETEIKHH €0 BHXOBE JIENATHOCTH;

(6) Otnague BoOE

- CaKyIUbambe, OJJBO)eHe NI
npeqnmhasal-be KOMYHAJIHUX OTIIaIHUX BOJA,
OTIAJHUX BOJIA HaceJba U MPUBpPEIC, N3y3eB
NpPUBPEIHUX cy0jekaTa KojuMa HaBeCHH MOCIOBH
HHCY NPETESKHU 10 IHXOBE ACIaTHOCTH;

(7) Aururanna nHPpacTpyKTYypa

- NpYXame yClIyra pauyHapCcTBa y Kiay/y;
- NpYXame yCIyre [EeHTpa 3a YyBambe 1
CKJIaUIITEHhE M0/1aTaKa;
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(8) Yopassmame KT ycmyrama xoje ce npyxajy
oneparopuma npuopuretHux UKT cucrema

- NpYXamke yIpaBbaHuX yCiIyra;

- NIpy>Xarmbe yIpaBJbaHUX 0e30eTHOCHHX
yciyra;

(9) Ocrane obnactu

- yIpaBJbamke HYKJICapHUM 00jeKTHMA;

- NpyXamke KBaIU(PUKOBAHUX YCIyra of
MoBepema, npyxkame yciyra JJHC-a u ynpasibame
PETHCTPOM JOMEHA HajBHIIET HUBOA, Ca N3Y3ETKOM
orepaTopa KOPEHCKHX cepBepa NMEHa;

- TIPYXKabe yCIIyra Mpexe 3a UCIIOPYKY
cajipKaja;

- 00aBJbatbe JENATHOCTH EIEKTPOHCKHX
KOMYHHKAIIHja;

- TadkKa 3a pa3MeHy HHTepHeT caoOpahaja;
- n3gaBame CiyKOCHOT TTIacCHUKA
Peny6ike Cp6uje n Bohewe [Ipano-
uHpopMaIroHor cucrtema Permybnuke Cpouje;

- obmnacTu y k0joj y Permry6mmrm Cpouju
MOCTOjU CaMO jeJIaH MpyKaJal] yeIyre U Koja je
HEOIXO0/IHA 32 00aBIbae KPUTHYHUX JIPYIITBEHHX
U NIPUBPEIHUX JIETaTHOCTH;

2) opraHu;

3) cy0jexTH Koju cy oapehern xao onepaTopu
KPUTHYHE HHPPACTPYKTYpe y CKIIy ca MPOIUcuMa
KojuMa ce ypelyje KpuTHuHa HHppacTpyKTypa.

2.3.

Regardless of their size, this Directive applies to
entities identified as critical entities under Directive
(EV) 2022/2557.

1.5.2.3.

3) cyOjexTH Koju Cy oapeleHn kao onepaTopu
KpUTHYHE HHOPACTPYKTYPE Y CKIIAJy ca MpOMiCHMa
KojuMa ce ypeljyje KpuTHYHa HHppacTpyKTypa

ny

2.4.

Regardless of their size, this Directive applies to
entities providing domain name registration
services.

15.2.1.9.

(9) Ocrane obnactu
- yIpaBJbamke HyKJICapHUM 00jeKTHMa;
- NpyXambe KBATH()UKOBAHUX YCIyTa OJf
noBepewa, npyxame yciayra JJHC-a u ynpasibame
PEruCTPOM JIOMEHA HajBHILET HUBOA, Ca H3y3eTKOM
orneparopa KOPEHCKHX cepBepa HMEHa;

NpYXamke yCIyra Mpexe 3a HCIIOPYKY
cajipkaja;
- 00aBJbarbe JENAaTHOCTH €IEKTPOHCKUX
KOMYHUKaIIHja;
- Tayka 3a pa3MeHy HHTepHeT caoOpahaja;
- u3naBame Ciry)xOeHOT IIIaCHUKA

Iy
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Peny6nuke Cpbuje u Boheme [IpaBHO-
nHpopMaoHor cucrtema Pemybnmke Cpouje;

- obnacty y k0joj y Peryommmm Cpouju
IIOCTOjH CaMo jefaH IpyKaal yciryre 1 Koja je
HEOIIXO/iHa 32 00aBJbambe KPUTHIHHX APYIITBEHHX
U NPUBPEIHUX JIETaTHOCTH.

2.5.

Member States may provide for this Directive to
apply to:

(2)public administration entities at local level;

(b)education institutions, in particular where they
carry out critical research activities.

15.2.2.
1.6.2.2.

2) opranu

2) HAyYHOUCTPAKUBAYKE HHCTUTYIIH]E

Iy

2.6.

This Directive is without prejudice to the Member
States’ responsibility for safeguarding national
security and their power to safeguard other
essential State functions, including ensuring the
territorial integrity of the State and maintaining law
and order.

1.2.1.1.25.

1.8.

25) camocranuu oneparopu WKT cucrema cy
MHHHCTapCTBO HAJUISKHO 3a II0CIOBE OJOpaHe,
MHHHUCTapCTBO HAJJICKHO 33 YHYTpallllhe IOCIOBE,
MHHHUCTapCTBO HAJUIKHO 3a CIOJbHE IIOCIOBE,
ciyx6e 6e30enHocTr U Haponna 6anka Cpouje

O0baBe3e caMOCTATHUX OTlepaTopa
Unan 8.

CamocralHy onepaTop JyXaH je aa:

1) momnece mpujaBy 3a ymuc y euaeHuujy UKT
cucTeMa O]l TOCEOHOT 3Hauaja;

2) mpeny3Me onroBapajyhe TeXHHUYKE, ONEpaTUBHE,
opraHm3anone W Qusmuke Mmepe 3amrure WKT
cucreMa o ToOceOHOT 3Hadaja, yIpaBbambe
pU3MIIMa W TIPEBEHIMjy ¥ CMambeHe MITeTHHX
MOCJIe VI NHIIN/ICHATA;

3) nonece akT o 6e36eanoctu UKT cucrema;

4) Bpum TpoBepy YyckiaheHOCTH Mepa 3alITHTe
UKT cucrema koje ce HpUMERYjy ca akTOM O
o0esbemnoctn  MKT cucrema 'y ckimagy ca
COIICTBEHHM IIPaBHJIMMa 3a MPOBepy yckiaheHocTn
Mepa 3allTHTE, 2 HAjMakbe jeIHOM TOUIIIE;

5) ypenu onmHOC ca TpehinMm nUnyMMa Ha HaYHH KOJH
06e30elhyje mpenysumare Mepa 3amtute Tor UKT
CHCTEMa Yy CKIIaJy ca 3aKOHOM, YKOJHKO IOBepaBa
axTuBHOCTH Yy Be3u ca KT cucremom ox moceGHOT
3Hauaja ca TpehuM JuImMa;

Iy
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6) dopmupa comncrtBern LIEPT paau ympasibama
HMHIOUJICHTHMA Y CBOjHM CHCTEMHMA.

CamocTaiHM omepatopu Mory Jna MeljycoOHO
pa3Memyjy uHpOpManMje O HHOUICHTHMA ca
Kannenapujom 3a nHpOpMannoHy 6e30emHOCT, a 1o
MoTpeOH U ca APYTUM OpraHu3alyjama.

Ha camocranHe omepaTope He IpUMEHYjy ce
ozpende OBOT 3aKOHA O MPHjaBJbUBAKY WHIMICHATA
KOjH  3HAuYajHO  yrpokaBajy  HH(OpMaIHOHY
6e30eTHOCT, 0J[pede O TOCTaBJbakhy CTATHCTHYKUX
nojaTtaka O HHOWJAGHTHMA H  onpexdbe o
NIPOAKTHBHOM CKEHHpamy Mpexe omeparopa WKT
crcTeMa oJ1 MoceOHOT 3HaYaja.

CaMocCTajHi OmepaTopd, MOTY CaMOCTAIHO H Y
KkoopauHauuju ca Kanuemnapujom 3a nHPOpMaHoHy
0e30e1HOCT, palu OTKpHUBamha PAUBOCTH J1a BpIIE
NpOaKTUBHO ckeHupame concrBeHux KT cucrema
MOBE3aHUX Ha JeqWHCTBeHYy  HMH(pOPManUOHO-
KOMYHUKAIIIOHY MPEXY €JIeKTPOHCKE yIIpaBe.
Camocrtanau omepatopu WKT cucrema onpeauhe
noceOHa JIMIA, OJHOCHO OpraHHM3aIlMOHE jeJUHUIIE
3a uHTepHY KoHTpouy conictBenux UKT cucrema.
Jluma 3a WMHTEpPHY KOHTPOJY  CaMOCTAIHHX
oneparopa MKT cucrema m3BemTaj o W3BPIICHO]
WHTEPHOj  KOHTPOJM  IMOAHOCE  PYKOBOAHOLLY
camocransor oneparopa KT cucrema.

2.7.

This Directive does not apply to public
administration entities that carry out their activities
in the areas of national security, public security,
defence or law enforcement, including the
prevention, investigation, detection and prosecution
of criminal offences.

1.2.1.1.25.

1.8.

25) camoctanan omepatopu HWKT cucrema cy
MHHHCTapCTBO HA/UIGKHO 3a IIOCIOBE OJ0OpaHe,
MHHHCTapCTBO HA/JICKHO 3@ YHYTPAIIkE IOCIOBE,
MHHHCTapCTBO HAUIEKHO 32 CIOJBHE IIOCIOBE,
ciyx6e 6e36ennocTr 1 Haponna 6anka CpOuje

O0aBe3e caMOCTaTHHUX OTepaTopa
Unan 8.

CamocTalHy onepaTop JyXaH je aa:

1) mognece mpujaBy 3a ynuc y esupeHuujy UKT
cHucTeMa 0]] TOCEOHOT 3Hauaja;

2) npeny3Me oaroBapajyhe TeXHHYKE, OIEepaTHBHE,
opraHm3anuone W ¢usmuke Mmepe 3amrure WKT
cucteMa O] IOCeOHOr 3Hadaja, YIpaBJbambe

Iy
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pU3MIMMa M TPEBCHLUJY U CMambeme IITETHUX
MOCJIe NI HHIN/ICHATA;

3) nonece akT o 6e36eqHocT UKT cucrema;

4) Bpmm mpoBepy yckiaheHOCTH Mepa 3amITHTe
UKT cucrema koje ce TpUMEHYjy ca aKkTOM O
6es6ennoctn  MKT cucrema y ckmagy ca
COIICTBEHUM IIPAaBHJIMMA 3a NPOBepy yckiaheHocTn
Mepa 3alITHTE, & HajMambe jeTHOM TOJHIIEbE;

5) ypenu onHOC ca TpehuMm nuIMMa HAa HaYMH KOjU
00e30ehyje mpenysumame Mepa 3amTute Tor UKT
cHCTeMa y CKJIQJy ca 3aKOHOM, YKOJIMKO HOBepaBa
axtuBHOCTH y Be3u ca UKT cucremom ox moceGHOT
3Hauaja ca TpehnM JIuImMa;

6) dopmupa comncrtBern LIEPT paau ympasibama
UHIMACHTHMA Y CBOJHM CHCTEMUMA.

CamocTaimHH omepatopu Mory Jna MehycoOHO
pasmemyjy wuHpOpMaldje O HHIOUICHTAMA ca
Kannenapujom 3a nabDopMannony 6e30€1HOCT, a o
MOTPeOH U ca JPYrUM OpraHu3anyjama.

Ha camocranHe omeparope He NpUMEHYjy ce
o/ipei0e OBOT 3aKOHA O MPHjaBJbHBAKY WHIIMICHATA
KOjH  3HauajHO  yrpokaBajy  HH(DOpMAIMOHY
0e30e1HOCT, o1pende O NOCTaBJbaky CTATHCTHYKUX
nmojataka O HMHOMIGHTHMA W oxapende o
MPOAKTUBHOM CKeHHpamwy Mpexe omneparopa MKT
cucTeMa oJ1 moceOHOT 3Havaja.

CaMocCTaJHU OIepaTopu, MOTY CaMOCTalIHO U Y
koopauHanuju ca Kanienapujom 3a HHGOpMAIIMOHY
0e30eIHOCT, paan OTKPUBAMkba PABLHBOCTH Ja BpIIE
MpOaKTUBHO ckeHupame concrBenux KT cucrema
MOBE3aHWX Ha JeaMHCTBEHY  HH(OPMAIHOHO-
KOMYHHUKAI[HOHY MPEXY EIeKTPOHCKE YIIpaBe.
Camocranau omepatopu WMKT cucrema onpeamhe
noceOHa JMI@, OJHOCHO OpPraHM3alMOHE jeTUHHIE
3a MHTepHY KoHTpoury concTBeHnx MKT cucrema.
Jlua 3a  WHTEpHY KOHTPOJIY CaMOCTAaJHHX
oneparopa VKT cucrema m3BemiTaj o0 HW3BPIICHO]
MUHTEPHO]  KOHTPOJM  TMOJHOCE  PYKOBOAHOLLY
camocranzor oneparopa UKT cucrema.

2.8.

Member States may exempt specific entities which
carry out activities in the areas of national security,
public security, defence or law enforcement,

1.8.

25) camoctanau omepatopu MWKT cucrema cy
MHHHCTapCTBO HA/UISKHO 3a IIOCIOBE OJ0OpaHe,
MHHHCTapCTBO HA/JICKHO 32 YHYTpAIIke ITOCIOBE,

Iy
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including the prevention, investigation, detection
and prosecution of criminal offences, or which
provide services exclusively to the public
administration entities referred to in paragraph 7 of
this Article, from the obligations laid down in
Article 21 or 23 with regard to those activities or
services. In such cases, the supervisory and
enforcement measures referred to in Chapter VII
shall not apply in relation to those specific activities
or services. Where the entities carry out activities
or provide services exclusively of the type referred
to in this paragraph, Member States may decide
also to exempt those entities from the obligations
laid down in Articles 3 and 27.

MHHHCTApCTBO HAUIE)KHO 32 CIOJBHE IIOCIIOBE,
ciryx6e 6e36ennocTr 1 Haponna 6anka CpOuje

O0aBe3e caMOCTATHHUX OTepaTopa
Unan 8.

CamocCTaJHu oneparop AyXaH je Ja:

1) monmHece mpujaBy 3a ymuc y eBuaeHnujy UKT
crcTeMa o]l moceOHOT 3HaYaja;

2) mpeny3Me oaroBapajyhe TeXHHYKE, ONEpaTUBHE,
opranuzanuone u ¢usuuke mepe 3amrute WUKT
cucteMa O] IOCeOHOr 3Hayaja, YIpaBJbame
pU3MIMMa M TPEBCHLHUJY U CMameme IITETHHX
MOCJIeANLIA HHIUICHATA,

3) nonece akT o 6e36eqnoctu UKT cucrema;

4) Bpmu mnpoBepy yckiaeHOCTH Mepa 3allTUTe
HUKT cuctemMa koje ce NpPUMEHYjy Ca aKTOM O
o6esbemnoctn KT cucrema y ckimagy ca
COIICTBEHUM MpaBHJIMMa 3a IPOBepy yckiaheHocTn
Mepa 3allTHTe, a HajMarbe jeJHOM TOJHIIbE;

5) ypenu omHOC ca TpehnMm nuIMMa Ha HaYWH KOjH
00e30ehyje mpexysumame Mepa 3amTute Tor UKT
CHCTEMa y CKJIaJy ca 3aKOHOM, YKOJHKO IOBepaBa
aktuBHOCTH y Be3u ca KT cucremom o moceGHOT
3Hauaja ca TpehuM IuImMma;

6) ¢opmupa concreenu LIEPT paam ynpapipama
HWHIUJICHTHMA Y CBOjUM CHCTEMUMA.

CamocraiHu omeparopu Mory jna MelhycoOHO
pasmemyjy wuHpOpMaldje O HHIUICHTAMA ca
Kannenapujom 3a nHDopManmony 6e30eaHOCT, a 1Mo
MoTpeOH U ca IPYTUM OpraHu3alHjama.

Ha camocranHe omepaTope He INpUMEHYjy ce
onpende OBOT 3aKOHA O MPHjaBJbHUBaky WHIUICHATA
KOjU  3HAa4YajHO  yrpokaBajy  HHGOPMAIUOHY
6e30emHOCT, opede 0 AOCTaB/balky CTATUCTHUKHX
nojaTaka O HMHIUJIGHTMMAa ©  ojpende o
IPOAKTUBHOM CKeHUpamwy Mpexe omneparopa UKT
cucTeMa O]l TIOCEOHOT 3HaJaja.

CaMoOCTaHH ONepaTopH, MOTY CaMOCTAIHO U Y
koopauHanuju ca Kanmemnapujom 3a nHPOpMaIHOHY
0e30e1HOCT, paay OTKPHBabka PambUBOCTH Ja BpIIE
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MPOAaKTUBHO ckeHupame comncTBeHnx UKT cucrema
MOBE3aHUX Ha JeqWHCTBeHy HMH(pOPMaNMOHO-
KOMYHHUKAI[IOHY MpPEXY eJIeKTPOHCKEe YIpaBe.-
KOMYHHKAIIOHY MpPEXy eJIEKTPOHCKE yIIpaBe.
Camocranan omnepatopu UKT cucrema oxppenuhe
nmoceOHa JMIA, OAHOCHO OPraHH3alMOHE jeJHHUIIC
3a uHTepHY KoHTpouy conctBeHnx KT cucrema.
JIvma 3a HHTEpHY KOHTPOIY CaMOCTAIHUX
oneparopa KT cucrema u3BemTaj o U3BpIICHO]
HHTEPHOj KOHTPOJIH TI0THOCE PYKOBOIHOLLY
camocranzor oneparopa KT cucrema.

2.9.

Paragraphs 7 and 8 shall not apply where an entity
acts as a trust service provider.

2.317.
2.64.

Jlp>xaBHU OpraH Kao Npy»Kajar KBaTu(pHKOBaHUX
yciyra oJ] TOBEpema

Unan 37.

Jlp>kaBHU OpraH MOXKe NPYKaTH KBaTU(QUKOBaHE
yCIIyre 0J] OBEpEeHha YKOIMKO HCITyHhaBa yCIIOBE 3a
Npy)Xame ycliyra npeaBuljeHe OBUM 3aKOHOM.
OuenHBamke HCIYBECHOCTH YCIIOBA APKABHOT
oprana 3a npyXarme YCIyTe O]l TOBEeperha BPILII
MHHHUCTapCTBO, OJTHOCHO MHCIIEKTOD 3a
ENIEKTPOHCKY MICHTH(UKALH]Y U YCIyTe O]
NOBEpera, HAKOH ITOTHETOT 3aXTeBa.

V3y3eTHO 071 cTaBa 2. OBOT 4aHa OLICHUBAHE
UCIYECHOCTH YCJIOBA BPIIY CE HA OCHOBY HHTEPHE
KOHTPOJIE Y CapajiibH ca HaJIeKHHM
MHHHCTapCTBOM CaMoO Y CIIy4ajy Kaja je mpyskaalg
KBaNM(pHKOBaHE yCIIyre O OBepemha
MHHHUCTapCTBO HAJIEKHO 32 MOCIIOBE 0J10paHe, y3
00aBe3y J0CTaBJbamka U3BEIITAja O H3BPIICHO]
HWHTEPHOj KOHTPOJIM HAIJIEKHOM MUHUCTApCTBY.
Hakon nposepe ucnymenoctu ycinosa Brnana
ypenoom yTBphyje na Ip:KaBHH OpraH MOXe Ia
00aBsba KBaTH(UKOBAHY YCIYTy OJ TIOBEpEHha Koja
je Ouia npeaMer olekHBaba U3 CTaBa 2. OBOT
YJIaHa.

MMHHCTapCTBO BPIIM YIUC AP>KaBHOT OpraHa y
perucTap u3 wiana 35. 0BOT 3aKOHa, Ha OCHOBY
ypenbe u3 craBa 4. OBOT 4WiaHa.

[TocnoBu nHCHEKIH]jE 3a EIEKTPOHCKY
HASHTU(UKALN]Y U yCIIyTe Of OBepema y

Iy

Jpyrum 3akoHOM (3aKOHOM 0
CNIEKTPOHCKOM JIOKYMEHTY,
€JIEKTPOHCKO] HACHTH(DHUKAII]H
U ycIlyrama OJf TOBEpeHa)
npensulheHo je na ce Hag30p
MOJKE BPIIUTH HaJl CHTUTCTHMA
n3 naparpada 7 u 8.
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CIIEKTPOHCKOM TI0CIIOBAY

Uinan 64.

WHcneknuja 3a eIeKTPOHCKY HICHTH(OUKALM]Y 1
yCIIyTe 0] TOBEpema Y eIEKTPOHCKOM ITOCIIOBALY
BPIIH MHCIIEKIIMjCKH HaA30p HaJ IPHMEHOM OBOT
3aKOHa U PaJioM Npy)KaJiala yciyra eeKTPOHCKe
uaeHTH(UKAIMje U Ipy’Kanama yciayra o1
noBepema (y AaJbeM TEKCTY: MPY>KaOLH yCIyra)
IPEKO MHCIIEKTOPA 32 EIEKTPOHCKY
UICHTH(UKAIM]Y U yCIIyTe o/ oBepema (y 1ajbeM
TEKCTY: UHCIIEKTOP).

V 0oKBHpY MHCHEKIIM]CKOT Ha30pa MpysKaiana
yciIyra MHCIEKTOp yTBphyje 1a JIu Cy HCIyHheHH
YCJIOBH TIPOITUCAHU OBUM 3aKOHOM H TIPONUCHUMA
JIOHETHM 3a CHPOBOlEH-E OBOT 3aKOHa.

2.10.

This Directive does not apply to entities which

Member States have exempted from the scope of

Regulation (EU) 2022/2554 in accordance with
Article 2(4) of that Regulation.

HY

Tauan ormicer oBux cybjekarta
ypenuhe ce NOA3aKOHCKIM
AKTOM.

2.11.

The obligations laid down in this Directive shall not
entail the supply of information the disclosure of
which would be contrary to the essential interests of
Member States’ national security, public security or

defence.

1.2.1.1.25.
1.8.

25) camoctanuau oneparopu UKT cucrema cy
MHHHCTApCTBO HAIJIEKHO 3a MTOCIOBE 00paHe,
MHHHCTapCTBO HAJIEKHO 32 YHYTPAIIEbE TOCTIOBE,
MHHHCTapCTBO HAJJIE)KHO 34 CIIOJbHE MOCIIOBE,
ciyx6e 6e36ennocTr 1 Haponna 6anka Cp6Ouje

O0aBe3e caMOCTAIIHUX OTMepaTopa
Ynanu 8.

CamMocCTaJHU omeparop AyXKaH je na:

1) moxuece npujaBy 3a ynuc y esuneniujy KT
crcTeMa oJ1 MoceOHOT 3HaYaja;

2) npeny3me oaroBapajyhe TeXHHUKe, OIIepaTHBHE,
opranusaiuone u ¢pusuuke mepe 3armrure UKT
cucTeMa oJ] MoceOHOT 3HaYaja, YIIpaBbarme
pU3HINIMA U IPEBEHIIN]Y ¥ CMAEHe MITEeTHUX
MOCJIe TN HHIN/ICHATA;

3) nonece akT o 6e36eqnocTH UKT cucrema;

4) Bpim npoBepy yckialjeHOCTH Mepa 3aliTUTe
KT cucrema Koje ce mpuMemYyjy ca akToM O
6e36ennoctr UKT cucrema y ckiany ca

ny
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COIICTBEHUM IIPaBHINMA 32 NIPOBEPY yckiaheHocTn
Mepa 3aIITHATe, a HajMarbe jeJHOM TO/IHIIIbE;

5) ypenu ogHOC ca TpehnM JMIMMa Ha HAYUH KOjH
00e30ehyje mpenay3umame mepa 3amrure Tor UKT
CHCTeMa y CKJI[ly ca 3aKOHOM, YKOJIMKO IIOBEepaBa
akTuBHOCTH y Be3u ca KT cucremom ox moceGHOT
3Ha4aja ca Tpehum nuima;

6) dopmupa concteeru LIEPT pagu ynpasibama
MHIMACHTHMA Y CBOJUM CHCTEMUMA.

CamMocTaJHU orepaTopy Mory aa Mel)ycoOHo
pa3Memyjy HHpOopManje 0 MHIHJICHTHMA ca
Kannenapujom 3a uHpopManmony 6e30¢IHOCT, a 1Mo
MOTPeOH U ca JPYrUM OpraHu3anyjama.

Ha camocTanHe oneparope He IpUMeHYjy ce
ozpende OBOT 3aKOHA O MPHjaBJbUBAKY HHIUICHATA
KOjH 3Ha4ajHO yrpoXKaBajy HHPOPMAIHOHY
6e30enHOCT, onpende 0 JOCTaBJbamby CTATHCTHYKUX
IoJiaTaka o0 MHIUACHTHMA U ofipende o
NIPOAKTHBHOM CKeHUpamy Mpesxe oneparopa UKT
crcTeMa oJ1 moceOHOT 3HaYaja.

CaMocCTaJHU OIepaTopy, MOTY CAaMOCTAJTHO U Y
KoopauHauuju ca Kannenapujom 3a nHGOpMaIHOHY
0e30eTHOCT, paJy OTKPHBaKka PAUBOCTH Ja BpIIe
MPOAaKTHUBHO ckeHupame conctBeHnx UKT cucrema
MOBE3aHUX Ha JeqUHCTBEHY HH(POPMAIHOHO-
KOMYHHKAIIIOHY MPEXY eJIeKTPOHCKE yIIpaBe.
Camocrannu oneparopu UKT cuctema oapenuhe
noce0OHa JIMIA, OJJHOCHO OpraHHU3alMOHE jeTMHULIS
3a UHTepHY KoHTpoury conctBeHux MKT cucrema.
JIuna 3a HHTEPHY KOHTPOITYy CAMOCTATHUX
oneparopa KT cucrema u3BemTaj o U3BpIICHO]
HHTEPHOj KOHTPOJIH TOJJHOCE PYKOBOAUOILY
camocransor oneparopa UKT cucrema.

2.12.

This Directive applies without prejudice to
Regulation (EU) 2016/679, Directive 2002/58/EC,
Directives 2011/93/EU (27) and 2013/40/EU (28)
of the European Parliament and of the Council and
Directive (EU) 2022/2557.

HIT

OpHoc ca ApyruM
nponucuma EY

2.13.

Without prejudice to Article 346 TFEU,
information that is confidential pursuant to Union
or national rules, such as rules on business
confidentiality, shall be exchanged with the

HII

Ooage3a npxaBa
YIAHHUIA Y
pa3MeHu
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Commission and other relevant authorities in uHpopmalrja ca
accordance with this Directive only where that Komucujom.
exchange is necessary for the application of this
Directive. The information exchanged shall be
limited to that which is relevant and proportionate
to the purpose of that exchange. The exchange of
information shall preserve the confidentiality of
that information and protect the security and
commercial interests of entities concerned.

Entities, the competent authorities, the single points
of contact and the CSIRTSs shall process personal
data to the extent necessary for the purposes of this
Directive and in accordance with Regulation (EU) O6paa rmojaraka o JMYHOCTH
2016/679, in particular such processing shall rely Yiaw 4.
on Article 6 thereof. Ha o6pajy mojaraka o JINYHOCTH KOja je
214 . . 14 HEONXOAHA 3a BPIICHE HANJIC)KHOCTU U UCITYEHCHHE my
o The processing of personal data pursuant to this| ™" 00aBe3a 13 OBOT 3aKOHA PUMERHY]Y ce oapende
Directive by providers of public electronic OBOT 3aKOHa, 0/Ipe/I0e MOCEOHMX 3aKOHA KOjHMa Ce
communications networks or providers of publicly ypebyjy onpehene obnactu, kao u oapende 3akoHa
available electronic communications services shall KOjUM ce ypehyje 3amrrura nojgaraka o JHYHOCTH.
be carried out in accordance with Union data
protection law and Union privacy law, in particular
Directive 2002/58/EC.
Essential and important entities UKT cucremu o] moceOHOT 3Hayaja
Unan 5.
For the purposes of this Directive, the following
entities shall be considered to be essential entities: KT cucreMu o] HOCEOHOT 3HaYaja cy
UKT cucremu Koju ¢y o KJIbY9HOT 3Ha4aja 3a
(a)entities of a type referred to in Annex | which OJIP’KaBarb€ KPUTHYHUX JIPYIITBEHUX U EKOHOMCKHX
exceed the ceilings for medium-sized enterprises AKTHBHOCTH YHju OW mpekua uin nmopemehaj y
provided for in Article 2(1) of the Annex to MpyKamky yCIiyra IMao Wik MOTao J1a UMa 3HavajaH
Recommendation 2003/361/EC; 15. yTHIIa] HA jaBHY 0€30€IHOCT, jaBHO 3/PaBJbe,
3.1. 16 (YHKITHOHKCALE IPYTHX CEKTOPA UK OH CTBOPHO ny

(b)qualified trust service providers and top-level
domain name registries as well as DNS service
providers, regardless of their size;

(c)providers of public electronic communications
networks or of publicly available electronic
communications services which qualify as medium-
sized enterprises under Article 2 of the Annex to
Recommendation 2003/361/EC;

OJTHOCHO MOTA0 Jla CTBOPH 3HAa4ajaH CHCTEMCKI
PU3HK.

UKT cucremu on moceOHOT 3Hadaja Cy:
1) npuopuretnu UKT cucremu;
2) Bakau KT cucremu.
Omneparopu npuopuretHux KT cucrema cy:
1) mpaBHa nua U GU3MYKA JIUIA Y CBOjCTBY
perucTpoBaHor cy0jexTa, Koja 00aBibajy MOCIOBE U
JeTaTHOCTH y caeaehnm obiactima:
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(d)public administration entities referred to in
Article 2(2), point (f)(i);

(e)any other entities of a type referred to in Annex |
or Il that are identified by a Member State as
essential entities pursuant to Article 2(2), points (b)
to (e);

(Pentities identified as critical entities under
Directive (EU) 2022/2557, referred to in Article
2(3) of this Directive;

(9)if the Member State so provides, entities which
that Member State identified before 16 January
2023 as operators of essential services in
accordance with Directive (EU) 2016/1148 or
national law.

(1) Enepreruxa u pyaapcTBo

- MIPOM3BO/IHHA EIEKTPHYHE EHEPTHje,
H3y3eB IIPOU3BOJIIHE KOjy 00aBIbajy Kpajiby Kyl y
CMHCITy 3aKOHa KOjuM ce ypelhyje kopunrheme
0OHOBJBHBHX N3BOPA CHEPTHjE M 3aKOHA KOJUM Ce
ypehyje enepretuka;

- KOMOMHOBAaHa MPOU3BO/HA CIEKTPUYHE U
TOIJIOTHE €HEPIHje;

- cHa0/ieBambe IEKTPUIHOM CHEPTH]OM;

- MIPEHOC eNeKTPUIHE eHepTuje U
YIIpaBJbamke IPEHOCHUM CHCTEMOM;

- TUCTPHOYIIHja eIeKTPHIHE EHEepTrHje ’
YIIpaBJbambe AUCTPUOYTUBHUM CHCTEMOM, Kao U
IUCTPUOYIHja EEKTPHYHE CHEPTHje U YIPaBIbAKE
3aTBOPEHHUM JUCTPUOYTHBHUM CHCTEMOM,;

- CKJIaJIMIITEHE CICKTPUYHE CHEPTH]eE,
H3y3€B CKIAJUIITEHa Koje 00aBIbajy Kpajiby KYIIIH
y CMHCITY 3aKOHa KOjuM ce ypelhyje kopumheme
0OHOBJBHBHX N3BOPA CHEPTHjE M 3aKOHA KOJUM Ce
ypehyje eHepreTrka;

- YIIpaBJbambe OPraHU30BaHUM TPKHUILITEM
CIIEKTPUYHE EHEPTHjE;

- MIPOU3BO/IHA, TUCTPHOYIIHja 1
cHab/ieBambe TOIUIOTHOM CHEPTH]OM;

- TpaHcropT HadTe HaQTOBOANMA,
TPAHCIIOPT JepuBaTa HaTe MPOAYKTOBOIUMA U
TpaHCIOpT HadTe U epuBaTa HaTe IPYyrUM
00JIHMITIMa TPAHCTIOPTA;

- HCTpaXkKNBamke U IPOU3BO/HbA HATE U
MIPUPOJTHOT raca;

- MPOU3BO/IHA JepUBaTa HaTe;

- CKIaqUIITeHe HaQTe U JepuBarta HaTe;
- TPAHCIIOPT U YIPaBJbae TPAHCIIOPTHUM
CHCTEMOM 3a IIPUPOJIHH T'ac;

- CKJIQ/IMIITEE U YIPaBIbathe CKIIaIUIITEM
HPUPOIHOT Traca;

- IMCTpUOYLINja U YIIpaBIbarbe
JUCTPUOYTUBHUM CHCTEMOM 3a IPUPOJIHU rac;

- cHab/ieBame 1 jJaBHO CHA0/IeBambe
MIPUPOTHUM TacoMm;

- MPOU3BO/IHA U NIPEpajia yriba,

- MPOU3BO/IHA U IIpepaja Oakpa, 3mara,
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0JIOBa, IMHKA, TUTHjyMa U 00pa;

- IIPOM3BO/IHHA, CKIIAIUIITEE U IIPEHOC
BOJIOHHKA,;

(2) Caobpahaj
- o0aBJbame jaBHOT aBHO-TIPEBO3a Y3
Bakehy onepaTuBHY 103BOIIY;

- YTIPaBJbAE AEPOAPOMOM;

- yCIIyre KOHTpOJIE JIETeHa,

- YTIPaBJbAE JABHOM JKEJIE3HUUKOM
HH}pacTpyKTypOM;

- MIOCIIOBH XKEJIE3HUUKUX Tpeny3eha;

- o0aBsbame MPEBO3a MyTHUKA U TepeTa
YHYTpAIIbAM BOJaMa;

- YIIPaBJbaAbE TyKaMa;

- CEepBHC 3a yIpaBJbambe OPOICKUM
caobOpahajem (VTS);

- peunn napopmanmonu cepsucu (RIS);

- YIIpaBJbamke IIYTHOM HHPPACTPYKTYPOM;
- YIIpaBJbabe HHTEIUTCHTHUM
TpaHcoptHuM cucremuma (UTC);

(3) bankapcTBoO M (hMHAHCHjCKA TPIKUIITA

- MOCTIOBY (PUHAHCH]CKUX WHCTUTYIIH]a U
WHCTUTYIIHMja TP>KUIITA KalUTaja, Koje Cy Mo
HagzopoM Haponue 6anke CpOuje omHOCHO
Kowmmcuje 3a xapTuje o1 BpeAHOCTH;

- OCII0BU Bolerma perucrpa nojgaraka o
obaBe3ama (pU3NUKUX M MPABHUX JIMIIA TIpeMa
(bMHAHCH]CKUM MHCTUTYLHjaMa;

- MIOCJIOBH YIIPaBJbaba, OJHOCHO 00aB/bamba
JIETTaTHOCTH y Be3U ca (PyHKIIMOHNCAHEM
PETYIINCaHOT TPIKUIITA;

- TIOCJIOBU KIIMPHUHTA OJHOCHO CAIHPAmba
(hMHAHCHjCKUX MHCTPYMEHATa, Y CMUCITY 3aKOHA
KOJUM ce ypehyje TpxkuITe KanuTana;

- THIOCJIOBH IIPY’Kajalla yciIyra oBe3aHuX C
JUTHTAJIHOM UMOBHHOM, y CMUCITY 3aKOHA KOjHMa
ce ypehyje qurnTanHa UMOBHHA,;

(4) 3npaBcTBO

- MIPYXarbe 37PaBCTBEHE 3AIITHTE;

- pal HanMOHATHUX pedepeHTHHX
naboparopuja;

- HCTpaXXKMBAmbE U Pa3BOj JIEKOBA;
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- MPOU3BOIHbA (hapMaLeyTCKUX JIEKOBA U
IpernapaTa HaMeHheHHUX 3a 3PaBCTBEHY yroTpedy;
- MPON3BO/IFHA JIEKOBA H IPYTHX MIPOU3BOIA
HaMeHEHHUX yHOTpeOH y 3ApaBCTBY, YKIbYdyjyhu
MIPOM3BOJIE KOJU Cy OZ BUTAITHOT 3HAa4aja TOKOM
BaHPEAHOT CTama y 00JIACTU jaBHOT 31PaBJba;

- o0paja reHeTCKUX, OMOMETUITMHCKUX
IojIaTaKa M IPYrux MojaTka oJ] 3Havaja 3a
HCTpaKUBambE U Pa3Boj y 0071acTH OHOTEXHOJIOTH]E,
ouonH(popMaTHKe, OMOCKOHOMH]E, TCHETHKE U
MeJUIHE;

(5) Bona 3a muhe

- cHabJieBambe M AUCTPUOYLIHja BOe
HaMEHCHE 3a JbY/ICKY IIOTPOIIbY, H3y3EB
IUCTpUOyTEepa KOjMa HaBEICHH MOCIOBH HUCY
MPETEXKHU €0 BHXOBE JIENATHOCTH;

(6) Ornagne Boze

- CaKyIUbambe, OJJBOlee MIn
npeunihaBamke KOMYHAJTHUX OTIIAJHHUX BOAA,
OTIaJHUX BOJA HaceJba U IPHUBpPEE, H3y3eB
MIPUBPETHNX CyOjekara KojuMa HaBeICHU ITOCIOBU
HHCY NIPETEIKHH €0 BUXOBE JIETaTHOCTH;

(7) Aururanna nHPpacTpyKTYypa

- NpYXame yclyra pauyHapcTBa y Kiayy;
- NpY)Xame yCIyre [EeHTpPa 3a YyBambe 1
CKJIQINIITEHE T0/1aTaKa;

(8) Yoparsmamwe UKT ycrnyrama koje ce npyxajy
oneparopuma npuoputetnux UKT cucrema

- NIpy>Xambe yIpaBJbaHUX yCIIyra;

- MpyKambe yIpaBJbaHUX 0e30€THOCHUX
yenyra;

(9) Ocrane obmactu

- yIIpaBJbamke HYKICAPHUM 00jeKTHMA;

- npyxarhe KBaTM()UKOBAHUX YCIyTa O
noBepema, npyxame ycayra JIHC-a u ynpasipame
PETHCTPOM JOMEHA HajBHUILET HUBOA, Ca N3y3E€TKOM
ornepaTropa KOPEHCKHX cepBepa NMEHa;

- npyXare ycliyra Mpexe 3a UCIIOPYKY
ca/ipiKaja;

- 00aBJbarbe ENATHOCTH eJIEKTPOHCKHX
KOMYHHKaIIHja;

- TadkKa 3a pa3MeHy UHTepHET caoOpahaja;
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- n3gaBame CiyOCHOT TIIacHUKa
Peny6mmike Cp6uje n Boheme [Iparo-
nHpopMaoHor cucrtema Pemybnmke Cpouje;

- obnacty y ko0joj y Peryommmm Cpouju
IIOCTOjH CaMo jefaH IpyKaal yciryre 1 Koja je
HEOIXO/IHA 32 00aBJbakbe KPUTHYHUX JIPYLITBEHHX
U NPUBPEIHUX JIETaTHOCTH;

2) oprau;

3) cy0jexTH Koju cy oapeheHn kao onepaTopu
KPUTHYHE HHPPACTPYKTYpE y CKIIAy ca MPOIUCcCHMa
KojuMa ce ypehyje KpuTiuuHa
nHdpactpykrypa.Oneparopu Baxkuux KT cucrema
0J1 TOCeOHOT 3HavYaja

UnaH 6.

Omneparopu Baxxaux KT cucrema on moce6HOT
3Havaja cy oneparopu UKT cucremu unju 6u
npeku wim nopemehaj y npyxamy yciryra MOrao
Jla ©Ma 3HauajaH yTUIla] Ha jaBHU UHTEPEC,
(YHKIMOHHCAkE JPYTHX CEKTOpa Wi OM CTBOPHO
3HaYajaH CUCTEMCKH PU3UK.

Oneparopu Baxxaux UKT cucrema o moceGHOT
3HaYaja cy:

1) npaBHa 1A U QU3HYKA JIAIA Y CBOjCTBY
peructpoBaHor cybjekTa, Koja 00aBibajy MOCIOBE U
JeNaTHOCTH y cieaehnM obmactuma:

- TMIOIITAHCKE YCIIyre Y CMUCITY 3aKOHa
KojuM ce ypeljyje 00JacT NOITAHCKUX YCITyTa;

- yIpaBJbambe OTIAA0M, Y CMUCITY 3aKOHA
KojuM ce ypeljyje ynpapibame 0TIIaJioM, U3y3eB
MIPUBPEIHHX Cy0jeKkara KojuMa HaBeJeHHU I10Ca0
HHj€ NPETENKHH /10 BHXOBE JENaTHOCTH;

- yIpaBJbabe aMOaTaKHUM OTIIA/IOM, Y
CMHCITY 3aKOHa KOjiM ce ypehyje ynpaBbame
aMOaJIaXKHUM OTIAIOM;

- NPOU3BOHA U CHAOIeBaHE
XEMHUKaJljaMa, Y CKJIajay ca 3aKOHOM KOjUM ce
ypebyjy xemukanuje;

- NPOU3BOIIHA, TIPEPaja U AUCTPUOYIIHja
XpaHe y CerMEeHTY BeJICNPO/Iaje M HHIYCTPHjCKe
MIPOU3BO/IEHE U IPEPAJIE;

- MPOU3BO/IHA PadyyHapa, eIEKTPOHCKUX K
ONTHUYKUX [POH3BOJIA;
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- IIPOU3BO/IHHA CICKTPHYHE OIpEME;
- NIPOM3BO/IHha MallIHA U ypehaja;

- MIPOM3BO/(Hha MOTOPHUX BO3HJIA,
TIPUKOJINIA ¥ TIOJTyIPUKOJIUIA U TIPOU3BOAHA
ocraje onpeMe 3a IPeBo3;

- MIPOU3BOHa MEIULIMHCKUX ypehaja u
MIPOU3BOEHA iN Vitro AUjarHOCTHYKUX
MEIMIMHCKHX CPEJICTABa;

- yciryre HHQOPMAIMOHOT IPYIITBA Y
CMHCITy 3aKOHA O €JIeKTPOHCKOj TPTOBHHY;

- IIPOM3BO/IHHA, IPOMET H IIPEBO3
HaopyXXama U BOjHE OIlpeMe.

2) HayYHOUCTPAXXUBAYKe HHCTUTYLIH]E;

3) npaBHa 1 (HU3KYKA JIUIA y CBOjCTBY
perucTpoBaHoOr Cy0jeKTa U OpraHH U3 WiaHa 5. OBOT
3aKOHa, a KOjH HE CHajajy y oneparope
npuoputetHux UKT cucrema on moceGHOT 3HayYaja
IIpeMa KpUTepHjyMuMa 3a oapehuBame oneparopa.
ITon3akoHCKH aKT KojuM ce Omxe ypehyjy yciosm,
OIIIITH ¥ CEKTOPCKU KPUTEPHjyMH 3a onpehnuBame
onepatopa npuopuretHux U BaxxHux KT cucrema
o1 oceOHOT 3Havaja oHOcH Bnana, Ha mpezor
MHHHCTapCTBa HAJUISKHOT 32 MOCIOBE
nHpOpMaIoHe 6e30eTHOCTH.

MuHHCTapCTBa y YHjUM HA/UISKHOCTHMA CY
o0nacTy y KojuMa orepaTopu MPUOPUTETHUX
BaxkHux MKT cuctema ox moceOHOT 3Ha4aja
00aBJbajy IENATHOCTH, AYKHU Cy J1a Y MOCTYIIKY
H3pajie MOoJ3aKOHCKOT aKTa U3 CTaBa 3. OBOT WiIaHa,
JI0CTaBe MUHUCTAPCTBY HAJICKHOM 3 TTOCIIOBE
“HpOpMaIoHe 0e30eTHOCTH MPEAIore CEKTOPCKUX
Kputepujyma paau ogpehusama oneparopa UKT
cucTeMa o]l ITOCeOHOT 3Hauaja.

3.2.

For the purposes of this Directive, entities of a type
referred to in Annex | or 1l which do not qualify as
essential entities pursuant to paragraph 1 of this
Article shall be considered to be important entities.
This includes entities identified by Member States
as important entities pursuant to Article 2(2), points
(b) to (e).

1.6.2.3.

3) npaBHa U (HU3HYKA JIUIA y CBOjCTBY
PErucTpoBaHOT Cy0jeKTa U OpraHy U3 4WiaHa 5. OBOT
3aKOHa, a KOjU He CHajajy y oneparope
npuoputeTHux UKT cucrema on nmoceGHOr 3Havaja
npemMa KpuTepujyMumMa 3a ojpehusame oneparopa.

Iy
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Huje notpebna
By 17 April 2025, Member States shall establish a 3aKoHCKa
list of essential and important entities as well as onpenGa na 6u ce
33 entities providing domain name registration HIT 1?/1138 Xfeezznsgmno'
- services. Member States shall review and, where .
appropriate, update that list on a regular basis and peamsy)e
at least every two years thereafter. TPMMEHOM
nocrojeher
3aKOHOJIaBCTBaA.
For the purpose of establishing the list referred to in EBupennmja oneparopa MKT cucrema of moceGHOT
paragraph 3, Member States shall require the 3HaYaja
entities referred to in that paragraph to submit at Unan 9.
least the following information to the competent MHUHHCTApPCTBO HAMIJICHKHO 32 OCTIOBE
authorities: uHpopmarone 6e36eqHOCTH (Y Ia/bEM TEKCTY:
MHUHHCTapCTBO) YCIIOCTaBJba U BOAU €BHCHIIN]Y
(a)the name of the entity; nproputeTHUX U Baskuux UKT cucrema of
moceOHor 3Havaja (y JajbeM TekcTy: EBnpennmja)
(b)the address and up-to-date contact details, KOja CapiKH:
including email addresses, IP ranges and telephone 1) Ha3uB, MaTHuHU OpOj U ceauire oneparopa UKT
numbers; cucTeMa o]l TOCeOHOT 3Hauaja;
2) uMe ¥ mpe3uMe, Ciiyk0OeHa ajapeca 3a mpujemM
(c)where applicable, the relevant sector and €JIEKTPOHCKE TIOIITE U CIIY)KOEHH KOHTAKT Tee(oH
subsector referred to in Annex | or I1; and aIMHHHCTPATOPA 33/1y’)KCHOT 3a OJIPIKABAKE U
ynpassbae KT cucremoMm oz moceOHOT 3HaYaja;
34 (d)where applicable, a list of the Member States 19 3) ume U nipe3ume, cayxk0eHa aapeca 3a npujeM oy

where they provide services falling within the
scope of this Directive.

The entities referred to in paragraph 3 shall notify
any changes to the details submitted pursuant to the
first subparagraph of this paragraph without delay,
and, in any event, within two weeks of the date of
the change.

The Commission, with the assistance of the
European Union Agency for Cybersecurity
(ENISA), shall without undue delay provide
guidelines and templates regarding the obligations
laid down in this paragraph.

Member States may establish national mechanisms

CJIEKTPOHCKE TIOIITE U CIYKOCHH KOHTAKT TeleoH
oarosopHor sma UKT cucrema on moceGHOT
3HaYaja;

4) nonarax o Bpctu KT cucrema ox moceGHOT
3Havaja, onHocHo aa i UKT cuctem oz mocedHOT
3Hauaja MoTHaj a Mo NIPHOPUTETAH WIIH BaXKaH;

5) nomatak o nemarHoctu oneparopa UKT cucrema
01 ToceOHOT 3Ha4aja;

6) ampecHH OICeT HHTEPHET MPOTOKoMa (eHri. ,,IP
address range*) xoju npunanajy UKT cucremy ox
MOCceOHOT 3Havaja, a Koju 00yxBaTa MoJJaTKe O
jaBuuM ctatrakuM UIT anpecama;

7) Beb npesenrtanuja oneparopa UKT cucrema on
noceOHOr 3Hauaja;

8) 6poj nokanuja Ha kojuma ce UKT cucrem on
MoceOHOT 3HaYaja HaJla3H.
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for entities to register themselves.

IMopen noparaka U3 craBa 1. OBOT 4iaHa,
eBHICHIIMja MOXKE J1a CaJp>K! U IpyTe JOIMyHCKe
monatrke o KT cucremy ox moceOHOT 3HaYaja.
Camocrannu oneparopu KT cuctema usyseru cy
oJ1 o0aBe3e I0CTaBJbama MolaTaka u3 craea 1. Tad.
4), 5), 6) u 8) oBOT uiaHa.

[NonzaxoHckH akT KojuM ce Ommxe ypehyje cagpxaj
U CTPYKTYpa €BUACHIM]E, KA0 1 HAUHH MOJHOIICHA
3aXTeBa 3a YHOC M IIPOMEHY MOaTaKa y
EBunenuuju nonocu MUHHCTapCTBO.

Omneparop UKT cucrema ox noce6GHOTr 3Hauaja
Iy’KaH je 1a MUHHCTapCTBY IOCTAaBH MOJATKE U3 CT.
1. u 2. oBor uiaHa HajkacHUje 90 1aHa o1 TaHa
yCBajama MpOIHCca U3 CTaBa 4. OBOT WIaHa, OJHOCHO
90 nana ox mana ycrocrasibama KT cuctema ox
MOCEeOHOT 3Havaja.

Omneparop UKT cucrema ox moceGHOT 3Ha4aja
Iy’XKaH je Ja y cilydajy IpOMeHe IojiaTaka U3 cTaBa
1. oBor 4aHa 0 ToMe 0baBecTH MUHUCTapCTBO Y
poKy ox 15 maHa ox gaHa HacTaHKa IIPOMEHE.
IMonmanu u3 craea 1. Ta4. 2) u 3) o6pahyjy ce y
CBPXY M3BpILEHA OAPE0OU OBOT 3aKOHA Y TOTJIETY
JOCTaBJbamba 00aBeUITEHa U YII030peHha 3HAUajHIX
3a 6e36enHocT UKT cucrema on moceGHOT 3Hauaja,
Kao M pajii yCIOCTaBJbabha KOMYHHKAIHjE U
OCTBapHBamba Capa/iibe y INJbY OTKIIambama
LITETHUX MOCJIEIUIA HHIUICHATa ¥ IPEBEHTUBHOT
JIeNIOBamba.

IMomanu u3 crasa 1. Ta4. 2) u 3) oOpabyjy ce y
CKJIay ca 3aKOHOM KOjuM ce ypelyje 3amrura
Mo/IaTaKka o JUYHOCTH U 4yBajy Ce 0 TPEHYTKa
NpecTaHKa CBpXe 00paje WK 10 U3BpIICHE
MPOMEHeE MojIaTaKa y CKJIaxy ca CTaBOM 5. OBOT
YJIaHa.

MHUHHCTapCTBO CTaBJba HA PacIoiarame aKypHy
Esunenijy Kannenapuju 3a unpopmamony
0e30eTHOCT Pajy U3BPIICHA OAPEI0H OBOT 3aKOHA
y TIOTJIely IPUKYIUbaka U pa3zMeHe HHdopMaluja o
[peTHhaMa, palHBOCTUMA U HHIUICHTHMA 1
NpyXama HOJIPIIKE, YII030paBatkbha H CABETOBAbA
nmina xoja ynpasibajy UKT cucremuma.
EBuieHIMja IPEACTaBIba TajHU MOJATAK Y CMUCITY
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3aKoHa KOjuM ce ypelyje TajHOCT momaraxa.

Si5

By 17 April 2025 and every two years thereafter,
the competent authorities shall notify:

(a)the Commission and the Cooperation Group of
the number of essential and important entities listed
pursuant to paragraph 3 for each sector and
subsector referred to in Annex | or I1; and

(b)the Commission of relevant information about
the number of essential and important entities
identified pursuant to Article 2(2), points (b) to (e),
the sector and subsector referred to in Annex | or Il
to which they belong, the type of service that they
provide, and the provision, from among those laid
down in Article 2(2), points (b) to (), pursuant to
which they were identified.

HII

Obase3a Komucuje u apyrux
Tena EY.

3.6.

Until 17 April 2025 and upon request of the
Commission, Member States may notify the
Commission of the names of the essential and
important entities referred to in paragraph 5, point

(b).

HIIT

Obage3a Komucuje n npyrux
Tena EY.

4.1.

Sector- specific Union legal acts

Where sector-specific Union legal acts require
essential or important entities to adopt
cybersecurity risk-management measures or to
notify significant incidents and where those
requirements are at least equivalent in effect to the
obligations laid down in this Directive, the relevant
provisions of this Directive, including the
provisions on supervision and enforcement laid
down in Chapter VII, shall not apply to such
entities. Where sector-specific Union legal acts do
not cover all entities in a specific sector falling
within the scope of this Directive, the relevant
provisions of this Directive shall continue to apply
to the entities not covered by those sector-specific
Union legal acts.

HII

OcCTBapJbUBO IPUMEHOM
OMIITHX MPABHUX Hauesa.

4.2.

The requirements referred to in paragraph 1 of this
Article shall be considered to be equivalent in

HII

V Be3u je ca MpeTXoAHHM
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effect to the obligations laid down in this Directive
where:

(a)cybersecurity risk-management measures are at
least equivalent in effect to those laid down in
Article 21(1) and (2); or

(b)the sector-specific Union legal act provides for
immediate access, where appropriate automatic and
direct, to the incident notifications by the CSIRTS,
the competent authorities or the single points of
contact under this Directive and where
requirements to notify significant incidents are at
least equivalent in effect to those laid down in
Article 23(1) to (6) of this Directive.

YJIaHOM.

4.3.

3. The Commission shall, by 17 July 2023,
provide guidelines clarifying the application of
paragraphs 1 and 2. The Commission shall review
those guidelines on a regular basis. When preparing
those guidelines, the Commission shall take into
account any observations of the Cooperation Group
and ENISA.

HIIT

Ob6ase3a Komucuje.

5.1.

Minimum harmonisation

This Directive shall not preclude Member States
from adopting or maintaining provisions ensuring a
higher level of cybersecurity, provided that such
provisions are consistent with Member States’
obligations laid down in Union law.

HII

Oppenda o Bakemy Mporca
EV.

6 (1)

Definitions

For the purposes of this Directive, the following
definitions apply:

(1)‘network and information system’ means:
(a)an electronic communications network as
defined in Article 2, point (1), of Directive (EU)
2018/1972;

(b)any device or group of interconnected or related

1.2.11.

[ojenuHN TEPMUHH y CMUCITY OBOT 3aKOHA UMajy
cienehe 3Hauewe:

1) nadopmarrono-koMyHukaronu cucreM (MKT
CHCTEM) j& TEXHOJIOIIKO-OPTraHU3alHOHA [IeTNHA
Koja 00yxBara:

(1) enexTpoHCKE KOMYHUKAlIMOHE MPEKE U YCIIyTe Y
CMHCITy 3aKOHa KOjH ypehyje eIeKTpOHCKe
KOMYHHKaIIHje;

(2) ypebhaje umu rpyme meljycoOHO moBe3aHUX
ypebhaja, TakBuX 1a ce y okBHpY ypehaja, omHOCHO y
OKBHpY 0apeM jemHor u3 rpyne ypehaja, Bpiu
ayTomaTcka oOpaja nojgaraka KopuiihemeM

nmy
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a) al) 0) 61) B) r) 1)
devices, one or more of which, pursuant to a padyHapcKor mporpama;
programme, carry out automatic processing of (3) noxmarke xoju ce Boje, 4yBajy, 006pahyjy,
digital data; or MpEeTPaKyjy WK IIpeHoce OMOly CpeacTaBa U3
noxarad. (1) u (2) oBe Tauke, a y CBpXy BbUXOBOT
(c)digital data stored, processed, retrieved or pana, ynorpebe, 3alITHTE HIH OJp)KaBama;
transmitted by elements covered under points (a) (4) opraHu3aIMOHyY CTPYKTYpY MyTEM Koje ce
and (b) for the purposes of their operation, use, ympasisa UKT cucremom;
protection and maintenance; (5) cBe TUIIOBE CHCTEMCKOT U aIUIMKATHBHOT
codTBepa u copTBEpCKe pa3BOjHE anare.
(2)‘security of network and information systems’ 3) MHQOpMAIHOHa OE30ENHOCT NPENICTABLA
i . - COCOOHOCT HH(POPMAMOHO- KOMYHHUKAIIMOHUX
means the ability of network and information CHOTEMA 1 MDEKE 13 C6 O W VBae. V3
systems to resist, at a given level of confidence, any onpeherm CTEHGH §0y3nasggfg cBaKH }z/[orahajy zojn
6 (2) syen e Giey EDMperise e @ikl 1213 61/1pM0ra0 Jia yrpo3u paCHOJ'IO)KI:IBOCT HUHTETPUTET ny
authenticity, integrity or confidentiality of stored, | ™"~ ’ ’
transmitted or processed data or of the services AYTCHTITHOCT, HEMOPCIHBOCT H IOBCPILBOCT
offered by, or accessible via, those network and nozataxa Koju ce 06pahyjy, onHocko yenyra koje ce
information systems: npy)KaJy.nnn cy nocrynse nmyrem tor UKT
CHCTEMA,;
Hucmo yBenu y 3akoHCKY
TEPMUHOJIOTH]Y U3pa3 cajoep
6e36emnocT. Kpehemo ce y
(3)‘cybersecurity’ means cybersecurity as defined OKBHPY TCPMHHA
6 (3) in Article 2, point (1), of Regulation (EU) HY nHpopMaIroHe 6e36eTHOCTH
2019/881; KOjH MoJpa3yMeBa u cajoep
6e36enHoCT N Ge30eHOCT
HHPOPMAIIMOHHX CHCTEMA U
Mpexa.
[Mpumenom npomnmca Koju
ypehyjy obaacT ycajama
(4)‘national cybersecurity strategy ° means a TUTAaHCKHUX JOKyMeHaTa (Mehy
coherent framework of a Member State providing KOjUMa Cy U CTpareruje) u
6 (4) strategic objectives and priorities in the area of ny JPYTHX 3aKOHA y eDeKTy CMO y
cybersecurity and the governance to achieve them CKIIaJTy €a OBOM OZIPEA0OM.
in that Member State; Huje motpeGHO /1a je 101aTHO
POTIUIIEMO U Yy CEKTOPCKOM
3aKOHY.
(5)‘near miss’ means an event that could have 12) u3berHy T HHIUICHT TIPEICTaBIba
6 (5) compromised the availability, authenticity, integrity | 1.2.1.12. unentudurosanu norahaj y UKT cucremy koju je ny

or confidentiality of stored, transmitted or

MOrao 10BE€CTH I0 3Ha‘lajHOF yrposxaBama
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a) al) 0) 61) B) r) 1)
processed data or of the services offered by, or PAaCIOJIOKMBOCTH, ayTEHTHYHOCTH, HHTETPUTETA
accessible via, network and information systems, WITH TIOBEPJHUBOCTH T10JJaTaKa, YCIyra il CHCTEMa,
but that was successfully prevented from Qv je MPaBOBPEMEHOM MHTEPBEHIIN]OM KT
materialising or that did not materialise; 3aIITUTHIM MepaMa CIIPEYeHO OCTBAPUBAHE
IITETHUX MOCJIC/HULIA;
(6)‘incident’ means an event compromising the 15) uHuuaen je craicu jorahaj koju yrpoxasa
e . . L2 PAacIMoJIOKHBOCT, ayTEHTHYHOCT, HHTEIPUTET,
availability, authenticity, integrity or confidentiality .
6 (6) of stored, transmitted or processed data or of the|1.2.1.15, | ‘CTOPCIHMBOCT I MOBCPILHBOCT MOMATAKA KOJH CC ny
services offered by, or accessible via, network and 4yBajy, npeHoce wim oGpahyjy um yenyre Koje ce
information systems: npy)KaJy., OJIHOCHO Koje ¢y noctynse nmyrem UKT
CHCTEMA,;
(7)‘large-scale cybersecurity incident’ means an
incident which causes a level of disruption that TepMHUH KOjH Ce KOPHCTH 32
6 (7) exceeds a Member State’s capacity to respond to it HIT MHIUAACHTE Koju norahajy
or which has a significant impact on at least two npokase wiannie EY.
Member States;
18) ynpapiparme HHIMICHTOM Mopa3yMeBa
(8)‘incident handling’ means any actions and IIpeTy3UMamke CBUX PAIbH U ITOCTYIAKa YHjH je
6 (8) procedures aiming to prevent, detect, analyse, and 12118 Wb CIIPEYaBame, OTKPUBAILE, aHAIM3a U IIPEKHU]T ny
contain or to respond to and recover from an|~"""7" | MHIMAEHTA, KAO U NPENy3UMaE APYrUX Mepa paau
incident; 0JITOBOpA HA MHIIUJECHT ¥ OTKJIambarha BhEerOBUX
MOCTICANLIA;
9) pu3uK mpencTaBjba MOTyNHOCT HaCTaHKa
(9)‘risk’ means the potential for loss or disruption norahaja wim yciaoBa KOjU MOTY YTPO3UTH HHUBO
caused by an incident and is to be expressed as a uHpopMaIoHe 6e30eIHOCTH UM HCIIPABHO
6 (9) combination of the magnitude of such loss or|1.2.1.9. ¢byukmonncame UKT cucrema, mro ce yrphyje ny
disruption and the likelihood of occurrence of the Ha OCHOBY IMpOlLICHe BepoBaTHOhe noraljaja u
incident; BEJIMYHHE FErOBOT MOTEHIMjATHOT YTHIIaja Ha HUBO
uHpopMaIroHe 6e30eTHOCTH;
13) nperma npecTaBiba CBaKy OKOJIHOCT, Joraljaj
(10)‘cyber threat’ means a cyber threat as defined FUH PAZEbY K0ja MOKE J1a YrpO3H, MIOPEMCTH HITH Ha
6 (10) in Article 2, point (8), of Regulation (EU)|1.2.1.13. AIpYTH HAHH NITETHO yTwde Ha UKT cucrem, ny
2019/881: KOPHCHHKE CHCTEMa | JIpYTa JIHIIA Ca jACHOM
’ BepoBaTHONOM HacTajama IITETE y CIy4ajy Aa
H30CTaHe peaKiyja;
(11)‘significant cyber threat’ means a cyber threat 14) 030uspHA TIpETHA MPENCTaBIbA MIPETHY 110
which, based on its technical characteristics, can be nHpopmamony 6e36eIHOCT 32 KOjy ce, ¢ 003upoM
6 (11) assumed to have the potential to have a severe|1.2.1.14. Ha HeHA TEXHUYKA CBOjCTBA, MOXKE MPETIIOCTABUTH my

impact on the network and information systems of
an entity or the users of the entity’s services by

Jla MMa MOTEHL]jaJl 1a M3a30BE 3Ha4ajHE HEraTUBHE
nocneaune no UKT cucrem, merosor oneparopa
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a) al) 0) 61) B) r) )
causing considerable material or non-material WITH KOPUCHHKE YCITyTa TOT OIlepatopa y3pokyjyhu
damage; 3HaYajHy MaTepHjalIHy WIN HeMaTepHjaHy IITETy;
(12)‘ICT product’ means an ICT product as defined 53) UKT npou3Bo/ je eneMeHT HilK Tpymna
6 (12) in Article 2, point (12), of Regulation (EU)|1.2.1.53. eJIieMeHaTa y OKBUPY HH(POPMaIOHO- ny
2019/881; KOMYHHKAIIHOHOT CHCTEMA;
(13)‘ICT service’ means an ICT service as defined 224 HE;;Z.C ;}érz]sa};i?,;aﬂzoé aeclfo};:oqm};lggm
6 (13) in Article 2, point (13), of Regulation (EU)|1.2.1.54. y ) Mep ) P » ypara, ny
2019/881: npey3uMara Wik 00pajie mojaraka Kopumhemem
! HUKT cucrema;
(14)ICT process’ means an ICT process as defined 55) UKT mporiec je CKy aKTUBHOCTH KOjH Ce
6 (14) in Article 2, point (14), of Regulation (EU)|1.2.1.55. o0aBsba y IIIJBY U3paje, pa3Boja, Kopumhema u ny
2019/881; onpxasama VKT npoussoaa niu UKT yenyre;
(15) vulnerability’ means a weakness 10) pamHUBOCT MpeJICTaBsba CIA00CT MITH
6(15) |susceptibility or flaw of ICT products or ICT|1.2.1.10, |"eAocrarax y KT nponssomuma wim yenyraa ny
- - . KOjH C€ MOT'Y HICKOPHCTHTH 32 PEan3alH]jy jeaHe
services that can be exploited by a cyber threat;
WM BHILIE TIPETIHU;
(17)‘technical specification’ means a technical Oeiﬂifca&a
6 (17) specification as defined in Article 2, point (4), of mny p yHX OTILITHX
Regulation (EU) No 1025/2012; f{gzimca
(18)‘internet exchange point’ means a network 37) Tauka 3a pa3MeHy HHTepHeT caoOpahaja (eHT.
facility which enables the interconnection of more internet exchange point) je MpexHa CTPyKTypa Koja
than two independent networks (autonomous npyxa MOTyhHOCT MOBE3HBakba J[BE HIIH BHIIIE
systems), primarily for the purpose of facilitating HE3aBUCHUX MpPEXKa (AyTOHOMHHMX CHCTEMA)
the exchange of internet traffic, which provides MPBEHCTBEHO Y CBPXY OJIAKIIaBabha pa3MeHe
6 (18) interconnection only for autonomous systems and | 1.2.1.37. | unrepHer caobpahaja, u kKoja omoryhyje my
which neither requires the internet traffic passing MelyroBe3nBambe ayTOHOMHUX CHCTEMA, Y KOM
between any pair of participating autonomous cllydajy HHje oTpeOHo 1a nHTepHeT caobpahaj
systems to pass through any third autonomous n3Mely ayToHOMHUX cucTema rpohe Kpo3 Tpehn
system nor alters or otherwise interferes with such ayTOHOMHH CHCTEM, T€ Koja TakaB cao0pahaj He
traffic; Mema M He yTHUe Ha Fhera Ha APYTU HauuH;
(19)‘domain name system’ or ‘DNS’ means a 38) cucrem HazuBa nomena (JAHC) je
hierarchical distributed naming system which JUCTPUOYHPAHHU, XHjepapXHjCKH OpPraHU30BaH
6 (19) enables the identification of internet services and 12138 |CHCTEM KOjH MIOBE3yje HA3MBE JIOMCHA Ca ny

resources, allowing end-user devices to use internet
routing and connectivity services to reach those
services and resources;

oxroapajyhum UII agpecama koje ce kopucre 3a
ycMepaBambe U IOBEe3MBambe KOPUCHHUKHX ypehaja
ca yciyraMa ¥ pecypcrMa Ha HHTepHETY;
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a) al) 0) 61) B) r) 1)
(20)‘'DNS service provider’ means an entity that
provides: . . .
39) npysxanar yciyre JJHC-a je cy6jekar koju
(@)publicly available recursive domain name npy»a yenyre paspemasarsa JIHC ynuta
6 (20) resolution services for internet end-users; or 1.2.1.39. zgg:;;f;gi;;zgizg fﬂigfg‘iiﬁfiomm ny
(b)authoritative domain name resolution services Koje kopucte Tpeha miua, C.a H3Y3CTROM KOPEHCIKHX
for third-party use, with the exception of root name (enr1. root) cepsepa nmena;
SEervers;
(21)‘top-level domain name registry’ or ‘TLD
name registry’ means an entity which has been
delegated a specific TLD and is responsible for 51) perucrap Ha3uMBa IOMEHA HajBHILICT HIBOA
administering the TLD including the registration of (enrn. TLD name registry) je cy0jekT Koju je
domain names under the TLD and the technical OJITOBOpAH 3a YIpaBJbake HA3UBOM JOMEHA
6 (21) operation of the TLD, including the operation of its 12151 Hajsuurer HuBoa (TJI]) Koju My je 10Je/beH U KOjU oy
name servers, the maintenance of its databases and | ="~ | moHOCH MOJIUTHKE U MPaBUIIa 3a JOMEH, YIIPaBJba
the distribution of TLD zone files across name 0a30M perucTpa, FeHEPHIIE JATOTEKY 30HE U
servers, irrespective of whether any of those OJIp’KaBa TEXHMYKY HHPPACTPYKTYPY cepBepa
operations are carried out by the entity itself or are HMEHa 32 JI0/IeJbeHH JIOMEH HajBHIIET HUBOA,;
outsourced, but excluding situations where TLD
names are used by a registry only for its own use;
(22)‘entity providing domain name registration 52 .
L . . ) py>Kajall yciyre perucTparyje Ha3upa JoMeHa
6 (22) Eerwces means a registrar or an agent acting on 1.2.1.52. |je perucrparop Ha3uBa JOMEHA MM JAPYTH CYOjeKT my
ehalf of registrars, such as a privacy or proxy . .
registration service provider or reseller; KOJMZICIYJe y IME perueTparopa;
37) Tauka 3a pasMeHy UHTEpHET caoOpahaja (eHrJL.
internet exchange point) je MpexHa CTpYKTypa Koja
npy>xa MOTYRHOCT MOBE3UBakba JIBE MM BHIIIE
HE3aBHCHUX Mpeka (AyTOHOMHHUX CHCTEMA)
(23)“digital service’ means a service as defined in MIPBEHCTBEHO y CBPXY OJIAKIIaBamha pPa3MEHe
6 (23) Article 1(1), point (b), of Directive (EU) 2015/1535 | 1.2.1.37. | unrepHer caobpahaja, 1 koja omoryhyje my
of the European Parliament and of the Council MelyoBe3nBambe ayTOHOMHUX CHCTEMa, Y KOM
ciy4ajy HHje MoTpeOHO na uHTepHeT caobpahaj
u3Mel)y ayToHOMHHX cucTema npohe kpo3 Tpehu
ayTOHOMHH CHCTEM, T€ Koja TakaB caobpahaj He
MEma U HE YTUYC HA BbETra Ha APYT'U HAYUH;
(24)‘trust service’ means a trust service as defined 40.) yeIyra Ol IOBEpCIba J¢ yeyra y CMUCTTY 3akoHa
6 (24) in Article 3, point (16), of Regulation (EU) No|1.2.1.40. KojuM ce ypehyje eeKTPOHCKH 10KyMEHT, ny

910/2014;

SNIEKTPOHCKA UACHTH(HKALNja U yCIIyTe O]
TIOBEPEHA Y EIEKTPOHCKOM ITOCIIOBALY
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a) al) 0) 61) B) r) 1)
(25)‘trust service provider’ means a trust service 41) mpyxaran YCIYre Ol OBEPEIba )€ NpyKasai y
6 (25) provider as defined in Article 3, point (19), of|1.2.1.41. CMHCITy 3aK0Ha KOjuM ce ypehyje CIICKTPOHCIH ny
Regulation (EU) No 910/2014; JOKYMEHT, eJICKTPOHCKA HIIeHTH(HKaLHUja ¥ yCIIyre
Ol MOBEPEHA y CICKTPOHCKOM ITOCIIOBALY
(26)‘qualified trust service’ means a qualified trust 42) KBMH(bHKOBaHa.yCHyFa OJ1 TIOBEpEtba J¢ yeryra
6 (26) service as defined in Article 3, point (17), of|1.2.1.42. y eMHCILy 3aK0Ha KOjHM ce ypehyje CIICKTPOHCIH ny
Regulation (EU) No 910/2014: JOKYMEHT, eJICKTPOHCKA HIICHTH(HKaLHUja ¥ yCIIyre
0]1 HOBEPEHA y €IEKTPOHCKOM IIOCIIOBAY
43) npyxainar KBaTu()UKOBAHE YCIIyTe O] TOBEPEHa
(27)‘qualified trust service provider’ means a je ImpyXajal y CMHUCITY 3aKOHa KojuM ce ypehyje
6 (27) qualified trust service provider as defined in Article | 1.2.1.43. | eJeKTPOHCKH JOKYMEHT, EICKTPOHCKA mny
3, point (20), of Regulation (EU) No 910/2014; UICHTH(HKALIMjA U YCITyTe OJT TOBEPEha Y
CIIEKTPOHCKOM TIOCIIOBAY
(28)‘online  marketplace® means an online Obnacr je npeameT ypehusama
6 (28) marketplace as defined in Article 2, point (n), of oy JPYTHX 3aKOHA. 3a cajia Hije
Directive 2005/29/EC of the European Parliament neUHUCaH TEPMUH Y IPABHOM
and of the Council cucremy PC.
(29)‘online search engine’ means an online search O6nacr je npeameT ypehupama
6 (29) engine as defined in Article 2, point (5), of Hy JIPYTUX 3aKOHA. 3a cajia Huje
Regulation (EU) 2019/1150 of the European ne(HHICaH TEPMHH Y TIPABHOM
Parliament and of the Council cucremy PC.
(30)‘cloud computing service’ means a digital yeayre paquaPCTan knayfty (eurit. ,cloud .
service that enables on-demand administration and computing Service”) Cy MIHTATHE yCIyre Koje
broad remote access to a scalable and elastic pool omoryhasajy ynpasiLare Ha 3aXTCB W IHPOKH
6 (30) of shareable computi - - 1.2.1.44. | MaJbUHCKH MPUCTYI HAJOTPAJANBOM H €JIaCTHYHOM my
puting resources, including where
such resources are distributed across several CKYIY ICTBHBHX PAyHAPCKHX pecypea,
e YVKJBYUyjyhn U cuTyanuje Kkaga cy TaKBU PeCypeH
’ pacnopeljeHr Ha HEKOJIMKO JIOKaluja;
(31)‘data centre service’ means a service that yeryra [CHTPa 32 yIIpaBbame i TyBarbe rosaraka
encompasses structures, or groups of structures, je yeayra koja ce pyxa y OKBupY MH(pacTpyKType
dedicated to the centralised accommodation, HAMCH,CH 3 LICHTPATU3OBAHO CMEILITALC,
interconnection and operation of IT and network MehyNoBesHBate i QYHKIHOHHCAIE PAYHAPCKC 1
6 (31) . - - 1.2.1.45. MpEeXHE OTpeMe pajiu dyBamba, 00pajie u mpeHoca ny
equipment providing data storage, processing and ok o
transport services together with all the facilities and TOZIaTaKa (113Ta IeHTap), YIbYHYJYAH CBE OBJCKTE 1
infrastructures  for power distribution and an)pang YKIYPY 33 HHCTPHéyHHJy CIICKTPHHIHE
enViI’onmentaI Control; CHEPruj€ U KOHTPOJIYy yTUIllaja HA ) KUBOTHY
Cpenuny;
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36) Mpexa 3a ucnopyky caapxaja (Content
(32)‘content delivery network’ means a network of Delivery Network — CDN) o3HauaBa Mpexy
geographically distributed servers for the purpose reorpadcku pacriopelenux cepsepa koja je
6 (32) of ensuring high availability, accessibility or fast|1.2.1.36. OCMUIIJbEHA J1a 00e30e/I1 BUCOKY JIOCTYITHOCT, ny

delivery of digital content and services to internet
users on behalf of content and service providers;

MIPUCTYNAYHOCT U Op3y UCHOPYKY JUTHTAIHOT
cajpkaja ¥ yclryra KOpUCHHUILMMA HHTEPHETa, y UMe
Ipy’kanaia cajapxaja u yciuyra;

(33)‘social networking services platform’ means a

Obmact je npeamet ypehusama
JIPYTUX 3aKOHA. 3a caja HUje
neUHUCaH TEPMHH Y TIPABHOM
cucremy PC.

platform that enables end-users to connect, share,
6 (33) discover and communicate with each other across HY
multiple devices, in particular via chats, posts,
videos and recommendations;

(34)‘representative’ means a natural or legal person
established in the Union explicitly designated to act
on behalf of a DNS service provider, a TLD name
registry, an entity providing domain name
registration services, a cloud computing service
provider, a data centre service provider, a content
delivery network provider, a managed service
provider, a managed security service provider, or a

Ob6nact je npeameT ypehupama
JIPYTUX 3aKOHA. 3a caja HUje
neuHUCaH TepMUH Y IPaBHOM

6 (34) HY

provider of an online marketplace, of an online
search engine or of a social networking services
platform that is not established in the Union, which
may be addressed by a competent authority or a
CSIRT in the place of the entity itself with regard
to the obligations of that entity under this Directive;

cucremy PC.

6 (35)

(35)‘public administration entity’ means an entity
recognised as such in a Member State in
accordance with national law, not including the
judiciary, parliaments or central banks, which
complies with the following criteria:

(a)it is established for the purpose of meeting needs
in the general interest and does not have an
industrial or commercial character;

(b)it has legal personality or is entitled by law to act
on behalf of another entity with legal personality;

(o)it is financed, for the most part, by the State,
regional authorities or by other bodies governed by

1.2.1.23.

OpraH je Ip>kaBHU OpPraH, OpraH ayTOHOMHE
MOKpajuHe, jeJMHUIA JIOKaIHEe CaMOYIIpaBe,
OpraHu3aluja u Ipyro IpaBHO WK GU3HYKO JULe
KOME je IMOBEPEHO BPILECHE jaBHUX OBNAMIliemha

Iy
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public law, is subject to management supervision
by those authorities or bodies, or has an
administrative, managerial or supervisory board,
more than half of whose members are appointed by
the State, regional authorities or by other bodies
governed by public law;
(d)it has the power to address to natural or legal
persons administrative or regulatory decisions
affecting their rights in the cross-border movement
of persons, goods, services or capital;
(36)‘public electronic communications network’ jaBHA EIEKTPOHCKAa KOMYHHKAI[HOHA MPEXa je

6 (36) means a public electronic communications network 12147 €JIEKTPOHCKA KOMYHHUKAI[HOHA MPEXa Y CMHCITY ny
as defined in Article 2, point (8), of Directive (EU) | ="' " | 3akona kojuM ce ypelyjy eleKTpoHCKe
2018/1972; KOMYHHKaIHje;
(37)‘electronic communications service’ means an SJIEKTPOHCKA KOMYHHKAIFOHA YCIIyTa je yciayra y

6 (37) electronic communications service as defined in|1.2.1.48. | cmuciy 3akoHa KOjuM ce ypelyjy eleKTpoHCKe 110%
Atrticle 2, point (4), of Directive (EU) 2018/1972; KOMYHUKaIHj€;
(38)‘entity’ means a natural or legal person created ggs.pczi?p Igi{:?}:i?: (IG)H;I?T(;K?]J]::;OYHH o
and recognised as such under the national law of its o rja " H};IPI;O ra::ma HOHay. ej HHH apo ara K]j)H

6 (38) place of establishment, which may, acting under its |1.2.1.2. P P [IOHA JEMHHIIIA Op ) ny
own name, exercise rights and be subject to xopuctu MIKT crctem y oKBHpY 00aBhara cBoje
obli ationé' JIeTaTHOCTH, OJJHOCHO ITOCJIOBA U3 CBOjE

g ’ HAIJIGKHOCTH;

(39)‘managed service provider’ means an entity Ep yﬁ:ﬂa;yfgwiiif;ig?;iﬁ aizgfm koju
that provides services related to the installation, Eyasm};sz ya OM 11 ODIKABARLEM I/fKT
management, operation or maintenance of ICT i gmBo a M’ ]2 )If[a ) Z[;;T TVDe. ATHKALHia

6 (39) products, networks, infrastructure, applications or|1.2.1.49. HJI;H fe M E}KGI;HH (bg M:ymggr’cmmmu J my
any other network and information systems, via o ef/[pi :H)a omoh EHHI;KTHBHOF ABbATLa
assistance or active administration carried out either YTEM Py . yrp
on customers’ premises o remotely' KQJ€ C€ CIIPOBOJM Y MPOCTOPHjaMa KOPUCHUKA

’ yCIIyre WIN Ha JaJbuHy;

(40)‘'managed security service provider’ means a TIpy>KaJal yrpaBbaHUX 0e30eJHOCHUX yCiIyTa je

6 (40) manz_iged ser\_/ice provider tf_]a? _ carries _Out orl 45150 TIpy>KaJal ypaBbaHUX yCIIyra KOjU CIPOBOJIH MIIH ny
provides assistance for activities relating to|™"""""" | mpyxa momoh y cripoBolery aKTHUBHOCTH y BE3H ca
cybersecurity risk management; YIIPaBJbaAEM PH3UKOM Yy 001acTH 6e30eIHOCTH.
(41)‘research organisation’ means an entity which HAVIHOMCTDaKHBAYKA OPraHM3aLLia ic
has as its primary goal to conduct applied research Y P! p HHa .

6 (41) 1.2.1.46. OpraHu3alrja y CMUCIY 3aKOHa KOjUM ce ypehyjy ny

or experimental development with a view to
exploiting the results of that research for

HayKa U UCTPAKUBAKLC
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commercial purposes, but which does not include
educational institutions.

7.1.

National cybersecurity strategy

Each Member State shall adopt a national
cybersecurity strategy that provides for the strategic
objectives, the resources required to achieve those
objectives, and appropriate policy and regulatory
measures, with a view to achieving and maintaining
a high level of cybersecurity. The national
cybersecurity strategy shall include:

(a)objectives and priorities of the Member State’s
cybersecurity strategy covering in particular the
sectors referred to in Annexes | and II;

(b)a governance framework to achieve the
objectives and priorities referred to in point (a) of
this paragraph, including the policies referred to in
paragraph 2;

(c)a governance framework clarifying the roles and
responsibilities of relevant stakeholders at national
level, underpinning the cooperation and
coordination at the national level between the
competent authorities, the single points of contact,
and the CSIRTs under this Directive, as well as
coordination and cooperation between those bodies
and competent authorities under sector-specific
Union legal acts;

(d)a mechanism to identify relevant assets and an
assessment of the risks in that Member State;

(e)an identification of the measures ensuring
preparedness for, responsiveness to and recovery
from incidents, including cooperation between the
public and private sectors;

(Pa list of the various authorities and stakeholders
involved in the implementation of the national
cybersecurity strategy;

Iy

[TpumeHOM ONIITHX MPOTHCa 32
U3pajy IIIAHCKUX JOKyMEHATa
OCHTYpaHa je MpaBuiIHa
npuMeHa oBe oapenode. Huje
moTpeOHO 0AaTHO
MPOITMCUBATH CEKTOPCKUM
HPOITHCOM.
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(9)a policy framework for enhanced coordination
between the competent authorities under this
Directive and the competent authorities under
Directive (EU) 2022/2557 for the purpose of
information sharing on risks, cyber threats, and
incidents as well as on non-cyber risks, threats and
incidents and the exercise of supervisory tasks, as
appropriate;

(h)a plan, including necessary measures, to enhance
the general level of cybersecurity awareness among
citizens.

7.2.

As part of the national cybersecurity strategy,
Member States shall in particular adopt policies:

(a)addressing cybersecurity in the supply chain for
ICT products and ICT services used by entities for
the provision of their services;

(b)on the inclusion and specification of
cybersecurity-related  requirements  for  ICT
products and ICT services in public procurement,
including in relation to cybersecurity certification,
encryption and the use of open-source
cybersecurity products;

(c)managing vulnerabilities, encompassing the
promotion and facilitation of coordinated
vulnerability disclosure under Article 12(1);

(d)related to sustaining the general availability,
integrity and confidentiality of the public core of
the open internet, including, where relevant, the
cybersecurity of undersea communications cables;

(e)promoting the development and integration of
relevant advanced technologies aiming to
implement state-of-the-art cybersecurity risk-
management measures;

(f)promoting and developing education and training

ny

ITprMeHOM OMIUTHX MpOTHca 32
U3pajy IIIAHCKUX JOKyMEeHaTa
OCHTYpaHa je MpaBUiTHA
nmpuMeHa oBe oapenoe. Huje
noTpeGHO OIaTHO
MPOIHCHBATH CEKTOPCKUM
TPOIIHCOM.
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on cybersecurity, cybersecurity skills, awareness
raising and research and development initiatives, as
well as guidance on good cyber hygiene practices
and controls, aimed at citizens, stakeholders and
entities;

(9)supporting academic and research institutions to
develop, enhance and promote the deployment of
cybersecurity  tools and  secure  network
infrastructure;

(h)including relevant procedures and appropriate
information-sharing tools to support voluntary
cybersecurity information sharing between entities
in accordance with Union law;

(i)strengthening the cyber resilience and the cyber
hygiene baseline of small and medium-sized
enterprises, in particular those excluded from the
scope of this Directive, by providing easily
accessible guidance and assistance for their specific
needs;

(j)promoting active cyber protection.

7.3.

Member States shall notify their national
cybersecurity strategies to the Commission within
three months of their adoption. Member States may
exclude information which relates to their national
security from such notifications.

HII

O6aBa3a Jp>xaBa YIaHHIA
npema Komucuju.

7.4.

Member States shall assess their national
cybersecurity strategies on a regular basis and at
least every five years on the basis of key
performance indicators and, where necessary,
update them. ENISA shall assist Member States,
upon their request, in the development or the
update of a national cybersecurity strategy and of
key performance indicators for the assessment of
that strategy, in order to align it with the
requirements and obligations laid down in this
Directive.

nmy

Nmmnemenranuja ose onpende
OCHT'ypaHa je IPUMEHOM
OMIITHX MPOIHCa KOju ypehyjy
N1UTama U3paac nmiIaHCKux
JIoKyMeHaTa y PenyOnuim
Cpbuju.
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8.1.

Competent authorities and single points of contact

Each Member State shall designate or establish one
or more competent authorities responsible for
cybersecurity and for the supervisory tasks referred
to in Chapter VII (competent authorities).

1.26.
1.30.1.4.

Hannexuu opran

Uinan 26.

OpraH Jp)kaBHE yIIpaBe Ha[UISKaH 3a
nHpopManmony 06e30eIHOCT je MHHICTapPCTBO
HaJUISKHO 32 IT0CI0BE HH(pOPMaLOHe
6€306€IHOCTH.

Y OKBHUpY CBOjUX HAJUIEKHOCTH MUHHUCTAPCTBO:
1) npunpema u npeanaxe Nponrce U IiaHcKa
JOKYMEHTa U3 001acTH HHpOpMaLHOHe
0e30eTHOCTH y CKJIaIy ca OBUM 3aKOHOM;

2) Boxu eBuneHnujy oneparopa MKT cucrema ox
MOCeOHOT 3HaYaja;

3) Bpun Hax30p Hax pagoM Kannenapuje y Bpmemny
MOCJIOBA 32 KOj€ je HAAJICKHA y CKIIaZy ca OBUM
3aKOHOM;

4) BpIIM WHCIIEKINjCKU HAJ30P HAJ IPUMEHOM OBOT
3aKkoHa 1 pasaom oneparopa UKT cucrema on
noceGHOT 3Havaja, OCHM CaMOCTAJIHUX ollepaTopa
UKT cucrema u UKT cucrema 3a pax ca TajHIM
NoJanyMa;

5) ocTBapyje MeljyHapoIHy capaamby Y OKBUPY
CBOJHX HAJIGKHOCTH.

Kannenapuja y okBHpY CBOje HaIJIGKHOCTH 00aBJba
cieniehe mocnose u To:
4) BpIIY MOCIIOBE jeTMHCTBEHE TaYKe KOHTAKTa;

ny

8.2.

The competent authorities referred to in paragraph
1 shall monitor the implementation of this Directive
at national level.

1.26.
1.27.
1.28.
1.29.
1.30.

Hannexuu opran

Unan 26.

OpraH JpskaBHE yrpaBe HaJUIeXKaH 3a
nHpopmanony 0e30eHOCT je MUHHCTapPCTBO
HaJJIEXKHO 32 M0CI0Be MH(OPMAIOHE
6e30eTHOCTH.

Y OKBHpY CBOjHUX HAIUIEKHOCTH MUHHUCTAPCTBO:

1) mpunpema U npe/Iaxe IPONKCe U IIaHCKa
JOKYMEHTa U3 001acTi HHpopMarnoHe
0e30eJHOCTH y CKJIay Ca OBUM 3aKOHOM;

2) Boau eBuneHuujy oneparopa MKT cucrema on
noceOHOTr 3Hauaja;

3) Bpun Haza30p Haj pagoM Kanuenapuje 3a
nHpopManrony 6e30eIHOCT y BpIICHY IT0CIOBA 32
KOje je HaJJIe)KHa Y CKIIay Ca OBHM 3aKOHOM;

4) BpIIM WHCIIEKIMjCKU HAJ30p HAJI IPUMEHOM OBOT

Iy
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3akoHa U pazxoM omepaTtopa UKT cuctema ox
roceGHOT 3Ha4aja, OCHM CaMOCTAIHHUX oIlepaTopa
UKT cucrema u UKT cucrema 3a pax ca TajHIM
MofIalMMa;

5) octBapyje MelhyHapoHYy capanmby y OKBUPY
CBOjUX HAUJIEKHOCTH.

Teno 3a KoopAMHALHK]Y TOCIOBA HHPOPMAIIMOHE
6e36enHOCTH

Ynan 27.

VY 1usby ocTBapHBama capajmbe U yckiaheHor
o0aBspama nociosa y pyHKIMju yHanpehema
nHpopmarone 6e30eJHOCTH, Ka0 U HHALMPAmba 1
npaherma NPEeBeHTUBHUX U JPYTHX aKTUBHOCTH Y
obnactu uHpopmanmone d6e3deqHocTH, Brana
ocHuBa Teno 3a KOOpAUHALH]Y IT0CIOBa
rHpopMaIroHe 6e30e1HOCTH (Y 1ajbeM TEKCTY:
Terno 3a KoopAKMHANH]jY), Ka0 KOOPIUHAIIOHO TEJIO
Brage, y unju cactas yiase mpeacTaBHHIH
MHHHUCTapCTaBa HAaJIKHUX 3a IOCIOBE
nHpopmarmone 6e30eqHOCTH, 010paHe,
YHYTpAIIBUX II0CI0BA, CIOJBHUX IT0CIIOBA,
MOCJIOBE MpaBocyha, MPeICTaBHUIH CITYKOU
6e36enHocTH, Kannenapuje 3a nHGpOpMaHoHy
6e30enHOCT, Kannenapuje 3a nHpopMamoHe
TEXHOJIOTHje U eNEKTPOHCKY yIpaBy, Kanuenapuje
Cagera 3a HallMOHAJIHY 0€30€IHOCT U 3aIUTHTY
TajHUX IoJlaTaKa, I eHepaHor cexperapujarta
Bnane, Hapoaue 6anke Cpouje u PerynaropHor
TeJla 3a eJIeKTPOHCKEe KOMYHHKAIIHje U MOLITAaHCKe
ycnyre.

VY ¢yuxumju yHanpehema mojequHuX 00JIacTu
nHpopMaIroHe 6e30enHocTH HhopMHpPajy ce
cTpy4He pagHe rpyne Tena 3a KoopAWHAIH]Y y KOje
ce yKJby4yjy ¥ NPEJCTABHUILIN IPYTUX OpraHa,
HpUBpE/e, aKaJeMCKe 3ajeTHHIE U HeBIIaJUHOT
CeKTopa.

OmtykoM KojoM ocHUBa Teno 3a KOOpAMHALIH]Y
Bnana onpelyje u meros cacras, 3aaTke, pOK y
KOME OHO IOHOCH M3BeluTaje Braau u npyra
[IHTaka KOja Cy Be3aHa 3a HEroB pal.
Kannenapuja 3a nHQOopManmony 6e36e1HOCT
Uinan 28.
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Panut 06aBIbama I0CIIOBA NPEBCHIIM]E U 3ALITHTE O
Oe30emHOCHNX pu3KKa u MHIHAeHaTta y UKT
cucremnmMa y Peny6mmmm CpOuju ocHuBa ce
Kannenapwuja 3a uaopmannony 6e3dexHoct (y
nasbeM TekcTy: Kannenapuja), kao mocebHa
opraHu3alyja y CMUCIy 3aKOHa KOjuM ce ypehyje
M0JI0XKaj Ap>KaBHE yIIpaBe.

Kannenapuja uma cBOjCTBO NPaBHOT JIMIIA.

Panom Kannenapuje pykoBou TUPEKTOp Kora
nMmeHyje Biaza, y ckiany ca 3aKoHOM KOjUM ce
ypebhyje monoxkaj qpkaBHUX CIyKOCHHKA, a KOra
npeiceqHUKY Biane npemiaxe MUHUCTap
HaJJIeKaH 3a I0CI0Be HHPOPMAIOHE
6e30eIHOCTH.

Kannenapuja nma 3aMeHnKa TUPEKTOPa, KOjU MOpa
Outn nuie oarosapajyhe CTpy4HOCTH, KOjHU ce
MIOCTaBJba Y CKIAJy ca MPOMUCHMA KOjUM Ce
ypebyje monoxaj qpkaBHAX CIy>kKOCHHKa M MIMa
opnamhema y CKIaay ca IporucuMa O IpXKaBHOj
yIpaBH.

Hamzop Han panom Kannenapuje
Unan 29.

Hanzop Han panom Kannenapuje y Bpiiemy
MOCJI0Ba CIPOBOIH MHUHHCTAPCTBO, y CKIIaay ca
3aKOHOM KOjUM ce ypelyje nmpxkaBHa ympasa.

Hapmnexnoctu Kannenapuje
Unan 30.

Kannenapuja y okBHpY CBOje HaIJIGKHOCTH 00aBJba
crnenehe nocnose u To:

1) BPIIY NPEBEHIH]Y U 3aIUTHTY O]
0e30eIHOCHHX PU3HKA Ha HAI[HOHATHOM HHUBOY y
CKJIa/ly ca OBUM 3aKoHOM (mocnoBu Haunonamnor
LIEPT-a);

2) npe/y3uMa IPEeBEHTHBHE U PEaKTHBHE
Mepe y IUJbY 3allITHTe JeqUHCTBEHE
UH(POPMAIMOHO-KOMYHHKAIIMOHE MPEXE
eJIEKTPOHCKE YIIPaBe y CKIIaly ca OBUM 3aKOHOM
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(mocnosu LIEPT-a oprana Binactu);

3) obaBsba capaamby Ha HAIIOHAITHOM HHBOY Y
oOnacTu HHGOpMAaIoHe 0e30eTHOCTH;

4) BpIIY IIOCIIOBE jeIMHCTBEHE TaUKe KOHTAKTA;

5) Bpum nociose ceprudukanuje KT cucrema,
UKT mpoussona, UKT npoueca u UKT ycayra,
H3y3€B CHCTEMa, IPOU3BOJa, MPoIEca U yciIyra 3a
notpede ondpane u 6e30ennoct U UKT cucrema 3a
paz ca TajHUM MOJALUMA;

6) npomucyje MuauManHe Mepe 3amtute UKT
cHrcTeMa OpraHa, yBakaBajyhu Havena u3 wiana 3.
OBOT 3aKOHa, Mepe 3aiTuTe 13 WwiaHa 10. oBor
3aKOHa, HAaI[MOHAJIHE U MeljyHapoJHe cTaHaapae U
CTaHJap/e KOjU ce MPUMEYjy y 0roBapajyhum
obnacTiMa pana;

7) y capaImy ca HaUISKHUM OPTaHUMA U APYTUM
cy0jeKTHMa U3 jaBHOT, aKaJeMCKOT, IPUBPETHOT U
HEBJIaJJMHOT CEKTOPa YUEeCTBYje y pa3Bojy U
crpoBohjemy mporpama o0yka U CTpyIHOT
ycaBplllaBama JINIA Koja pajie Ha II0CIOBUMa
uHpOpMaIoHe 6e30eTHOCTH;

8) obaBiba capampy U pa3MeHy HHpOpMaIuja Ha
Meh)yHapoTHOM HHUBOY y 00JacTH HHPOPMAIHOHE
0e30enHOCTH y IIUBY Mpahema U ycarianiaBama ca
MelyHapoTHUM MpoMIcHMa B CTaHJap HMa;

9) BpIIM CTPYYHHU HAJ30p HAJl paJiOM olepaTropa
UKT cucrema on moceGHOT 3Hauaja;

10) Boau 6a3y pamuBoctu MUKT npoussona u UKT
yciyra;

11) n3BemraBa MUHHCTApCTBO Ha KBapTAITHOM
HHUBOY O IIPETy3€THM aKTHBHOCTHMA;

12) obaBsba Apyre MOCIOBE y CKIAAy ca OBUM
3aKOHOM.

8.3.

Each Member State shall designate or establish a
single point of contact. Where a Member State
designates or establishes only one competent
authority pursuant to paragraph 1, that competent
authority shall also be the single point of contact
for that Member State.

1.34.

MelyHaposHa capa/isha 1 OCIOBH jeIMHCTBEHE
Ta4yKe KOHTAKTa
Unan 34.

Kannenapuja octBapyje mel)ynapoany
capanmwy y obnactu 6e30enHoctn UKT cucrema, a
HapOYHUTO MPY)Ka YIo30perha O pU3UIIMa H
MHIUCHTHMA KOjU UCITyaBajy HajMame jelaH o/
cnenehinx ycnosa:
1) 6p30 pacTy win UMajy TCHICHIU]Y J1a IOCTaHy

Iy
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BHCOKOPH3UYHH;
2) nmpeBa3miiase WK MOTy Jia ipeBa3uly
Hal[OHAJIHE KallalUTeTe;

3) Mory Jja IMajy HeraTuBaH yTHI[a] Ha BHIIE O
JjeIHe IpKaBe.

IpunukoM pa3MeHe nojaraka u3 crasa 1. opor
uwiana, KaHnenapuja je ny)Ha a IOCTyIa Tako Jia
ce He Yrpo3H NOBEPJHHBOCT MOaTaKa, Kao U Jia
TakBa pa3MeHa MoaTaKa He yTH4e Ha
MOTCHIIMjATHO HapyliaBame 6e30ennoct UKT
cucTeMa.

Pa3mena nopataka u3 crasa 1. oBor wiana
oJipa3yMeBa IPeHOC Win 00paay noaaTaka Koju cy
HEOIIXOHH 3a IPOIICHY M PearoBame Ha
0e30e1HOCHE pH3HKE M HHIUACHTE Y CKIaay ca
OBUM 3aKOHOM. ¥ Cllydajy Ja ce pa3MeHa OJJHOCH Ha
nojarke o 1n4HOCTH, KaHnenapuja je qyxHa 1a
00e30emu 1a TakaB MPEeHOC WK o0paja Oymy
ycknal)eHu ca mpomucuMa Kojuma ce ypehyje
3aIlITHTa MOAaTaKa O JMYHOCTH, YKIbYdyjyhu n
IIpaBHJIa KOja ce OJJHOCE Ha MPEHOC To/1aTaka y
Ipyre Op)kaBe Wik Mel)yHapoHe opraHusanyje.
VKOJIMKO je MHIMJICHT Y BE3H Ca M3BPIICHEM
KPUBHYHOT JIejIa KOje ce TOHH IO CITY)X0eHOj
nyxHoctH, Kannenapuja he o Tome o6aBecTuTH
HAJJISKHO JaBHO TYKUIIAIITBO, Koje he camocTamHo
WY TIPEKO MUHHCTAPCTBA HAJUIEKHOT 32
YHYTpAIIbhe ITOCI0BE Y 3BaHMYHO] IPOLIETYPH
MIPOCIIEINTH NPHjaBy y CKJIay ca MOTBpheHUM
MeljyHapoHUM YyroBOpHMA.

Kannenapuja o6aBsba OCIIOBE jeIMHCTBEHE TauKe
KOHTaKTa 3a HHPpOpMaInoHy 0e30€IHOCT Y cIydajy
MPEKOTPaHUIHUX 0€30€THOCHUX MPETHH 1
MHIMCHATa 1 capal)yje ca jeIMHCTBEHHM Taukama
KOHTaKTa APYIrux Ap>kaBa.

8.4.

Each single point of contact shall exercise a liaison
function to ensure cross-border cooperation of its
Member State’s authorities with the relevant
authorities of other Member States, and, where
appropriate, with the Commission and ENISA, as
well as to ensure cross-sectoral cooperation with
other competent authorities within its Member

1.34.

MelyHaposHa capa/isba 1 OCIOBH jeIMHCTBEHE
Tayke KOHTAaKTa
Ynan 34.

Kannenapuja octBapyje mel)ynapoany
capaamy y obnactu 6e36enHoctu UKT cucrema, a
HApOYHTO MPYKa yHO30peHa 0 pU3UIUMA U
WMHIMJCHTIMA KOjU HCIYyHaBajy HajMamke jeJaH O]

Iy
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State.

cnenehux ycioa:

1) 6p30 pacTy WK UMajy TeHICHIH]Y a IOCTaHy
BHCOKOPH3HYHH;

2) mpeBa3uiiase WK MOTY Ja rpeBasuby
Hal[MOHAJIHE KallaliTeTe;

3) MOy Ia UMajy HeraTHBaH YTHULAj HA BHULIE O[T
jeIHe ApKaBe.

IpunnkoM pa3MeHe nojaraka U3 crasa 1. oBor
uwiana, KaHnenapuja je ny)Ha aa IOCTyIa Tako Jia
ce He yrpo3y MMOBEPJFMBOCT MOJATaKa, Kao U Ja
TaKBa pa3MeHa [oJaTaKka He yTuie Ha
MOTCHIIMjATHO HapyliaBame 6e30ennoct UKT
cucTeMa.

Pa3meHa nozaraka u3 craBa 1. oBOr 4iaHa
MoJIpa3yMeBa MPEeHOC HIN 00paay moAaTaka Koju cy
HEOIIXOHH 3a IPOIICHY M PearoBame Ha
0e30e1HOCHE PH3HKE M HHIUACHTE Y CKIaay ca
OBHM 3aKOHOM. Y CIly4ajy Jia ce pa3MeHa OTHOCH Ha
moJatke o TnYHOCTH, KaHienapuja je nyxHa a
00e30emu 1a TakaB MPEeHOC WK o0paja Oymy
ycknal)enu ca mponucuMa Kojuma ce ypehyje
3alITUTa MoJaTaka o JMYHOCTH, YKIbYIyjyhn i
IpaBuiia Koja ce 0J{HOCE Ha MPEHOC MoJaTaKa y
Ipyre Op)kaBe Win Mel)yHapoHe opraHusanyje.
VKOJIMKO je MHIMJICHT Y BE3H Ca M3BPIICHEM
KPHUBUYHOT JieJia KOje ce TOHHM 10 CITy)KOeHOj
nyxuoct, Kannenapuja he o Tome o6aBecTuTH
HAJIJIGKHO JaBHO TY)KUIAIITBO, Koje he camocTamHo
WY TIPEKO MUHHCTAPCTBA HAJUIEKHOT 32
YHYTPAILIEhE MOCIO0BE Y 3BaHUYHO] TIPOLIETYPH
MIPOCIICIUTH TIPHjaBy y CKIIary ca moTBpheHnm
MeljyHapoHUM YrOBOpUMA.

Kannenapuja o6aBsba OCIIOBE jeIMHCTBEHE TaukKe
KOHTAaKTa 3a HHpOpMaIHOHYy 0e30€IHOCT y Caydajy
MPEKOTPaHHYHKUX 0e30€MHOCHUX TPETHH U
MHIMCHATa 1 capal)yje ca jeIMHCTBEHHM Taukama
KOHTaKTa APYrux Ap>kaBa.

8.5.

Member States shall ensure that their competent
authorities and single points of contact have
adequate resources to carry out, in an effective and
efficient manner, the tasks assigned to them and
thereby to fulfil the objectives of this Directive.

Iy

Opnpenba ce UMIIIIEMEHTHPA
INPUMEHOM OIIITUX MPOoMKrca 1
JPYTUX HEPETYIaTOPHUX

AKTHUBHOCTH.
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a) al) 6) 61) B) r) )
Each Member State shall notify the Commission
without undue delay of the identity of the
competent authority referred to in paragraph 1 and
of the single point of contact referred to in 06a
8.6. paragraph 3, of the tasks of those authorities, and of HIT BC34 APXKABC STAHHIC
any subsequent changes thereto. Each Member mpema Kowenju.
State shall make public the identity of its competent
authority. The Commission shall make a list of the
single points of contact publicly available.
National cyber management frameworks
Each Member State shall designate or establish one Onocn ce Ha HHUKACHTE KOjH
or more competent authorities responsible for the gifg?géﬁf?g;ﬂamue'
management of large-scale cybersecurity incidents .
91 and crises (cyber crisis management authorities). HIT YCTOCTABIbJy Ha/UICHKHI
o Member States shall ensure that those authorities OPTAHM KOJH €y q)O%MHpZHH
have adequate resources to carry out, in an effective TaKg 18 CTYTAtbeM Ee JIyoJmKe
and efficient manner, the tasks assigned to them. Cpouje y 1waHcTso YMO.ry aa
Member States shall ensure coherence with the TIPEY3MY I HMILICMCHTAIHATY
existing frameworks for general national crisis oBe onpezGe.
management.
Teno 3a KoOpAMHAIN]Y TIOCIIOBA HHPOPMAIIMOHE
6e30enHOCTH
Unan 27.
N HUJbY OCTBapuBama capaambe U ycxnaljeHor
obaBspama 1mocioBa y pyHKIuju yHarnpehema
rHpOpMaIoHe 6e30eTHOCTH, Ka0 1 HHULIUpAmha U
npahema MPEBEHTUBHUX U APYTHX aKTUBHOCTH Y
Where a Member State designates or establishes 06H3CTHTHH¢)OP MALHOHe 663§eHH°CTH’ Brana
more than one cyber crisis management authority SI:;P:)?M;J;;:; ggggg;:;i?y(;;ﬁ?mmw
9.2. PUTSIIENL () FEERIEEN O, 17 eifell @ ey ieGai 1.27. Teno 3a KoopIMHALN]jY), KA0 KOOPIMHALIOHO TEJI0 Iy

which of those authorities is to serve as the
coordinator for the management of large-scale
cybersecurity incidents and crises.

Brage, y unju cactaB yiase MpeacTaBHHIH
MHHHCTApCTaBa HAJIEKHUX 38 TIOCIOBE
nHpOpMaIoHe 6e30eTHOCTH, Of0paHe,
YHYTpAIIBUX T0CIO0BA, CIIOJFHUX TTOCIIOBA,
OCIIOBE MPaBOCyla, MpeacTaBHULH CITyKOH
6e36enHoCcTH, Kannenapuje 3a nHGpopMaIony
6e36ennoct, Kannenapuje 3a nadopmarpone
TEXHOJIOTHje U eJIeKTPOHCKY ynpaBy, Kanuenapuje
Cagera 3a HalMOHANIHY 0€30€HOCT U 3aLUTHTY
TajHUX MoJaTaka, I eHepaaHor cexperapujarta
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Bnane, Haponue 6anke Cpouje u PerynatopHor
TeJa 3a eIEeKTPOHCKE KOMYHHKALH]E U MOIITAHCKE
yciyre.

VY ¢yukumju yHanpehema mojeJHHuX 00JIacTH
nHpopMaIoHe 6e30emHoCTH HOPMHPa]y ce
cTpy4He pagHe rpyne Tena 3a KoopAuHALH]y y KOje
ce yKJbY4yjy U MPEJCTABHULIU PYTUX OpraHa,
MpUBpeie, akaaeMCKe 3ajeAHHULE U HEBIaJUHOT
CeKTopa.

OtykoM KojoM ocHUBA TeJo 3a KOOpAMHALIH]Y
Brnana onpelyje 1 meros cacras, 3aaTke, poK y
KOMe OHO IOJIHOCH M3BenITaje Bnanu n npyra
MIITaka Koja Cy Be3aHa 3a IheroB paj.

9.3.

Each Member State shall identify capabilities,
assets and procedures that can be deployed in the
case of a crisis for the purposes of this Directive.

1.13
1.14.
1.15.

Oo6aBe3a obaBerTaBama 0 HHIMACHTIMA KOjH
3HAYajHO HapyIIaBajy HHQopMauony 6e30e1HOCT
Unan 13.

Omneparopu UKT cucrema on moceOHOT 3HayYaja
JY’KHH Cy Jia 10CTaBe 00aBeIITCHE 0 MHIUJICHTY
KOjH MOJKE J]a MMa 3HauajaH yTHUIlA] Ha HApyIIaBambe
nHpopmanmone 6e36eqHOCTH, O3 o/Iarama, a
HajKacHHUje y POKy oX 24 caTta of KaJa Cy ca3HajH
32 MHIMCHT.

WHIMICHTH KOjU MOTY J1a IMajy 3HauajaH yTHUIa] Ha
HapyniaBame HHPOpMaHoHe 0e30eTHOCTH CY:

1) MHIMACHTH KOjH TOBOJE A0 MPEKUIa
KOHTHHYHTETA BpLICHA OCIOBA U MPYyXKarba
ycilyra, OAHOCHO 3HATHHX Telikoha y BpIIewYy
I0CJIOBA U MPYXKamy yCIIyra;

2) MHIMACHTHU KOjU YTHYY Ha BETUKH Opoj
KOPHMCHHKA YCIIyTa, WIH TPajy AyXU BPEMEHCKH
MIEPHOLT;

3) MHIUICHTH KOjU TOBOJIE JI0 MIPEKUIa
KOHTHHYUTETA, OTHOCHO Tenkoha y BpIIewY
I0CJIOBA U MPY)Kamba yciyra, KOji yTuay Ha
00aBJbarbe MOCIO0BA U BPIICHE YCIyra Ipyrux
oneparopa KT cucrema o moceOHOT 3Ha4Yaja WK
yTHYY Ha jaBHY 0e30eJHOCT;

4) MHIMACHTH KOjH JOBOJIE 10 MPEeKHIa
KOHTHHYHTETa, OJHOCHO Telikoha y BpIIeHY
HOCJIOBA U MIPYXKamby YCIyra M UMajy yTHULaj Ha
Behu neo tepuropuje Perryommke Cpbuje;

5) MHIUICHTH KOjU TOBOJIE 10 HEOBIAMNEeHOT

ny
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MIPUCTYIA MOAAINMA YHje OTKPUBAE MOXKE
YIPO3HTH IIpaBa M MHTEpEce OHUX Ha Koje ce
TIOJIAIA OTHOCE;

6) MHIIM/ICHTH KOjH Cy HACTAJIN Kao MOCIIe A
unuuaenta y UKT cucremy oneparopa
npuoputetHux KT cucrema o moceGHOT 3Hauaja
KOju 00aBJbajy JENaTHOCTH Y 00JaCTH JUTHTATHE
HHPPACTPYKTYpe, U3 WiaHa 5. cTaB 2. Tauka 1)
noaravka (7) oBor 3akona, kaga KT cucrem o
noceGHOT 3Havaja y CBOM ITOCIOBakY KOPUCTH
nHpopManuone yciayre y 00JIacTH AUTUTAIHE
nHdpacTpykrype;

7) VHIM/ICHTH KOjH M3a3UBajy WJIH MOTY J1a H3a30BY
3HATHY MaTepHjaIHy WIA HEMATEPHjaIHy [ITETY
oneparopy UKT cuctema ox mocedHOTr 3Ha4Yaja 1
JIpyruM GU3HUIKAM M IIPABHUM JILIHAMA.
Omneparopu UKT cucrema ox moceOHOT 3Ha4Yaja
IY’KHH Cy Jia TIpHjaBe U N30ErHyTe HHIHICHTE KOjI
MPEe/ICTaBIba]y 030MIbHY MPETHY U KOjU OH MOTIIH
JIOBECTH JI0 OKOJIHOCTH CJIMYHHUX OHMMA ONUCAHUM
y cTaBy 2. OBOT WwiaHa. Y Clly4ajy HHIMAEHATa y
UKT cucremrMa 3a paj ca TajHUM MoJanuMa
oneparopu Tux MKT cucrema mocrtymajy y ckiamy
ca rmpomnrcuMa Kojuma ce ypelyje odmact 3amrure
TajHHUX MOJaTaKa.

JlocTaBpame 00aBeIITEHa O MHIIMACHTUMA

Unan 14.

Omneparopu UKT cucrema ox moceGHOT 3Ha4aja
JY’)KHH Cy Jia 00aBelTeha 0 MHIIMACHTHMA JI0CTaBe
y jJEeAMHCTBEHU CHCTEM 3a MpHjeM obaBemTema o
WHIMJCHTIMA IIyTeM BeO Ipe3eHTalmje
Munncrapcersa win Kanmnenapuje 3a
“HPOPMAIHOHY 0e30€IHOCT.

Omneparopu npuopuretHux KT cucrema on
noceOHOTr 3Hauaja Koju 00aBJbajy ACNATHOCTH Y
obnacti 6aHKapcTBa U GUHAHCH]CKUX TPIXKUIITA U3
yjaHa 5. ctaB 2. Tauka 1) moarauka (3) qyXHH cy oa
obaBelTeke 0 MHIUACHTY focTtaBe HapoaHoj
6annu CpbOuje, a ako Cy oIepaTopH MPUOPUTETHUX
UKT cucrema y obnacta GUHAHCH]CKAX TPXKHIITA
KOju cy o Hajzopom Komucuje 3a xapTaje o
BPEIHOCTH, 00aBEIITeHE 0CTaBsbajy 1 Komucuju




167

a)

al)

0)

61)

B)

r)

)

3a XapTuje o1 BpSAHOCTH.

Oneparopu npuoputetHux UKT cucrema on
roceGHOT 3Hauaja Koju 00aBIbajy JeTaTHOCTH
SNIEKTPOHCKMX KOMYHHUKAIMja U3 WiaHa 5. cTas 2.
tadyka 1) moxrauka (9) anuneja Tpeha u oneparopu
BaxHux UKT cucrema on moceOHOT 3Hayaja KOju
00aBsbajy IeNaTHOCT MOIUTAHCKUX YCIIyTa U3 4iaHa
6. craB 2. Tauka 1) anuHeja npBa, TyXHU Cy 1a
obaBelITehe 0 MHIMICHTY JocTaBe PerynaropHom
TeJly 3a eJISKTPOHCKE KOMYHHKAIHje 1 HOIITaHCKe
yeuyre.

Haponna 6anka Cp6uje u PerynatopHo Terno 3a
SJIEKTPOHCKE KOMYHUKAIVj€ U TIOIITAHCKE YCIyTe
IyXXHU cy Ja nobujeHa obaBemrTema u3 cT. 2 u 3.
OBOT YJIaHa MMPOCJIE/IC Y jeTMHCTBEHH CUCTEM 32
npujeM 00aBeITeHha O HHIUICHTUMA.

Omneparopu UKT cucrema on moceOHOT 3Ha4aja,
ocuM oneparopa MKT cucrema u3 ctaBa 2. u 3.
OBOT WIaHa, Ty)KHH Cy 11a 00aBecTe 0 UHIHICHTY
KOPHCHHKE KOjuMa MpYKajy yciyre, 6e3 oarama,
y ClTy4ajy MHIMICHTA KOjH MOXKE J1a N3a30Be WIIH
M3a3WBa IITETaH yTUIIA] Ha pyXKame U Kopuheme
yciyra, Kao ¥ 0 MepaMa Koje KOPUCHHIM MOT'y J1a
npeay3My u ynorpebe y by yMatbermha W
eNMMMHUHALIMje IITETHHUX TTOCIeUIa HHIIU/ICHTA.
Omneparopu UKT cucrema o moceOHOT 3HavYaja U3
cTtaBa 2. ¥ 3. OBOT WiaHa 00aBenITaBajy KOPHCHHUKE
0 MHIUJICHTHMA y CKJIaJly ca MMOCeOHUM MPONUCHMA.
OpraH KoMe je y CKJIaly ca OBHM 3aKOHOM yryheHo
o0aBemTene 0 HHIUICHTY, YKOIUKO je ped o UKT
cUCTeMY O] ToceOHOT 3Havaja Koju je onpeheH kao
KPUTHYHA HHOPACTPYKTYpa Y CKIaIy ca 3aKOHOM
KojuM ce ypehyje xputnuna nadpacTpykrypa,
uH(popMaIujy o ToMme npocnel)yje MuHHCTapCTBIMA
HaJJIOKHUM 32 CEKTOpe KpUTHYIHE HHPACTPyKType.
Opranu u3 ct. 1-3. oBOr 3aK0OHa, KOjuMa je ynyheHo
00aBeIITehe 0 UHIUCHTY, AYXKHHU Cy A3, Y Cly4ajy
MHIU/IeHTa Koju je HacTao y KT cucremy
omneparopa KpUTHYHE HHPPACTPYKType yTBpheHor y
CKJIaJy ca 3aKOHOM KOjuM ce ypelyje kputnina
HHPPACTPYKTYpa, 10o0ujeHy HHpopManmjy 6e3
oJy1arama Mpocie/e HaUIeKHHIM MHHUCTApCTBHMA
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3a CEeKTOpe KPUTHUHE HH(PACTPYKTYype, y CKiIaay ca
MIPOIMCHMA O 3alITUTH TajHUX ITOJaTaKa.

Canpikaj 00aBelITeHa O HHIUACHTY

Unan 15.

ObaBemTense 0 HHIUASHTY MOpa Ja CapiKH
cnenehe mogaTke:

1) nogaTtke o MOTHOCHOILLY NIPHjaBe;

2) BpCTy U ONKC MHIMJCHTA U MPOLIEHY J1a JIH je
MHIMACHT MIOCIEANIIAa KPUBUYHOT JIeNa;

3) naty™m u BpeMe Mo4eTKa HHIMAEHTa, OJJHOCHO
ca3Hamba 0 MHIUACHTY ¥ Tpajake NHIUICHTA;

4) nmocienunIe Koje je MHINACHT H3a3Bao;

5) mpexy3eTe akTUBHOCTH paayn yOnaxkaBama
MOCJIEANLIA HHIUIICHTA;

6) MHUIMjaTHy IPOLIEHY HUBOA OTIACHOCTHU H
yrunaja uanuaesTa Ha KT cucrem ox moceGHOT
3Ha4aja, Ka0 ¥ HHIUKATOPE KOMIIPOMUTAIIH]E;

7) vHpOpMaIHjy 0 €BEHTYaITHOM IPEKOrPAaHNYHOM
NICjCTBY UHIIUJICHTA;

8) mojarke 0 MPETXOIHO MPHUjaBJLEHUM CIMIHUM
HMHIOUJICHTHMA, aKO Cy TIOCTOjalH, YKIbYqyjyhu
BpeMe U PUPOJLY THX HHIMACHATA, Ka0 ¥ Mepe Koje
CY TOM NPHJINKOM TIpeay3ere;

9) npyre peneBaHTHEe HHPOPMAIIH]E, IO TOTPEOH.

9.4.

Each Member State shall adopt a national large-
scale cybersecurity incident and crisis response
plan where the objectives of and arrangements for
the management of large-scale cybersecurity
incidents and crises are set out. That plan shall lay
down, in particular:

(a)the objectives of national preparedness measures
and activities;

(b)the tasks and responsibilities of the cyber crisis
management authorities;

(c)the cyber crisis management procedures,
including their integration into the general national
crisis management framework and information
exchange channels;

1.13
1.14.
1.15.

O6aBe3a o0aBemTaBama O MHIUICHTAMA KOJH
3Ha4YajHO HapylIaBajy HHGopMannoHny 6e30e1HOCT
Unan 13.

Omneparopu UKT cucrema ox moceGHOT 3Ha4aja
JY’)KHH CYy J]a I0CTaBe 00aBeIITeHhEe O HHIUICHTY
KOjU MOJKE J]a MMa 3HauajaH yTHUIlA] Ha HAPYIIIaBahe
nnpopmaruoHe 6e36eaHoCTH, 63 OIarama, a
HajKacHHUje y pOKy o1 24 caTa oJ] KaJa Cy Ca3HalIH
32 MHIH/ICHT.

WHIMOeHTH KOju MOTY J1a IMajy 3HadajaH yTUIla] Ha
HapyliaBamke HHPOpPMAMOHe Oe30eTHOCTH CY:

1) MHIIMACHTH KOjH IOBOAE 10 MPEKUIA
KOHTHHYHTETa BpILEHa MOCJIOBA U MPYKama
yciyra, OZHOCHO 3HATHHX Tellkoha y BpIIewhy
TI0CJIOBA U NIPY)Kamy YCIyra;

2) MHIMIEHTH KOjH YTHYY Ha BEIIMKH Opoj
KOPHCHHKA YCIIyTa, WK TPajy JYKH BPEMEHCKU
TIEPHOL;

Iy
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(d)national preparedness measures, including
exercises and training activities;

(e)the relevant public and private stakeholders and
infrastructure involved;

(fnational procedures and arrangements between
relevant national authorities and bodies to ensure
the Member State’s effective participation in and
support of the coordinated management of large-
scale cybersecurity incidents and crises at Union
level.

3) MHIUICHTHU KOjU TOBOJE 10 MPEKUaa
KOHTHHYHUTETA, OTHOCHO Telkoha y BpIIewy
IOCJIOBA U TIPY’Kama yciIyra, KOju yTUdy Ha
00aBJbame I0CII0Ba M BPIICHE YCIyTa JPYTuX
oneparopa UKT cucrema oj moceOHOT 3HaYaja WU
yTu4y Ha jaBHY 06e30e1HOCT;

4) MHUUAEHTH KOjU AOBOJE A0 MPEKUIa
KOHTHHYUTETA, OAHOCHO Temkoha y BpIIeHhY
I0CJIOBA U MPYKamky yCiIyra 1 UMajy yTulaj Ha
Behu neo tepuropuje Perryomuke Cpouje;

5) MHITUICHTH KOjU TOBOJIE IO HEOBNAINEHOT
MIPUCTYIA TOIAIUMA YHje OTKPUBAHE MOXKE
YIPO3HTH IIpaBa M MHTEPEce OHUX Ha Koje ce
OZIALU OJIHOCE;

6) MHIIUICHTH KOjU Cy HACTAJIM Kao TOCIIeAnIa
unuuaenta y UKT cucremy oneparopa
npuoputetHux UKT cucrema on moceGHOT 3HayYaja
KOju 00aBJbajy ENATHOCTH Y 00JIaCTH JUTHTAIHE
nHdpacTpyKType, U3 wiaHa 5. ctaB 2. Tauka 1)
noarauka (7) oBor 3akoHa, kaxa KT cucrem o
noceOHOT 3Havaja y CBOM ITOCIIOBalkY KOPUCTH
WHPOPMAIHOHE yCIIyre Y 00JIacTH TUTHTATHE
HH(PACTPYKTYpe;

7) MHIUICHTH KOjU M3a3HBajy WM MOTY Ja U3a30BY
3HATHY MaTepHjaHy WIA HEMATEPHjaIHy IITETY
oneparopy UKT cuctema o moceOHOT 3Ha4Yaja U
JOpyruM GU3HYKEM M IPABHUM JIMLIUMA.
Omneparopu UKT cucrema ox moceGHOT 3Ha4aja
JY’KHH Cy Jia TIpHjaBe U N30erHyTe UHIHICHTE KOjH
MIPEJICTaBIba]y 030MIbHY MPETHY U KOjU OM MOTIIH
JIOBECTH JI0 OKOJIHOCTH CJIMYHHUX OHUMA OITHCaHUM
y CcTaBy 2. OBOT 4WJaHa. Y CITy4ajy WHIHICHATA y
UKT cucremrmMa 3a paj ca TajHUM MoJanuMa
oneparopu Thx UKT cucrema nmoctymnajy y ckiamy
ca nponucuMa KojuMa ce ypehyje obnact 3amrure
TajHHUX I10JIaTaKa.

JlocTaBpame 00aBeIITeHa O UHIIMICHTHMA

Ynan 14.

Omnepatopu UKT cucrema ox mocebHor 3Ha4aja
JY)KHH Cy J1a 00aBelITemha 0 MHIUIACHTHMA JI0CTaBe
y jJeAMHCTBEHU CHUCTEM 3a MpHjeM obaBemTema o
HHIUACHTHMA ITyTeM BeO Mpe3eHTanuje
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Munuctapcrsa win Kanunenapuje 3a
nHpopmarony 6e30e1HOCT.

Oneparopu npuoputerHux UKT cucrema on
noceGHOT 3Havaja Koju 00aBIbajy JeTaTHOCTH y
obnacti 6aHKapcTBa U GUHAHCH]CKHX TPIKUIITA U3
yiaHa 5. ctaB 2. Tauka 1) moaTauka (3) IyKHU cy 1a
obaBemTene 0 MHIUACHTY AocTaBe HaponHoj
6anmu CpOuje, a ako cy onepaTopyu NPUOPUTETHUX
UKT cucrema y o6nactu GUHAHCH]CKUX TPXKHIITA
KOju ¢y noj Hajzopom Komucwuje 3a xapTuje oJ
BPEIHOCTH, 00aBeIITeHe I0CTaBbajy 1 Komucujn
3a XapTHje 0]l BPEIHOCTH.

Oneparopu npuopurernux UKT cucrema on
MoceOHOT 3Ha4yaja Koju 00aBIbajy AETaTHOCTU
CJIEKTPOHCKUX KOMYHHUKAIIMja U3 4iaHa 5. cTaB 2.
Tadka 1) monrauka (9) anuueja Tpeha u omeparopu
Baxaux UKT cucrema on moceOHOT 3HavYaja KOju
00aBJbajy JENaTHOCT MOIITAaHCKUX yCIIyra U3 4iaHa
6. ctaB 2. Tauka 1) anuHeja npBa, TyXKHU CY Ja
obaBelTeke 0 UHIMICHTY JocTaBe PerymaropHom
TeJly 3a eJISKTPOHCKE KOMYHHKAIMje 1 HOIITaHCKe
ycmyre.

Haponna 6anka Cp6uje u PerymatopHo Temno 3a
eNEeKTPOHCKE KOMYHHKAIHj€ U TIOIITAHCKE YCIyTe
IyKHU cy Ja 1oOujeHa obaBemTema u3 CT. 2 U 3.
OBOT" YJIaHa MPOCIIE/IE Y JeJUHCTBEHU CHCTEM 3a
npujeM o0aBeITemha 0 HHIUICHTHMA.

Omneparopu UKT cucrema on moceOHOT 3Ha4aja,
ocuM oneparopa MKT cuctema u3 crasa 2. u 3.
OBOT WIAHA, Ty’KHH Cy Z1a 00aBecTe 0 HHIHICHTY
KOPHCHHKE KOjuMa MPYKajy yciyre, 0e3 oajarama,
y CITydajy MHIUACHTA KOJH MOXe J1a M3a30Be HIIH
M3a3WBa MITETaH yTUIIA] Ha pyXKame U Kopuheme
yciyra, Kao U 0 MepaMa Koje KOPUCHHUIIM MOTY Ja
npeny3My U yrnoTpede y IHbY yMambeha Wil
eJ'lI/IMI/IHaL[I/Ije IITETHUX MOCJISIUIA UHIUACHTA.
Oneparopu UKT cucrema on moceGHOT 3Ha4aja U3
craBa 2. ¥ 3. 0BOT WiaHa 00aBeIITaBajy KOPUCHHKE
0 MHIUJICHTHMA y CKJIay ca ITOCeOHUM MPONUCHMA.
OpraH KoMe je y CKIIaay ca OBUM 3aKOHOM yryheHo
o0aBemTeme 0 HHIUICHTY, YKOJIUKO je ped o UKT
cUCTeMY O] ToceOHOT 3Havaja Koju je onpeheH kao
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KPUTHYHA HHOPACTPYKTYpa y CKIay ca 3aKOHOM
KojuM ce ypehyje KpuTniHa HHQPaCTPyKTypa,
nHpopMarmjy o ToMme npocielyje MUHICTapCTBUMA
HaJUISKHHAM 33 CEKTOpe KPUTHYHE HHPPACTPYKTYpE.
Opranu u3 ct. 1-3. oBOT 3aK0Ha, KojuMa je yrmyheHo
obaBemTene 0 MHIUACHTY, IyXKHH Cy /13, Y CIy4ajy
vHIMIeHTa Koju je HacTao y UKT cuctemy
oneparopa KpUTHYHE HHPPACTPyKType yTBpheHor y
CKJIaJy ca 3aKOHOM KOjuM ce ypelyje kputuuna
HHPPACTPYKTYpa, ToOHjeHy HHPopMaImjy 6e3
oJularama Mpociese HaUIe)KHIM MUHHACTApCTBUMA
3a CeKTOpe KPUTHYHE HHPPACTPYKTYpe, y CKIaay ca
MIPOINKCHMA O 3aLITUTH TajHUX ITOJaTaKa.

Canprkaj 00aBeITeHha 0 HHIUACHTY

Unan 15.

ObaBemTene 0 HHIUACHTY MOpa Jia CalpiKu
crnenehe mogatke:

1) mozatke o0 MOAHOCHOIY TIPHjaBe;

2) BpCTy | OINC MHIMACHTA U NPOIIEHY Ja JIU je
HMHIUJICHT MOC/IeINNA KPHBUIHOT 1A,

3) maty™m u BpeMe MoYeTKa HHIMAEHTa, OJJHOCHO
ca3Hama O MHIUICHTY U TPajarhe HHIUCHTA,

4) mocneaunIe Koje je HHIIICHT 13a3Bao;

5) mpemy3ere akTHUBHOCTH paad yOJiakaBama
MOCTIEANIIA HHIHICHTA;

6) MHUIMjaTHY NPOLIEHY HUBOA OMACHOCTH U
yruuaja uaipaenta #Ha UKT cucrem ox moceOHOT
3Hauaja, Kao ¥ MHIUKATOpe KOMIIPOMUTAIIH]E;

7) nHdOpMaIHjy 0 eBEeHTYaITHOM MPEKOrPAHMYHOM
JIejCTBY MHIIUACHTA;

8) momaTke 0 MPETXOIHO MPHjaBIbEHIM CIMIHIM
HMHIMJCHTIMA, aKO Cy MOCTOjalH, YKIbYqyjyhn
BpeMe U PUPOJLY THX HHIMACHATA, Ka0 U Mepe Koje
Cy TOM TIPHJIMKOM NPEAy3eTe;

9) npyre peneBaHTHe HH(OPMAIIHje, IO MOTPEOH.

9.5.

Within three months of the designation or
establishment of the cyber crisis management
authority referred to in paragraph 1, each Member
State shall notify the Commission of the identity of
its authority and of any subsequent changes thereto.
Member States shall submit to the Commission and
to the European cyber crisis liaison organisation

HII

OpraHn3oBaHa MpeXxa JpKaBa
yinanuna EY
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network (EU-CyCLONe) relevant information

relating to the requirements of paragraph 4 about

their national large-scale cybersecurity incident and

crisis response plans within three months of the

adoption of those plans. Member States may

exclude information where and to the extent that

such exclusion is necessary for their national

security.
[TocnoBu mpeBeHnyje U 3aITHTE 0 Oe30€IHOCHUX
pu3uKa Ha HalmoHaTHOM HuBOY (Harmonaman
LEPT)
Unan 31.
VY okBHpY HOCIIOBa IPEBEHIINjE U 3aLITUTE O]
0e30eTHOCHUX pH3KKa U HHIHIeHaTa Kantenapuja
Bp1uu nociose Haruonannor IIEPT-a u To:
1) npukymba U pasMemyje HHhopMmanuje o
MpeTHhaMa, PalUBOCTHMA, N30ETHYTHM
WHIUJACHTUMA U UHIUACHTUMA U NIPYXKa MOAPIIKY,
yII030paBa U caBeTyje Juua koja ymnpasibajy UKT

Computer security incident response teams cucremuma y PeryGiunm CpOuju, Kao U jJaBHOCT.

(CSIRTS) 2) mpaTH CTake O MHIMICHTUMA Y PermyOmuiu
Cpb6uju;

Each Member State shall designate or establish one 3) npyxa paHa ynosopema, y30yHe 1 HajaBe u

or more CSIRTs. The CSIRTs may be designated UH(POPMHUILE PENIEBAHTHA JIMIIA O TIPETHaMa,

101 or established within a competent authority. The 131 PamBUBOCTUMA U UHIUICHTHMA; oy

CSIRTs shall comply with the requirements set out
in Article 11(1), shall cover at least the sectors,
subsectors and types of entity referred to in
Annexes | and II, and shall be responsible for
incident handling in accordance with a well-defined
process.

4) pearyje 6e3 o/uIarama 1o IpHujaBJbEHIM WK Ha
JIpyTY HauuH OTKpUBeHUM uMHIUAeHTuMa y UKT
CHCTEMHMa 0]] HOCEeOHOT 3Havaja, Kao U 110
npujaBama (GpU3NYKUX U IIPABHUX JIMIA, TAKO IITO
Mpy»a CaBeTe U NMPENopyKe Ha OCHOBY
pacnoioXuBUX HHpOpPMaILHja O MHINUASHTUMA 1
mpeay3uMa Apyre NoTpedHe Mepe U3 CBoje
HA/IJIOKHOCTH Ha OCHOBY JOOWjEeHHUX Ca3Hama;

5) na 3axreB oneparopa KT cucrema oj moceGHOr
3HaYaja, mpyxa nmomoh y npahemy crama
6e36ennoctr KT cucrema y peatHOM BpeMeHY
WU TIPUOJIMOKHO PEATTHOM BpPEMEHY;

6) Ha 3axteB oneparopa UKT cucrema ox moceGHOT
3Hauaja, BPIIH MPOaKTUBHO ckeHupame UKT
cucTeMa y IIMJbY yTBphHBamba pakHBOCTH KOj€ MOTY
Jla TOTEHIIMjalrHO 3HaTHO Hapymre 6e30eqHoct KT
cHucTeMa, IIPH Y€MYy TaKBO CKEHUPAe HE CMe MMaTh
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IITETaH yTHIA] HA IOCIOBE U JETaTHOCTH
oreparopa;

7) mocTyma Kao KOOpANHATOP 3a HOTpede
KOOPJMHHUPAHOT OTKPUBAMa PAUBOCTH, y CKIIA Ty
ca OBHM 3aKOHOM,;

8) ydecTByje y pa3Bojy u kopuuthemy
TEXHOJIOIIKKX ajlaTa 3a pa3MeHy HHpopMaIja ca
oneparopuma UKT cuctema ox mocedHor 3Ha4aja u
Ipyrux cy0jekara ca kojuMa capabyije;

9) KOHTHHYHpaHO n3paljyje aHanM3e puU3KKa 1
HHIOUJICHATa, HAa OCHOBY NPHKYIIJBEHUX
nHdopmarmja;

10) moarke cBecT Ko rpaljaHa, IPUBPEIHUX
cy0jexara u opraHa o 3Ha4ajy HH(popManuone
0e30e1HOCTH, O PU3UIIIMA H MepaMa 3aIlITHTe,
YKJBY4yjyhu cripoBoheme KaMiama y by
NIO/IN3aEba TC CBECTH;

11) Bogu EBunenimjy noceonux L{IEPT-oBa;

12) npumnpema H3BeIITaje Ha KBAPTAJIHOM HUBOY O
TIpeTy3eTHM aKTHBHOCTHMA;

13) npy>xa NOAPIIKY Y MPUKYIUbAY U
aHanM3Upamy HOPEH3NUKHX I0jaTaKa U Mmpyxa
JMHAMUYKe aHAJIM3¢ PU3UKA M MHIIUJICHATA Y
CKJIaJly ca IPOMUCHMa

Kannenapuja noacrude npuMeHy U Kopumiheme
MIPONUCaHKX ¥ CTaHJapIU30BaHUX MPOLeaypa 3a:
1) ynpaBsbame UHIUICHTHMA;

2) xiacudukanrjy vHpopManuja o HHIUACHTHMA,
OJIHOCHO KJTacH(HKAIH]y PeMa HUBOY OMACHOCTH
MHIM/ICHATA,;

3) ynpaBibame KpU3HUM CHTYyallljama;

4) KOOPJMHUPAHO OTKPHUBAHE PAHHUBOCTH.
Kannenapwuja je oBnamhena na Bpimm oopany
Ho/iaTaka o JIMIY KOje NPHjaBH HHIUICHT, IIPH YeMy
o0pasia mojiaTaka o Uiy 00yxBara uMme, mpe3umMe u
6poj Tenedona u/UIH anpecy eNeKTPOHCKE MOIITE U
BPIIY Ce€ y CBPXY CBHICHTHpAba MIOTHETHX NPHjaBa,
nH(pOpPMHUCaba IOTHOCHOLA IPUjaBe O CTATYCy
MpeaMeTa U, y CiIydajy notpede, ynyhnBama
IpHjaBe HA/UISKHHM OpraHHMa pajy Jajber
MOCTYIamba, y CKIaLy ca 3aKOHOM.

Kannenapuja 06e36elyje HempeKuaHy TOCTYITHOCT
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CBOjHX yCIIyTa IIyTeM pa3InIUTHX CPEelICTaBa
KOMYHHKaIyje.
Y okBupy obaBsbama nocnosa Hanmonamuor 1IEPT-
a moTpe6Ho je 00e30exuTH cienehe 3axTese:
1) BHCOK HMBO JTOCTYITHOCTH
KOMYHHKAITMOHUX KaHaJia n3beraBameM
JEIMHCTBEHUX Tayaka MpeKuia U Kopuinheme BUIle
CpeacraBa 3a IBOCMEPHO KOHTAKTUPALE,
2) npocropuje Hanmonanuor LIEPT-a u
WHPOPMAIOHH CHCTEMH 3a MOJIPIIKY Tpebda Ja
OyIly CMELITEeHN Ha CUTYpPHUM JIOKAIHjaMa;
3) yrnoTpeOy oarosapajyher cucrema 3a
YyiipaBJbalkh€ 3aXTEBUMA U BbUXOBO YCMEpPaABambLE,
moceOHO Kako OH ce onakmana epukacHa u
eeKTHBHA pa3MeHa HHPpOpMaIHja;
4) 00e30ehrBame MOBEPILUBOCTH U
MOY3/1aHOCTH CBOjUX aKTHBHOCTH;
5) MOCTOjakbC aJICKBATHUX KaJPOBCKUX
KaranureTa,
6) OIPEMJBEHOCT PEAYHIAHTHUM CUCTEMHUMA
1 pe3epBHUM PaIHUM IIPOCTOPOM Kako OH ce
OCHUI'ypao KOHTUHYUTET YCIIyTa.
Nmnnemenranyja ce
Member States shall ensure that each CSIRT has 0besbehyje Apyrum orurrim
10.2. adequate resources to carry out effectively its tasks ny TPOTIMICHMA, a0kl OM
as set out in Article 11(3). pecypca, QuuancHparnem u
JIpYTUM HEpEryJIaTOpHUM
MepaMma.
Member States shall ensure that each CSIRT has at
its disposal an appropriate, secure, and resilient NMrnemeHTanuja ce
communication and information infrastructure o6e30ehyje npyrum ommITHM
103 throug_h whic_h to exchapge information with ny MPONUCHMA, aTOKAIIHjOM
- essential and important entities and other relevant pecypca, GHHAHCHPAmbEM U
stakeholders. To that end, Member States shall JPYTHUM HEperyIaTOpHUM
ensure that each CSIRT contributes to the Mepama.
deployment of secure information-sharing tools.
The CSIRTs shall cooperate and, where Capa/mba Ha HallMOHAJTHOM HHUBOY
104. appropriate, exchange relevant information in 133, Unan 33. ny

accordance with Article 29 with sectoral or cross-
sectoral communities of essential and important

Kannenapuja HerocpenHo capaljyje ca
MuHucrapcTBoM, PerynatopHum Tesiom 3a
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entities. CIIEKTPOHCKE KOMYHHKAIIUje | TIOIITAHCKE YCIIyTe,
IMoce6rnm LIEPT-oBuMa y Pemry6mumm Cpouju, ca
jaBHHM U npuBperHUM cyOjektima u [IEPT-oBuma
camoctansux oneparopa MKT cucrema.
Kannenapuja u IIEPT-oBu camocTamHux omeparopa
UKT cucrema onpxkasajy MehycoOHe cacTaHKe y
opranuzanuju Kannenapuje HajMambe TpU MyTa
TOJMIIEkE, Ka0 U 0 OTpedu y cirydajy HHIUACHATa
KOjH 3Ha4ajHO yrpoXKaBajy HHGOPMAIMOHY
6e36ennocT y Perryomuu Cpouju.

CacraHuMa u3 cTaBa 2. OBOT WIaHA IIPUCYCTBYjY U
MIPeICTaBHALIM MUHHCTApCTBA, & IO TIO3UBY MOTY
Jia IPUCYCTBY]jY U mpeactaBHuny noceonux LIEPT-
0Ba, Ka0  JpyTa JIHIIA.

[punukom capanme ca cybjekTrMa u3 cTasa 1. oBor
wiana Kannenapuja je xyxHa na 06e30eau
edexTuBHY, ehuKacHy u 6e30eTHy pa3MeHY
nHpopManuja y3 npuMeHy aieKBaTHUX POLEenypa,
ykibydyjyhn ,.traffic light protocol” (TLP), u
MOIITYjyhn mpornuce o 3alITUTH MOJaTaKa O
JIMYHOCTH.

IponucaHo Ha HAYKH 18 MOXKE
Jla ce peanmsyje camo mehy
gnagnnama EY. He mocroje

The CSIRTs shall participate in peer reviews npenpeke na LUEPT cynenyje y

L organised in accordance with Article 19. HIT oBOMe Tipema mocrojehem
3aKOHOJIaBCTBY Pemybinnke
CpOuje kaja ce 3a To CTBOpe
YCIIOBH.
Capanma Ha HAIIMOHAHOM HHUBOY
Ynan 33.
Kannenapuja HerocpenHo capalyje ca
MuHucrapcTBoM, PerynatopHum tenom 3a
Member States shall ensure the effective, efficient ENIEKTPOHCKE KOMYHHKAIIH]j€ U MOIITAHCKE YCIIyTe,
10.6. and secure cooperation of their CSIRTs in the|1.33. IMoce6rnm LIEPT-oBuMa y Pemry6mumu Cpouju, ca nmy
CSIRTS network. jaBHUM U npuBpenHUM cyoOjektuma u LIEPT-oBuma

camocraiHux oneparopa MKT cucrema.
Kannenapuja u HEPT-oBu camocramHux omeparopa
KT cucrema onpixanajy Mel)ycoOHe cacTaHke y
opranu3anuju Kanuenapuje HajMame TpU ImyTa
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TOJMIIEKE, Ka0 U IO MOTPeOH y CiIyyajy HHIUAeHaTa
KOjH 3HAa49ajHO YrporxKaBajy HHGOpMaIHoHy
6e36emHOCT ¥ Pemyomimu Cpouju.

CacraHuMa u3 cTaBa 2. OBOT WIaHA IIPUCYCTBYjY H
TIPeICTaBHALIM MUHNCTApCTBA, a 10 TO3UBY MOTY
Jla IPUCYCTBY]jy ¥ mpenctaBHULM noceOHux LIEPT-
0Ba, Kao U Apyra JHIa.

[Ipunukom capanme ca cyOjekTrMa u3 ctasa 1. oBor
wiana Kanuenapuja je gyxHa na 06e30eau
edexTuBHY, euKacHy U 6e30eHy pasMeHy
nHpopManuja y3 npuMeHy aieKBaTHUX IPOLEnypa,
ykibydyjyhm ,.traffic light protocol” (TLP), n
MOIITYjyhn mpornuce o 3alITUTH MOJaTaka O
JIMYHOCTH.

10.7.

The CSIRTs may establish  cooperation
relationships with third countries’ national
computer security incident response teams. As part
of such cooperation relationships, Member States
shall facilitate effective, efficient and secure
information exchange with those third countries’
national computer security incident response teams,
using relevant information-sharing protocols,
including the traffic light protocol. The CSIRTSs
may exchange relevant information with third
countries’ national computer security incident
response teams, including personal data in
accordance with Union data protection law.

1.33.
1.34.

Capanma Ha HallMOHAJTHOM HHUBOY

Unan 33.

Kannenapuja HemocpenHo capalyje ca
MunucrapctBoM, Perynatopaum tenom 3a
€NEeKTPOHCKE KOMYHHKAIIH]j€ U TOIITAaHCKE YCIyTe,
Ioce6uum LIEPT-oBuMa y Peny0mmiu Cpouju, ca
jaBHHM U npuBpenHuM cyOjektima u [IEPT-oBuma
camoctansux oneparopa UKT cucrema.
Kannenapuja u IIEPT-oBu camocTanmiux omneparopa
HUKT cucrema onprkaBajy MeljycoOHe cacTaHke y
opranuzanuju Kannenapuje HajMame TpH MyTa
TOJMIIEKE, Ka0 U 10 TIOTPeOH y CiTydajy HHIIUIeHaTa
KOjH 3Ha4ajHO yrpoXKaBajy HHPOPMAIHOHY
6e36ennocT y Perryomuiu Cpouju.

CacraHiuMa u3 ctaBa 2. OBOT 4WIaHa PUCYCTBYjY U
MIPEe/ICTaBHULIM MUHHCTApCTBA, & IO TIO3UBY MOTY
Jia IPUCYCTBY]jY U mpeacTtaBHuny noceouux LIEPT-
0Ba, Ka0 ¥ JpyTa JIHIIA.

[punukom capanme ca cyOjekTrMa u3 cTasa 1. oBor
wiana Kannenapuja je gyxHa 1a 06e30emu
epexTruBHY, ehukacHy u 6e30eTHy pa3MeHy
nHpopManmja y3 IpUMeHy aIeKBaTHUX MPOLEeNypa,
ykIbyuyjyhu , traffic light protocol” (TLP), u
HOWITYjyhy nponuce 0 3aIITUTH HOJATAKA O
JIMYHOCTH.

MelynaponHa capajima U OCIIOBH jeINHCTBEHE
TagKe KOHTAKTa

Unan 34.

Iy
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Kannenapuja octBapyje mehyHapoaHy
capanmy y obmactu 6e36enHoct UKT cucrema, a
HapOYHTO MPYyXKa YI030peha 0 PU3HIIMA U
HMHIOUICHTHMA KOjH HCIIyhaBajy HajMambe jeaH 01
cienehux yciosa:
1) 6p30 pacTy uix UMajy TCHACHIH]Y [1a TOCTaHy
BHCOKOPH3UYHH;
2) mpeBa3miia3e Wik MOTY Ja peBasuhy
HalMOHAJIHE KallalluTeTe;
3) Mory na uMajy HeraTHBaH yTHI[aj HA BHILE O/
JjeIHe ApIKaBe.
[MpmkoM pa3MeHe nojaTaka U3 crasa 1. oBor
yaHa, KaHnenapuja je ayxHa 1a HOCTyIIa Tako aa
ce He Yrpo3H NOBEPJPUBOCT MOaTaKa, Kao U Jia
TakBa pa3MeHa MojaTaKa He yTH4e Ha
MOTEHIIMjAJTHO HapymaBame 6e30ennocti UKT
cucTeMa.
Pa3mena nozaraka u3 crasa 1. oBor 4iaHa
HOZIpa3yMeBa IIPEeHOC WM 00pajy IojJaTaka Koju cy
HEOIIXO/IHH 32 MPOLIEHY U pearoBambe Ha
0e30eTHOCHE PU3UKE M MHIUJCHTE Y CKIIay ca
OBHM 3aKOHOM. ¥ Cllydajy Aa ce pa3MeHa OJJHOCH Ha
monarke o TnYHOCTH, KaHnenapuja je qyxHa na
00e30e1 a TakaB MpEeHOC WK 00paaa Oyxy
ycknaljenu ca mpommcuMa kojuma ce ypehyje
3aIITHTa MOAATaKa O JMYHOCTH, YKIbYdyjyhu n
IpaBUJIa KOja Ce 0JIHOCE Ha NIPEHOC MoaTaKa y
Jpyre ApKaBe Wik Mel)yHapoiHe opranusanyje.
VYKONUKO je MHIUICHT y BE3H Ca H3BPILICHEM
KPUBHYHOT JIeJIa KOje ce TOHH IO CITY)X0eHO]
nyxHoctH, Kannenapuja he o Tome o6aBecTuT
HAJJIKHO JaBHO TY)KWIAIITBO, Koje hie camocTamHo
WITH TIPEKO MHHHCTAPCTBA HA/UICKHOT 32
YHYTpAIlIHE TOCIOBE Y 3BaHMYHO] IPOLETYPH
HPOCIIEAUTH IIPHjaBy y CKJIay ca HOTBpheHnM
MeljyHapOJJHUM yroBOpUMa.
Kanrnenapuja o6aBspa OCIOBE jeIMHCTBEHE Ta4uKe
KOHTAaKTa 3a HHpOpMaIHOHYy 0e30€HOCT y Caydajy
MPEKOrpaHUYHUX 0e30eJHOCHUX MPETHU U
WHIMJCHATA U capaljyje ca jeIMHCTBEHHM TauyKama
KOHTaKTa JPYTHX JpKaBa.
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10.8.

The CSIRTs may cooperate with third countries’
national computer security incident response teams
or equivalent third-country bodies, in particular for
the purpose of providing them with cybersecurity
assistance.

1.34.

Mehynapoana capaatmba U IOCTIOBH jeIMHCTBEHE
Ta4yKe KOHTAKTA
Unan 34.

Kannenapuja octBapyje mehyHaponHy
capanmy y obmactu 6e36emHoctr KT cucrema, a
HApOYMTO NPYKa yHO30peHa 0 pU3ULUMA U
VHIMICHTHMA KOjU HCIyHaBajy HajMambe jeJaH OJ
cnenehux yciosa:
1) 6p30 pacTy WK UMajy TeHACHIH]Y [1a TIOCTaHy
BHCOKOPU3UYHH;
2) nmpeBa3miiase HWix MOTy Jia peBa3uly
HalMOHAJHE KallaluTeTe;
3) Mor'y 1a Majy HeraTuBaH YTHIIaj Ha BHIIE O]
jeIHe ApKaBe.
IpuinKkoM pa3MeHe nojaraka u3 crasa 1. opor
wiana, KaHnenapuja je ny)xHa Aa IOCTyIa Tako Ja
ce He Yrpo3H NOBEPJPUBOCT MOaTaKa, Kao U Jia
TaKBa pa3MeHa [oJaTaka He yTHie Ha
MOTCHIIMjATHO HapyliaBame 6e30ennoct UKT
cucTeMa.
Pa3mena nopataka u3 crasa 1. oBor wiaHa
MoIpa3yMeBa MPEeHOC WM 00pajy mojaTaka KOju Cy
HEOIXO/IHH 3a IPOIICHY M PearoBame Ha
0e30e1HOCHE pH3HKE M MHIUACHTE Y CKIaay ca
OBUM 3aKOHOM. ¥ cllydajy 1a ce pa3MeHa OJJHOCH Ha
moJatke o MMYHOCTH, KaHienapuja je nyxHa na
00e30e1u 1a TakaB MPEHOC WK 00paja Oymy
ycknal)eHu ca mponucuMa Kojuma ce ypehyje
3aIITHTa MOAATaKa O JMYHOCTH, YKIbYdyjyhu n
IpaBuiIa Koja ce 0J{HOCe Ha MPEHOC MoJaTaKa y
Ipyre Op>kaBe Wi Mel)yHapoHe opranusanyje.
VKOJIMKO je MHIMJICHT Y BE3H Ca U3BPIICHEM
KPUBHYHOT JIeJIa KOje ce TOHH IO CITY)X0eHO]
nyxHocty, Kannenapuja he o Tome obaBecTutn
HAJUISKHO jJaBHO TY)XKHJIAIITBO, Koje he camocTanHo
WK IPEKO MHHUCTApCTBA HAUISKHOT 32
YHYTpAIlIhe TOCI0BE Y 3BaHMYHO] NPOLETYPH
HPOCIIEAUTH IIPHjaBy y CKJIALy ca HOTBPhECHUM
MeljyHapoHUM YrOBOpUMA.
Kannenapuja o6aBsba OCIIOBE jeIMHCTBEHE TauKe
KOHTaKTa 32 HHPOpMAIHOHY 0e30€IHOCT Y cIy4ajy
MPEKOrpaHUYHUX 0e30eJHOCHUX MPETHU U

Iy
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MHIMICHATA U capaljyje ca jeANHCTBEHHM Taykama
KOHTaKTa JPYTUX JprKaBa.

10.9.

Each Member State shall notify the Commission
without undue delay of the identity of the CSIRT
referred to in paragraph 1 of this Article and the
CSIRT designated as coordinator pursuant to
Article 12(1), of their respective tasks in relation to
essential and important entities, and of any
subsequent changes thereto.

HIT

ObaBe3a IpaBa WiaHUIA
npema Komucuju.

10.10.

Member States may request the assistance of
ENISA in developing their CSIRTSs.

HII

IIpaBo np>kaBa unaHuna y
onHocy Ha EHHUCA-y.

11.1.

Requirements, technical capabilities and tasks of
CSIRTs

The CSIRTs shall comply with the following
requirements:

(a)the CSIRTs shall ensure a high level of
availability of their communication channels by
avoiding single points of failure, and shall have
several means for being contacted and for
contacting others at all times; they shall clearly
specify the communication channels and make
them known to constituency and cooperative
partners;

(b)the CSIRTs’ premises and the supporting
information systems shall be located at secure sites;

(c)the CSIRTs shall be equipped with an
appropriate system for managing and routing
requests, in particular to facilitate effective and
efficient handovers;

(d)the CSIRTSs shall ensure the confidentiality and
trustworthiness of their operations;

(e)the CSIRTSs shall be adequately staffed to ensure
availability of their services at all times and they
shall ensure that their staff is trained appropriately;

ny

Crposoleme onpende
OCHUTYPaHO MPUMEHOM OIIIITHX
MPOIIHCa, ATIOKAIMjOM pecypcea,
(hUHAHCUPAEM U IPYTUM
HEpEryJIaTOPHUM Mepama.




180
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(fthe CSIRTs shall be equipped with redundant
systems and backup working space to ensure
continuity of their services.
The CSIRTs may participate in international
cooperation networks.
Member States shall ensure that their CSIRTS
jointly have the technical capabilities necessary to Crpoolerme oxpende
carry out the tasks referred to in paragraph 3. OCHI'YPaHO MPUMEHOM OTIITHX
11.2. Member States shall ensure that sufficient resources mny HPOIIHNCa, AIOKAIMjOM pecypcea,
are allocated to their CSIRTS to ensure adequate (bMHAHCHpABEM U IPYTHM
staffing levels for the purpose of enabling the HEperyJIaTOpHUM Mepama.
CSIRTs to develop their technical capabilities.
The CSIRTS shall have the following tasks: [MocnoBu mpeBeHIMje U 3amTUTe 011 6e30eTHOCHUX
pu3UKa Ha HAlITMOHAJTHOM HUBOY (HaL[I/IOHaJ'IHI/I
(@)monitoring and analysing cyber threats, LEPT)
vulnerabilities and incidents at national level and, Unan 31.
upon request, providing assistance to essential and V OKBHpY MOCJIOBA MIPEBEHIIH}E U 3AIITUTE O]
important entities concerned regarding real-time or 0e30eJHOCHUX pHU3HKa U HHIUIeHaTa Kanuenapuja
near real-time monitoring of their network and Bpiy nociose Harponasuor LEPT-a u To:
information systems; 1) npukyruba u pazmMemnyje nHdopmaruje o
npeTmamMa, palbUBOCTUMA, H36€FHyTI/IM
(b)providing early warnings, alerts, announcements MHIMIEHTHMA U MHIMAEHTAMA U TIPY’Ka MOPIIKY,
and dissemination of information to essential and yI030paBa 1 CaBeTyje Juia Koja ynpassbajy UKT
important entities concerned as well as to the cucremuma y Peny6unu CpOuju, Kao U jaBHOCT.
competent  authorities and other relevant 2) mpaTH CTame 0 MHIMICHTUMA y PeryOuruim
113, stakeholders on cyber threats, vulnerabilities and 131 CpOuju; oy

incidents, if possible in near real-time;

(c)responding to incidents and providing assistance
to the essential and important entities concerned,
where applicable;

(d)collecting and analysing forensic data and
providing dynamic risk and incident analysis and
situational awareness regarding cybersecurity;

(e)providing, upon the request of an essential or
important entity, a proactive scanning of the
network and information systems of the entity
concerned to detect vulnerabilities with a potential

3) npyxa paHa yro3opema, y30yHe 1 HajaBe i
nHpopMHIIIe peseBaHTHA JIMIA O PETHhaMa,
pamUBOCTUMA U MHIMACHTUMA;

4) pearyje 0e3 o/yIarama o NpHjaBJbEHUM WK Ha
JIpYyTH HAuYUH OTKpUBEHUM uHIMAeHTuMa y UKT
CHCTEMHMa 0] HOCEOHOT 3Ha4aja, Kao U 110
npujaBamMa GU3MYKUX U MPABHUX JIMLA, TAKO LITO
Ipy’Xa caBeTe U Mperopyke Ha OCHOBY
PacmoJIoKUBUX HHPOPMAIKja O HHIUICHTHMA U
npeay3uMa JIpyre noTpedHe Mepe U3 CBoje
HaJJISKHOCTH Ha OCHOBY JO0HMjCHHX Ca3Hamba;

5) na 3axteB oneparopa UKT cucrema on moceGHOT
3Hauaja, npyxa nomoh y npahemwy crama
6e36ennoctn KT cucrema y peaHoM BpeMeHY
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significant impact;

(fparticipating in the CSIRTs network and
providing mutual assistance in accordance with
their capacities and competencies to other members
of the CSIRTSs network upon their request;

(g)where applicable, acting as a coordinator for the
purposes of the coordinated vulnerability disclosure
under Article 12(1);

(h)contributing to the deployment of secure
information-sharing tools pursuant to Article 10(3).

The CSIRTs may carry out proactive non-intrusive
scanning of publicly accessible network and
information systems of essential and important
entities. Such scanning shall be carried out to detect
vulnerable or insecurely configured network and
information systems and inform the entities
concerned. Such scanning shall not have any
negative impact on the functioning of the entities’
services.

When carrying out the tasks referred to in the first
subparagraph, the CSIRTs may prioritise particular
tasks on the basis of a risk-based approach.

WM IPUOJTMKHO PEaTHOM BPEMEHY;

6) Ha 3axteB oneparopa KT cucrema on moceGHor
3Ha4aja, BPIIH IMPOaKTUBHO ckeHupame KT
cucTeMa y by yTBphUBamba pambUBOCTH KOje MOTY
Jla TIOTEHIMjaTHO 3HAaTHO Hapyie 6e36eqnoct KT
CHCTEMa, IIPH YEMY TaKBO CKEHUpAme HE CME MMaTH
IITETaH yTHIA] HA IOCIOBE U JETaTHOCTH
omneparopa;

7) moctymna Kao KOOpAMHATOP 3a moTpede
KOODPJMHHUPAHOT OTKPUBAKa PAbUBOCTH, Y CKIIAIy
ca OBHM 3aKOHOM;

8) ydecTByje y pa3Bojy u Kopuihemy
TEXHOJIOIIKKX ajara 3a pa3MeHy nH(popManyja ca
oneparopuma UKT cucrema ox mocedHOT 3Ha4Yaja
Ipyrux cy0jexara ca kojuma capabyje;

9) KOHTHHYHpaHO U3paljyje aHaII3e PU3HKA U
UHIMACHATA, Hd OCHOBY IPHUKYIIJbEHUX
nHdopmaryja;

10) moarke cBecT KoJ rpaljaHa, IPUBPEIHUX
cy0jekara u oprasa o 3Hauajy uH(opMalmone
0e30eTHOCTH, O PU3UIMMA H MepaMa 3allTHTE,
YEKIBYUyjyhu cripoBoheme kaMIama y by
MO/IN3arba TE CBECTH;

11) Boxu EBupennujy noce6unx LIEPT-oBa;

12) mpunpema u3BeITaje Ha KBAPTAITHOM HUBOY O
MIpeTy3eTHM aKTHBHOCTHMA;

13) npy>xa NOAPIIKY Y MPUKYIUbABY U
aHaNM3Upamy (OPEH3NYKUX MMoJaTaKa v mpyxa
JMHAMHUYKE aHaIn3e PU3HKa U HHIUACHATA y
CKJIaJIy ca IIPOMUCHMa

Kannenapuja noacrude npuMeHy U Kopumiheme
MPONMCAHKX M CTaHIAPJU30BaHUX MPOLEAYpa 3a:

1) ynpaBspame HHINICHTHMA,;

2) xacudukanrjy HHbopManuja o HHIUACHTHMA,
OJTHOCHO Kiacu(HKaIyjy IpeMa HUBOY OIIaCHOCTH
WHIM/ICHATA;

3) ynpaBibame KpU3HUM CHTYalljaMa;

4) KOOPAMHUPAHO OTKPHUBAE PABUBOCTH.
Kannenapwuja je opnamheHa a Bpim oopamy
ojiaTaKa o JIMILy KOoje MPHjaBU HHIUICHT, IIPH YeMy
o0pa/ia mojaTaka o iy o0yxBarta UMe, Pe3uMe 1
Opoj TenedoHa W/HIH aipecy eIEKTPOHCKE MOIITE U
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BpIIH C€ Y CBPXY €BUCHTUPaha MIOJHETUX PHjaBa,
nH(pOPMHCamba MOIHOCHOLA TIPUjaBe O CTATYCY
IIpeaMeTa 1, y ciIy4ajy norpebe, ymyhnsama
IpHjaBe HA/UISKHHM OpTaHHMa pay Jajber
MOCTYIakba, y CKIaLy ca 3aKOHOM.

Kannenapuja 06e36ehyje HempekuaHy 10CTYITHOCT
CBOjHX YCIyra IyTeM Pa3IHYUTHX CPEACTaBa
KOMYHHKALIHje.

Y okBupy obaBspama nociaosa Harmonanaor LIEPT-
a motpeOHo je 00e30exuTH cienehe 3axreBe:

1) BHCOK HHBO JOCTYITHOCTH
KOMYHHKAI[MOHHX KaHasa H30eraBambeM
JEMMHCTBEHHX Tayaka MpeKuaa u Kopuiiheme BUIIe
cpeJcTaBa 3a IBOCMEPHO KOHTAKTUPAIbE;

2) npocropuje Hanmonanuor [IEPT-a u
“HPOPMAIIOHH CHCTEMH 3a MOAPIIKY Tpebda 1a
OyZmy CMELITEH! Ha CUTYPHHM JIOKalyjama;

3) yrnoTpeOy oarosapajyher cucrema 3a
yIIpaBJbahe 3aXTECBUMA U IHXOBO yCMEpaBambe,
noceGHO Kako Ou ce oyaknraia eGukacHa u
edexTrBHA pa3MeHa nHdopmarmja;

4) 06e36ehuBambe MoBEpILHBOCTH U
MOY3/1aHOCTH CBOJUX aKTHBHOCTH;

5) MOCTOjamke IeKBaTHUX KaIPOBCKUX
Karanurera,

6) ONMPEMIBEHOCT PEAYHIAHTHUM CHCTEMHUMA
U PE3EPBHUM PaJHUM MPOCTOPOM Kako Ou ce
OCHI'Ypao KOHTHHYHTET yCIIyra.

11.4.

The CSIRTs shall establish  cooperation
relationships with relevant stakeholders in the
private sector, with a view to achieving the
objectives of this Directive.

1.33.

Capama Ha HAllMOHAJTHOM HHUBOY

Ynan 33.

Kannenapuja HemocpenHo capalyje ca
MunucrapctBoM, Perynatopaum tenom 3a
eNIeKTPOHCKE KOMYHHKAIIHje U TIOLITaHCKe YCIIyTe,
IMoce6rnm LIEPT-oBuMa y Pemry6mumu Cpouju, ca
jaBHUM U npuBpenHUM cyoOjektuma u LIEPT-oBuma
camocraiHux oneparopa MKT cucrema.
Kannenapuja u LIEPT-oBu camocranHux onepaTtopa
KT cucrema oapixanajy Mel)ycoOHe cacTaHke y
opranu3anuju Kanuenapuje HajMame TpU ImyTa
TOJUIIbE, KA0 U 110 MOTPeOH y CIydajy HHIMASHATa
KOjH 3Ha4ajHO yrpoXKaBajy HHPOPMAIHOHY
6e36ennocT y Perryommmu Cpouju.

Iy
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CacraHiuMa 13 CTaBa 2. OBOT WIaHa IPUCYCTBY]Y U
TIPeCTaBHALIY MUHNCTAPCTBA, a IO TIO3UBY MOTY
Jla IPUCYCTBY]y U npeacTaBHUIM noceonux [[EPT-
0Ba, Kao ¥ JpyTa JIHIA.

[MprnkoMm capanme ca cyOjeKTrMa U3 cTasa 1. oBor
wiana Kanuenapyja je gyxHa 1a 06e30eau
edekTuBHY, epukacHy u 6e30eJHy pasMeHy
vHpOpMaIHja y3 IPUMEHY aIeKBaTHHX MPOLEaypa,
yKIbyayjyhu ,traffic light protocol” (TLP), u
MOIITYjyhn mpornuce o 3alITUTH MOJaTaKa O
JTMYHOCTH.

11.5.

In order to facilitate cooperation referred to in
paragraph 4, the CSIRTs shall promote the
adoption and use of common or standardised
practices, classification schemes and taxonomies in
relation to:

(a)incident-handling procedures;
(b)crisis management; and

(c)coordinated  vulnerability disclosure under
Article 12(1).

1.31.

[TocoBu mpeBeHIMje U 3aIITHTE 07 6€30eTHOCHUX
pH3MKa Ha HaloHaIHOM HuBOY (HarmonamHu
LEPT)

Unan 31.

Y okBHpY HOCIIOBA MIPEBEHIINj€ U 3aIITUTE O]
0e30e1HOCHUX pH3HKa U HHIHIeHaTa Kannenapuja
Bpu nocnose Harponanuor LIEPT-a u to:

1) npukymba U pasmMemyje HHhopMmanuje o
MIpeTHhaMa, PambUBOCTHMA, H30ETHYTHM
HMHIUICHTHMA U HHIUACHTUMA U TIpY’Ka MOIPIIKY,
yIo30paBa U caBeTyje Juia koja yrnpassbajy UKT
cucremnma y Peny6nunm CpOuju, Kao U jaBHOCT.
2) mpaTH CTake 0 HHIHACHTUMA Y PerryOmuiu
CpOuju;

3) mpyka paHa yrno3opema, y30yHe 1 HajaBe ’
nH(popMHIIIe pereBaHTHA JIMIA O PeTHaMa,
pamUBOCTUMA U MHIMACHTUMA;

4) pearyje 0e3 o/Iarama o NpujaBJbEHIM WK Ha
JpYyTH HAuUUH OTKpUBEHUM uHIMAeHTUMa y UKT
CHCTEMHMa OJ1 ToceOHOT 3Havaja, Kao U 110
npujaBamMa GU3MYKUX U MPAaBHUX JIUIA, TAKO LITO
MIpy>a CaBeTe M NMPEHopyKe Ha OCHOBY
PacnooXuBUX HH(OPMAIHja O HHIIUACHTUMA H
Ipey3ruMa Apyre noTpebHe Mepe U3 CBoje
HaJUISKHOCTH Ha OCHOBY JJOOWjEHUX Ca3Hamba;

5) na 3axteB oneparopa UKT cucrema o moceGHOT
3Hauaja, npyxa nomoh y npahemwy crama
6e36ennoctn KT cucrema y peaqHoM BpeMeHY
WU TIPUOJIMOKHO PEATTHOM BpPEMEHY;

6) Ha 3axteB oneparopa UKT cucrema on moceGHOT
3Ha4aja, BPIIHU MMPOAKTUBHO ckeHupame UKT

Iy
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cucTeMa y by YTBphUBama pambUBOCTH KOj€ MOTY
Jla TIOTEHIMjaTHO 3HAaTHO Hapye 6e36eqnoct KT
cHucTeMa, IIpH YeMy TaKBO CKEHHpAme He CMe NMaTh
IITETaH yTHIA] Ha TIOCJIOBE U JIeTTaTHOCTH
orepaTopa;

7) moctymna Kao KOOpAUHATOP 3a moTpede
KOOPIMHHUPAHOT OTKPUBAaha PABUBOCTH, Y CKIaay
ca OBMM 3aKOHOM,;

8) ydecTByje y pa3Bojy u kopuuthemy
TEXHOJIOIKKX ajara 3a pa3MeHy HH(popManyja ca
oneparopuma UKT cuctema ox moceOHOT 3Ha4Yaja 1
JPyrUX cy0jekara ca KojumMa capaljyje;

9) KOHTHHYHpaHO n3paljyje aHanM3e pu3KKa U
UHIMACHATA, Hd OCHOBY IPHUKYIIJbEHUX
“HpOpMAaIHja;

10) moawke cBecT kox rpalaHa, IPUBPEAHUX
cy0jexara u opraHa o 3Ha4ajy HH(popManuone
0e30eTHOCTH, O PU3HUIMMA U MepaMa 3allTHTE,
yKJbY4yjyhu cpoBoleme kamIama y by
I0/IM3akha T€ CBECTH;

11) Bogu EBunenimjy noceonux L{IEPT-oBa;

12) mpunpema u3BeITaje Ha KBAPTAITHOM HHBOY O
Npeay3eTHM aKTHBHOCTHMA;

13) mpy>ka MOAPUIKY Y IPUKYIUbAKY U
aHanM3Upamy HOPEH3NUKHX MOJaTaKa U Mpyxa
JMHAMHUYKE aHaIn3e PU3HKa U HHIUACHATA y
CKJIa/ly ca IIPOIHCHMa

Kannenapuja moactiuue npuMeHy u kopumheme
MIPONUCAaHNX ¥ CTaHJapIN30BaHUX MPOLEAypa 3a:

1) ynpaBspame HHINICHTHMA,;

2) knacudukanyjy nHpopManrja 0 HHIHICHTHMA,
OJIHOCHO KJTacH(HKaIH]jy IpeMa HIBOY OIaCHOCTH
MHIM/ICHATA,;

3) ynpaBibame KPU3HUM CHTYallljaMa;

4) KOOPAMHUPAHO OTKPHUBAE PAUBOCTH.
Kannenapuja je opnarmrhena aa Bpiu obpasy
HojiaTaka o JIMIY KOje NPHjaBH HHIUICHT, IPH YeMy
o0pasia mojiaTaka o Uiy 00yxBara uMme, mpe3numMe u
Opoj TenedoHa W/HIH aipecy eIEKTPOHCKE MOIITE U
BpIIH CE Y CBPXY €BHCHTHPAaba IIOJHETHUX NPHjaBa,
nH(pOPMHUCamba MOIHOCHOLA TIPUjaBe O CTATYCY
MpeaMeTa u, y Cirydajy notpede, ynyhusama
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IIpUjaBe HaUIeKHUM OpraHUMa Paju Jajber
MIOCTYTIamka, y CKIIALy Ca 3aKOHOM.

Kannenapuja 06e36ehyje HenmpekuaHy JOCTYITHOCT
CBOJHUX yCIyTa IIyTeM pa3iIHIuTHX CPeCTaBa
KOMYHHKaIyje.

Y okBupy ob6aBspama nociaosa Harmonanaor LIEPT-
a motpebHo je 00e30eautH cieaehe 3axTene:

1) BHCOK HUBO JOCTYITHOCTH
KOMYHHUKAI[OHNUX KaHalla n30eraBameM
JEAMHCTBEHHX Tayaka IPeKna U KopHIIhemhe BUIIe
CpezcTaBa 3a JBOCMEPHO KOHTAKTHPAhE;

2) npocropuje Harmonanuor L{EPT-a u
HH(OPMAIOHH CHCTEMH 32 MOJPIIKY Tpeda aa
Oymy CMELITEH! Ha CUTYPHHM JIOKalyjama;

3) ynotpeOy oarosapajyher cucrema 3a
YIIPaBJbabE 3aXTEBUMA U FbUXOBO yCMEPaBambe,
moceOHO Kako OH ce onakmana eukacHa u
edexTrBHA pa3MeHa nHdopmaryja;

4) 06e36ehuBame MoBep/LUBOCTH U
MIOY3JaHOCTH CBOJUX aKTUBHOCTH;

5) MOCTOjakbe JICKBATHUX KaPOBCKHUX
KaIaIureTa;

6) OTIPEMJBEHOCT PeIyHJAHTHUM CHCTEMHMa
1 pe3epBHUM PaJHUM IIPOCTOPOM KaKo Ou ce
OCHTYPao KOHTHHYHUTET yCIIyTa.

[IpeBeHTHBHE U peaKTUBHE MEpE Y LIMJbY 3aILTUTE
JenuHCcTBEHE MHPOPMAITHOHO-KOMYHUKAIIMOHE
mpesxe enekrponcke yrpase (LIEPT oprana Biactu)

12.1.

Coordinated vulnerability disclosure and a
European vulnerability database

Each Member State shall designate one of its
CSIRTs as a coordinator for the purposes of
coordinated vulnerability disclosure. The CSIRT
designated as coordinator shall act as a trusted
intermediary, facilitating, where necessary, the
interaction between the natural or legal person
reporting a vulnerability and the manufacturer or
provider of the potentially vulnerable ICT products
or ICT services, upon the request of either party.
The tasks of the CSIRT designated as coordinator

1.36.

baza pamuBocTu

Ynan 36.

Opras, 0OJJHOCHO OpTaHH3all{ja Ha/Ie)KHA 32
nocnoe Hanmonannor LIEPT-a ycriocrasiba u
onpxkasa 6a3y pamuBoctd UKT nponssona u UKT
yenyra y Pemry6mmmn Cp6uju n omoryhasa
(M3UYIKUM 1 IPaBHUM JIHINMa, Kao 1
npou3sBohaunma, 1o0aBbauMMa 1 IpyKaouuma
yenyre y UKT cucremy, na Ha 100poBOJbHO] 0a3u
npujase pamusoct y UKT npounssoauma i UKT
yciyrama, a Koje ce MOTy MpHjaBUTH aHOHUMHO.
baza pamusoctu UKT npoussona u UKT ycnyra
CaJlpXKH:

nmy
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shall include:

(a)identifying and contacting the entities
concerned;

(b)assisting the natural or legal persons reporting a
vulnerability; and

(c)negotiating disclosure timelines and managing
vulnerabilities that affect multiple entities.

Member States shall ensure that natural or legal
persons are able to report, anonymously where they
so request, a vulnerability to the CSIRT designated
as coordinator. The CSIRT designated as
coordinator shall ensure that diligent follow-up
action is carried out with regard to the reported
vulnerability and shall ensure the anonymity of the
natural or legal person reporting the vulnerability.
Where a reported vulnerability could have a
significant impact on entities in more than one
Member State, the CSIRT designated as
coordinator of each Member State concerned shall,
where appropriate, cooperate with other CSIRTSs
designated as coordinators within the CSIRTSs
network.

1) mogaTtke o pambUBOCTH;

2) nonatke o pamuBoctiMa KT npousBona mim
HUKT ycmyra.

Brana, Ha npeutor MuHHCTapCTBa, IPOTINCYje
caJipaj, mpolexype BepuHKannje pambHBOCTH,
MIPOLeype 3a yIpaBJbambe TEXHUUKHM
pamuBoctuma UK T npoussoma u UKT ycnyra,
Ha4yMH yNuca 1 Bol)ema perucTpa.

12.2.

ENISA shall develop and maintain, after consulting
the Cooperation Group, a European vulnerability
database. To that end, ENISA shall establish and
maintain the appropriate information systems,
policies and procedures, and shall adopt the
necessary technical and organisational measures to
ensure the security and integrity of the European
vulnerability database, with a view in particular to
enabling entities, regardless of whether they fall
within the scope of this Directive, and their
suppliers of network and information systems, to
disclose and register, on a voluntary basis, publicly
known vulnerabilities in ICT products or ICT
services. All stakeholders shall be provided access
to the information about the vulnerabilities
contained in the European vulnerability database.

HII

O6ase3e EHUCA
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That database shall include:
(a)information describing the vulnerability;
(b)the affected ICT products or ICT services and
the severity of the vulnerability in terms of the
circumstances under which it may be exploited;
(c)the availability of related patches and, in the
absence of available patches, guidance provided by
the competent authorities or the CSIRTs addressed
to users of wvulnerable ICT products and ICT
services as to how the risks resulting from disclosed
vulnerabilities can be mitigated.
Cooperation at national level
HNmmnemenTanyja je ocurypasa
Where they are separate, the competent authorities, NPUMEHOM TIPOTIHCa KOjU
13.1. the single point of contact and the CSIRTs of the mny ypehyjy capanmy IpKaBHHX
same Member State shall cooperate with each other oprana u Mehynapoaay
with regard to the fulfilment of the obligations laid capazmy.
down in this Directive.
Oo6aBe3a obaBerTaBamba 0 HHIMACHTUMA KOjH
3HAYajHO HApyIIaBajy HHGopMaluony 6e36e1HOCT
Unan 13.
Omneparopu UKT cucrema ox moceOHOTr 3Ha4aja
JIYXKHU Cy Ja JOCTaBe o0aBelTene 0 VHIUEHTY
Member States shall ensure that their CSIRTSs or, KOJH MOJKeE JIa NMa 3Ha4YajaH YTHIA] Ha HAPYIIaBahe
where applicable, their competent authorities, uHpopMaroHe 6e36eHOCTH, 6e3 ojIarama, a
receive notifications of significant incidents HajKacHHje y pOKy oJ1 24 cara o1 Kajia Cy Ca3HaIli
pursuant to Article 23, and incidents, cyber threats 113 3a MHIIUIEHT.
13.2. and near misses pursuant to Article 30. ' WHIMIEHTH KOjU MOT'Y [la UMajy 3HauajaH yTHIa] Ha
1.14. HapyluaBame HHpopMalnoHe 6e30eAHOCTH Cy: mny
13.3. Member States shall ensure that their CSIRTS or, 115 1) MHIMAEHTH KOjH JOBOJIE 10 MPEKHIA

where applicable, their competent authorities
inform their single points of contact of notifications
of incidents, cyber threats and near misses
submitted pursuant to this Directive.

KOHTHHYHTETA BpILICHA OCI0Ba U MPYyXKarba
ycilyra, OAHOCHO 3HATHHX Tellkoha y BpIIewYy
MIOCJIOBA M MIPYXKakby YCIyra;

2) MHIUACHTH KOjJH YTHYY Ha BEIUKU OpOj
KOPHCHHKA YCIIyTa, WK TPajy IYKH BPEMEHCKU
Hepuo;

3) MHIM/ICHTH KOjU IOBOJE 10 MPEKHaa
KOHTHHYHTETa, OJHOCHO Telikoha y BpIIeHY
HOCJIOBA U MPYXKamka yCiyra, KOji yTHdy Ha
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00aBJbame M0CNI0BA U BPILEHE YCIyTa IPYruX
oneparopa UKT cucrema o moceOHOT 3HaYaja WU
yTHUy Ha jaBHY 6e30e1HOCT;

4) MHIIMOEHTH KOjH TOBOJIE 10 MPEKHIa
KOHTHHYHUTETA, OTHOCHO Telkoha y BpIIewy
M0CJIOBA U MPYXKamky yciIyra 1 UMajy yTulaj Ha
Behu neo teputopuje Penmybnuke Cpouje;

5) MHIUIEHTHU KOjU TOBOJE 10 HeoBnamheHor
MIPUCTYIA MOAAINMA YHje OTKPUBAE MOKE
YIPO3HTH IIpaBa M MHTEPEce OHUX Ha Koje ce
MOZIaLU OJIHOCE;

6) MHIM/ICHTH KOjH Cy HACTAJIN Kao MOCIIeIIIa
unuuaenta y UKT cucremy oneparopa
npuoputetHux UKT cucrema o moceGHOT 3HauYaja
KOju 00aBJbajy JENaTHOCTH Y 00JaCTH JUTHTATHE
HHPPACTPYKTYpE, U3 WiaHa 5. cTaB 2. Tauka 1)
noaradka (7) oBor 3akona, kaga KT cucrem of
oceOHOT 3Havaja y CBOM ITOCIOBakY KOPUCTH
nHpopManuone yciayre y 00JacTH AUTUTAIHE
nHdpacTpykrype;

7) VHIM/ICHTH KOjH M3a3UBajy WJIH MOTY J1a H3a30BY
3HATHY MaTepHjaHy WIA HEMATEePHjaIHy [ITETY
oneparopy UKT cucrema ox moceOHOT 3Ha4Yaja U
JIpyruM GU3HIKAM M IPABHUM JIHIHAMA.
Omneparopu UKT cucrema o moceGHOT 3Hadaja
JY’)KHH Cy Jia TIpHjaBe U N30erHyTe UHIHICHTE KOjH
MPEJICTaBIba]y 030M/bHY MPETHY U KOjU OH MOTIIH
JIOBECTH JI0 OKOJIHOCTH CIIMYHHUX OHMMA ONHUCAHUM
y cTaBy 2. OBOT wiaHa. Y Clly4ajy UHIMJeHATa y
UKT cucremrmMa 3a paj ca TajHUM MoJanuMa
oneparopu Tux MKT cucrema mocrtymajy y ckiamy
ca rmpomnrcuMa Kojuma ce ypelyje odmact 3amrure
TajHHUX MOJaTaKa.

JlocTaBpame 00aBeIITEHa O MHIIMICHTHMA

Ynan 14.

Omneparopu UKT cucrema ox moceGHOT 3Ha4aja
Jy’)KHH Cy J1a obaBellTema 0 HHIUICHTUMA JOCTaBE
y jeIMUHCTBEHH CHUCTEM 3a MpHjeM 00aBenITeha o
HMHIUICHTHMA ITyTeM BeO Ipe3eHTaluje
Munncrapcersa win Kanuenapuje 3a
“HPOPMAIHOHY 0€30€IHOCT.

Omnepatopu npuoputeraux UKT cucrema of
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oceOHOT 3Hayaja Koju 00aBIbajy AETaTHOCTH y
obnacti 6aHKapcTBa U GUHAHCH]CKHX TPIKUIITA U3
ynaHa 5. craB 2. Tauka 1) moxrauka (3) qy>kKHH Cy oa
obaBemTeme 0 MHIMACHTY nocTtaBe HapomHoj
6annu CpbOuje, a ako Cy orepaTopy MPUOPUTETHUX
UKT cucrema y o6nactu GUHAHCH]CKUX TPXKHIITA
KOju ¢y oz Hagzopom Komucuje 3a xapTtuje o
BPEIHOCTH, 00aBeIITeHE 10CcTaBsbajy 1 Komucuju
3a XapTuje o/ BpeIHOCTH.

Oneparopu npuopurernux UKT cucrema o
noceGHOT 3Havaja Koju 00aBJbajy JeTaTHOCTH
CJICKTPOHCKUX KOMYHHUKAI[HMja U3 WiaHa 5. cTaB 2.
Tayka 1) moarauka (9) anmuneja Tpeha U onepatopu
Baxaux UKT cucrema on moceOHOT 3HavYaja KOju
00aBJbajy IeNaTHOCT MOIITAHCKUX YCIIyTa U3 YiaHa
6. craB 2. Tauka 1) anuHEja IpBa, TyXHU Cy 1a
obaBelITehe 0 MHIHUICHTY JocTaBe PerynaropHom
TeJTy 3a eJISKTPOHCKE KOMYHHKAIHje 1 HOIITaHCKe
yeuyre.

Haponna 6anka Cp6uje u PerymatopHo Temno 3a
SNIEKTPOHCKE KOMYHUKAIVj€ H TIOIITAHCKE YCIyTe
IyXHU cy Ja noOujeHa obaBemTema u3 cT. 2 U 3.
OBOT" YJaHa MPOCIIE/E Y jeJMHCTBEHH CHCTEM 3a
npujeM 00aBeITeHha O HHIUICHTHMA.

Omneparopu UKT cucrema ox moceGHOT 3Hauaja,
ocuM oneparopa MKT cuctema u3 crasa 2. u 3.
OBOT WIaHa, Ty)KHH Cy Z1a 00aBecTe 0 UHIHICHTY
KOPHCHHKE KOjuMa MpyKajy yciyre, 6e3 oaarama,
y Clly4ajy MHIMICHTA KOjH MOXKE J1a N3a30Be WIH
M3a3WBa IITETaH yTUIIA] Ha pyXKame U Kopuheme
yciyra, Kao ¥ 0 MepaMa Koje KOPUCHHIM MOTy J1a
npeay3My H ynorpebe y by yMarberma Wk
eNMMMHUHALIMje IITETHHUX TTOCIIeUIa HHIIUICHTA.
Omneparopu UKT cucrema on moceOHOT 3Ha4aja U3
craBa 2. ¥ 3. 0BOT WiaHa 00aBeIITaBajy KOPUCHHKE
0 MHIHUJICHTHMA y CKJIay ca MOCeOHUM MPONUCHMA.
Oprat KoMe je y CKJIaly ca OBHM 3aKOHOM yryheHo
o0aBelITehe 0 MHIUCHTY, YKOIHKO je ped o UKT
cUCTeMY O] ToceOHOT 3Havaja Koju je onpeheH kao
KpUTHYHA HHOPACTPYKTYpa Y CKIaIy ca 3aKOHOM
KojuM ce ypehyje kputnuna nadpactpykrypa,
“HPOPMAIH]y 0 TOME TIpocieljyje MIHUCTapCTBUMA
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HaJJIOKHHUM 32 CEKTOpEe KPUTUYHE HHOPACTPYKTYpE.
Opranu u3 ct. 1-3. oBOT 3aK0Ha, KojuMa je ymyheHo
obaBeITene 0 HHIUACHTY, Iy)KHH CYy 13, Y CIIydajy
nHOUIeHTa Koju je Hactao y KT cucremy
orepaTopa KpUTHIHE HHPPACTPYKType yTBpheHor y
CKJIaJy ca 3aKOHOM KOjuM ce ypelyje kputuuna
HHPPACTPYKTYpa, 1o0ujeHy HHpopMaujy 6e3
oJUIarama Mpociee HaUIeKHUM MHHUCTApCTBUMA
3a CEKTOpe KPUTHUHE HH(PACTPYKTYype, y CKiIaay ca
MIPOINKCHMA O 3aLITUTH TAjHUX ITOJaTaKa.

Canprkaj 00aBeIITeHa O HHIUACHTY

Unan 15.

ObaBemTemne 0 HHIUICHTY MOpa Jia CaapKu
crnenehe mogatke:

1) mogaTtke o0 MOAHOCHOILY TIPH]jaBe;

2) BpCTy ¥ ONIKC MHIMICHTA U MPOLIEHY J1a JIH je
MHIMACHT MOCIEANIIAa KPUBUYHOT JieNa;

3) naty™m u BpeMe MoYeTKa HHIMAEHTa, OJJHOCHO
ca3Hamba 0 MHIUACHTY U Tpajamke NHIUICHTA;

4) nmocieauIe Koje je MHINACHT H3a3Bao;

5) mpexy3eTe akTUBHOCTH paayn yOnaxaBama
MOCTIEANIIA HHIHICHTA;

6) MHUIMjaJTHY TPOIIEHY HUBOA OTIACHOCTH H
yrunaja uanuaesTa Ha KT cucrem ox moceGHOT
3Ha4aja, Ka0 ¥ MHIUKATOPE KOMIIPOMHTAIIH]E;

7) vHdOpMaIHjy 0 eBEHTYaITHOM MPEKOrPAHMYHOM
JICjCTBY UHIUJICHTA;

8) mojarke 0 MPETXOIHO MPUjaBJLEHUM CIMYHUM
HMHIUJICHTHMA, aKO Cy TIOCTOjall, YKIbY4y]jyhu
BpeMe U NPUPOJLY THX HHIMACHATA, Ka0 ¥ Mepe Koje
CY TOM NPHJINKOM TIpEay3eTe;

9) npyre peneBaHTHEe HHPOPMAIIH]E, IO TOTPEOH.

13.4.

In order to ensure that the tasks and obligations of
the competent authorities, the single points of
contact and the CSIRTS are carried out effectively,
Member States shall, to the extent possible, ensure
appropriate cooperation between those bodies and
law enforcement authorities, data protection
authorities, the national authorities under
Regulations (EC) No 300/2008 and (EU)
2018/1139, the supervisory bodies under

1.33.
1.34.

Capa/ma Ha HallMOHAJTHOM HHUBOY

Unan 33.

Kannenapuja HemmocpenHo capaljyje ca
MuHucrapcTBoM, PerynatopHum tenom 3a
SNIEKTPOHCKE KOMYHHKAIIHje U MOIITAaHCKe YCIIyTe,
[ToceOuum LIEPT-oBuma y Penyosium Cpbuju, ca
jaBHHUM U npuBpenHuM cyOjektima u LIEPT-oBuma
camocrtanHux oneparopa MKT cucrema.
Kannenapuja u HEPT-oBu camocramHux omeparopa

Iy
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Regulation (EU) No 910/2014, the competent
authorities under Regulation (EU) 2022/2554, the
national regulatory authorities under Directive (EU)
2018/1972, the competent authorities under
Directive (EU) 2022/2557, as well as the competent
authorities under other sector-specific Union legal
acts, within that Member State.

HUKT cucrema onpxaBajy MehycoOHe cacTaHke y
opranm3anuju Kannenapuje HajMame TpH ITyTa
TOJIHIIGE, KAO U 0 MOTPEOH y Cllydajy HHIUACHATa
KOjH 3Ha4ajHO YrporkaBajy HHGOpMaIHOHy
6e36emHOCT ¥ Pemy6mimu Cpouju.
CacraHIuMa 13 CTaBa 2. OBOT WIaHa IPUCYCTBY]Y U
npeacTaBHAIM MUHHCTapCTBa, a MO MO3UBY MOTY
Jla IPUCYCTBY]jy ¥ mpencraBHULM noceOHux LIEPT-
0Ba, Kao U Apyra JHIa.
[Mprkom capanme ca cyOjekTuMa u3 cTasa 1. oBor
yiana Kanienapuja je ayxHa a 00e36e1u
edexTuBHY, euKacHy U 6e30eIHy pasMeHy
nHpopManuja y3 mpuMeHy aaeKBaTHUX MPOLEaypa,
yIbyayjyhn ,traffic light protocol” (TLP), u
omTyjyhu mpomuce o 3alITUTH TOAaTaKa O
JIMYHOCTH.
Mebhynapoana capaasmba U IOCTIOBH jeJHHCTBEHE
Tayke KOHTAaKTa
Unan 34.

Kannenapuja octBapyje melyyHapoany
capaamy y obnactu 6e36emHoctr KT cucrema, a
HApOYHTO MPYKa yHO30pera 0 pU3UIUMA U
VHIMICHTIMA KOjU HCIYyHaBajy HajMame jeJaH O]
cnenehux ycioa:
1) 6p30 pacTy WK UMajy TCHACHIU]Y J1a TOCTaHy
BHCOKOPH3HYHH;
2) nmpeBa3uiia3e K MOTy Jia peBa3uly
HallMOHAJIHE KaIlalUTeTe;
3) Mor'y 1a Majy HeraTuBaH YTHIIa] Ha BHIIE O
jeIHe IpiKaBe.
[Ipuinkom pazMeHe nojaraka u3 crasa 1. oBor
unana, KaHnenapuja je ny)xHa aa IOCTyIIa Tako Jia
ce He Yrpo3H NOBEPJbHBOCT MOIaTaKa, Kao U Ja
TaKBa pa3MeHa MojJaTaka He yTuie Ha
NOTEHIIMjaJIHO HapyaBame 0e30ennoctn UKT
cucTeMa.
Pa3mena mojaraka u3 cTaBa 1. oBor 4iaHa
HO/Ipa3yMeBa MPEHOC WK 00paay moaaTaka Koju cy
HEOIXOHH 3a IPOIICHY W pearoBame Ha
0e30eTHOCHE PU3UKE M MHIUJCHTE Y CKIIaay ca
OBUM 3aKOHOM. ¥ clly4ajy 1a ce pa3MeHa OJJHOCH Ha
noziatke o Jm4HOCTH, KaHuenapuja je nyxHa na
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06e30eu a TakaB MPEeHOC WK 00paaa Oyay
yckial)eHn ca mpormcnma kKojuma ce ypehyje
3aIlITHTa MOAaTaKa O JMIHOCTH, YKIbYTyjyhu n
npaBuia Koja CC€ OJTHOCE Ha MIPEHOC moagaTaka y
Jpyre Ip)kaBe WM MelyHapoHe opraHu3anuje.
YKOJHKO je HHIUACHT Y BE3U Ca U3BPLICHEM
KPUBHYHOT JeJa Koje ce TOHH IO CIyX0eHO]
nyxHoctH, Kannenapuja he o Tome o6aBecTut
HAJJIEKHO JaBHO TY)KWIAIITBO, Koje he camocTamHo
WJIK NIPEKO MUHHUCTAPCTBA HAJIC)KHOT 3a
YVHYTpAIllEhe TIOCIIOBE Y 3BaHMYHO]j MPOIETyPH
MIPOCIIENTH NIPHjaBy y CKJIAy ca IOTBpheHHM
MelhyHapoTHHM yroBopuma.
Kannenapuja o6aBsba OCIIOBE jeIMHCTBEHE TaYKe
KOHTaKTa 32 HHPpOpMaIMoHy 0e30€IHOCT y cIydajy
MIPEKOTPaHUIHUX 0€30€THOCHUX MPETHU U
WHIMICHATA U capaljyje ca jeANHCTBEHNM TayKama
KOHTaKTa APpYyIrux Jap>KaBa.
Member States shall ensure that their competent
authorities under this Directive and their competent
authorities under Directive (EU) 2022/2557
cooperate and exchange information on a regular
basis with regard to the identification of critical
entities, on risks, cyber threats, and incidents as
well as on non-cyber risks, threats and incidents " .
affecting entities identified as critical entities under MIUIEMEHTAlHja OCUI'ypaHa
13.5. Directive (EU) 2022/2557, and the measures taken my TPMMCHOM NPOTIHCa O Capaibu
in response to such risks, threats and incidents. AIPXKABHHX OpraHa i
Member States shall also ensure that their MehyHapooj capay.
competent authorities under this Directive and their
competent authorities under Regulation (EU) No
910/2014, Regulation (EU) 2022/2554 and
Directive (EU) 2018/1972 exchange relevant
information on a regular basis, including with
regard to relevant incidents and cyber threats.
JEIMHCTBEHHU CHCTEM 3a IPHjeM 00aBeITeHa O
Member States shall simplify the reporting through VHIU/ICHTHMA j€ HH(BOPMALHMOHNH CHCTEM y KOji ce
13.6. technical means for notifications referred to in|1.2.1.17. YHOCE HOJIAIIH O HHIMAICHTHMA H M3OETHY THM my

Avrticles 23 and 30.

naiaenTuma y MKT cucremuma ox moce6Hor
3HauYaja KOju MOTy Ja IMajy 3Ha4yajaH yTHUIaj Ha
HapylIaBambe HHPopMannoHe 0e30eAHOCTH;
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14.1.

Cooperation Group

In order to support and facilitate strategic
cooperation and the exchange of information
among Member States, as well as to strengthen
trust and confidence, a Cooperation Group is
established.

1.27.

Teno 3a KoopAMHALHK]Y TOCIOBA HHPOPMAIIMOHE
Oe36enHOCTH

Uinan 27.

V uusby OCTBapHBama capaimhe U yckiaheHor
obaBibama rocnosa y GpyHkIuju yHanpehema
nHpopMaIroHe 6e30e1HOCTH, Ka0 1 HHULUPAkha U
npaherma MPEeBEHTUBHUX U IPYTUX aKTHBHOCTHU Y
obnactu unopmanmone 6e3d6eqHocty, Brana
ocHuBa Teno 3a KOOpAUHALM]Y IT0CIOBA
uHpopMaIroHe 6e30enHoCTH (Y 1ajbeM TEKCTY:
Teno 3a KoopIUHALN]jY), Ka0 KOOPIMHALIOHO TEJIO0
Brage, y unju cactas yiase mpeacTaBHHIH
MHHHUCTapCTaBa HAIJIEKHUX 3a IOCIOBE
rHpopMarroHe 6e30e1HOCTH, Og0OpaHe,
YHYTPAIIBUX [OCIIOBA, CIIOJFHUX MOCIIOBA,
MOCJIOBE MIpaBoCyha, MpeACTaBHUIM CITY>KOU
6e30enHocTH, Kannenapuje 3a nuHGpOpMamony
6e36enHocT, Kannenapuje 3a uHbopMauoHe
TEXHOJIOTH]jE U CIICKTPOHCKY yrpaBy, Kanrenapuje
Cagera 3a HalMOHAJIHY 0€30€IHOCT U 3aIUTHTY
TajHUX I0JlaTaKa, [ eHepaiHor cexperapujarta
Bnane, Hapoane 6anke Cpouje u PerynaropHor
TeJa 3a eNEeKTPOHCKE KOMYHHKAIH]E U MOIITAHCKEe
ycnyre.

VY ¢yuxumju yHanpehema mojequHuX 00JIacTu
uHpopmairoHe 6e36enHocTH HopMUPajy ce
cTpyuHe pajaHe rpyne Tena 3a KOOpIHHALH]Y Y KOje
ce yKJbY4yjy M NPEJCTAaBHULIN JPYTUX OpraHa,
MIpUBpeie, aKkageMCKe 3ajeIHHULE U HEeBJIaIUHOT
CeKTopa.

OnmykoM KojoM ocHHBa Telo 3a KOOpIHHAIH]Y
Bnana onpelyyje u meros cacras, 3a1aTKe, pOK y
KOME OHO MO/IHOCH M3BelTaje Brnaau u npyra
NHTamka K0ja Cy Be3aHa 3a HheroB pajl.

Iy

14.2.

The Cooperation Group shall carry out its tasks on
the basis of biennial work programmes referred to
in paragraph 7.

nmy

OcurypaHo IprIMEHOM OfipeadH
Koje ypehyjy HauwH paga u
HaJJIOKHOCTH BranuHux tena.

14.3.

The Cooperation Group shall be composed of
representatives of Member States, the Commission
and ENISA. The European External Action Service

HII

OpnHocH ce caMo Ha Tela Koja
ce ocHyjy Ha HUBOY EV.
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shall participate in the activities of the Cooperation
Group as an observer. The European Supervisory
Authorities (ESAs) and the competent authorities
under Regulation (EU) 2022/2554 may participate
in the activities of the Cooperation Group in
accordance with Article 47(1) of that Regulation.

Where appropriate, the Cooperation Group may
invite the European Parliament and representatives
of relevant stakeholders to participate in its work.

The Commission shall provide the secretariat.

14 .4.

The Cooperation Group shall have the following
tasks:

(a)to provide guidance to the competent authorities
in relation to the transposition and implementation
of this Directive;

(b)to provide guidance to the competent authorities
in relation to the development and implementation
of policies on coordinated vulnerability disclosure,
as referred to in Article 7(2), point (c);

(c)to exchange best practices and information in
relation to the implementation of this Directive,
including in relation to cyber threats, incidents,
vulnerabilities, near misses, awareness-raising
initiatives, training, exercises and skills, capacity
building, standards and technical specifications as
well as the identification of essential and important
entities pursuant to Article 2(2), points (b) to (e);

(d)to exchange advice and cooperate with the
Commission on emerging cybersecurity policy
initiatives and the overall consistency of sector-
specific cybersecurity requirements;

(e)to exchange advice and cooperate with the
Commission on draft delegated or implementing
acts adopted pursuant to this Directive;

HIIT

OxHOCH ce caMo Ha Telna Koja
ce OCHYjy Ha HuBOy EV.




195

a)

al)

0)

61)

B)

r)

)

(Ato exchange best practices and information with
relevant Union institutions, bodies, offices and
agencies;

(g)to exchange views on the implementation of
sector-specific Union legal acts that contain
provisions on cybersecurity;

(h)where relevant, to discuss reports on the peer
review referred to in Article 19(9) and draw up
conclusions and recommendations;

(i)to carry out coordinated security risk assessments
of critical supply chains in accordance with Article
22(1);

())to discuss cases of mutual assistance, including
experiences and results from cross-border joint
supervisory actions as referred to in Article 37;

(K)upon the request of one or more Member States
concerned, to discuss specific requests for mutual
assistance as referred to in Article 37;

(Dto provide strategic guidance to the CSIRTS
network and EU-CyCLONe on specific emerging
issues;

(m)to exchange views on the policy on follow-up
actions  following large-scale  cybersecurity
incidents and crises on the basis of lessons learned
of the CSIRTs network and EU-CyCLONEg;

(n)to contribute to cybersecurity capabilities across
the Union by facilitating the exchange of national
officials through a capacity building programme
involving staff from the competent authorities or
the CSIRTS;

(o)to organise regular joint meetings with relevant
private stakeholders from across the Union to
discuss activities carried out by the Cooperation
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Group and gather input on emerging policy
challenges;

(p)to discuss the work undertaken in relation to
cybersecurity exercises, including the work done by
ENISA;

(g)to establish the methodology and organisational
aspects of the peer reviews referred to in Article
19(1), as well as to lay down the self-assessment
methodology for Member States in accordance with
Article 19(5), with the assistance of the
Commission and ENISA, and, in cooperation with
the Commission and ENISA, to develop codes of
conduct underpinning the working methods of
designated cybersecurity experts in accordance
with Article 19(6);

(Nto prepare reports for the purpose of the review
referred to in Article 40 on the experience gained at
a strategic level and from peer reviews;

(s)to discuss and carry out on a regular basis an
assessment of the state of play of cyber threats or
incidents, such as ransomware.

The Cooperation Group shall submit the reports
referred to in the first subparagraph, point (r), to the
Commission, to the European Parliament and to the
Council.

14.5.

Member States shall ensure effective, efficient and
secure cooperation of their representatives in the
Cooperation Group.

HII

OnHocH ce caMo Ha Tela Koja
ce OCHyjy Ha HUBOY EV.

14.6.

The Cooperation Group may request from the
CSIRTs network a technical report on selected
topics.

HIT

OpnHocH ce caMo Ha Tela Koja
ce OCHyjy Ha HUBOY EV.

14.7.

By 1 February 2024 and every two years thereafter,
the Cooperation Group shall establish a work
programme in respect of actions to be undertaken to
implement its objectives and tasks.

HII

ITpaBuio o mpumeHn
JTUPEKTHBE.
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14.8.

The Commission may adopt implementing acts
laying down procedural arrangements necessary for
the functioning of the Cooperation Group.

Those implementing acts shall be adopted in
accordance with the examination procedure
referred to in Article 39(2).

The Commission shall exchange advice and
cooperate with the Cooperation Group on the draft
implementing acts referred to in the first
subparagraph of this paragraph in accordance with
paragraph (4), point (e).

HIT

Obase3a Komucuyje.

14.9.

The Cooperation Group shall meet on a regular
basis and in any event at least once a year with the
Critical Entities Resilience Group established under
Directive (EU) 2022/2557 to promote and facilitate
strategic cooperation and the exchange of
information.

HII

OpHOCH ce caMo Ha Telna Koja
ce OCHyjy Ha HHBOY EV.

15.1.

CSIRTSs network

In order to contribute to the development of
confidence and trust and to promote swift and
effective operational cooperation among Member
States, a network of national CSIRTS is established.

HII

Opnnocu ce Ha LIEPToBe
npxaBa unanuna EY.

15.2.

The CSIRTs network shall be composed of
representatives of the CSIRTs designated or
established pursuant to Article 10 and the computer
emergency response team for the Union’s
institutions, bodies and agencies (CERT-EU). The
Commission shall participate in the CSIRTs
network as an observer. ENISA shall provide the
secretariat and shall actively provide assistance for
the cooperation among the CSIRTS.

HII

Opnnocu ce Ha LIEPToBe
npxaBa uinanuna EY.

15.3.

The CSIRTs network shall have the following
tasks:

(a)to exchange information about the CSIRTS’
capabilities;

(b)to facilitate the sharing, transfer and exchange of

HII

Onnocu ce Ha [IEPTose
npxaBa unaHuna EY.
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technology and relevant measures, policies, tools,
processes, best practices and frameworks among
the CSIRTS;

(c)to exchange relevant information about
incidents, near misses, cyber threats, risks and
vulnerabilities;

(d)to exchange information with regard to
cybersecurity publications and recommendations;

(e)to ensure interoperability with regard to
information-sharing specifications and protocols;

(Mat the request of a member of the CSIRTs
network potentially affected by an incident, to
exchange and discuss information in relation to that
incident and associated cyber threats, risks and
vulnerabilities;

(g)at the request of a member of the CSIRTs
network, to discuss and, where possible, implement
a coordinated response to an incident that has been
identified within the jurisdiction of that Member
State;

(h)to provide Member States with assistance in
addressing cross-border incidents pursuant to this
Directive;

(i)to cooperate, exchange best practices and provide
assistance to the CSIRTSs designated as coordinators
pursuant to Article 12(1) with regard to the
management of the coordinated disclosure of
vulnerabilities which could have a significant
impact on entities in more than one Member State;

(to discuss and identify further forms of
operational cooperation, including in relation to:

(i)categories of cyber threats and incidents;
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(ii)early warnings;
(iif)mutual assistance;

(iv)principles and arrangements for coordination in
response to cross-border risks and incidents;

(v)contribution to the national large-scale
cybersecurity incident and crisis response plan
referred to in Article 9(4) at the request of a
Member State;

(k)to inform the Cooperation Group of its activities
and of the further forms of operational cooperation
discussed pursuant to point (j), and, where
necessary, request guidance in that regard;

(Dto take stock of cybersecurity exercises,
including those organised by ENISA;

(m)at the request of an individual CSIRT, to
discuss the capabilities and preparedness of that
CSIRT;

(n)to cooperate and exchange information with
regional and Union-level Security Operations
Centres (SOCs) in order to improve common
situational awareness on incidents and cyber threats
across the Union;

(o)where relevant, to discuss the peer-review
reports referred to in Article 19(9);

(p)to provide guidelines in order to facilitate the
convergence of operational practices with regard to
the application of the provisions of this Article
concerning operational cooperation.

15.4.

By 17 January 2025, and every two years
thereafter, the CSIRTs network shall, for the
purpose of the review referred to in Article 40,
assess the progress made with regard to the
operational cooperation and adopt a report. The

HII

[paBuo npuMene oapendn
JTUPEKTHBE.
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report shall, in particular, draw up conclusions and
recommendations on the basis of the outcome of
the peer reviews referred to in Article 19, which are
carried out in relation to the national CSIRTs. That
report shall be submitted to the Cooperation Group.

15.5.

The CSIRTs network shall adopt its rules of
procedure.

HIT

Opnocu ce Ha [IEPTose
npxaBa uiganuna EY.

15.6.

The CSIRTs network and EU-CyCLONe shall
agree on procedural arrangements and cooperate on
the basis thereof.

HIT

Opnnocu ce Ha [IEPToBe
npkaBa uiaanuna EY.

16.1.

European cyber crisis liaison organisation
network (EU-CyCLONe)

EU-CyCLONe is established to support the
coordinated management of large-scale
cybersecurity incidents and crises at operational
level and to ensure the regular exchange of relevant
information among Member States and Union
institutions, bodies, offices and agencies.

HIT

OpraHu3oBaHa Mpea 3a
npxase unanune EY.

16.2.

EU-CyCLONe shall be composed of the
representatives of Member States’ cyber crisis
management authorities as well as, in cases where a
potential or ongoing large-scale cybersecurity
incident has or is likely to have a significant impact
on services and activities falling within the scope of
this Directive, the Commission. In other cases, the
Commission shall participate in the activities of
EU-CyCLONEe as an observer.

ENISA shall provide the secretariat of EU-
CyCLONe and support the secure exchange of
information as well as provide necessary tools to
support cooperation between Member States
ensuring secure exchange of information.

Where appropriate, EU-CyCLONe may invite
representatives of relevant stakeholders to
participate in its work as observers.

HIIT

OpraHn3oBaHa MpeKa 3a
npxaBe uinanuue EY.




201

a)

al)

0)

61)

B)

r)

)

16.3.

EU-CyCLONe shall have the following tasks:

(a)to increase the level of preparedness of the
management of large-scale cybersecurity incidents
and crises;

(b)to develop a shared situational awareness for
large-scale cybersecurity incidents and crises;

(c)to assess the consequences and impact of
relevant large-scale cybersecurity incidents and
crises and propose possible mitigation measures;

(d)to coordinate the management of large-scale
cybersecurity incidents and crises and support
decision-making at political level in relation to such
incidents and crises;

(e)to discuss, upon the request of a Member State
concerned, national large-scale cybersecurity
incident and crisis response plans referred to in
Article 9(4).

HIIT

OpraHu3oBaHa Mpea 3a
npxase unaHune EY.

16.4-
16.7.

EU-CyCLONe shall adopt its rules of procedure.

EU-CyCLONe shall report on a regular basis to the
Cooperation Group on the management of large-
scale cybersecurity incidents and crises, as well as
trends, focusing in particular on their impact on
essential and important entities.

EU-CyCLONe shall cooperate with the CSIRTS
network on the basis of agreed procedural
arrangements provided for in Article 15(6).

By 17 July 2024 and every 18 months thereafter,
EU-CyCLONe shall submit to the European
Parliament and to the Council a report assessing its
work.

HII

OpraHn3oBaHa Mpexa 3a
npxase uianune EY.

17.1.

International cooperation

The Union may, where appropriate, conclude
international agreements, in accordance with

HII

OpraHu3oBaHa MpeXa 3a
npxase unaHune EY.
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Article 218 TFEU, with third countries or
international organisations, allowing and organising
their participation in particular activities of the
Cooperation Group, the CSIRTs network and EU-
CyCLONe. Such agreements shall comply with
Union data protection law.

18.1.

Report on the state of cybersecurity in the Union

ENISA shall adopt, in cooperation with the
Commission and the Cooperation Group, a biennial
report on the state of cybersecurity in the Union
and shall submit and present that report to the
European Parliament. The report shall, inter alia, be
made available in machine-readable data and
include the following:

(@)a Union-level cybersecurity risk assessment,
taking account of the cyber threat landscape;

(b)an assessment of the development of
cybersecurity capabilities in the public and private
sectors across the Union;

(c)an assessment of the general level of
cybersecurity awareness and cyber hygiene among
citizens and entities, including small and medium-
sized enterprises;

(d)an aggregated assessment of the outcome of the
peer reviews referred to in Article 19;

(e)an aggregated assessment of the level of
maturity of cybersecurity capabilities and resources
across the Union, including those at sector level, as
well as of the extent to which the Member States’
national cybersecurity strategies are aligned.

HII

Oo6aBe3a EHHCAe.

18.2.

The report shall include particular policy
recommendations, with a view to addressing
shortcomings and increasing the level of
cybersecurity across the Union, and a summary of
the findings for the particular period from the EU
Cybersecurity Technical Situation Reports on

HII

Oo6aBe3a EHUCAe
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incidents and cyber threats prepared by ENISA in
accordance with Article 7(6) of Regulation (EU)
2019/881.

18.3.

ENISA, in cooperation with the Commission, the
Cooperation Group and the CSIRTs network, shall
develop the methodology, including the relevant
variables, such as quantitative and qualitative
indicators, of the aggregated assessment referred to
in paragraph 1, point (e).

HIT

Oo6aBe3a EHUCAe

19.1.

Peer reviews

The Cooperation Group shall, on 17 January 2025,
establish, with the assistance of the Commission
and ENISA, and, where relevant, the CSIRTS
network, the methodology and organisational
aspects of peer reviews with a view to learning
from shared experiences, strengthening mutual
trust, achieving a high common level of
cybersecurity, as well as enhancing Member States’
cybersecurity capabilities and policies necessary to
implement this Directive. Participation in peer
reviews is voluntary. The peer reviews shall be
carried out by cybersecurity experts. The
cybersecurity experts shall be designated by at least
two Member States, different from the Member
State being reviewed.

The peer reviews shall cover at least one of the
following:

(a)the level of implementation of the cybersecurity
risk-management  measures and  reporting
obligations laid down in Articles 21 and 23;

(b)the level of capabilities, including the available
financial, technical and human resources, and the
effectiveness of the exercise of the tasks of the
competent authorities;

(c)the operational capabilities of the CSIRTS;

(d)the level of implementation of mutual assistance

HII

Oo6aBe3a EHUCAe
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referred to in Article 37;

(e)the level of implementation of the cybersecurity
information-sharing arrangements referred to in
Atrticle 29;

(P)specific issues of cross-border or cross-sector
nature.

192
19.9.

The methodology referred to in paragraph 1 shall
include objective, non-discriminatory, fair and
transparent criteria on the basis of which the
Member States designate cybersecurity experts
eligible to carry out the peer reviews. The
Commission and ENISA shall participate as
observers in the peer reviews.

Member States may identify specific issues as
referred to in paragraph 1, point (f), for the
purposes of a peer review.

Before commencing a peer review as referred to in
paragraph 1, Member States shall notify the
participating Member States of its scope, including
the specific issues identified pursuant to paragraph
3.

Prior to the commencement of the peer review,
Member States may carry out a self-assessment of
the reviewed aspects and provide that self-
assessment to the designated cybersecurity experts.
The Cooperation Group shall, with the assistance of
the Commission and ENISA, lay down the
methodology for the Member States’ self-
assessment.

Peer reviews shall entail physical or virtual on-site
visits and off-site exchanges of information. In line
with the principle of good cooperation, the Member
State subject to the peer review shall provide the
designated  cybersecurity experts with the
information necessary for the assessment, without
prejudice to Union or national law concerning the

HIIT

O6ase3a EHUCAe
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protection of confidential or classified information
and to the safeguarding of essential State functions,
such as national security. The Cooperation Group,
in cooperation with the Commission and ENISA,
shall develop appropriate codes of conduct
underpinning the working methods of designated
cybersecurity experts. Any information obtained
through the peer review shall be used solely for that
purpose. The cybersecurity experts participating in
the peer review shall not disclose any sensitive or
confidential information obtained in the course of
that peer review to any third parties.

Once subject to a peer review, the same aspects
reviewed in a Member State shall not be subject to
a further peer review in that Member State for two
years following the conclusion of the peer review,
unless otherwise requested by the Member State or
agreed upon after a proposal of the Cooperation
Group.

Member States shall ensure that any risk of conflict
of interest concerning the designated cybersecurity
experts is revealed to the other Member States, the
Cooperation Group, the Commission and ENISA,
before the commencement of the peer review. The
Member State subject to the peer review may object
to the designation of particular cybersecurity
experts on duly substantiated  grounds
communicated to the designating Member State.

Cybersecurity experts participating in peer reviews
shall draft reports on the findings and conclusions
of the peer reviews. Member States subject to a
peer review may provide comments on the draft
reports concerning them and such comments shall
be attached to the reports. The reports shall include
recommendations to enable improvement on the
aspects covered by the peer review. The reports
shall be submitted to the Cooperation Group and
the CSIRTs network where relevant. A Member
State subject to the peer review may decide to make
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its report, or a redacted version of it, publicly
available.
Governance
Member States shall ensure that the management %)(HTHHKOM maHH%aH’a 1 IPHMEHE MCpa SamTH.Te
bodies of essential and important entities approve CHICTCMA TPEDA CC PYKOBOMHTH HATCIHMA:
the cybersecurity risk-management measures taken 1) HaYeNo YTIpaBIbara PH3HKOM — W3G0p 1 HUBO
by those entities in order to comply with Article 21, HDUMCHE Myen];; ce 3a0H Iia —— p I
20.1 oversee its implementation and can be held liable 13.1. HET 6 Baf[) CBCHILIT OM DI mf " TKp H) H)’ oy
o for infringements by the entities of that Article. p P [FJOM PH3HKA 1 OTIAkarba
TIOCJIeTNIA PU3HKA KOjJH CE OCTBApHO, yKIbYdyjyhu
The application of this paragraph shall be without CBC BPCTC BAHPCIHHX OKOJHOCTH,
prejudice to national law as regards the liability
rules applicable to public institutions, as well as the
liability of public servants and elected or appointed
officials.
Mepe 3amture UKT cucrema ce onHoce Ha:
4) obe30ehuBame 1a MuIa Koja Kopucre
Member States shall ensure that the members of the MKT cucrem onpocro ynpasswajy MKT cncremom
management bodies of essential and important Oyay ocriocomena 32 110cao Koju pajie u pasymejy
entities are required to follow training, and shall CBOjy OrOBOPHOCT, OIHOCKO A2 06e30en
encourage essential and important entities to offer OAPKABAI,C OCHOBHHX H N0 NOTPEGH HANPEHNUX
20.2. similar training to their employees on a regular|1.10.3.4. MHpOPMATHYKHX °6y.Ka 3a CBE sarocene 1 my
basis, in order that they gain sufficient knowledge AHF@XOBAHA JINIIA KOja mMajy mpuctyn MKT
and skills to enable them to identify risks and CHCTEMHM, 06YKa 32 PYKOBOHOILE ONHOCHO
assess cybersecurity risk-management practices and opraue ynpasana oneparopa KT cuctema on
their impact on the services provided by the entity. MIOCEOHOT 3HA4], KAO H CIICLIU[ATH3OBAHE CTPYHHE
00yKe 3a 3a1ocIiieHe OJITOBOPHE 32 YIIPABIbAhE
rHpOpMaIoHoM Oe30eaHomhy, pagn
o00e30ehBama KOHTHHYHPaAHEe eIyKalluje;
Cybersecurity risk- management measures Mepe 3amrure UKT cucrema o/ moceGHOT 3Havaja
Unan 10.
Member States shall ensure that essential and Omneparop VKT cucrema o1 moceOHOT 3Hauaja
important  entities  take  appropriate  and 1.10 oxrosapa 3a 06e30eanoct UKT cucrema u
proportionate  technical, operational and| " npenysumare Mepa 3amrure UKT cucrema.
21.1. organisational measures to manage the risks posed | 1.11. Mepama 3amtute UKT cuctema ce 06e36ehyje ny
to the security of network and information systems 112 MPEBEHIHja Ol HACTAHKA WHIIN/IEHATA, OJHOCHO

which those entities use for their operations or for
the provision of their services, and to prevent or
minimise the impact of incidents on recipients of
their services and on other services.

MIPEBEHIINja U CMAbeHhe MITeTe O/l HHIMACHATa KOjU
YIpOXaBajy BpIICHE HAJISKHOCTH U 00aBIbambe
JIETTaTHOCTH, a TIOCEOHO Y OKBHPY NPYyXkKarmba yCIyra
JIPYTUM JIAIHMA.
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Taking into account the state-of-the-art and, where
applicable, relevant European and international
standards, as well as the cost of implementation, the
measures referred to in the first subparagraph shall
ensure a level of security of network and
information systems appropriate to the risks posed.
When assessing the proportionality of those
measures, due account shall be taken of the degree
of the entity’s exposure to risks, the entity’s size
and the likelihood of occurrence of incidents and
their severity, including their societal and economic
impact.

Mepe 3amtute npumenyjy ce y ceum UKT
CHCTEMHMA oIlepaTopa U3 cTaBa . OBOT WiIaHa.
Mepe 3amrure UKT cucrema ce onHoce Ha:

1) YCIOCTaBJbahe¢ OpPraHU3aoHe
CTPYKTYpE, ca yTBph)eHIUM ITOCTIOBHMa, 3HAKBHMA,
KOMIICTEHIMjaMa, HCKYCTBOM M OATOBOPHOCTUMA
3aIl0CIEHUX, KOjOM CE OCTBapyje yIpaBibame
rHpOpMaIoHOM 0e30eaHoIhy y OKBHPY
oneparopa UKT cucrema;

2) MIPUKYIUbabE IoJaTaka o IMpeTmhama o
nadopmarmony 6e3dexHoct UKT cucrema;

3) MOCTH3ame 0e30eTHOCTH pajia Ha JaJbUHY
U ynotpede MoOwiIHUX ypehaja;

4) obe30ehuBame 1a MuIa Koja KOpUcTe
UKT cucrem ognocHo ynpasisajy UKT cuctemom
Oyny ocroco0JpeHa 3a Mocao KOju paje U pasymejy
CBOjY OATOBOPHOCT, OJJHOCHO Ja 00e30eau
OJIp>KaBarbe OCHOBHUX U I10 ITOTPeOH HAPEIHUX
nH}popMaTHIKUX 00yKa 3a CBE 3allOCIICHE U
aHT@)XOBaHa JIMIA Koja uMajy npuctyn UKT
cucTeMHMa, 00yKa 3a pyKOBOJIHOIIE OTHOCHO
oprase ynpasibama onepatopa UKT cucrema on
MOoCceOHOT 3Havaja, Kao W CIEIHjaJu30BaHe CTPYIHE
00yKe 3a 3arocieHe 0/r0OBOPHE 3a yIPaBJbabhe
rHpOpMaIoHoM Oe30eaHomhy, pagn
00e30ehrBama KOHTHHYHPAHEe eIyKalluje;

5) o0e30ehrBame J0BOJHHO pecypcea 3a
aJIEKBAaTHO YIpaBJbambe HHPOPMAIIMOHOM
6e36enHoNIhy;

6) 3alITUTY OJ PU3HKA KOjU HACTA]y MIpH
IpOMEHaMa MOCJI0Ba HIIH MPECTaHKa PagHOT
aHTaXXOBamba JIMIA 3anocieHux ko oneparopa UKT
CHCTEMa,;

7) UIeHTH(OUKOBake NHPOPMAITHOHNX
nobapa u oipeljuBame 0JJrOBOPHOCTH 32 FbUXOBY
3aLUTUTY,

8) KIacHu(pHKOBabE MoaTaka Tako 1a HUBO
BUXOBE 3aIITUTE OArOBapa 3Ha4ajy mojaraka y
CKJIaJy ca HauelloM YIpaBJbaba PU3UKOM M3 WiaHa
3. OBOT 3aKOHa;

9) 3aITUTY HOCaya M0JIaTaKa,;

10) OrpaHHYerbE MPUCTYIIA MofalMa 1
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Cpe/CTBUMA 3a 00paly 1ojaTaka;

11) onobpaBame oBamheHor mpucryna u
crnpedaBame Heonamheror npucryna KT
cucreMy u yciryrama koje KT cucrem mpyxa;

12) yTBphHBame 0IrOBOPHOCTH KOPHCHHKA 32
3aIITUTY CONICTBEHHUX CPEACTaBa 3a ayTCHTUKALH]Y;
13) npensubhame ynorpede KpunrorpadcKux

KOHTpOJIa ¥ APYTUX TEXHUKA 33 CAKPUBAHE
MoJ[aTaKa Pajy 3alITUTE TOBEPIFHBOCTH,
ayTEeHTUYHOCTH U UHTErpUTETa [10J1aTaKa;

14) [IpUMEHA Mepa 3alliTUTE Paay ClIpeuaBama
OTHIIamha I0/1aTaKa;
15) (u3NUKy 3aITUTY 00jeKaTa, IPoCTopa,

MIPOCTOpHja OHOCHO 30HA Y KOjIMa ce Hajlaze
cpencra u fokymenTu UKT cuctema u o6pabhyjy
noaauu y UKT cucremy;

16) 3alITUTY Of IyOuTKa, omrehema, kpahe
WM PYTOT 00JIMKa yrpokaBama 0e30e1HOCTH
cpencrasa koja unae UKT cucrem;

17) o6e30ehuBame ucnpaBHoT U 6e30eTHOT
(byHKIMOHHCAma CpeICTaBa 32 00paLy MojaTaKa;
18) MIPUMEHY OATOBapajyhux mpouenaypa u
Mepa 3allITHTEe MPUIMKOM Kopulthemwa yciyre
padyHapcTBa y KiIayay;

19) npaheme UKT cucrema y unspy
OTKPHBakha PAUBOCTH H MPETHH;

20) OrpaHHYerhe TPHUCTYTa BeO
Mpe3eHTalrjaMa Koje MOTY MOTSHIIUjaTHO /1
Hapyuie 6e30enHocT KT cucrema;

21) 3alITUTY TO/IaTaKa U cpeacTaBa 3a o0pamy
ojiaTaKa oJ1 3I0HaMepHOT cOTBEPA;
22) 3alITUTY Of TyOUTKA MoJjaTaka PeIOBHOM

H3pazioM pe3epBHUX KOIHja mojaraka, cohTeepa u
cucTeMa IyTeM oarosapajyhux cpezacrasa 3a
pa3MeHy Mo/IaTaKa;

23) 4yBame I0/1aTaKa o gorahajuma Koju
Mory 6uTH oJ 3Hauaja 3a 6e30exHocT VKT cucrema;
24) 00e36ehuBame uaTerputeta codpTBEPaA U
OINEepPaTHBHUX CHCTEMA,;

25) 3alITUTY O 3JI0YMOTPeOe TEXHHIKUX
0e360eanocuux cmaboctu UKT cucrema;

26) obe3oehuBame 3amrute KT cucrema
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MPUIMKOM CIIPOBOleH-a PEBU30OPCKOT TECTHPAbha;

27) 3aITUTY MOJaTaKa y KOMyHHKAIIHOHUM
Mpexama, ykJbydyjyhu ypehaje u Bozose;
28) 0e30eTHOCT MmoJlaTaka Koju ce IMPEHOCe

yHyTap oneparopa UKT cucrema, kao u msmehy
oneparopa UKT cucrema u nuua BaH onepatopa
UKT cucrema,

29) HCTYHCHE 3aXTeBa 32 HHYOPMAIIMOHY
0e30e1HOCT Y OKBUPY yIIpaBJbama CBUM (azama
xuBoTHOT 1MKiyca KT cucrema o1HOCHO zenoBa
cHucTeMa;

30) 3alITUTY MMOJIaTaKa KOjH Ce KOPUCTE 3a
notpede Tectupama KT cucrema ogHOCHO nenoBa
CHCTEMA,;

31) MpoIeaype 3a YyBame 1 Opucame
napopmanmja y UKT cucremnma, y ckinamy ca
MPOIHCUMA,;

32) 3amTUTy cpencrasa oneparopa MKT
cHucTeMa Koja Cy JOCTYIHA MPYKaoluMa ycIryra;
33) OJIpKaBarbe YTOBOPEHOT HHBOA
nHpopmanrone 6e30eJHOCTH ¥ PY)KEHUX yCIIyra y
CKJIaJIy ca YCJIOBHMa KOjH Cy YTOBOPEHH ca
NpY)KaoLeM yciyra;

34) MIPEeBEHIINjy U pearoBame Ha Oe30e1HoCHe
MHIMAEHTE, LITO MOJpa3yMeBa aJIeKBaTHY pa3sMeHy
uHpopmairja o 6e36enHocHUM crnaboctuma MKT
cucTeMa, MHIUJCHTHMA ¥ IPeThamMa, Kao 1
MIPUMEHY Mepa CaHaluje NOoCIeUIa HHIHCHTA;
35) Mepe Koje 00e30el)yjy KOHTUHYHTET
o0aBJpama 1mocia y BaHpEIHUM OKOJHOCTHMA KOje
ce nedunumry [lraHOM KOHTHHYHTETA 00aBJbamba
ocia;

36) yCcBajambe JOKyMeHaTa KojuMa ce
neUHHUITY TPOLIEAYPE 3a MPOBEPY aIeKBATHOCTH
Mepa 3allITUTe;

37) yroTpedy MynaTudakTopcke
ayTeHTHKAIUje WK pellieha KOHTHHYHUpaHe
NpoBepe ayTeHTUYHOCTH, 3aluTHhieHe T1acoBHe,
BHJICO U TEKCTYyaIHe KOMYHHKaIHje, Te Oe30eTHIX
KOMYHHUKAI[HOHHX CHCTEMa y XUTHUM CIIy4ajeBUMa
ynaytap oneparopa UKT cucrema

[TonzakoHcKH akT KojuM ce Omke ypehyjy mepe
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samrrute KT cucrema yBaxasajyhu Hauena u3
4jaHa 3. OBOT 3aKOHa, HAIlMOHAJHE U MelyHapoaHe
CTaHJap/e U CTaHAap/ie KOju ce IPUMEmYjy Yy
oarosapajyhuM obrmactuma paga goHocu Brana, Ha
npetor MUHHCTapCTBa.

AxT 0 npouenu pusuka UKT cuctema ox noceGHOT
3Ha4aja

Yman 11.

Omneparop UKT cucrema ox moceGHOT 3Hauaja
JIy’KaH je Jia JIOHece aKT o mpolieHn pusnka 3a UKT
cucreMme (y TaJbeM TEKCTY: aKT O IPOLICHH PU3UKA)
KOjHMa yIpaBJba.

AKXTOM 0 TIPOIICHH PU3UKA BPILIH CE IPOICHA PU3HKA
3a UKT cucrem on moceGHOT 3Ha4Yaja ¢ 003UpoM Ha
CTEIICH M3JI0KEHOCTH PU3HKY, BEJIMYHHY OIlepaTropa
U U3BECHOCT 110jaBe MHIUJICHTA U HETOBE
030MJFHOCTH, Ka0 M H-eTOB NOTEHIIHN]aJTHA
JPYIITBEHN U €KOHOMCKH YTHIIA].

AKT 0 NIpOIIEHH pPU3HMKA PEBUANPA Ce HajMambe
JEITHOM TOJIMIIEC.

AKT 0 TIpolieHH pu3uKa uspalyje ce y ckiaay ca
OTIIITOM METOOJIOTHjOM 3a TporieHy pusuka y UKT
CHUCTEMHMa O TOceOHOT 3Havaja KOjy JOHOCH
OpraH, OTHOCHO OpraHu3anuja y Kojoj ce 00aBJbajy
nociou Hammonansor [{EPT-a.

Omneparop UKT cucrema ox noceGHOr 3Hauaja HUje
y 00aBe3u Ja IoHece akT U3 CTaBa 1. OBOT WiaHa y
clly4ajy Kaja uMa Te(HHUCAHY MPOICHY PU3HKA Y
JPYrUM noctojehnM MHTEpHUM aKTHMa, Koja
oOyxBara 3aXTeBe U3 OMIITE METOIOJIOTHjE M3 CTaBa
4. oBOT WIaHa.

AxT 0 6e36emnocTr KT cuctema oj moceGHOT
3Hauaja

Ynan 12.

Omneparop UKT cucrema ox noce6Hor 3Hauaja
Jy’)KaH je aa noHece akT o 6e36exnoctn UKT
cucreMa (y TaJbeM TeKCTY: akT 0 6e30€AHOCTH).
AxroM 0 6e36emHOCTH 0pel)yjy ce Mepe 3amTHTe, a
HApOYMTO MPHUHIUIIN, HAYMH U TPOLEAYpe
MOCTH3aba U OJIP)KaBarba aJleKBaTHOT HUBOA
0e30eTHOCTH CHCTeMa, Kao U OBJamiemha U
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O/TOBOPHOCTH Y Be3H ca 6e30enHomhy u
pecypcuma UKT cucrema o moceOHOT 3HaYaja.
Axt 0 6e36ennocTr KT cucrema ox moceGHOT
3HauYaja 3aCHHUBA ce Ha AKTY O IPOLICHN PU3HKA U3
yiana 11. oBor 3akona. [Ipumena mepa 3amrure
UKT cucrema Mopa OUTH y CKIagy ca IPOLEHEHUM
pusuImMa, Kako 6u ce 00e30ea1a ageKBaTHa
3aIITHTa CHCTEMa M MHHHUMU3HPAO yTULIA]
MOTEHIMjATHUX MHIUIEHATA.

AkT 0 6e30eHOCTH MOpa Ja Oy/e ycknalheH ¢
nnpoMeHama y okpyxemwy u 'y camoM UKT cuctemy.
Omneparop UKT cucrema ox noce6Hor 3Hauaja
Iy’KaH je 1a, CaMOCTaJHO WJIH y3 aHT')KOBAIbe
CIIOJBHUX €KCIIepaTa, BPIIH MPOBEPY U3 IPETXOJHOT
CTaBa HajMambe jeTHOM TOIUIIE U /1a O TOME
CAYMHH U3BEILTA].

[onzakoHckH akT KojuM ce Ommke ypehyje cagpxkaj
axta o 6e36eqHocTH, HaunH nposepe KT cucrema
0J1 TOCEOHOT 3HaYaja U CaJpkaj U3BEIITaja O
MIPOBEpPH, KA0 U JOCTAaBJbaF-E N3BEIITAja HAIJICKHOM
oprany, 1oHocH Biaia Ha npeuior MunuCcTapcTBa.

21.2. (8)

The measures referred to in paragraph 1 shall be
based on an all-hazards approach that aims to
protect network and information systems and the
physical environment of those systems from
incidents, and shall include at least the following:

(a)policies on risk analysis and information system
security;

1.11.
1.12.

Axt o npouenu pusuka UKT cucrema ox moceGHOT
3HaYaja

Unan 11.

Omneparop UKT cucrema ox moceOHOT 3Ha4aja
Iy’KaH je Ja JJOHece aKT O mpoleHu pusuka 3a UKT
cucreme (y 1ajbeM TEKCTY: aKT O MPOLICHN PU3UKA)
KOjHMa ynpaBJba.

AKXTOM 0 TIPOIICHH PU3UKA BPILIY CE IMPOIEHA PU3HKA
3a KT cucrem oz moceOHOT 3Ha4aja ¢ 003UpoM Ha
CTETEeH M3JI0KSHOCTH PU3HKY, BEIMYMHY OIlepaTopa
1 U3BECHOCT 110jaBe MHIUJICHTA U HETOBE
030MJFHOCTH, Ka0 M H-eTOB MOTECHITN]aJTHH
JPYLITBEHH H €eKOHOMCKH yTHII3].

AKT 0 IPOLICHH PU3HKA PEBHANPA CE HAjMAbE
JETHOM TOIHIIE.

AKXT 0 mpolLieHH pu3uKa uspalyje ce y ckiaay ca
OIIITOM METOJI0JIOTHjOM 3a nporeHy pusuka y UKT
CHCTEMHMA 0J] OCEOHOT 3Ha4aja KOjy IOHOCH
opras, OZIHOCHO OpraHu3aluja y Kojoj ce 00aBibajy
nociou Hammonanuor [{EPT-a.

Omnepatop UKT cucrema o moceGHOT 3Ha4aja HITje

Iy
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61)
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r)
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y o0aBe3u Ja JoHece akT U3 cTaBa 1. OBOT WiaHa y
ciTydajy KaJia uma JieuHIcaHy IPOLEHy pU3HKa Y
JIpYruM 1ocTojehinM HHTEepHUM aKTHMa, Koja
o0yxBaTa 3axTeBe U3 OIIITE METOIOJIOTHjE U3 CTaBa
4. oBOT 4JaHa.

AxT 0 6e36equoctu UKT cucrema ox mocebHor
3Ha4aja

Unan 12.

Omneparop UKT cucrema ox nmoce6GHoTr 3Hauaja
JyKaH je 1a joHece akT o 6e36eqnoctu UKT
cucrema (y 1ajbeM TEKCTY: akT 0 6€30€HOCTH).
AxTtoM 0 6e36eHOCTH oapel)yjy ce Mepe 3aITHTe, a
HAPOYUTO MMPUHIIUIHI, HAYUH U IPOLIEIype
MOCTH3akba 1 OJIpIKaBarba a[eKBaTHOT HUBOA
0e30eqHOCTH CUCTEMA, Kao U oBjalihiema u
OTOBOPHOCTH Y Be3H ca Oe30exnomhy u
pecypcuma UKT cuctema o moceGHOT 3Havaja.
Axt 0 6e36ennocTr KT cucrema o moceGHOT
3HauYaja 3aCHHUBA ce HAa AKTY O IPOLICHN PU3HKA U3
yiana 11. oBor 3akona. [Ipumena mepa 3amrure
UKT cucrema Mopa OUTH y CKIaqy ca IPOLECHCHUM
pusumMa, kKako 6u ce 06e30eama ageKBaTHa
3aIITHTa CHCTEMa U MUHUMH3HPAO YTHUIIA]
MOTCHIMjATHUX WHIM/ICHATA.

AKT 0 6e30eHOCTH MOpa aa Oyae yckinaleH ¢
npomMeHama y okpyxemwy u 'y camoM UKT cuctemy.
Omneparop UKT cucrema ox noce6Hor 3Hauaja
Jy’KaH je Ja, CaMOCTAJHO WJIH y3 QHI')KOBAIbe
CIIOJBHUX €KCIIepaTa, BPIIH MPOBEPY U3 TPETXOJHOT
CTaBa HajMambe jeTHOM TOIUIIE U J1a O TOME
CauMHH U3BEIITA].

[NonzakoHCcKkH akT KojuM ce Ommxe ypehyje cagpkaj
akTa 0 6e30enHocTH, HauuH npoepe UK T cucrema
oJ1 MoceOHOT 3Havaja U capikaj U3BeIITaja o
NPOBEPH, Ka0 U TOCTABJbabe U3BELITAja HAJICKHOM
oprany, 1oHocu Biaga Ha npeanor MuHucTapceTsa.

21.2. (b)

(b)incident handling;

1.10.34.
1.10.35.

Mepe 3amture UKT cuctema ce ogHoce Ha:

34) MIPEBEHIINjy U pearoBame Ha Oe30e1HoCHe
UHIUAEHTE, LITO MOJpa3yMeBa aJIeKBaTHY pa3sMeHy
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nHpopmarmja o 6e36enHocHUM crnaboctuma UKT
cucTeMa, MHIUJICHTAMA U IpeThamMa, Kao 1
IIpUMEHY Mepa caHalHuje MOoCIeIuIa HHIUICHTa;
35) Mepe Koje 00e30el)yjy KoHTHHyHTeT
o0aBJbama 1oca y BaHPEIHNM OKOJTHOCTHMA Koje
ce nedunumry [lnaHoM KOHTHHYUTETa 00aBJbamba
ocJa.

21.2. (c)

(c)business continuity, such as backup management
and disaster recovery, and crisis management;

1.10.22.
1.10.35.

Mepe 3amture UKT cucrema ce onHoce Ha:

22) 3aIITUTY O TyOUTKA MOAaTaka PeIOBHOM
H3paioM pe3epBHUX KOIUja mojaraka, cohTeepa u
crcTeMa ITyTeM oJroBapajyhnx cpencrasa 3a
pa3MeHy Io/IaTaka;

35) Mepe Koje 00e30el)yjy KOHTHHYHTET
o0aBJbama 1ociIa y BaHPEIHNM OKOJTHOCTHMA Koje
ce nedunumry [lnaHOM KOHTHHYHTETA 00aBJbamba
ocJa.

21.2. (d)

(d)supply chain security, including security-related
aspects concerning the relationships between each
entity and its direct suppliers or service providers;

1.10.32.
1.10.33.

Mepe 3amrture UKT cucrema ce ogHoce Ha:

32) 3aIITUTY cpeacTaBa omneparopa KT
cHcTeMa Koja Cy OCTYITHA MPYKaoIuMa yCiyra,
33) OJIp’KaBak-¢ YTOBOPEHOT HUBOA
uH(popMaIoHe 6e30eIHOCTH U PYKEHHX YCIyra y
CKJIaJIy Ca YCJIOBHMa KOjH Cy YTOBOPEHH ca
MPYXaoleM yCIyra;

21.2. (e)

(e)security in network and information systems
acquisition,  development and  maintenance,
including vulnerability handling and disclosure;

1.10.18.
1.10.24.
1.10.25.
1.10.26.

Mepe 3amtute UKT cucrema ce onHoce Ha:

18) MIPUMEHY OAT0Bapajyhux mporuenypa u
Mepa 3allITHTE MPUIMKOM Kopuihemwa yciyre
padyHapcTBa y KIayay;

24) o0e30ehuBame nHTErpUTETa COYTBEpPA U
OINepaTHBHUX CUCTEMA;

25) 3aIITHTY OJ1 310yNOTPede TEXHUIKHX
6e36eanocHux cinaboctn UKT cucrema;

26) 06e36ehuBame 3amrure UKT cucrema
HPUIMKOM CITPOBOl)ea PEeBHU30PCKOT TECTHPAhA;

Iy

21.2. (f)

(fpolicies and procedures to assess the
effectiveness of cybersecurity risk-management
measures;

1.10.36.

36) yCBajame JOKyMeHara KojuMma ce
JebUHHITY MPOLEAYPE 3a TIPOBEPY aACKBATHOCTH
Mepa 3aIiTuTe.

Iy
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212.(9)

(g)basic cyber hygiene practices and cybersecurity
training;

1.10.4.
1.10.7.

Mepe 3amrtute UKT cucrema ce onHoce Ha:

4) o6e36ehuBame na muna koja kopucre UKT
cucreM ofHOCHO ympasibajy UKT cucremom Oymy
ocroco0JpeHa 32 M0cao KOjH pajic U pa3yMe]jy CBOjy
OJTOBOPHOCT, OHOCHO Aa 00e30eau oapikaBame
OCHOBHHX H 110 HOTPeOH HAIPEAHUX
“HPOPMATHYKUX 00YKa 3a CBE 3aI0CIICHE U
aHra)koBaHa JHLA Koja nMajy npuctyn UKT
CHCTEMHMa, 00yKa 3a pYKOBOJHOLE OJJHOCHO
oprase ynpasJbama onepatopa UKT cucrema of
noceOHOT 3Havaja, Kao U CHElHjan30BaHe CTPYIHE
o0yKe 3a 3ar0ciIeHe OrOBOPHE 3a YIPABIbAbE
rHpOpMaIoHoM Oe30eaHomhy, pagu
o00e30ehnBama KOHTUHYHpaHE eIyKalllje;

7) uneatuduroBame NHOOpMANOHUX J00apa u
onpehuBarmbe 0IrOBOPHOCTH 32 IbUXOBY 3aIUTUTY;

ny

21.2. (h)

(h)policies and procedures regarding the use of
cryptography and, where appropriate, encryption;

1.10.13.

Mepe 3amrture UKT cucrema ce ogHoce Ha:

13) npeasuhame yrnorpede kpunrorpapckux
KOHTpOJIa ¥ APYTUX TEXHUKA 33 CAKPUBAE
MoJlaTaka pajy 3allTUTE TOBEPJEHBOCTH,
ayTEHTUYHOCTH M MHTETPHUTETA M0JIaTaKa;

Iy

21.2. (i)

(i)human resources security, access control policies
and asset management;

1.10.1.
1.10.6.
1.10.7.

1.10.10.
1.10.12.

Mepe 3amtute UKT cucrema ce onHoce Ha:

1) ycriocTaBspame OpraHu3anioHe CTPYKTYype, ca
yTBpheHHM MOCIIOBUMA, 3HABUMA,
KOMIIETEHI[jaMa, HCKYCTBOM H OZITOBOPHOCTHMA
3aIl0CIeHUX, KOjOM Ce OCTBapyje YIpaBJbame
nHpopmaronom 6e30eHOIINYy Y OKBHPY
oneparopa VKT cucrema;

6) 3alITUTY OJ PU3UKA KOjU HACTA]y TIPH
IIpOMEHaMa I10CII0Ba HIIH TPECTaHKa PaJHOT
aHTaXXOBamba JIMIA 3anocieHux koj oneparopa MKT
CHCTeMa;

7) naeHTH(GUKOBamkE HHHOPMATMOHUX
nobapa n oxpehuBame 0JrOBOPHOCTH 32 IIXOBY
3aIITHTY;

10) orpanuyere npucTyna nojanyuMa u cpeacTBuMa
3a 00pajy mojaTaka,

12) yTBphuBame 0IrOBOPHOCTH KOPHCHHUKA 32
3aIITUTY CONCTBEHHUX CPEJICTaBa 3a ayTCHTHKAIIH]Y.

ny
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a) al) 6) 61) B) r) )
Mepe 3amrure UKT cucrema ce onHoce Ha:
(j)the use of multi-factor authentication or 37 6 .
continuous authentication solutions, secured voice, ) ynoTpeby MyTH(AKTOpCKe ayTeHTHKALIjE Wtk
21.2.(j) |video and text communications and secured|1.10.37. P emeH;la KOHTHHYHPAHE POBCPE AyTCHTIHTHOCTH,
emergency communication systems within the 3QUITHRCHE [NIACOBHC, BIACO 1 TCKCTYya/IHE
entity, Where appropriate. KOMYHHUKaIUj€, TC 6e36eZEHHX KOMYHUKaIlMOHUX
CHCTEMA Y XUTHUM CJIy4ajeBUMa yHyTap oleparopa
UKT cucrema
Wucnexnyja 3a nHGopMannoHy 6e30e1HoCT
Unan 47.
Wucnexnyja 3a nHGOpMannoHy 6e30eIHOCT BPIIU
WHCTICKIIWjCKH HaI30p HaJ IPUMEHOM OBOT 3aKOHA
u panom omneparopa UKT cucrema ox moceGHOT
3Hauaja, ocuM caMmocTanHux oneparopa UKT
cucrema u KT cucrema 3a paj ca TajHUM
MmoJlalMMa, a y CKJIaay ca 3aKOHOM KojuM ce ypehyje
WHCTICKIN]CKH HaJ30pP.
Member States shall ensure that, when considering go?om HHC%eKHHJ?\Za uHpopmatHoiy
which measures referred to in paragraph 2, point C3DEAHOCT 0baBba HHHCTang BOGHpeKO
(d), of this Article are appropriate, entities take into gHSESETW;&:ETEEZ??T{EHEO 23 Zﬂg%fe' atopa
account the vulnerabilities specific to each direct KT CP?C};eMa HHEHJG <10 3aﬂnﬂ(€)o pMi “OHp P
supplier and service provider and the overall 6036 > . p PMAIHOHY
quality of products and cybersecurity practices of | 1.47. €30e/HOCT yTBPhYje /12 JIu Cy UCTYH-CHU. yCIIOBH
their suppliers and service providers, including TPOTIHCAFH OBHM 3aKOHOM H MPOMHCHMA IOHETHM
21.3. - 1.48. Ha OCHOBY OBOT 3aKOHA. my
their secure development procedures. Member Ynan 48
States shall also ensure that, when considering | 1.49. )

which measures referred to in that point are
appropriate, entities are required to take into
account the results of the coordinated security risk
assessments of critical supply chains carried out in
accordance with Article 22(1).

Ognamhema HHCTIEKTOPA 32 HHPOPMAIHOHY
6e30enHOCT

Hucnexrop 3a undopmaimony 6e30eaHOCT je
opyamheH 1a y mocTynky crnpoBoljerba Haj30pa,
MopeN Hajlarama Mepa 3a Koje je onaniheH
HHCIIEKTOP Y MOCTYIIKY BPLICHa HHCIIEKIIH]CKOT
HaI30pa yTBpheHux 3aKOHOM:

1) HaMOXu OTKIIAkame YTBPHEHUX HEMIPABHIHOCTH
1 33 TO YTBPH pa3yMaH POK;

2) 3abpanu Kopumheme TOCTymaka i TEXHHIKUX
Cpe/iCTaBa KOjuMa Ce YrpokaBa WM HapylaBa
uHpopMaiona 6e30eJHOCT U 3a TO OCTaBH POK;
3) 3axteBa ox oneparopa UKT cucrema ox
noceOHOTr 3Hauaja J1a 3BPIIN CKeHUpatbe,
KOH(UTypauujy 1 neHerpaunoHo recrupame UKT
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CHCTEMa y IIMJbY yTBphUBamba eBEHTYATHHUX
0e30eTHOCHHX PambUBOCTH, a Y CKJIAJLy Ca IIPOLIEHOM
pU3HKa;

4) HaNOXu A HaI3UPaAHU Cy0jeKT YIHHI
JOCTYITHHM jaBHOCTH MH(OpMAaIHje Koje ce THIy
HETIOIITOBamka 0JIpei0H OBOT 3aKOHA, a 32 Koje
MIOCTOjY ONPaBAaH UHTEPEC JaBHOCTU Ha yTBpHEeHH
Ha4HuH;

5) HaJOXH J1a HaA3upaHu cyOjeKT oApeaH JHLEe ca
TauHo yrBpheHuM onanthemnma koje hie y
yTBp)eHOM BpEMEHCKOM IepHOy Ha3UpaTH U
IPaTHTH yCarlaleHoCT ca oapendama OBor 3aKOHa
1 HAJIOXKEHUM Mepama.

CTtpy4yHH HaI30p
Unan 49.

CTpy4HH HaJ30p HaJ IPUMEHOM OBOT
3aKkoHa U pasoM oneparopa UKT cucrema on
noceGHOT 3Havaja, OCHM CaMOCTAJIHHUX oIlepaTopa
UKT cucrema u UKT cucrema 3a pax ca TajHUM
nofanyMa, Bpiu Kannenapuja, a y ckiagy ca
3aKOHOM KOjUM ce ypelhyje HHCIEeKIHjCKH Haa30p.

INocnoBe cTpydHOTr Hag30pa 00aBIba
ornamrheHo Jiine 3anocieHo y Kannenapuju (y
JlaJbeM TEKCTY: OBJIaIIheHo JIHIe).

VY noctynky cTpy4HOr Haa30pa
oBJaiheHo JIMIe UMa TIPaBoO U 00aBe3y aa
KOHTPOJIHIIIE:

1) a/IEKBATHOCT NPOIECHEHUX PU3HKA C
0031pOM Ha CTENEH U3I0KEHOCTH PU3HKY,
BEJINYMHY OIIEPaTopa H U3BECHOCT 110jaBe
MHIUIEHTA U BETOBE 030M/LHOCTH, KA0 U H-IOB
HOTEHIMjaJIHH APYLITBEH! U €KOHOMCKH YTHUIIaj;
2) HUBO 0€30€1HOCTH TEXHOIOLIKUX
HOCTyIaKa ¥ TEXHUUKUX CPEACTaBa Koje Oneparop
KT cucrema o1 moceGHOT 3Ha4aja yrnotpebdspaBa
panu IprMeHa Mepa 3allTHTE;

3) oxarosapajyhe cipoBoljeme mporieca
mpoBepe ycknahenoctu npumemernx mepa UKT
cucTeMa ca akToM 0 0e30eHOCTH;
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4) MIPUMEHY MPENopyKa U Mepa y CiIydajy
MHIUICHATa KOjU 3HaYajHO YTPOXKaBajy
nHpopmarony 6e30e1HOCT.

AKo y BpIIeHY CTpy4YHOT Haazopa Kanuenapuja
YTBP/H HENPABHIHOCTH, HEOCTATKE HJIH MPOIYCTE
y TIPUMEHH OBOT 3aKOHA M MPOIIHCa JOHETHX Ha
OCHOBY 1b€ra, 0 ToMe 00aBeIlTaBa HaJ3UPaHOT
cy0jexTa u ozapel)yje My pOK y KOME je Ty’KaH Aa UX
OTKJIOHH.

Pok u3 crasa 4. oBor 4iaHa He MOXke OMTH Kpahu ox
ocaM JaHa Of JaHa IpHjeMa 00aBelITeha, OCUM Y
ClTy4yajeBHMa KOjH 3aXTeBajy XUTHO MOCTYIambe.
Axo Kanrnenapuja yTBpIu a Hal3UpaHu cyOjekar
HHje, y OCTaBJbEHOM POKY, OTKJIOHHO YTBpheHe
HENPaBUIIHOCTHU, HEAOCTATKE WIIH IIPOITYCTE y
IPUMEHH OBOT 3aKOHA ¥ IPOIHCA TOHETHX Ha
OCHOBY H€T'a, IOJTHOCH MIPHjaBy HHCICKIIH]H.
Kannenapwuja je xyxHa Ja IO 3aXTeBY HHCIIEKTOPa
3a uHGopMaIMoHy 6e30eTHOCT 00aBU CTPYUHH
HaJ30p U JOCTaBH MH(POPMANHjy o yTBpheHOM
YHEEHUYHOM CTabY.

OO0pa3zarl JIeruTHMAaIyje ¥ HauuH W3aBamba
JIETUTHMAIIHje OBJIaIheHor JIuia yTephyje
Kannenapwuja.

Jlerutumanyja oBnamheHor auna 06aBe3Ho
caapxku: rp6 Penyonuke CpOuje u Ha3uB
Kannenapuje, nme 1 npe3ume oBjIaIheHor Jinna,
¢dotorpadujy osnamrheHor JuIa, cIyx0eHU Opoj
JIETUTHMAlIFje, 1aTyM M3/jaBatba JIeTHTUMAIIHje,
nevat KaHuenapuje, moTnuc JUpexTopa
Kannenapwuje, kao u oxmrammnanu Tekct cienehe
caJpkuHe: ,,/IManar oBe JeruTHMAIje HMa
oBnamhema y cKkiIany ca ogpeadama wiaHa 49. cr. 3.
u 4. 3axoHa 0 nHpOpMaoHoj 6e36eaHOCTH.”

21.4.

Member States shall ensure that an entity that finds
that it does not comply with the measures provided
for in paragraph 2 takes, without undue delay, all
necessary, appropriate and proportionate corrective
measures.

1.47.
1.48.
1.49.

Wucniexyja 3a nHGOopManuoHy 6e30e1HOCT

Unan 47.

MHcnexnuja 3a vHGpopMarony 6e30eIHOCT BPLIN
MHCTIGKIMjCKH Ha30p HaJ MPUMEHOM OBOT 3aKOHA
u pagom omneparopa MKT cucrema on moceGHor
3Hauaja, ocuM camocTanHux oneparopa UKT
cucrema u UKT cucrema 3a pan ca TajHUM
rmoJlanMMa, a y CKJaay ca 3aKOHOM KojuM ce ypehyje

nmy
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HHCTICKIMjCKH HaJ30p.

[Mocnoe nHCHEeknyje 3a HHGOPMAIIOHY
0e30enHOCT 00aBJba MUHHCTAPCTBO MPEKO
HHCIEKTOpa 3a NH(POpMaIoHy 06e30eIHOCT.

VY oKkBHpY MHCHEKIIH]CKOT HaJ[30pa pajia oreparopa
UKT cucrema, HHCIIEKTOP 32 HHYOPMALIUOHY
6e30e1HOCT yTBphyje a I Cy UCTIyEeHH YCIOBH
MPONKCAHKU OBUM 3aKOHOM M PONUCUMA JIOHETHUM
Ha OCHOBY OBOT 3aKOHa.

Unan 48.

Osnamhema HHCIIEKTOPa 32 HHOOPMAIUOHY
Oe30eHOCT

Hucnextop 3a undopmMaimony 6e30e1HOCT je
oBnamheH J1a y MOCTYIKY COpoBohema Haa3opa,
MopeJ HaJarama Mepa 3a Koje je onanther
HHCIIEKTOP Y MOCTYIIKY BPLICHA HHCIIEKIIN]CKOT
HA/30pa YTBpEHUX 3aKOHOM:

1) HaJIOXM OTKJIamame YTBPHEHUX HENIPAaBUIHOCTH
1 3a TO YTBPJH pa3yMaH pOK;

2) 3abpanyn kopumheme MocTynaka ¥ TEXHHIKAX
cpelcTaBa KOjUMa ce YrpoxKaBa MM HapyllaBa
rHpOpMaIoHa 6e30€THOCT 1 32 TO OCTaBH POK;

3) 3axteBa o oneparopa UKT cucrema o
MOCceOHOT 3Havaja 1a M3BPIIN CKCHUPAhE,
KOH(UTYpaIHjy 1 IeHeTpannoHo tectupame KT
cucTeMa y uJby yTBphHBaba eBeHTyaIHIX
0e30eJTHOCHUX PABUBOCTH, a Y CKJIAIy Ca IIPOLEHOM
pu3HKa;

4) HanoXHu J1a HaI3UPAHU CYOjeKT yUHHH
JIOCTYITHAM JaBHOCTH HH(POpPMAIIHje KOje ce THIY
HETIOIITOBamka 0JIpeZi0N OBOT 3aKOHA, a 3a Koje
MOCTOj! ONPaB/IaH HHTEPEC jaBHOCTH Ha YTBpHEHH
Ha4uH;

5) HaJIOXKM J1a Ha3UPaHu CYOjeKT OJpe/H JIHIe ca
TauHo yTBpheHum osnanthewuma koje he y
yTBpjeHOM BPEMEHCKOM MEePUOY HaJ3UpaTH U
HPATHTH YCAIJIALIEHOCT ¢a oZipeidamMa OBOT 3aKOHa
Y HAJIO)KEHUM Mepama.

Crpy4nu Hag30p

Yian 49.
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CTpydHH Haa30p HaJ IPUMEHOM OBOT
3axkoHa u pajgoM omnepatopa UKT cuctema ox
roceGHOT 3Ha4aja, OCHM CaMOCTAIHHUX ollepaTopa
UKT cucrema u UKT cucrema 3a paj ca TajHIM
nojnanuma, Bpumm Kanuenapuja, a y ckiany ca
3aKOHOM KOjUM ce ypehyje HHCHEeKIHjCKU Haa30p.

ITocnoBe cTpy4YHOT Han30pa 00aBIba
omnamrheHo nuie 3anocneHo y Kannenapuju (y
JlaJbeM TEKCTY: OBJIAIIheHo JIHIe).

VY mocTynky cTpydHOT Haazopa
oBJIAITNEHO JIUIC UMa TIPaBO U 00aBe3y Jaa
KOHTPOJIHIIIE:

1) aJIeKBaTHOCT NPOLICHECHNUX PU3HKA C
003MpOM Ha CTETICH U3JI0KEHOCTH PH3HUKY,
BEJIMYMHY ONepaTopa M U3BECHOCT I0jaBe
HHIMACHTA U HEroBe 030MBHOCTH, Ka0 U HEroB
TIOTEHIWjJTHH IPYLITBEHN U €KOHOMCKH yTHIIAj;

2) HUBO 0e30€IHOCTH TEXHOJIOIIKUX
MIOCTYyTIaKa ¥ TEXHUYKUX CPEICTaBa Koje orepaTrop
HUKT cucrema on moceGHOT 3Hauaja ynoTpedhaBa
pajy MpUMeHa Mepa 3allTHTE;

3) oxarosapajyhe cipoBoljeme mporeca
npoBepe ycknahenoctu npumemeanx Mepa UKT
cHcTeMa ca akToM 0 0e30eqHOoCTH;

4) MIPUMEHY MIPEnopyKa U Mepa y ciydajy
HHIMJICHATa KOj! 3HAYajHO YrPOXKaBajy
nHpopmarony 6e30e1HOCT.

Axo y BpIewy cTpy4yHor Hajzopa Kanmenapuja
YTBPJ HENPABHIIHOCTH, HEIOCTATKE HJIM MIPOIYCTE
y TIPUMEHH OBOT 3aKOHA M MPOIIHCa JIOHETHX Ha
OCHOBY Hh€ra, 0 ToMe 00aBeIITaBa HaJ3UPaHoT
cy0jexTa u ozapel)yje My pOK y KOME je Ty’KaH Ja UX
OTKJIOHH.

Pok u3 craBa 4. OBOT 4jiaHa He MOKe OUTH Kpahu o1
ocaM JaHa o1 IaHa TpHjeMa o0aBelITeha, OCUM Y
cllydajeBHMa KOjH 3aXTEeBajy XUTHO MOCTYIIAbE.
Axo KaHnnenapuja yTBpan 1a Hag3upaHu cyOjekar
HHj€, Y OCTaBJbEHOM POKY, OTKJIOHHO yTBpheHe
HENPaBUIIHOCTH, HEJOCTATKE WIIH IPOITYCTE y
MPUMEHH OBOT 3aKOHA ¥ MPOIIHCA TOHETHX Ha
OCHOBY Hb€Ta, IIOJIHOCH NTPHjaBy HHCIIEKIIUjH.
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a) al) 0) 61) B) r) )
Kannenapuja je my’Ha 1a 10 3aXTeBY HHCIIEKTOPa
3a nHpopMaIHoHy 6e30eTHOCT 00aBH CTPYYHH
HaJ30p U JOCTaBH MH(GOPMANHjy O yTBpheHOM
YUHBCHUYHOM CTabkby.

O0pa3zail JIeTHTUMAIH]e U HAYWH U3]]aBamka
JIeTUTUManyje oBiamheHor Juna yrephyje
Kannenapuja.
Jlerntumanyja onamheHor auna 06aBe3Ho
caapxku: rp6 Penmy6muke CpOuje u Ha3uB
KaHuenaije, HUME U IPE3UME opnamhenor Jjna,
¢dororpadujy opnamheHor Jmna, cryx6eHu 6poj
J'[el“I/ITI/IMaI_II/Ije, JaTyM u3jaBama J'IeFI/ITI/IMaI_II/Ije,
neyar Kannenapuje, mornuc qupekropa
Kannenapwuje, kao u oxmrammnanu Tekct cienehe
caip’kuHe: ,,JIManal oBe JeruTuManyje nma
opnamhema y ckiaay ca oxpeadama wiana 49. cr. 3.
1 4. 3akoHa o nHpOpMaoHoj O6e3deqHOoCTH.”

By 17 October 2024, the Commission shall adopt

implementing acts laying down the technical and

the methodological requirements of the measures

referred to in paragraph 2 with regard to DNS

service providers, TLD name registries, cloud

computing service providers, data centre service

providers, content delivery network providers,

managed service providers, managed security Unan 54

service providers, providers of online market P :

places, of online search engines and of social OKOBH 33 JIOHOTICILE TMO/IBAKOHCKHX aKata

networking services platforms, and trust service

provi s [NonzakoHcka akTa npeaBrl)eHa OBUM 3aKOHOM

215, 154, nonehe ce y poky ox 12 Mecenu o qaHa cTynama my

The Commission may adopt implementing acts
laying down the technical and the methodological
requirements, as well as sectoral requirements, as
necessary, of the measures referred to in paragraph
2 with regard to essential and important entities
other than those referred to in the first subparagraph
of this paragraph.

When preparing the implementing acts referred to
in the first and second subparagraphs of this
paragraph, the Commission shall, to the extent
possible, follow European and international

Ha CHary OBOT 3aKOHa.
InaH 3a pearoBame y Cly4ajy HHIUAEHTa BUCOKOT
HUBOA M KpH3e nHpopMalrone 6e30e1HOCTH U3
yaHa 18. oBoOr 3aKkoHa OHOCH ce y poKy of 18
MeCeLM OJ1 laHa CTyMarba Ha CHary OBOT 3aKOHa.
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standards, as well as relevant technical
specifications. The Commission shall exchange
advice and cooperate with the Cooperation Group
and ENISA on the draft implementing acts in
accordance with Article 14(4), point (e).

Those implementing acts shall be adopted in
accordance with the examination procedure
referred to in Article 39(2).

22.1.-
22.2.

Union level coordinated security risk assessments
of critical supply chains

The Cooperation Group, in cooperation with the
Commission and ENISA, may carry out
coordinated security risk assessments of specific
critical ICT services, ICT systems or ICT products
supply chains, taking into account technical and,
where relevant, non-technical risk factors.

The Commission, after consulting the Cooperation
Group and ENISA, and, where necessary, relevant
stakeholders, shall identify the specific critical ICT
services, ICT systems or ICT products that may be
subject to the coordinated security risk assessment
referred to in paragraph 1.

HII

I'pyna kojy ocHuBajy npkaBe

ynanune EY

23.1.

Reporting obligations

Each Member State shall ensure that essential and
important entities notify, without undue delay, its
CSIRT or, where applicable, its competent
authority in accordance with paragraph 4 of any
incident that has a significant impact on the
provision of their services as referred to in
paragraph 3  (significant incident). Where
appropriate, entities concerned shall notify, without
undue delay, the recipients of their services of
significant incidents that are likely to adversely
affect the provision of those services. Each Member
State shall ensure that those entities report, inter
alia, any information enabling the CSIRT or, where
applicable, the competent authority to determine
any cross-border impact of the incident. The mere

1.13.

ObaBe3a obaBemTaBama 0 HHIMICHTIMA KOjU
3Ha4YajHO HapylIaBajy HHGopMannony 6e30e1HOCT
Unan 13.

Omneparopu UKT cucrema o moceOHOT 3Ha4Yaja
IY’)KHH CYy J]a I0CTaBe 00aBEIITeHhEe O HHIUICHTY
KOjU MOJKE J]a MMa 3HauajaH yTHUIlA] Ha HAPYIIIaBahe
nHpopmarone 6e36e1HOCTH, O3 o/Iarama, a
HajKacHHUje y POKy oX 24 caTta of Kaja Cy ca3HajH
32 WHIHICHT.

WHIMIeHTH KOju MOTY J1a IMajy 3HadajaH yTHUIaj Ha
HapyliaBamke HHPOpPMAUOHe 6e30eTHOCTH CY:

1) MHIIMACHTH KOjH IOBOAE 10 MPEKUIa
KOHTHHYHTETa BpILICHA OCI0BA U MPYyXKarba
yciyra, OZHOCHO 3HATHHX TElIKoNha y BpLICHY
TI0CJIOBA U NIPY)Kamy YCIyra;

2) MHIMACHTHU KOjU YTHYY Ha BETUKH Opoj
KOPUCHHKA YCIIyTa, WIN TPajy Y1 BPEMEHCKH

Iy
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act of notification shall not subject the notifying
entity to increased liability.

Where the entities concerned notify the competent
authority of a significant incident under the first
subparagraph, the Member State shall ensure that
that competent authority forwards the notification
to the CSIRT upon receipt.

In the case of a cross-border or cross-sectoral
significant incident, Member States shall ensure
that their single points of contact are provided in
due time with relevant information notified in
accordance with paragraph 4.

TIEPUOL;
3) MHIMCHTH KOjH JIOBOJE 0 IPEKHaa
KOHTHHYHUTETA, OHOCHO Tellkoha y BpIIewy
I0CJIOBA U TIPY’Kama yciIyra, KOju yTUdy Ha
00aBJbame I0CII0Ba U BPIICHE YCIyTa IPYruX
oneparopa KT cucrema of moceOHOT 3Ha4Yaja WIH
yTu4y Ha jaBHY 06e30e1HOCT;

4) MHUUAEHTH KOjU AOBOJE A0 MPEKUIa
KOHTHHYUTETA, OHOCHO TemKkoha y BpIIewY
MOCJIOBA U MPYXKaky yCIyra U UMajy yTUllaj Ha
Behu neo tepuropuje Perryomuke Cpbuje;

5) MHITUICHTH KOjU TOBOJIE 10 HEOBJAINEHOT
MIPUCTYIA TOAIUMA YHje OTKPUBAHE MOXKE
YIPO3HUTH IpaBa H HHTEpece OHUX Ha Koje ce
OZIALU OJIHOCE;

6) MHIIUICHTH KOjU Cy HACTAIM Kao TOCIenIa
unuuaenta y UKT cucremy oneparopa
npuoputerHnx UKT cuctema on nmoceGHOr 3HaUaja
KOju 00aBJbajy CNATHOCTH Y 00JIaCTH JUTHTAIHE
nHppacTpyKType, U3 WwiaHa 5. ctaB 2. Tauka 1)
noxarauka (7) oBor 3akoHa, kana KT cucrem o
MMOCEOHOT 3Ha4yaja y CBOM IOCTIOBakhY KOPHUCTH
WHPOPMAIHOHE yCIIyre Y 00JIacTH TUTHUTATHE
HH(PACTPYKTYpe;

7) MHIIUICHTH KOjU M3a3HBajy WK MOTY Ja U3a30BY
3HATHY MaTepHjaliHy WK HeMaTepujaIHy ITeTy
oneparopy UKT cuctema o moceOHOT 3HaYaja U
JOpyruM GU3HYKEM M IPABHUM JIMIUMA.
Omneparopu UKT cucrema ox moceGHOT 3Ha4aja
Iy’KHU Cy Jla TIprjaBe U n30erHyTe HHIUICHTE KOjH
MIPEJICTaBIba]y 030MIbHY MPETHY U KOjU OM MOTIIH
JIOBECTH JI0 OKOJIHOCTH CJIMYHHUX OHUMA OITHCAHUM
y CTaBy 2. OBOT 4WiaHa. Y CIIy4ajy WHIMICHATA y
KT cucremuma 3a paj ca TajHAM MOAaMa
oneparopu Thx UKT cucrema moctynajy y ckiamy
ca nponucuMa KojuMa ce ypehyje obnact 3amrure
TajHHX I10/1aTaKa.

23.2.

Where applicable, Member States shall ensure that
essential and important entities communicate,
without undue delay, to the recipients of their
services that are potentially affected by a
significant cyber threat any measures or remedies

1.13.

O6aBe3a obaBeTaBamba O HHIMASHTHMA KOjH
3HAYajHO HApYIIaBajy HHpOpMALHOHY 6e30eIHOCT
Ynan 13.

Omnepatopu UKT cucrema ox mocebHor 3Ha4aja
JY’KHH Cy Jia 10CTaBe 00aBelITeHe 0 HHIUJCHTY

Iy
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that those recipients are able to take in response to
that threat. Where appropriate, the entities shall
also inform those recipients of the significant cyber
threat itself.

KOjH MOJKE J]a UMa 3HauajaH yTHUIIA] Ha HapyIIaBambe
rHpOpMaIoHe 6e30eMHOCTH, 0e3 oJuTarama, a
HajKacHHje y POKy oX 24 caTta of KaJa Cy ca3HaJH
3a MHIMACHT.

VHIuneHTH Koju MOTY Ja IMajy 3Ha4ajaH yTUIaj Ha
HapyliaBamke HHPOpMaLoHe 6e30eIHOCTH CY:

1) MHIMAGHTH KOjU TOBOJE A0 MPEKUIa
KOHTHHYHTETA BpLICHA [0CI0BA U NPYyXKarba
ycilyra, OAHOCHO 3HATHHX Tellkoha y BpIIeHY
I0CIIOBA U NIPYXKakby YCIIyra;

2) MHIMACHTY KOjU YTHYY Ha BEJIUKH Opoj
KOPHMCHHKA YCIIyTa, WIH TPajy AyKU BPEMEHCKH
TIEPHOLT;

3) MHIUICHTH KOjU TOBOJE JI0 MPEKUAa
KOHTHHYUTETA, OAHOCHO TemKkoha y BpIIeHY
II0CJIOBA U MPY)Kakbha yCcIyra, KOju yTuiy Ha
00aBJbarbe MOCIOBA M BPILICHE YCIyra IPyrux
oneparopa UKT cucrema o moceOHOT 3HaUaja WK
yTHUy Ha jaBHY 0e30e1HOCT;

4) MHIUACHTH KOjH JOBOJIC J0 MPEKUIa
KOHTHHYHUTETA, OTHOCHO Tellkoha y BpIIewy
MOCJIOBA U TMIPYKaky yCiIyra H UMajy yTulaj Ha
Behn neo teputopuje Pemybmuke Cpouje;

5) MHIIMICHTH KOjU TOBOJIE 10 HEOBIAheHOT
MPHCTYIIA MOalIMa YHje OTKPUBAEHE MOXKE
YIPO3HTH IIpaBa M MHTEPECe OHHUX Ha Koje ce
MOZIaLU OJJHOCE;

6) VHIIM/ICHTH KOjH Cy HACTAJIM Kao MOCJIeIIIa
unuuaenta y UKT cucremy oneparopa
npuoputetHux UKT cucrema o moceGHOT 3Haudaja
KOju 00aBJbajy JENaTHOCTH Y 00JaCTH JUTHTAITHE
HHPPACTPYKTYpe, U3 WiaHa 5. cTtaB 2. Tauka 1)
noaradka (7) oBor 3akoHa, kaga KT cuctem of
noceOHOT 3Hauaja y CBOM II0CIIOBabhy KOPUCTH
uH(pOPMAIMOHE yCIIyre Y 001acTh JUrHTalIHe
UH(DPACTPYKTYpE;

7) MHIMACHTH KOjU M3a31Bajy WM MOTY Jia H3a30BY
3HATHY MaTepHjaJIHy WM HEMaTepHjaiHy IITETy
oneparopy UKT cucrema ox moceOHOT 3Ha4Yaja 1
JIpYruM QU3HYKUM U IPABHHUM JHIHMA.
Omnepatopu UKT cucrema ox mocebHor 3Ha4aja
Iy’KHU Cy Ja TIprjaBe U n30erHyTe HHIHICHTE KOjH
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MpeCTaBsbajy 030UIbHY MPETHY U KOjU OM MOTJIN
JIOBECTH JI0 OKOJIHOCTH CIIMYHUX OHMMa OITHCAHUM
y CTaBy 2. OBOT WiaHa. Y CIIy4ajy HHIMAEHATa y
UKT cucremnma 3a paj ca TajHUM I0JanuMa
omneparopu THX UKT cucrema nmoctymnajy y ckimamy
ca rmponrcuMa Kojuma ce ypehyje obnact 3amrure
TajHUX MOJaTaKa.

23.3.

An incident shall be considered to be significant if:

(a)it has caused or is capable of causing severe
operational disruption of the services or financial
loss for the entity concerned;

(b)it has affected or is capable of affecting other
natural or legal persons by causing considerable
material or non-material damage.

1.13.

ObaBe3a obaBemTaBama 0 HHIMICHTIMA KOjU
3Ha4YajHO HapyIlaBajy HHGopMannuony 6e30e1HoCT
Unan 13.

Omneparopu UKT cucrema on moceOHOT 3Ha4Yaja
IY’)KHH Cy Jia JOCTaBe 00aBEIITeHE O HHIUICHTY
KOjU MOJKE Jla MMa 3HauajaH yTHUIlA] Ha HApYIIaBarhe
nHpopmanmone 6e36eqHOCTH, O3 o/uIarama, a
HajKacHHUje y POKy oX 24 caTa of KaJa Cy ca3HajH
32 MHIUACHT.

WHnmaeHTH Koju MOTy /1a IMajy 3HauajaH yTUIaj Ha
HapyliaBamke HHPOpPMaoHe 0e30eTHOCTH Cy:

1) MHIMACHTH KOjH TOBOJE A0 MPEKUIa
KOHTHHYUTETA BPILCHA ITOCIIOBA U IIPYKamba
yciryra, OZHOCHO 3HATHUX TEIIKoha y BpIIeHY
I0CJIOBA U NIPYXKakby YCIIyra;

2) MHIMACHTH KOjU YTHYY Ha BETUKH Opoj
KOPHCHHKA YCIIyTa, WIH TPajy AyKU BPEMEHCKH
TIEPHOLT;

3) MHIUICHTH KOjU TOBOJIE JI0 MIPEKUIa
KOHTHHYHUTETa, OTHOCHO TemKoha y BpIemy
MOCJIOBA U MPY’Kama yciIyra, Koju yTuay Ha
00aBJbambe MMOCIIOBa U BPIICHE YCIyra JPYrux
oneparopa UKT cucrema o1 moceOHOT 3Ha4Yaja WK
yTHUY Ha jaBHY 0e30e1HOCT;

4) MHIUAECHTH KOjH AOBOJE A0 MPEKHUIa
KOHTHHYHUTETa, OTHOCHO TemKoha y BpIemy
TIOCJIOBA U TIPY’Kamy yCIIyra ¥ IMajy YTUIIaj Ha
Behu neo tepuropuje Perryommke Cpouje;

5) MHIMICHTH KOjU TOBOJIE 10 HEOBNIAMNEeHOT
HPUCTYIA NTOJALMMA YHje OTKPHBAKE MOXKE
YIPO3UTH TpaBa M MHTEPECe OHKUX Ha Koje ce
HOJIalK OAHOCE;

6) MHIMASHTH KOjH Cy HACTAIM KA0 MOCJIeMIA
unuyaenta y UKT cucremy oneparopa
npuoputetHux UKT cucrema o moceGHOT 3Hadaja

Iy
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KOju 00aBJbajy JENaTHOCTH Y 00JaCTH JUTHTATHE
nHppacTpyKType, U3 WwiaHa 5. ctaB 2. Tauka 1)
noaradka (7) oBor 3akoHa, kaga KT cucrem o
roceGHOT 3Havaja y CBOM ITOCIIOBaby KOPUCTH
nHpopMaImone yciryre y 00JacTH AUTUTAIHE
HHPPACTPYKTYpE;

7) MHIUICHTHU KOJU M3a3HBajy WIN MOTY Ja U3a30BY
3HATHY MaTepHjaIHy WIA HEMaTepHjaIHy IITETY
oneparopy UKT cuctema ox mocedHor 3Ha4aja u
JIpyruM GU3HYKEM M IIPABHUM JIMLIUMA.
Omneparopu UKT cucrema ox moceGHOT 3Ha4aja
IY’)KHH Cy Jia TIpHjaBe U N30ErHyTe HHIHICHTE KOj!
MPEe/ICTaBIba]y 030MIbHY MPETHY U KOjU OH MOTIIH
JIOBECTH 10 OKOJIHOCTH CIMYHHUX OHFMA OMHUCAHUM
y CTaBy 2. OBOT 4WiaHa. Y CIy4ajy WHIMICHATA y
UKT cucremmMa 3a paj ca TajHUM [oJanuMa
oneparopu Tux MKT cucrema mocrtymajy y ckiamy
ca mpomnrcuMa KojuMa ce ypeljyje o0aacT 3amrure
TajHUX ITOJlaTaKa.

23.4.

Member States shall ensure that, for the purpose of
notification under paragraph 1, the entities
concerned submit to the CSIRT or, where
applicable, the competent authority:

(2)without undue delay and in any event within 24
hours of becoming aware of the significant
incident, an early warning, which, where
applicable, shall indicate whether the significant
incident is suspected of being caused by unlawful
or malicious acts or could have a cross-border
impact;

(b)without undue delay and in any event within 72
hours of becoming aware of the significant
incident, an incident notification, which, where
applicable, shall update the information referred to
in point (a) and indicate an initial assessment of the
significant incident, including its severity and
impact, as well as, where available, the indicators
of compromise;

(c)upon the request of a CSIRT or, where

1.13.
1.14.
1.15.
1.24.

Oo6aBe3a obaBerTaBama 0 HHIMACHTUMA KOjH
3HAYajHO HapyIIaBajy HHQopMauony 6e30e1HOCT
Unan 13.

Omneparopu UKT cucrema ox moceGHOT 3Ha4aja
JY’KHH Cy Jia 10CTaBe 00aBeIITeHe O HHIUJICHTY
KOjU MOJKE J]a MMa 3HauajaH yTHUIla] Ha HapylIaBamke
rHpOopMaIroHe 6e30emHoCTH, Oe3 o/uIarama, a
HajKacHUje y pOKy o1 24 caTa oJ] Kaja Cy Ca3HalIH
32 MHIMCHT.

WHIMICHTH KOjU MOTY J1a IMajy 3HauajaH yTHUIa] Ha
HapylaBame HHpopMalnoHe 6e30eAHOCTH Cy:

1) MHIMACHTH KOjH JTOBOE A0 MPEKUIa
KOHTHHYHTETA BpLICHA OCIOBA U MpYyXKatba
ycilyra, OAHOCHO 3HATHHX Telikoha y BpIIewYy
MI0CJIOBA U MIPYXKakby YCIyra;

2) MHIUACHTH KOjJH YTHYY Ha BEIUKU Opoj
KOPHCHHKA YCITyTa, WK TPajy Ay>KH BPEMEHCKU
HepuoJ;

3) MHIU/ICHTH KOjU IOBOJE /10 MPEKHa
KOHTHHYHTETa, OJHOCHO Telikoha y BpIIeHY
MOCJIOBA U MPYXKama yClIyra, KOji yTHdy Ha
00aBJbarbe MOCI0BA M BPIICHE YCIyra IPyrux
oneparopa KT cucrema o moceOHOT 3Ha4Yaja WK

ny
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applicable, the competent authority, an intermediate
report on relevant status updates;

(d)a final report not later than one month after the
submission of the incident notification under point
(b), including the following:

(i)a detailed description of the incident, including
its severity and impact;

(ii)the type of threat or root cause that is likely to
have triggered the incident;

(iii)applied and ongoing mitigation measures;

(iv)where applicable, the cross-border impact of the
incident;

(e)in the event of an ongoing incident at the time of
the submission of the final report referred to in
point (d), Member States shall ensure that entities
concerned provide a progress report at that time and
a final report within one month of their handling of
the incident.

By way of derogation from the first subparagraph,
point (b), a trust service provider shall, with regard
to significant incidents that have an impact on the
provision of its trust services, notify the CSIRT or,
where applicable, the competent authority, without
undue delay and in any event within 24 hours of
becoming aware of the significant incident.

yTu4y Ha jaBHY 06e30e1HOCT;

4) MHIIMAEHTH KOjH TOBOJIE 10 MPEKHIa
KOHTHHYHUTETA, OHOCHO Tellkoha y BpIIewy
0CJIOBA U MPYXKamy YCIyra ¥ HMajy yTHIaj Ha
Behu neo tepuropuje Perryommke Cpouje;

5) MHIUIEHTHU KOjU TOBOJE 10 HEoBNamheHor
MPYCTYIIA OJAlMa YHje OTKPUBAHE MOXE
YIPO3HUTH NPaBa H HHTEpEce OHUX Ha Koje ce
MOZIALU OJJHOCE;

6) MHIM/ICHTH KOjH Cy HACTaJIM Kao MOCIIeIIIa
unuuaenta y UKT cucremy oneparopa
npuoputerHux UKT cuctema o noceGHOr 3Hauaja
KOju 00aBJbajy CNaTHOCTH Y 00JIaCTH JUTHTAIHE
HHPPACTPYKTYpE, U3 WiaHa 5. cTaB 2. Tauka 1)
noaradka (7) oBor 3akoHa, kaga KT cuctem ox
MMOCEOHOT 3Ha4yaja y CBOM I0CTIOBakbY KOPUCTH
“HPOPMAIHOHE yCIIyre Y 00JacTi TUTUTATHE
nHdpacTpykrype;

7) VHIM/ICHTH KOjH M3a3UBajy WJIH MOTY J1a H3a30BY
3HATHY MaTepHjalIHy WIN HeMaTepujaiHy ITeTy
oneparopy UKT cuctema o moceOHOT 3Ha4Yaja 1
JIPYruM QU3HYKUM M IPABHUM JHIHMA.
Omneparopu UKT cucrema o moceGHOT 3HaUaja
Iy’KHU Cy J1a TIpHjaBe U n30erHyTe HHIUICHTE KOjI
MIPEJICTaBIba]y 030MIbHY MPETHY U KOjU OM MOTIIH
JIOBECTH JI0 OKOJIHOCTH CIIMYHHUX OHMMA ONHUCAHUM
y cTaBy 2. OBOT wiaHa. Y Clly4ajy HHIMAEHATa y
UKT cucremnma 3a paj ca TajHUM I0oJannuMa
oneparopu Tux MKT cucrema moctymajy y ckiamy
ca mpomnucuMa KojuMa ce ypelyje odmact 3amrure
TajHHUX MOJaTaKa.

JHocTaBibarme 00aBeIlTeHha O HHIHICHTHMA

Unan 14.

Omneparopu UKT cucrema ox moceGHOT 3Ha4aja
Jy’KHH Cy J1a obaBellTema 0 HHIUIEHTUMA JOCTaBE
y JeIMHCTBEHU CHCTEM 3a IPHjeM 00aBelITeha 0
MHIU/ICHTHMA ITyTeM BeO Ipe3eHTanuje
Munncrapcrsa nnu Kannenapuje 3a
“HPOPMAIHOHY 0€30€HOCT.

Omnepatopu npuoputeraux UKT cucrema of
MoceOHOT 3Hayaja Koju 00aBJbajy AETaTHOCTH y
oOnacT OGaHKapCTBa U PHHAHCH)CKUX TPIKUILTA U3
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yiaHa 5. ctaB 2. Tauka 1) moarauka (3) IyXHU cy 1a
obaBemTeme 0 MHIMICHTY foctaBe HapomHoj
Ganrm CpoOuje, a ako Cy OnepaTopH IPHOPUTETHHX
UKT cucrema y obnacti pUHAHCH]CKHAX TPIKHIITA
Koju cy nox Hag3opoM Kommcuje 3a xapTaje ox
BPEIHOCTH, 00aBEIITEHE 10CcTaBsbajy 1 Komucuju
3a XapTuje o/ BpSIHOCTH.

Omneparopu npuopuretHux UKT cucrema on
oceOHOT 3Ha4yaja Koju 00aBIbajy AENaTHOCTU
CJICKTPOHCKUX KOMYHHUKAI[HMja U3 WiaHa 5. cTaB 2.
Tayka 1) moarauka (9) anmuneja Tpeha u oneparopu
BaxHux UKT cucrema ox moceOHOT 3Ha4aja KoOju
00aBJbajy JeTaTHOCT MOMITAHCKHUX yCIIyra U3 WwiaHa
6. craB 2. Tauka 1) anuHEja MpBa, TyXKHU Cy Ja
obaBelITehe 0 MHIHUICHTY JocTaBe PerynaropHom
TeJy 3a eNeKTPOHCKE KOMYHHUKAIHje U HOIITaHCKe
yeuyre.

Haponna 6anka Cp6uje u PerynatopHo Teno 3a
SJIEKTPOHCKE KOMYHUKAIVj€ U TIOIITAHCKE YCIyTe
IY’)KHH Cy Ia fo0ujeHa obaBeniTema u3 CT. 2 1 3.
OBOT WIAHA IPOCIIEe Y jeANHCTBEHH CHCTEM 3a
rpujeM 00aBeITeHha O HHIUICHTHMA.

Omneparopu UKT cucrema ox moceGHOT 3Hauaja,
ocuM oneparopa MKT cucrema u3 craBa 2. u 3.
OBOT YJIaHa, TyXXHH Cy J1a 00aBecTe O HHIHICHTY
KOPHCHHKE KOjiMa Npyxajy yciyre, 6e3 oarama,
y Clly4ajy MHIMICHTA KOjH MOXKeE J1a N3a30Be WIIH
M3a3MBa IITETaH YTUIA] Ha IPYyXarbe U KopHiheme
yciyra, Kao U 0 MepaMa Koje KOPUCHHUIIU MOTY 11a
npeay3My H ynorpebe y by YMarmberma WK
eMMMHUHALIMje IITETHHUX TTOCIeHIa HHIIU/ICHTA.
Omneparopu UKT cucrema ox moceGHOT 3HaUaja U3
craBa 2. 1 3. OBOT WwiaHa 00aBemTaBajy KOPUCHUKE
0 MHIUJICHTHMA y CKJIay ca MOCceOHUM MPONUCHMA.
Oprat KoMe je y CKJIaly ca OBHM 3aKoHOM yryheHo
o0aBelITehe 0 MHIMCHTY, YKOIHKO je ped o UKT
cHCTeMy Off OoCeOHOT 3Hauaja Koju je oapelheH kao
KpUTHYHA HHPACTPYKTYpa y CKIaay ca 3aKOHOM
KojuM ce ypehyje kputruna nadpactpykrypa,
“HPOPMAIH]y 0 TOME TIpocieljyje MIHUCTapCTBUMA
HaJJIOKHHUM 32 CEKTOpe KPUTHYHE HHPPACTPYKTYpE.
Opranu u3 cT. 1-3. 0BOT 3aK0Ha, KOjuMa je yryheHo
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obaBemTene 0 MHIUACHTY, IyXKHH Cy Ja, Y CIy4ajy
nHOUIeHTa Koju je Hactao y KT cucremy
orepaTtopa KpUTHIHE HHYPACTPYKType yTBpheHor y
CKJIaJTy ca 3aKOHOM KojuM ce ypeljyje KkpuTuaHa
nHdpacTpyKkTypa, todujeHy nadopmarmjy oe3
oJuIarama Mpociee HaUIeKHUM MHHUCTApCTBUMA
3a CEeKTOpe KpUTHUHE HH(PACTPYKTYype, y CKiIany ca
MPONKCHUMA O 3aIUTUTH TajHUX MOAATaKA.

Cazprkaj o0aBeITeHha 0 HHIUACHTY

Unan 15.

ObaBemTese 0 HHIUASHTY MOpa Ja CaipiKH
cinenehe noparke:

1) mozatke o0 MOAHOCHOIY TIPHjaBe;

2) BpCTy ¥ ONIKC MHIMICHTA U MPOLEHY J1a JIH je
MHIMACHT MOCIEANIIAa KPUBUYHOT JIeNa;

3) maTym U BpeMe NOoYeTKa HHIHICHTA, OTHOCHO
ca3Hama 0 MHLIUICHTY U TPajarbe MHIUICHTA,

4) mocieaunIe Koje je MHINACHT H3a3Bao;

5) npenysere akTUBHOCTH paju yOliaxaBama
TIOCJIeTUIA NHIUICHTA;

6) MHUIMjaTHY NTPOLIEHY HIUBOA ONIACHOCTH U
yrunaja uanuaesTa Ha UKT cucrem ox moceGHOT
3Ha4aja, Ka0 W MHIUKATOPE KOMIIPOMHUTAIIH]E;

7) naOpMaINjy O €BEeHTYAITHOM IPEKOTPAHHIHOM
JIejCTBY MHIIUICHTA;

8) mojarke 0 MPETXOIHO MPHUjaBJLEHUM CIMIHUM
HMHIUJICHTHMA, aKO Cy TIOCTOjald, YKIbYqy]jyhu
BpEMe M IIPUPOY THX MHIHJCHATA, Kao M Mepe Koje
Cy TOM NPHJIMKOM NPEay3eTe;

9) npyre peneBaHTHEe HHPOPMAIIH]E, IO TOTPEOH.
V3BelTaBamke TOKOM M HAaKOH MHIIUJICHTA

Unan 24.

Omneparopu UKT cucrema ox moceGHOT 3Ha4aja
IY)KHH Cy Jia:

1) nocraBbajy M3BEIITaj O MHIUACHTY, TOKOM
Tpajama MHIU/CHTA, Ca OIICOM Mepa Koje Cy
npeny3eTe 3a pellaBambe HHIUICHTA, Y jeIHHCTBEHH
CHCTEM 3a IIpHjeM o0aBelITeha 0 HHIUICHTUMA 1
TO:

(1) Ha cBaka TpH AaHa y CIIy4ajy MHIUICHTA
cpelmer HUBOA,
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(2) Ha cBaka 24 cara y ciay4ajy HHIMACHATa
BHCOKOT' M BEOMa BHCOKOT HUBOA;

2) nocTaBibajy 00aBeNITEHA U J0JaTHE U3BEIITAjE O
OuTHUM porabajumMa y Be3u ca MHIUICHTOM U
aKTHBHOCTHMa KOje TPeAy3nuMajy, Ha 3aXTCB
Kannenapwuje;

3) mocraBsbajy 3aBPIIHH U3BEILTA] O UHIUIACHTY Y
poky o 15 naHa on qaHa mpecTaHKa MHIUCHTA,
KOjH caapku cienehe mogarke:

(1) BPCTY U JICTaJbaH ONUC HHIIUICHTA,;

(2) BPCTY HPETHE U Y3POK KOjH j€ IOBEO 110
HHIH/ICHTA;

(3) BpEMe U Tpajarbe HHIHICHTA;

4 00MM U CTETICH YTHIIAja MHIIUICHTA
(ocTBapeHU pU3HK), OJHOCHO MOCIEAUIIE KOje je
MHIMACHT U3a3Bao;

(5) UHPOPMALH]Y O EBEHTYATHOM
MPEKOTPAaHHYHOM JI€jCTBY HHIIM/ICHTA;

(6) Npey3eTe aKTUBHOCTH PAJIi OTKJIamhamha
MOCJICANIA HHIIUACHTA U, 110 TTOTPe6H, Apyre
nHpopmanuje o 3Ha4aja 3a eBUICHTHPABE
HHI[UIEHTA ¥ CTaTHCTHYKY 00pasy.

Haxon 3aBprenor nanmaenTa Kannenapuja 3a
rHpOpMaIHOHY 6€30€JHOCT IpUIpeMa IPETIOPyKe
U caBeTe 3a 3aIUTUTY Of MOTeHIMjaHUX PU3HKa, HA
OCHOBY CIIPOBECHE aHAIN3€ U3BPLICHOT
MHIH/ICHTA.

23.5.

The CSIRT or the competent authority shall
provide, without undue delay and where possible
within 24 hours of receiving the early warning
referred to in paragraph 4, point (a), a response to
the notifying entity, including initial feedback on
the significant incident and, upon request of the
entity, guidance or operational advice on the
implementation of possible mitigation measures.
Where the CSIRT is not the initial recipient of the
notification referred to in paragraph 1, the guidance
shall be provided by the competent authority in
cooperation with the CSIRT. The CSIRT shall
provide additional technical support if the entity
concerned so requests. Where the significant

1.13

1.14.

1.15.
1.16.

OobaBe3a obaBeruTaBamba 0 HHIMACHTUMA KOjH
3HAYajHO HApyIIaBajy HHGopMaluony 6e36e1HOCT
Unan 13.

Omneparopu UKT cucrema o moceGHOT 3Hadaja
JY’KHH Cy Jia 10CTaBe 00aBeIITeHe O HHIUJICHTY
KOjU MOJKE J]a Ma 3HauajaH yTHUIla] Ha HapyIIaBambe
rHpOpMaIoHe 6e30eMHOCTH, 0e3 o/uTarama, a
HajKacHHje y pOKy o1 24 carta off Kaja Cy ca3HaIl
3a MHIOUJACHT.

MHIUIEHTH KOjU MOTY Jla MMajy 3HauajaH yTUIaj Ha
HapylaBambe HHpopMannoHe 6e30eAHOCTH Cy:

1) MHIMICHTH KOjU TOBOJE /10 MPEKKaa
KOHTHHYUTETA BpLICHA OCIOBA U MPYyXKarba
ycilyra, OAHOCHO 3HATHHX Telkoha y BpIIewY

Iy
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incident is suspected to be of criminal nature, the
CSIRT or the competent authority shall also
provide guidance on reporting the significant
incident to law enforcement authorities.

MIOCJIOBA U TIPYXKamy YCIIyra;
2) MHIIMAEHTH KOjH YTHYY Ha BEIMKH Opoj
KOPHCHHKA YCIIyTa, WIH TPajy AyKU BPEMEHCKH
TIePHOLT;

3) MHIMICHTH KOjH JIOBOJE 0 PEKHaa
KOHTHHYHUTETa, OMHOCHO Telikoha y BpIewy
MIOCJIOBA U MpYy’Kama ycIyra, KOju yTHIy Ha
00aBJbame N0CNI0BA U BPILEHE YCIyTa IPYTHuX
oneparopa KT cucrema on moceOHOT 3Ha4Yaja WK
yTU4Yy Ha jaBHY 0€30€IHOCT;

4) MHIIMAEHTH KOjH JTOBOJIE 10 MPEKHIa
KOHTHHYHUTETA, OTHOCHO Telikoha y BpIIewy
MOCJIOBA U MPYXKaky yCIyra U UMajy yTUllaj Ha
Behu neo teputopuje Pemybnuke Cpouje;

5) MHIIUICHTH KOjU TOBOJE 10 HEOBMamheHor
MIPUCTYIA MOAANNMA YHje OTKPUBAE MOXKE
YIPO3UTH TpaBa M HHTEpECEe OHUX Ha Koje ce
MOZIaLy OJJHOCE;

6) MHIM/ICHTH KOjH Cy HACTaJIM Kao MOCIIeIIIa
unuuaenta y UKT cucremy oneparopa
npuoputerHnx UKT cuctema o nmoceGHOr 3Hauaja
KOju 00aBJbajy JENaTHOCTH Y 00IaCTH JUTHTATHE
HHPPACTPYKTYpe, U3 WiaHa 5. cTaB 2. Tauka 1)
noaradka (7) oBor 3akoHa, kaga KT cuctem of
MMOCEOHOT 3Ha4yaja y CBOM IOCITIOBakbY KOPHUCTH
nHpopmanuone yciyre y 06JacTH AUTUTAITHE
nHppacTpykrype;

7) VHIM/ICHTH KOjH M3a3UBajy WM MOTY J1a H3a30BY
3HATHY MaTepHjaliHy WM HeMaTepujaiHy ITeTy
oneparopy UKT cucrema ox mocedHOT 3Ha4aja 1
JIpyruM GU3HIKAM M IPABHUM JIHIHAMA.
Omneparopu UKT cucrema o moceGHOT 3Hadaja
Iy’KHU Cy J1a TIpHjaBe U n30erHyTe HHIUICHTE KOjH
NPECTaBIbajy 030MIbHY NPETHY U KOjH OU MOTIIH
JOBECTH 10 OKOJIHOCTH CIMYHUX OHHMA OITHCAHUM
y CTaBy 2. OBOT WwiaHa. Y clly4ajy HHIHJeHATa y
KT cucremuma 3a paj ca TajHAM MOAaMa
oneparopu Thx UKT cucrema noctynajy y ckiamy
ca rmpomnucuMa KojuMa ce ypeljyje odmact 3amrure
TajHUX MTOJJaTaKa.

JlocTaBibame 00aBeITeHha 0 HHINASHTIMA

Unan 14.
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Omneparopu KT cucrema on moceGHOT 3Hauaja
IY’KHH Cy Jla 00aBemTeha O HHIIMASHTIMA JOCTaBe
y JeIMHCTBEHH CHCTEM 3a IIpHjeM 00aBelITeHha O
HMHIOUICHTHMA ITyTeM BeO Ipe3eHTalje
Mumnmncrapcersa wmm Kannenapuje 3a
rHpOpMaIHOHy 6e30€IHOCT.

Omneparopu npuopuretaux KT cucrema on
oceOHOT 3Ha4yaja Koju 00aBJbajy AETaTHOCTU Yy
obnacTu 6aHKapcTBa U (PMHAHCH)CKUX TPIKUILTA U3
yyiaHa 5. ctaB 2. Tauka 1) monTayka (3) IyHH Cy na
obaBemTene 0 MHIMICHTY foctaBe HapomHoj
6anum CpOuje, a ako Cy ornepaTopy MPUOPUTETHUX
UKT cucrema y o0nactu pUHAHCHjCKHAX TPIKHIITA
KOju cy oz Hajgzopom Komucwuje 3a xapTuje o
BPEIHOCTH, 00aBEIITEHE 10CTaBsbajy U Komucuju
3a XapTuje o/ BpSIHOCTH.

Omneparopu npuopuretaux UKT cucrema on
noceOHOT 3Havaja Koju 00aBJbajy JeTaTHOCTH
CIICKTPOHCKUX KOMYHHUKAI[Hja U3 WiaHa 5. CTaB 2.
Tayka 1) moarauka (9) anmuneja Tpeha u oneparopu
BaxHux UKT cucrema ox moceOHOT 3Ha4aja KoOju
00aBJbajy JENaTHOCT MOIMTAHCKHX YCIyra U3 4iaHa
6. craB 2. Tauka 1) anuHEja pBa, TyXKHU Cy 1a
obaBenITehe 0 MHIHUICHTY JocTaBe PerynaropHom
TeJy 3a eNEKTPOHCKE KOMYHHUKAIHje U HOIITAHCKe
yeuyre.

Haponna 6anka Cp6uje u PerymatopHo Teno 3a
SJIEKTPOHCKE KOMYHUKAIVj€ H TIOIITAHCKE YCIyTe
IY’)KHH Cy Jia fo0ujeHa obaBeniTerha u3 cT. 2 1 3.
OBOT" YIaHa MPOCIIE/E Y jeJMHCTBEHH CHCTEM 3a
rpujeM 00aBeITeHha O HHIUICHTHMA.

Omneparopu UKT cucrema ox moceGHOT 3Hauaja,
ocuM oneparopa MKT cucrema u3 craBa 2. u 3.
OBOT 4JIaHa, Ty)KHHU Cy Jia 00aBecTe 0 UHIHICHTY
KOPHCHHKE KOjUMa TIpYXajy yciyre, 6e3 oarama,
y Clly4ajy MHIMICHTA KOjH MOXKE J1a U3a30Be WIH
W3a3MBa LITETaH yTHIA] Ha TIpY)Kambe U Kopuiihemne
yciyra, Kao U 0 MepaMa Koje KOPUCHHUIIU MOTY Ja
npeay3My H ynorpebe y by yMambema Wk
eNMMMHUHALIMje IITETHHUX TTOCIeHIa HHIIUICHTA.
Omnepatopu UKT cucrema ox moceOHOT 3Ha4aja U3
craBa 2. ¥ 3. 0BOT WiaHa 00aBelITaBajy KOPUCHHKE




232

a)

al)

0)

61)

B)

r)

)

0 MHIUACHTHMA Y CKJIaJly ca IOCeOHUM MPOIHCHMA.
OpraH KoMe je y CKIIaay ca OBUM 3aKOHOM yryhieHo
obaBemTene 0 HHIUCHTY, YKOIHKO je ped o KT
cHcTeMy Off HOCEOHOT 3Hauaja Koju je oapehen xao
KPHUTHYHA HHPPACTPYKTYpa y CKJIATy Ca 3aKOHOM
KOjuM ce ypehyje xputnuHa HHpacTpyKTypa,
“HpOpMaIHjy 0 ToMe Tpocielyje MUHUCTapCTBUMA
HaJIOKHHUM 32 CEKTOpEe KPUTHYHE HHPPACTPYKTYpE.
Opranu u3 cT. 1-3. oBOT 3aK0OHA, KOjuMa je ymyheHo
o0aBeITekhe 0 MHIUICHTY, AY)KHH CYy 13, Y CIIyqajy
nHOuIeHTa koju je Hactao y KT cucremy
orepatopa KpUTHIHEe HHPPACTPYKType yTBpheHOT y
CKJIaJly ca 3aKOHOM KOjuM ce ypelyje KpuTuiHa
HHPPACTPYKTYpa, 1o0ujeHy HHpopMarmjy 6e3
oJu1arama Mpociee HaUIeKHHUM MHHUCTApCTBUMA
3a CEKTOpEe KPUTHUHE HH(PACTPYKTYype, y CKIaay ca
MPONKCHUMA O 3AIUTUTH TajHUX MOAATAKA.

Canprkaj 00aBeIITeHa O HHIUACHTY

Unan 15.

OobaBemTemne 0 HHIUICHTY MOpa Jia CaapKu
cinenehe noparke:

1) mogaTtke o TOIHOCHOILY TIPH]jaBe;

2) BpCTY ¥ ONIMC MHIMJCHTA U MPOLIECHY JIa JIH je
MHIMACHT MOCIEANIIa KPUBUYHOT JIeNa;

3) maTym u BpeMe moveTKa HHIHICHTa, OHOCHO
ca3Hamba 0 MHIUACHTY ¥ TPajabe NHIUICHTA;

4) nocieauIe Koje je MHINACHT H3a3Bao;

5) npenysere akTHBHOCTH paju yOiaxaBama
TOCJIeTUIA HHIINJICHTA;

6) MHUIMjaJTHY POIIEHY HABOA OTIACHOCTH H
yrunaja uanuaesTa Ha KT cucrem ox moceGHOT
3Ha4aja, Ka0 U MHIUKATOPE KOMIIPOMHTAIIH]E;

7) naOopMaInjy O eBeHTYATHOM IPEKOTPaHHIHOM
JIejCTBY UHIUJICHTA;

8) mojarke 0 MPETXOHO MPHUjaBJLEHUM CIMIHUM
MHIU/ICHTHMA, aKO CY MOCTOjalM, yKIbYuyjyhu
BpEMe U IIPHPOAY THX MHIMJCHATA, Ka0 U Mepe Koje
Cy TOM TPHJIMKOM NPEAy3eTe;

9) npyre peneBaHTHE HHPOPMAIIH]E, 10 TOTPEOH.

3Haqaj HWHIOWJCHATA [IpEeMa HUBOY OITaCHOCTHU
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Unan 16.

Wnnunentn y UKT cucremumMa ox moceGHOT
3Ha4Yaja KOju MOTY Ja MMajy 3HaJdajaH yTHUIaj Ha
HapylIaBame HHpOpManoHe 6e30eTHOCTH
CBPCTaBajy ce MpeMa HUBOY OMAaCHOCTH, UMajyhu y
BUJIY IIOCJICANIIC HHIUACHTA, Y clienehe HuBoe
OINacCHOCTH:

1) Hu3aK;

2) cpenu;

3) BHCOK;

4) BeoMa BHCOK.

[Ton3akoHCKH aKT KOjuM ce ypeljyje mocTymnak
obaBemTaBama 0 HHIMICHTHMA, 00paciy 3a
obaBelITaBame, JIMCTA HHIM/ICHATA IPpeMa BpcTama
1 Knacu(uKkanyja HHIKUACHATa IpeMa HUBOY
onacHOCTH JIoHOcH Brana, Ha npezsor
Munucrapcrsa.

23.6.

Where appropriate, and in particular where the
significant incident concerns two or more Member
States, the CSIRT, the competent authority or the
single point of contact shall inform, without undue
delay, the other affected Member States and ENISA
of the significant incident. Such information shall
include the type of information received in
accordance with paragraph 4. In so doing, the
CSIRT, the competent authority or the single point
of contact shall, in accordance with Union or
national law, preserve the entity’s security and
commercial interests as well as the confidentiality
of the information provided.

1.17.
1.18.
1.19.
1.20.
1.21.
1.22.
1.23.

OrmepaTHBHU THUM 3a PEaroBarbe Ha HHIUACHTE
Ynan 17.

VY 1usby KOOpJAMHUCAHE PEAKIIHje Ha HHITUICHTE
BHCOKOT M BeoMa BHCOKOT HMBoa KaHrnenapuja 3a
“HpOpMaIoHy 6e30eJHOCT 00pasyje CTaHH
OTEPATHBHHU THM.

Kannenapuja 3a naDopMannony 6e30e1HOCT Oiike
ypehyje xputepujyme 3a IMEHOBambE WIAHOBA, Ka0
1 BpILIEHE MOCJIOBA U 33IaTKE CTAIHOI ONEePaTHBHOT
THMa.

Kannenapuja 3a uadopmannony 6e30eT1HOCT MOXKe
I, 3aBUCHO OJ] IPUPOJIE U TTOCIIEANIIA HHIIMACHTA,
3aTPaXKH yKJbYUHBame APYTHX OpraHa y pasn
OMEePAaTHBHOT THMAa Y OKBHPY HbHXOBUX
Ha/JIe)KHOCTH.

ITo moTpedu, cacTaHIUMa ONEPATHBHOT THMa MOTY
MPUCYCTBOBATH M MPEICTABHUIN CAMOCTATHUX
oreparopa, Jiia ykJbydeHa y paa Tena 3a
KOOPAMHALM]Y TIOCTI0Ba HHGOPMAIINOHE
0e30eTHOCTH, Kao ¥ MPEACTABHUIN MOCEOHNX
[IEPT-oRa.

JIuna Koja y4ecTBYjy y pajly CTaJIHOT OIEPaTHBHOT
THUMa JyKHa Cy Ja ce cepTudUKy]jy 3a paj ca TajHIM

Iy
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noJaruma.
I1naH 3a pearoBame y Cly4ajy HHIHICHTA BHCOKOT
HUBOA M KpH3a HH(opMaIrone 6e30eHOCTH

Ynan 18.

Bnana nonocu Ilnan 3a pearoBame y ciry4ajy
MHIMAEHTA BUCOKOT HUBOA M KpH3€ HH(OPMAIOHE
6e30enHOCTH, Ha ipeasor Kanuenapuje 3a
nHpopmarony 6e30e1HOCT.

Inan u3 craBa 1. oBor unana oGyxBarta:

1) unsbeBe Mepa M aKTHBHOCTH 32 PEaroBame y
CITy4ajy MHIMJeHaTa BUCOKOT HUBOA M KpU3a
rHpOpMaIroHe 6e30eTHOCTH;

2) nenoBame HAUIC)KHUX OpraHa y HuJby
cnpoBohema IIana;

3) omuc mpoueaypa y ciIydajy HHIHACHATa BUCOKOT
HHUBOA U Kpu3a HH(popMarmone 6e30e1HOCTH;

4) aKkTHBHOCTH 3a yHarnpeleme criocoOHOCTH
pearoBarma Ha MHIMJCHTE, a IIPe CBera INIaHOBE
onrosapajyhnx BexOu u o0yka;

5) Mozene capajie ca IPUBATHUM, HEBJIAJMHUM U
aKaJIeMCKHM CEKTOPOM;

6) mehycoOHy capanmy HaUIS)KHUX OpraHa.
[Ipuiukom u3paze rana u3 craBsa 1. oBor 4jgaHa
YCIIOCTaBJba CE Capa/itha ca OPraHuMa U PaBHUM
JIULMMA YHje Cy HaJJIeKHOCTH, OTHOCHO MOCIIOBH U
JIeTTaTHOCTH TIOBE3aHH Ca TNIAHUPaHUM
AKTUBHOCTHMA.

ITnaH u3 cTaBa 1. 0BOT WiaHa ce MEPHOJUIHO MCHa
U JIOTyBYje y CKIIay ca moTpedama 1 HOBIM
OKOJIHOCTHMA, a y HENHH ce TOHOBO m3palyje u
JIOHOCH CcBake Tpehe roJuHe, a yKOJIMKO Cy ce
OKOJIHOCTH y 3Ha4ajHOj MEPH IPOMEHMIIE U PaHH]e.
[Toctyname 1o npujeMy o0aBemTemha 0 HHIUACHTY
Ynan 19.

[To npujemy obaBemrena o nHuaeHry y UKT
cucTeMy o7 moceOHor 3Hauaja, Kannenapuja 3a
“HPOpPMAIHOHY 6€30€JHOCT OCTYIAa y CKIIady ca
HaJUI©KHOCTHMA YTBphEHUM 3aKOHOM, OTHOCHO
MIPUKYILUbA, aHATIM3HUpPa U pa3Meryje HHpopManuje o
pusunmMa 3a 6e36enHoct UKT cucrema, kao u
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HHIMACHTY, ¥ y BE3H ca TUM 00aBeIlITaBa, IpYyKa
MOJIPIIKY, yII030paBa u caBeryje onepatopa MKT
crcTeMa oJ1 MoceOHOT 3Havaja ¥ BPIIH pyTe
TIOCJIOBE U3 CBOj€ HAIJIE)KHOCTH.

Kannenapuja 3a naopmanmony 6e30e1HOCT, HAKOH
M3BpILEHE aHANIU3e, YTBphyje HUBO OIAaCHOCTH
MHIUCHTA.

Kana je HeomxonHO Aa jaBHOCT OyJie yrmo3Hara ca
VHIMJCHTOM WM KaJa je HHIMICHT TaKaB Jia je 0l
HWHTepeca 3a jaBHocT, KaHnenapuja 3a
nHpOpMaIHOHY 6e30eIHOCT 00jaBibyje
nHpopMaIyjy 0 HHIMACHTY, HAKOH CaBeTOBamba ca
oneparopoM VKT cucrema ox moceOHor 3Ha4aja y
KOME C€ MHLHUJCHT JIOT0/IHO.

WzysetHo ox craBa 3. oBor wiaHa, Kanuenapuja 3a
“HpOPMaIHOHY 0e30€IHOCT MOXKE 00jaBUTH
MHPOPMAIH]y O HHIIUACHTY KOjH C€ JOTOAUO Y
oneparopy npuopuretHor UKT cucrema ox
MOCEOHOT 3Hayaja Koju 00aBJba ICIATHOCT y
obnacti 6aHKapcTBa U GUHAHCH]CKHX TPIKUIITA U3
yiaHa 5. ctaB 2. Tauka 1) monrauka (3), y3
MPETXOAHO NpubaBibeHy carnacHocT HapoHe
6anke Cpbuje ogHocHO Komucwuje 3a xapTuje o1
BPE/THOCTH.

Kannenapuja 3a mHQopManmony 6e30erHoCT,
Haponuna 6anka Cp6uje, Komucuja 3a xaptuje on
BPEHOCTHU U PerynatopHo Teso 3a eleKTpoHCKe
KOMYHHKaIl¥je U TOIITaHCKEe YCIyTe TyXKHH Cy J1a
obaBelTeka 0 UHIMICHTHMA IPOCIIee:

1) Ha[UTE)KHOM jaBHOM TY)KWJIAIITBY, OJJHOCHO
MHHHCTapCTBY HaJJIGKHOM 32 YHYTpAIlIbe MOCIIOBE,
y CIIydajy /a je MHIUACHT BEe3aH 32 H3BPILCHHC
KPUBHYHHX JIeJIa KOja ce TOHE IO CITY>KOEHOj
JLy)KHOCTH,

2) opraHy HaJJIeKHOM 3a 6e30e1HOCHE U
KOHTpaoOaBeIITajHe MOCIOBE 0] 3Hayaja 3a
onbopany Penybnuke CpOuje nim oprany
HaJUIe)KHOM 3a I10CJIOBE HaIlOHAIHe 6e30e1HOCTH,
y CiIy4ajy Ja je MHIUACHT ITOBE3aH ca 3HAUYajHIM
HapyliaBameM HHPOpMaIoHe 0e30eTHOCTH Koje
MMa W MOYKE MMAaTH 3a TIOCIeIUIY YIPOKaBarbe
o0paHe WM HalmoHaHe O0e30eqHocTr PermyOnmke
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CpOuje.

IMpuinkoMm yrnpasibara nHiEAeHTOM Kanienapuja
3a uHpopManmony 6e3bennoct, HapomHa 6anka
Cp6uje, Komucuja 3a xapTuje o BpeIHOCTH U
PerynaTopHo Teno 3a elneKTpoHCKe KOMYHHUKAIMje 1
MOIITAHCKE YCIyTre 03HAa4aBajy 00aBelTemhe 0
MHIMACHTY, OAHOCHO MH(OpMaLHje 0 HHIUACHTY Y
ckiany ca npornucuma u TLP (enr., traffic light
protocol”) mpoTokoIOM.

[Noctyname y city4ajy HHIUICHTa HUBOA OIIACHOCTH
,,HHA3aK”

Unan 20.

VY cnydajy UHIIMACHATA KOjUMa je Y CKIIaay ca
Kknacu(uKanyjoM yTBpheH HUBO OMMaCHOCTH ,,HU3AK
Kannenapuja 3a napopmannony 6e30€1HOCT 110
MoTpedH Jaje MpeTmopyKe 3a MOCTYNAkbE ONePaTopy
UKT cucrema on moceOHOT 3Hayaja.

[Noctyname y city4ajy HHIUICHTa HUBOA OIIACHOCTH
,,CpelBu”’

Unan 21.

VY cnydajy UHIIMACHATA KOjUMa je Y CKIIaay ca
Kknacu(uKanyjoM yTBpheH HUBO OITaCHOCTH
~cpeamn” Kannenapuja 3a nHQOpManoOHy
0e30eTHOCT Jaje MpEenopyKe 3a MOCTYIake
oneparopy UKT cucrema ox mocedHOT 3HaUaja.
[Noctyname y city4ajy HHIUJICHTa HUBOA OIIACHOCTH
,,BUCOK”

Unan 22.

VY cnydajy HHIKACHATA KOjUMA je Y CKIIaay ca
Kknacu(uKanyjoM yTBpheH HUBO OIMaCHOCTH ,,BUCOK’
Kannenapuja 3a nHDopMannony 6e30eIHOCT je
Jy’KHa 1a 0 ToMe o6aBecT MUHHCTapCTBO.
Kannenapuja 3a nHQopMannony 6e36e1HoOCT, y
capaamu Ca ON€paTUBHUM TUMOM, IIpUITpEMaA
HpernopyKe U Mepe 3a pellaBame HHIUICHTA.
MHUHHCTapCTBO HAKOH MpHjeMa 00aBeIlTeha u3
cTaBa 1. oBor 4iaHa ca3uBa cequuIly Tera 3a
KOOPAMHALM]Y TI0CTI0Ba HHPOPMAIINOHE
0e30e1HOCTH.

HakoH 3aBpierka nHIMIeHTa KaHienapuja 3a
“HPOpMAIHOHY 0€30€HOCT, Y capaImby ca
OINepaTHBHUM THMOM, Cauli-aBa 3aBPIIHU H3BEIITA]

>
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KOjH JOCTaBJba MUHHCTApCTBY y poKy ox 30 nana
HaKOH 3aBPIICHOT HHIIUACHTA.

[Noctyname y city4ajy HHIUICHTa HUBOA OIIACHOCTH
,,BEOMa BHCOK”’

Ynan 23.

VY cnydajy HHIHMACHTA KOjeM je y CKIIaly ca
Kkinacu(uKanyjoM yTBpheH HUBO OaCHOCTH ,,BEOMa
BHCOK" M KOjH IIPEACTaBIba KpU3y HH(POPMALIHOHE
0e30eIHOCTH, PYKOBOlEHhEe H KOOPANHALIH]Y
cripoBohema Mepa 1 3a1araka npeaysuma Brana.
Kannenapuja 3a uapopmannony 6e36e1HOCT, y
capajiby ca OllepaTHBHUM TUMOM, n3pahyje
IPeJIOT 3a TPOoTJiallaBabe Kpu3e HHPOPMAIOHEe
6e30enHOCTH, Y cknaay ca [lmaHoM 3a pearoBame y
Clly4ajy MHIMACHTA BUCOKOT HUBOA M KPH3€
rHpOpMaIoHe 6e30eTHOCTH, KOjU CaApIKu:

1) monatke 0 MHIUJICHTY;

2) uHopMaIyje o Mpeay3eTHM Mepama;

3) pasJjore 3a Mporjianieke Kpu3e HHPOpMaIHOHEe
0e30e1HOCTH;

4) 3amyxeme opraHa 3a MocTylame y CKIay ca
CBOjUM Ha/JIC)KHOCTHMA;

5) Mepe 3a pemaBame Kpu3e.

ITpensnor 3a nporiarieme Kpuse HHhopMarnrnoHe
6e36enHocTH ymyhyje ce MUHHCTapCTBY, KOje MO
npujeMy npezsiora 6e3 ojyiarama ca3uBa CeTHHILY
Tena 3a koopAnHAIM]Y TTOCTIOBa HHOPMAIMOHE
6e30eaHOCTH.

Binaga na npeasnor MuHHCTapcTBa TOHOCH OJUTYKY O
nporjaniewky Kpuse nHpopMarrone 6e30eJHOCTH 1
3aqyKyje opraHe Ja mocTymajy rmpema
NPEUIOKEHHM MepaMa y CKJIaJly ca CBOjUM
HaJJIOKHOCTHMA.

Kannenapuja 3a nadopmairony 6e36eaHOCT, y
capajibu ca OlepaTHBHAM THMOM, KOOPAWHHPA
pelaBameM Kpu3e HHPOPMAIHOHe 6e30€THOCTH U
HajMabe jeTHOM HeJIeJbHO M3BEIITaBa
MuHuctapeTBo ¥ Bragy o CBUM aKTHBHOCTHMA.
IIpeasor 3a nmporiamiene 3aBpIieTka Kpu3e
nHpopMarroHe 6e30enHocTH ymyhyje ce
MunucrapcrTsy.
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OnyKy 0 nporiamierny 3aBpLeTka Kpu3e
nHpopMaIroHe 6e30erHOCTH JoHOCH Biaga Ha
npetor MUHHCTapCTBa.

Hakon 3aBpueTka kpuse HHGOpManuoHe
6e36ennocTr Kannenapuja 3a nHpopMaIony
0e30e1HOCT caunbaBa 3aBPLIHM H3BEIITA] KOjU
JnocTaBiba MuHHcTapcTBY U Briaau y poxy oz 30
JlaHa HaKOH 3aBpIIETKa KpHU3e.

23.7.

Where public awareness is necessary to prevent a
significant incident or to deal with an ongoing
significant incident, or where disclosure of the
significant incident is otherwise in the public
interest, a Member State’s CSIRT or, where
applicable, its competent authority, and, where
appropriate, the CSIRTs or the competent
authorities of other Member States concerned, may,
after consulting the entity concerned, inform the
public about the significant incident or require the
entity to do so.

1.22.

IMoctyname y ciy4ajy HHIUICHTa HUBOA OIIACHOCTH
,,BHCOK”

Unan 22.

VY cnydajy UHIMACHATA KOjUMa je Y CKIIaIy ca
knacu(uKaiyjoM yTBph)eH HUBO OMACHOCTH ,,BUCOK”
Kannenapuja 3a uahopmannony 6e30eIHOCT je
Iy’KHa 1a 0 Tome o6aBecTd MUHHCTapCTBO.
Kannenapuja 3a napopmannony 6e36e1HoCT, y
capa/iby ca OlePaTHBHUM THMOM, ITPUIIpeMa
MPENopyKe U Mepe 3a peliaBambe HHIUACHTA.
MWUHHCTapCTBO HAKOH MpHjeMa 00aBeITeHha 13
craBa 1. oBOr unaHa casuBa cequuiy Tena 3a
KOOpAMHAIH]Y TOCI0Ba HH(POPMAIHOHE
6e30eaHOCTH.

HakoH 3aBpierka nHuuaeHTa Kanienapuja 3a
“HpOpMaIHOHY 0€30€HOCT, Y capaIby ca
OTIEPATHBHAM THMOM, CaYHHaBa 3aBPILIHU U3BEIITa]
KOjH JOCTaBJba MUHHCTApCTBY y poKy ox 30 nana
HAKOH 3aBPIICHOT HHIIUACHTA.

Iy

23.8.

At the request of the CSIRT or the competent
authority, the single point of contact shall forward
notifications received pursuant to paragraph 1 to
the single points of contact of other affected
Member States.

1.34.

Mehynapoana capaamba U MOCIOBH jeJHHCTBEHE
Ta4yKe KOHTAKTa
Unan 34.

Kannenapuja octBapyje meljyHapoany
capaamy y obnactu 6e36emHoct UKT cucrema, a
HapOYHTO MPYXKa YIO30peHa 0 PU3HLMMA U
WHIMJCHTIMA KOjU HCITYyHaBajy HajMamke jeJaH O]
cnenehinx ycnosa:
1) 6p30 pacTy WK UMajy TCHICHIU]Y J1a IOCTaHy
BUCOKOPH3HYHH;
2) mpeBa3uiia3e WK MOTY Ja npeBasuby
HallMOHAJIHE KaIaluTeTe;
3) Mory 1a UMajy HeraTHBaH yTHIIAj Ha BUILIE O]
jenHe apikase.
[IpunukoMm pa3MeHe mojaraka u3 ctasa 1. oBor

nmy
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uwiana, KaHnenapuja je ny)Ha a IOCTyIa Tako Jia
ce He yrpo3H MOBEPJBHBOCT MOIaTaKa, Kao U J1a
TakBa pa3MeHa MojlaTaKa He yTH4e Ha
MOTCHIIMjATHO HapyliaBame 6e30emnoct UKT
cHucTeMa.

Pa3meHa nozaraka u3 craBa 1. oBor 4iaHa
MoJIpa3yMeBa MpeHoc Win 00pay mojaTaka Koju cy
HEOIIXOHH 3a IPOLICHY M PearoBame Ha
0e30e1HOCHE PU3HKE M HHIUACHTE Y CKIaay ca
OBHM 3aKOHOM. Y CIly4ajy Jia ce pa3MeHa OTHOCH Ha
moJatke o TnYHOCTH, KaHIenapuja je nyxHa Ja
00e30e/1 J]a TakaB MPEHOC Wik 00paaa Oymy
ycknal)eHu ca mpomucuMa Kojuma ce ypehyje
3alITUTa oJaTaka o JMYHOCTH, YKIbYdyjyhu i
IpaBUiIa Koja ce OJJHOCE Ha MPEHOC MoJaTaKa y
Ipyre Op)kaBe Wik Mel)yHapoHe opraHusanyje.
VKOJIMKO je MHIMJICHT Y BE3H Ca U3BPIICHEM
KPHUBUYHOT JieJia KOje ce TOHH 110 CITyKOeHOj
nyxHoctH, Kannenapuja he o Tome o6aBecTuTH
HAJIJIGKHO JaBHO TY)KMIAIITBO, Koje hie camocTamHo
WITH TIPEKO MHHHCTAPCTBA HAJIC)KHOT 38
YHYTpAILIEhe MOCJIO0BE Y 3BAHUYHO] TIPOLIEYPH
MIPOCIIEIUTH TIPHjaBy y CKIIary ca moTBpheHnm
MeljyHapoHUM YrOBOpUMA.

Kannenapuja o6aBsba OCIIOBE jeIMHCTBEHE TauKe
KOHTaKTa 32 HHPOpMaIMOHy 6€30€IHOCT Yy Clay4ajy
MPEKOrPaHHYHUX 0e30eJHOCHUX MPETHU U
HHIUJIeHATa U capaljyje ca jeANHCTBEHUM TauKama
KOHTAKTa JPYTHX JpXKaBa.

[ToceOHM meHTpH 32 peBeHIN]Y 0e30eTHOCHUX

23.9.

The single point of contact shall submit to ENISA
every three months a summary report, including
anonymised and aggregated data on significant
incidents, incidents, cyber threats and near misses
notified in accordance with paragraph 1 of this
Article and with Article 30. In order to contribute to
the provision of comparable information, ENISA
may adopt technical guidance on the parameters of
the information to be included in the summary
report. ENISA shall inform the Cooperation Group
and the CSIRTs network about its findings on
notifications received every six months.

HIT

Oo6aBe3a npkaBa WIaHUIA
npema EHMCAu
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23.10.

The CSIRTs or, where applicable, the competent
authorities shall provide to the competent
authorities under Directive (EU) 2022/2557
information about significant incidents, incidents,
cyber threats and near misses notified in
accordance with paragraph 1 of this Article and
with Article 30 by entities identified as critical
entities under Directive (EU) 2022/2557.

1.31.1.

Kannenapuja Henocpenano capalyje ca
MuHuctapcTBoM, PerynaTopHuM Teliom 3a
SNIEKTPOHCKE KOMYHHKAIIH]je U ITOIITAaHCKe YCIyTe,
IMoce6rnm LIEPT-oBuMa y Pemry6munm Cpouju, ca
jaBHUM U npuBpenHUM cyOjektuma u LIEPT-oBuma
camocrtannux omnepatopa UKT cucrema.

ny

23.11.

The Commission may adopt implementing acts
further specifying the type of information, the
format and the procedure of a notification
submitted pursuant to paragraph 1 of this Article
and to Article 30 and of a communication
submitted pursuant to paragraph 2 of this Article.

By 17 October 2024, the Commission shall, with
regard to DNS service providers, TLD name
registries, cloud computing service providers, data
centre service providers, content delivery network
providers, managed service providers, managed
security service providers, as well as providers of
online marketplaces, of online search engines and
of social networking services platforms, adopt
implementing acts further specifying the cases in
which an incident shall be considered to be
significant as referred to in paragraph 3. The
Commission may adopt such implementing acts
with regard to other essential and important entities.

The Commission shall exchange advice and
cooperate with the Cooperation Group on the draft
implementing acts referred to in the first and
second subparagraphs of this paragraph in
accordance with Article 14(4), point (e).

Those implementing acts shall be adopted in
accordance with the examination procedure
referred to in Article 39(2).

1.54.

Yiau 54.
PokoBH 3a JIOHOIIEHE TO3aKOHCKUX aKaTa

INox3akoHcKa akTa npeABnljeHa OBUM 3aKOHOM
nonehe ce y poky ox 12 Mecenu o1 1aHa CTyHama
Ha CHary OBOT 3aKOHa.

InaH 3a pearoBame y CJy4ajy HHIHACHTa BUCOKOT
HHUBOA U Kpu3e HHpopMarnnone 6e30eJHOCTH 13
uiaHa 18. OBOT 3aK0HA IOHOCH ce Y pOKy o7 18
MecelH Ol laHa CTYIIamba Ha CHary OBOT 3aKOHa.

Iy

24.1.

Use of European cybersecurity certification
schemes

In order to demonstrate compliance with particular

HII

Opnpenda ce ogHOCH Ha
Kopumheme cepTUPUKATHOHUX
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requirements of Article 21, Member States may
require essential and important entities to use
particular ICT products, ICT services and ICT
processes, developed by the essential or important
entity or procured from third parties, that are
certified under European cybersecurity certification
schemes adopted pursuant to Article 49 of
Regulation (EU) 2019/881. Furthermore, Member
States shall encourage essential and important
entities to use qualified trust services.

memay EV.

24.2.

The Commission is empowered to adopt delegated
acts, in accordance with Article 38, to supplement
this Directive by specifying which categories of
essential and important entities are to be required to
use certain certified ICT products, ICT services and
ICT processes or obtain a certificate under a
European cybersecurity certification scheme
adopted pursuant to Article 49 of Regulation (EU)
2019/881. Those delegated acts shall be adopted
where insufficient levels of cybersecurity have been
identified and shall include an implementation
period.

Before adopting such delegated acts, the
Commission shall carry out an impact assessment
and shall carry out consultations in accordance with
Article 56 of Regulation (EU) 2019/881.

HIT

OBnamhema KOMHCH]€.

24.3.

Where no appropriate European cybersecurity
certification scheme for the purposes of paragraph
2 of this Article is available, the Commission may,
after consulting the Cooperation Group and the
European Cybersecurity Certification Group,
request ENISA to prepare a candidate scheme
pursuant to Article 48(2) of Regulation (EU)
2019/881.

HII

Ornamhema Komucuje.

25.1.

Standardisation

In order to promote the convergent implementation
of Article 21(1) and (2), Member States shall,
without imposing or discriminating in favour of the
use of a particular type of technology, encourage

Iy

Ocurypana UMIUIEMEHTaIHja
HOPUMEHOM OILITHX IPONHUca
KOjH Ce OIHOCE Ha
CTaHJapAU3aLH]y.
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the use of European and international standards and
technical specifications relevant to the security of
network and information systems.

25.2.

ENISA, in cooperation with Member States, and,
where appropriate, after consulting relevant
stakeholders, shall draw up advice and guidelines
regarding the technical areas to be considered in
relation to paragraph 1 as well as regarding already
existing standards, including national standards,
which would allow for those areas to be covered.

HIT

Osnamthiema EHUCA.

26.1.

Jurisdiction and territoriality

Entities falling within the scope of this Directive
shall be considered to fall under the jurisdiction of
the Member State in which they are established,
except in the case of:

(a)providers of public electronic communications
networks or providers of publicly available
electronic communications services, which shall be
considered to fall under the jurisdiction of the
Member State in which they provide their services;

(b)DNS service providers, TLD name registries,
entities providing domain name registration
services, cloud computing service providers, data
centre service providers, content delivery network
providers, managed service providers, managed
security service providers, as well as providers of
online marketplaces, of online search engines or of
social networking services platforms, which shall
be considered to fall under the jurisdiction of the
Member State in which they have their main
establishment in the Union under paragraph 2;

(c)public administration entities, which shall be
considered to fall under the jurisdiction of the
Member State which established them.

HII

Perynuie meljycoOue
HAJIC)KHOCTH JIPyKaBa YiaHHIA
y ciy4ajy cykoba
JYPUCIUKIIH]a.

26.2.

For the purposes of this Directive, an entity as
referred to in paragraph 1, point (b), shall be
considered to have its main establishment in the
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Union in the Member State where the decisions
related to the cybersecurity risk-management
measures are predominantly taken. If such a
Member State cannot be determined or if such
decisions are not taken in the Union, the main
establishment shall be considered to be in the
Member State where cybersecurity operations are
carried out. If such a Member State cannot be
determined, the main establishment shall be
considered to be in the Member State where the
entity concerned has the establishment with the
highest number of employees in the Union.

26.3.

If an entity as referred to in paragraph 1, point (b),
is not established in the Union, but offers services
within the Union, it shall designate a representative
in the Union. The representative shall be
established in one of those Member States where
the services are offered. Such an entity shall be
considered to fall under the jurisdiction of the
Member State where the representative is
established. In the absence of a representative in the
Union designated under this paragraph, any
Member State in which the entity provides services
may take legal actions against the entity for the
infringement of this Directive.

HIIT

Perymume melyycobue
HaJJIC)KHOCTH JIpyKaBa YWiaHHIA
y ciy4ajy cykoba
JYPUCIOUKIIH]a.

26.4.

The designation of a representative by an entity as
referred to in paragraph 1, point (b), shall be
without prejudice to legal actions, which could be
initiated against the entity itself.

HIIT

Perymume melycobue
HaJJISKHOCTH JIPKaBa YWiaHHIA
y ciIy4ajy cykoba
JYPUCIUKIIH]a.

26.5.

Member States that have received a request for
mutual assistance in relation to an entity as referred
to in paragraph 1, point (b), may, within the limits
of that request, take appropriate supervisory and
enforcement measures in relation to the entity
concerned that provides services or which has a
network and information system on their territory.

HII

Perynume meljycobue
HaJJIC)KHOCTH JIpyKaBa YWiaHHIa
y ciIy4ajy cykoba
JYpUCIUKIIH]a.

27.1.

Registry of entities

ENISA shall create and maintain a registry of DNS
service providers, TLD name registries, entities

HII

O6ase3a EHUCA
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providing domain name registration services, cloud

computing service providers, data centre service

providers, content delivery network providers,

managed service providers, managed security

service providers, as well as providers of online

marketplaces, of online search engines and of social

networking services platforms, on the basis of the

information received from the single points of

contact in accordance with paragraph 4. Upon

request, ENISA shall allow the competent

authorities access to that registry, while ensuring

that the confidentiality of information is protected

where applicable.
EBunennuja oneparopa UKT cucrema ox moceGHOT
3HaYaja
Unan 9.

Member States shall require entities referred to in MHUHHCTAPCTBO HAMJIEKHO 32 MOCTIOBE

paragraph 1 to submit the following information to uHpopMarroHe 6e36eaHOCTH (Y AaJbeM TEKCTY:

the competent authorities by 17 January 2025: MHUHHCTAPCTBO) YCIIOCTABIbA U BOJHM CBUICHIIN]Y
npuoputeTHux u BaxkHux KT cucrema on

(a)the name of the entity; noceGHOT 3Hauaja (y 1ajbeM TeKcTy: EBuieHImja)
KOja CaJipKu:

(b)the relevant sector, subsector and type of entity 1) Hasu, MaTH4HU OpOj U ceauinte oneparopa UKT

referred to in Annex | or 11, where applicable; cHucTeMa 0J1 OCEeOHOT 3HaYaja;
2) uMe ¥ mpe3uMe, ciryxOeHa ajipeca 3a mpujeM

(c)the address of the entity’s main establishment CJIEKTPOHCKE TIOIITE U CIY>KOCHH KOHTAKT TeleoH

and its other legal establishments in the Union or, if AIMUHHCTPATOPA 3a/Iy’KEHOT 32 OJIPKABAE U

27.2. not established in the Union, of its representative | 1.9. ynpassbambe KT cucremMoM o1 moceOHOTr 3Havaja; mny

designated pursuant to Article 26(3);

(d)up-to-date contact details, including email
addresses and telephone numbers of the entity and,
where applicable, its representative designated
pursuant to Article 26(3);

(e)the Member States where the entity provides
services; and

(Hthe entity’s IP ranges.

3) uMe u npe3ume, cayx0OeHa ampeca 3a IpujeM
EJIEKTPOHCKE MOIITE U CIIY)KOCHU KOHTAKT Tele(oH
oarosopsor jiia UKT cucrema on moceGHOT
3HaYaja;

4) nonaraxk o Bpctu KT cucrema o moceGHOT
3Ha4aja, ogHocHO aa ;i UKT cuctem ox moceOHOT
3Hauaja I0THaa Mo/ IPHOPUTETAH MIIH BaXKaH;

5) nomatak o nenarHoctu oneparopa UKT cucrema
oJ1 moceOHOT 3HaYaja;

6) aapecHH Oricer MHTEPHET MpoToKoJa (eHrd. ,,IP
address range®) xoju nmpunaznajy UKT cucremy ox
noceOHOr 3Hauaja, a Koju 00yxBara MoJaTKe O
jaBauM ctarnukuM UIT anpecama;

7) Be6 npesenTtanuja oneparopa UKT cucrema o
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oceOHOT 3Ha4aja;

8) Opoj mokaruja Ha kojuma ce KT cuctem of
roceOHOT 3Havaja Haasy.

[Nopexn nopataka n3 crasa 1. oBor wiaHa,
eBHICHIIMja MOXKE Jla Ca[p>K! U JIpyTe JOIyHCKe
nonarke o KT cucremy ox noceOHor 3Ha4aja.
Camocrannu oneparopu KT cucrema nzyseru cy
o] o0aBe3e 10CTaBJbamkba MoaTaka U3 cTasa 1. Tau.
4), 5), 6) u 8) oBOT uiaHa.

INon3akoHCKM aKkT KojuM ce Oimke ypehyje caapxkaj
U CTPYKTYpa €BUJICHIIM]j€, Ka0 ¥ HaYHH [TOJHOLICHa
3axTeBa 3a YHOC U IPOMEHY I0JIaTaKa y
EBunenuuju nonocu MUHHCTapCTBO.

Omneparop UKT cucrema ox moceGHOT 3Ha4aja
Iy’KaH je 1a MUHHCTapcTBY JOCTABH IOJATKE U3 CT.
1. u 2. oBor unaHa HajkacHUje 90 maHa on 1aHa
yCBajama MpOIKca U3 CTaBa 4. OBOT WIaHa, OTHOCHO
90 nana on nana ycrioctaBbamba UKT cucrema ox
MMOCEOHOT 3Havaja.

Omneparop UKT cucrema ox moce6Hor 3Hauaja
Iy’XaH je Ja y ciiydajy IpOMeHe IojlaTaka U3 cTaBa
1. oBor WiaHa o ToMe 00aBecT MHUHUCTapCTBO Y
poKy o 15 naHa on JaHa HacTaHKa IPOMEHE.
[omauum u3 crasa 1. Tau. 2) u 3) o6pabyjy ce y
CBPXY M3BpILEHA OAPEOU OBOT 3aKOHA Y TOTJIETY
JIOCTaBJbarha 00aBeNITeha M YIO30peHha 3HAYajHIX
3a 6e36enHocT UKT cucrema o moceGHOT 3Hauaja,
Kao ¥ pajy yCIIOCTaBJbaba KOMYHUKAIHje 1
OCTBapHBamba capaiibe y INJbY OTKIamkama
IITETHUX MOCJIEANLA HHIIUACHATA U TTPEBEHTHBHOT
JIeIOBamba.

[omauum u3 crasa 1. Tau. 2) u 3) o6pabyjy ce y
CKJIaJy ca 3aKOHOM KOjuM ce ypelyje 3amrura
Ho/IaTaka O JUYHOCTH U YyBajy Ce 10 TPEHYyTKa
IpecTaHka CBpXe 00paje Wi 10 U3BpILIeHE
NPOMEHE MOaTaKa y CKJIaay ca CTaBOM 5. OBOT
YJIaHa.

MHUHHCTapCTBO CTaBJba HA PacIoiarame aKypHy
EBunennunjy Kannenapuju 3a unpopManmony
0e30eTHOCT pajy U3BPIICHA OAPEIOH OBOT 3aKOHA
y TIOTJIely HPHKYIUbaba U pazMeHe HHdopMaluja o
[peTHhaMa, palHBOCTUMA U HHIUJICHTHMA 1
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Npy’Xama HOJPILIKE, YII030PaBabha H CABETOBAbA
nmna koja ynpasisajy VKT cucremuma.
EBuneHnuja npencrasiba TajHU OJaTaK y CMUCIY
3aKOHa KOjuM ce ypeljyje TajHOCT mogaraxa.

27.3.

Member States shall ensure that the entities referred
to in paragraph 1 notify the competent authority
about any changes to the information they
submitted under paragraph 2 without delay and in
any event within three months of the date of the
change.

EBunennuja oneparopa UKT cucrema ox moceGHOT
3Hauaja

Unan 9.

MHUHHCTapCTBO HAJIEHKHO 32 MOCIIOBE
nHpopmarroHe 6e30e1HOCTH (Y 1a/beM TeKCTY:
MWUHHCTAPCTBO) YCIIOCTaBJba U BOJH €BUICHIIN]Y
npuopuretHux u Baxxkuux UKT cucrema ox
noceOHOT 3Hayaja (y gajbeM TekcTy: EBunenimja)
KOja CaJIpKu:

1) Ha3uB, MaTH4HU Opoj 1 cexumute onepatopa UKT
crcTeMa oJl moceOHOT 3Havaja;

2) uMe ¥ mpe3uMe, ciryxOeHa ajapeca 3a MpujeM
CJIEKTPOHCKE TIOIITE U CIY>KOCHH KOHTAKT TeleoH
aIMUHHCTPATOPA 33/Iy’KCHOT 32 OJP)KABABE U
ynpassbase KT cucremom o mocedHor 3Ha4aja;
3) uMe u Tpe3umMe, caykOeHa apeca 3a IpujeM
SJIEKTPOHCKE MOIITE U CIIY)KOCH! KOHTAKT Tele(oH
oarosopsor jia UKT cucrema on moceGHOT
3HaYaja;

4) nmonaraxk o Bpctu KT cucrema o moceGHOT
3Ha4aja, ogHocHO aa i UKT cuctem ox mocebHOT
3HaYaja MOTIaja MO/ MPUOPUTETAH WM BaXKaH;

5) nomatak o nemarHoctu oneparopa UKT cucrema
oJ1 moceOHOT 3Havaja;

6) ampecHH OTCer MHTePHET MPOTOKoJa (eHri. ,,IP
address range®) xoju npunaznajy UKT cucremy ox
MOCEOHOT 3Havaja, a Koju 00yxBaTa MoIaTKe O
jaBauM ctatinukuM UIT anpecama;

7) Be6 npesenranuja oneparopa UKT cucrema on
moceOHOT 3Havaja;

8) Opoj mokaryja Ha kojuma ce KT cuctem of
MoceOHOT 3HaYaja HaJla3H.

[Topen monaraka u3 crasa 1. OBOT 4iaHa,
eBI/IJleHLII/Ija MOJKE J1a Cap KU U Ipyre JAOMyHCKe
noaatke o KT cuctemy ox moceGHOr 3Hauaja.
Camocranuu oneparopu UKT cucrema nzyseru cy
oJ1 obaBe3e JocTaBJbaa MMojIaTaka U3 crasa 1. Tad.
4),5), 6) u 8) oBor unaHa.

Iy
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[NonzakoHcku akT KojuM ce Ommxe ypehyje cagpxaj
1 CTPYKTYpa €BUJICHIIM]j€, KA0 ¥ HaYHH II0JHOUICHa
3axTeBa 3a YHOC M IPOMEHY I0JaTaKa y
EBunennuju nonocu MuHHCTapCTBO.

Omneparop UKT cucrema ox moceOHOT 3HaYaja
Jy’aH je 1a MUHHCTapcTBY AOCTABH IOJATKE M3 CT.
1. u 2. oBor unaHa HajkacHUje 90 KaHa ox1 HaHa
yCBajama MpOIKca U3 CTaBa 4. OBOT WIaHa, OAHOCHO
90 nana ox nana ycnocrasipama KT cucrema o
MMOCEOHOT 3Havaja.

Omneparop UKT cucrema ox noce6GHOTr 3Hauaja
Iy’aH je 1a y cllydajy IpOMeHe MoaTaKa U3 CTaBa
1. oBor 4aHa 0 ToMe 0baBecTH MUHUCTapCTBO Y
poxy o 15 naHa on JaHa HacTaHKa MPOMEHE.
[onauum u3 crasa 1. Tau. 2) u 3) obpabyjy ce y
CBPXY H3BpILEHa OAPEI0U OBOT 3aKOHA Y TOTJIETY
JOCTaBJbama 00aBeUITEeHha U YIO30peHha 3HAUYajHIX
3a 6e36enHocT UKT cucrema o moceGHOT 3Hauaja,
Kao ¥ pajy yCIIOCTaBJbakha KOMYHUKAIHje 1
OCTBapHBamba capaibe y INJbY OTKIambama
IITETHUX MOCIEUIa HHIUICHATA 1 IIPEBEHTUBHOT
JIeIOBamba.

[omauwm u3 crasa 1. Tau. 2) u 3) o6pabyjy ce y
CKJIaJy ca 3aKOHOM KOjuM ce ypelyje 3amrura
Mo/IaTaKka o JUYHOCTH U 4yBajy Ce 0 TPEHYTKa
IpecTaHka cBpxe 00pajie WM 10 U3BpIICHE
IPOMEHe [0/1aTakKa y CKJIaJly ca CTaBOM 5. OBOT
4JIaHa.

MHUHHCTapCTBO CTaBJba HAa PACIOJIArambe AXKYPHY
EBunennnjy Kanuenapuju 3a uHpopManuony
0e30eTHOCT pajy U3BPLICHA OAPEIOU OBOT 3aKOHA
y TIOTJIe Iy TIPUKYIUbamka U pa3MeHe nHpopManuja o
NpeTHhaMa, palHBOCTUMA U HHIUJCHTHMA 1
npy)Xarba IMOJIpIIKE, y030paBaba i CaBETOBAmbA
nuna xoja ynpasssajy KT cucremnma.
EBuneHImja npeacTaBba TajHH NOAATAK Y CMHCITY
3aKOHa KOjuM ce ypeljyje TajHOCT moaraka.

27.4.

Upon receipt of the information referred to in
paragraphs 2 and 3, except for that referred to in
paragraph 2, point (f), the single point of contact of
the Member State concerned shall, without undue
delay, forward it to ENISA.

HII

O6ase3a npema EHUCA
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Where applicable, the information referred to in
paragraphs 2 and 3 of this Article shall be
21 submitted through the national mechanism referred HII Obasesa npema EHUCA
to in Article 3(4), fourth subparagraph.
Database of domain name registration data
For the purpose of contributing to the security,
stability and resilience of the DNS, Member States Opranuzanyje koje cy osnamheHe 3a yIpaBibarme
shall require TLD name registries and entities PErHCTPOM JIOMEHA HAJBUIIET HHUBOA U MPYXKAKE
28.1. providing domain name registration services to yenyra JIHC-a o6aBesHe Cy Ja MPUKYIUbajy, 4yBajy mny
collect and maintain accurate and complete domain 1351 W OAp)KaBajy TayHe M MOTIyHE MOJATKE O
name registration data in a dedicated database with | =~~~ perucTpaiuju IoMeHa y rnoceGHoj 6a3u mojaraxa,
due diligence in accordance with Union data y3 Iy)KHY HaXBYy H y CKIaay ca MpOIHCHMa O
protection law as regards data which are personal 3aIITUTH [I0JaTaka O JMIHOCTH.
data.
For the purposes of paragraph 1, Member States
shall require the database of domain name
registration data to contain the necessary
information to identify and contact the holders of
the domain names and the points of contact Basa moxataa i3 crasa | oBor WiaHa Mopa a
administering the domain names under the TLDs. ca mnia.MaH)e cnenche moxatke: pa i
Such information shall include: 1372 P Y n SlaTKe:
1) Ha3WB JIOMCHA,;
(@)the domain name; 2) JIaTyM perucrpanmje J0MeHa;
28.2. 3) ) HME, KOHTAKT aapeCy CICKTPOHCKE MOIITE my
(b)the date of registration; u Opoj Tenedona perucTpanta;
4) KOHTAKT aJpecy €JIEKTPOHCKE IOLITE U
(c)the registrant’s name, contact email address and Spl\?[JI/IHHC”I:Fe;eI?OHaOMeHEHHI?OHI/IK(?;afeymae;?dr[( . sa
telephone number; A patmjy 1 )Y p Y]y ox
noJaraka perucTpanra.
(d)the contact email address and telephone number
of the point of contact administering the domain
name in the event that they are different from those
of the registrant.
Member States shall require the TLD name
registries and the entities providing domain name Opranuzanyje u3 craBa 1. OBOT 4iaHa JyKHE Cy 1a
registration services to have policies and yCBOje U IIPUMEHE aKTe U IPOIeaype 3a
28.3. procedures, including verification procedures, in BepU(HKAIN]y TAYHOCTH U TIOTIIYHOCTH IOJ[ATaKa Yy my
1.37.3.

place to ensure that the databases referred to in
paragraph 1 include accurate and complete
information. Member States shall require such

6a3u nmogaraxa. OBe mporeaype Mopajy OUTH jaBHO
JOCTYIIHE.
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policies and procedures to be made publicly
available.
Member States shall require the TLD name .
- - AT : Opranusanuje u3 ctTasa 1. OBOT WwiaHa AyKHE Cy Aa
registries and the entities providing domain name 0Be36e1e ARHY TOCTVIHOCT HOAATAKA KO Hile
registration services to make publicly available, A JABHY HOCTY e . Y
28.4. : A A JIMYHU O/IMaX 0 PETHCTPALIUjH IOMEHA, a y CKIIaay nmy
without undue delay after the registration of a|q 374 ;
: ; ‘ : 205 ca MpaBUIMMa U YCIOBHMA PETHCTPali]e€ Ha3UBa
domain name, the domain name registration data
WhICh are not personal data. HallUOHAJITHUX UHTCPHET JOMCHA.
Member States shall require the TLD name
registries and the entities providing domain name Opranusatic 13 crasa 1. oBor WiaHa o6aBesHe ¢
registration services to provide access to specific p HH ’ y
domain name registration data upon lawful and ﬂzrzxorzhz.?dp”:;g;izuonc?:g;:}lggﬁﬁ?ﬁO
duly substantiated requests by legitimate access 56 a;l:);e I—JII/IXILSaXTeBa OBJIaH.IhZHI/IX [
seekers, in accordance with Union data protection o Ir) AHA. v CKIANY ca opnamhersiMa 10 ;LeHHM
law. Member States shall require the TLD name |1-37-5. prama, y ciiany ; oA
28.5. s - L . MPOMUCHMAa KOjH ypelyjy AeNOKpyr lBHUXOBOT paja. my
registries and the entities providing domain name |1 37 ¢ OLrOBOD Ha 3aXTeB 13 CraBa 5. OBOL HIaHa Mopa
registration services to reply without undue delay A P : . Mop
. - - 1.37.7. OuTH NOCTaBJbeH Oe3 oyIarama, a HajKacHHuje y
and in any event within 72 hours of receipt of any oKy o 72 CaTa O HDHieMa 3AXTeEa
requests for access. Member States shall require pAKT}I]/I i DoLe Hep3i o1k HBaH)é HojaTaka Ha
policies and procedures with regard to the POCLYD TKpuBALE A
disclosure of SUCh data to be made pUbllCly OCHOBY OBUX 3aXT€Ba MOpajy 6I/ITI/IJaBHO JOCTYITHU.
available.
Compliance with the obligations laid down in V CKIIajy ca OBHM WiaHOM, IPHUKYIUbAE MOIaTaKa
paragraphs 1 to 5 shall not result in a duplication of 0 PErHCTPAIMjU JOMEHA HE CME JIOBECTH JIO
28.6 collecting domain name registration data. To that JyIutpara nojaraka. OpraHusanje u3 crasa 1. ny
o end, Member States shall require TLD name|q37g OBOT 4WIaHa JIy)KHe Cy Jia capal)yjy paau usberaBamba
registries and entities providing domain name NyIUIMpakka U OCUrypara yckiialjeHocTu ca
registration services to cooperate with each other. 38KOHOM.
Cybersecurity information-sharing arrangements Capanma Ha HAIIMOHAJHOM HHUBOY
Uinan 33.
Member States shall ensure that entities falling Kanrenapuja HenocpenHo capaljyje ca
within the scope of this Directive and, where MuHHCTapCTBOM, PeryaTopHuM TEJIOM 3a
relevant, other entities not falling within the scope ENIEKTPOHCKE KOMYHHKAIIH]jE U MOIITAHCKE YCIIyTe,
of this Directive are able to exchange on a|j 33 IMoce6rnm LIEPT-oBuMa y Pemry6mumu Cpouju, ca
29.1. voluntary basis relevant cybersecurity information 3 jaBHUM U mpuBpeaHuM cybjektima i LIEPT-oBiuMa ny
1.34.

among themselves, including information relating
to cyber threats, near misses, vulnerabilities,
techniques and  procedures, indicators of
compromise, adversarial tactics, threat-actor-
specific information, cybersecurity alerts and
recommendations regarding configuration of

camoctansux onepatopa UKT cucrema.
Kannenapuja u LIEPT-oBu camocranHux onepaTtopa
KT cucrema oapixaBajy Mel)ycoOHe cacTaHke y
opranu3anuju Kannenapuje HajMame TpH IMyTa
TOJIUIIGE, KA0 U 0 MOTPEOH y Clydajy HHIUIeHATa
KOjH 3Ha4ajHO YyrpoXKaBajy HHPOPMAIHOHY
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cybersecurity tools to detect cyberattacks, where
such information sharing:

(a)aims to prevent, detect, respond to or recover
from incidents or to mitigate their impact;

(b)enhances the level of cybersecurity, in particular
through raising awareness in relation to cyber
threats, limiting or impeding the ability of such
threats to spread, supporting a range of defensive
capabilities,  wvulnerability  remediation  and
disclosure, threat detection, containment and
prevention techniques, mitigation strategies, or
response and recovery stages or promoting
collaborative cyber threat research between public
and private entities.

6e36enHOCT y Penmybnnuu Cpouju.
CacraHIIMa 13 cTaBa 2. OBOT WIaHA IIPUCYCTBYjY H
MIpeICTaBHALIM MUHNCTApCTBA, a 10 TIO3UBY MOTY
Jla TIPUCYCTBY]y U npeacTaBHUIM noceonux [{EPT-
0Ba, Kao ¥ JpyTa JIHIA.
[Ipunukom capanme ca cyOjekTiMa u3 ctasa 1. oBor
wiana Kanuenapuja je xyxHa na 06e30enu
edekTuBHY, epukacHy u 6e30e1Hy pasMeHy
vHpOpMaIHja y3 IPUMEHY aIeKBaTHHUX MPOLEAYPa,
ykibydyjyhm ,.traffic light protocol” (TLP), u
MOIITYjyhn mpomnuce o 3alITUTH MOJaTaKa O
JIMYHOCTH.
MelyHapoHa capa/iba v IOCIOBH jeIHCTBEHE
Ta4yKe KOHTAKTa
Unan 34.

Kannenapuja octBapyje mehyHapoany
capaamy y obmactu 6e36enHoctu KT cucrema, a
HapOYHTO MPYXKa YIO30peHha 0 PU3HILIIMA U
WHIMJICHTIMA KOJU HCIYHaBajy HajMamke jeJaH O]
cinenehux ycnosa:
1) 6p30 pacTy WK UMajy TCHICHIH]Y J1a TOCTaHy
BUCOKOPH3HYHH;
2) mpeBa3uiia3e Wik MOTY Ja peBasuhy
Hal[MOHAJIHE KallallUTeTe;
3) MOTy Z1a ©Majy HeTaTHBaH YTHLA] HA BHIIE O]
jeIHe ApKaBe.
[Mpurkom pa3MeHe nojaTaka u3 crasa 1. oBor
unana, KaHnenapuja je qyxHa ja mocTyra Tako jia
ce He yrpo3u MOBEPJFMBOCT MOJATaKa, Kao U 1a
TakBa pa3MeHa MojaTaKa He yTH4e Ha
MOTEHIIMjAITHO HapymIaBambe 6e30exnoct UKT
cucTeMa.
Pa3smena nogaraka u3 crasa 1. oBor 4inaHa
HO/Ipa3yMeBa MPEHOC WK 00paay moaaTaka Koju cy
HEOIXO/IHH 32 MPOLEHY U PearoBame Ha
0e30eHOCHE pU3HKE M MHIMACHTE Y CKIaay ca
OBHM 33aKOHOM. VY CIly4ajy Jia ce pa3MeHa OJTHOCH Ha
nojaTke o tuyHocTH, KaHuenapuja je ayxHa na
00e30e11 11a TakaB MPEeHOC WK 00pajaa Oyry
ycknal)enu ca mpommcuMa Kojuma ce ypehyje
3aITUTA [OfIaTaKa O JMYHOCTH, YKIbYUYjyhu u
IpaBuiIa Koja ce 0JJHOCE Ha MPEHOC MoaTaKa y
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Ipyre Op)kaBe Wik Mel)yHapoHe opraHusaunyje.
VKOJIMKO je MHIMICHT Y BE3H Ca U3BPIICHEM
KPHUBUYHOT JieJia KOje ce TOHHM 10 CITy)KOeHOj
nyxHoctH, Kannenapuja he o rome o6aBectutn
HaJUISKHO jaBHO TYXKWJIAIITBO, Koje he camocTanHo
WM TIPEKO MUHHCTAPCTBA HAJUICKHOT 32
YHYTPAILIEE MOCIO0BE Y 3BaHUYHO] TIPOLIEYPH
MIPOCIIEIUTH IPUjaBy y CKIaxy ca moTBpheHnm
MehyHapoIHHM yroBOpHMA.

Kannenapuja o6aBsba MOCIIOBE jeIMHCTBEHE TauKe
KOHTaKTa 32 HHPOpMAIMOHY 6e30€IHOCT Y CIy4ajy
MPEKOrpaHHYHUX 6e30eJHOCHUX MPETHU U
HHIOUeHATa U capaljyje ca jeAMHCTBEHUM TauKama
KOHTAKTa JIPYTHX JApXKaBa.

29.2.

Member States shall ensure that the exchange of
information takes place within communities of
essential and important entities, and where relevant,
their suppliers or service providers. Such exchange
shall be implemented through cybersecurity
information-sharing arrangements in respect of the
potentially sensitive nature of the information
shared.

1.33.
1.34.

Capanma Ha HallMOHAJTHOM HHUBOY

Unan 33.

Kannenapuja HemocpenHo capalyje ca
MunucrapctBoM, Perynatopaum tenom 3a
€NEeKTPOHCKE KOMYHHKAIIH]j€ U TOIITAaHCKE YCIyTe,
Ioce6uum LIEPT-oBuMa y Peny0mmiu Cpouju, ca
jaBHHM U npuBpenHuM cyOjektima u [IEPT-oBuma
camoctansux oneparopa UKT cucrema.
Kannenapuja u IIEPT-oBu camocTanmiux omneparopa
UKT cucrema onprkaBajy MmeljycoOHe cacTaHke y
opranuzanuju Kannenapuje HajMame TpH MyTa
TOJMIIEKE, Ka0 U 10 TIOTPeOH y CiTydajy HHIIUIeHaTa
KOjH 3Ha4ajHO yrpoXKaBajy HHPOPMAIHOHY
6e36ennocT y Perryomuiu Cpouju.

CacraHiuMa u3 ctaBa 2. OBOT WIaHa IIPUCYCTBYjY U
MIPEeICTaBHULIM MUHUCTApCTBA, a 10 O3UBY MOTY
Jia IPUCYCTBY]jY U mpeacTtaBHuny noceouux LIEPT-
0Ba, Ka0 ¥ JpyTa JIHIIA.

[punukom capanme ca cyOjekTrMa u3 cTasa 1. oBor
wiana Kannenapuja je gyxHa 1a 06e30emu
epexTruBHY, ehukacHy u 6e30eTHy pa3MeHy
nHpopManmja y3 IpUMeHy aIeKBaTHUX MPOLEeNypa,
ykIbyuyjyhu , traffic light protocol” (TLP), u
HOWITYjyhy nponuce 0 3aIITUTH HOJATAKA O
JIMYHOCTH.

MelynaponHa capajima U OCIIOBH jeINHCTBEHE
TagKe KOHTAKTa

Unan 34.

Iy
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Kannenapuja octBapyje mehyHapoaHy
capanmy y obnactu 6e36emHoctr UKT cucrema, a
HapOYHTO MPYyXKa YI030pemka O PU3HIIMA 1
HMHIOUICHTHMA KOjH HCIIyhaBajy HajMambe jeaH 01
cienehux yciosa:
1) 6p30 pacTy uix UMajy TCHACHIH]Y [1a TOCTaHy
BHCOKOPH3UYHH;
2) mpeBa3miia3e Wik MOTY Ja peBasuhy
HalMOHAJIHE KallalluTeTe;
3) Mor'y 1a Majy HeraTuBaH YTHIIaj Ha BHIIE O]
JjeIHe ApIKaBe.
[MpmkoM pa3MeHe nojaTaka U3 crasa 1. oBor
yaHa, KaHnenapuja je ayxHa 1a HOCTyIIa Tako aa
ce He Yrpo3H NOBEPJPUBOCT MOaTaKa, Kao U Jia
TakBa pa3MeHa MojaTaKa He yTH4e Ha
MOTEHIIMjAJTHO HapymaBambe 6e30ennoct UKT
cucTeMa.
Pa3mena nozaraka u3 crasa 1. oBor 4iaHa
HOZIpa3yMeBa IIPEeHOC WM 00pajy IojJaTaka Koju cy
HEOIIXO/IHH 32 MPOLIEHY U pearoBambe Ha
0e30eTHOCHE PU3UKE M MHIUJCHTE Y CKIIay ca
OBHM 3aKOHOM. ¥ Cllydajy Aa ce pa3MeHa OJJHOCH Ha
monarke o TnYHOCTH, KaHnenapuja je qyxHa na
00e30e1 a TakaB MpeHOC WK 00paaa Oymy
ycknaljenu ca mpommcuMa kojuma ce ypehyje
3aIITHTa MOAATaKa O JMYHOCTH, YKIbYdyjyhu n
IpaBUJIa KOja Ce 0JIHOCE Ha NIPEHOC MoaTaKa y
Jpyre ApKaBe Wik Mel)yHapoiHe opranusanyje.
VYKONUKO je MHIMICHT y BE3M Ca H3BPLICHEM
KPUBHYHOT JIeJIa KOje ce TOHH IO CITy)0eHO]
nyxHoctH, Kannenapuja he o Tome o6aBecTuT
HAJJIKHO JaBHO TY)KWIAIITBO, Koje hie camocTamHo
WITH TIPEKO MHHHCTAPCTBA HA/UICKHOT 32
YHYTpAIlIHE TOCIOBE Y 3BaHMYHO] IPOLETYPH
HPOCIIEAUTH IIPHjaBy y CKJIaLy ca HOTBPhECHUM
MeljyHapOJJHUM yroBOpUMa.
Kanrnenapuja o6aBspa NOCIOBE jeIMHCTBEHE TaUKe
KOHTAaKTa 3a HHpOpMaIHOHYy 0e30€HOCT y Caydajy
MPEKOrpaHUYHUX 0e30eJHOCHUX MPETHU U
WHIMJCHATA U capaljyje ca jeIMHCTBEHHM TauyKama
KOHTaKTa JPYTHX JpKaBa.
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29.3.

Member States shall facilitate the establishment of
cybersecurity information-sharing arrangements
referred to in paragraph 2 of this Article. Such
arrangements may specify operational elements,
including the use of dedicated ICT platforms and
automation tools, content and conditions of the
information-sharing arrangements. In laying down
the details of the involvement of public authorities
in such arrangements, Member States may impose
conditions on the information made available by
the competent authorities or the CSIRTs. Member
States shall offer assistance for the application of
such arrangements in accordance with their policies
referred to in Article 7(2), point (h).

1.33.
1.34.

Capanma Ha HAIIMOHATHOM HHUBOY
Unan 33.
Kannenapuja Henocpeano capabyje ca
MuHuctapcTBoM, PerynaTopHuM TelioM 3a
SJIEKTPOHCKE KOMYHHKAIH]je U ITOIITAaHCKe YCIIyTe,
[oce6num LIEPT-oBuma y Penmy6muim Cpbuju, ca
jaBHUM U npuBpenHUM cyOjektuma u LIEPT-oBuma
camocrtannux omnepatopa UKT cucrema.
Kannenapuja u HEPT-oBu camocTanHux omneparopa
HUKT cucrema onprkasajy MeljycoOHe cacTaHke y
oprannzanuju Kannenapuje HajMarbe TpH IIyTa
TOJNIIGE, Kao ¥ 10 MOTpedu y ciiydajy HHIMAeHaTa
KOjH 3Ha4ajHO yrporkaBajy nHGopMaruony
6e306enHOCT y Pemybmnmu CpOuju.
CacraHuMa H3 CTaBa 2. OBOT YIaHa IPUCYCTBY]Y H
npecTaBHAIM MUHHCTapCTBa, a IO MO3HBY MOTY
J1a IPUCYCTBY]jy U mpencraBHUNU noceOHux LIEPT-
0Ba, Kao U Apyra JHIa.
[MprnkoMm capanme ca cyOjekTrMa U3 cTasa 1. oBor
yiana Kanienapuja je ayxHa a 00e30e1u
edexTuBHY, euKacHy U 6e30eHy pasMeHy
“HpOpMAaIja y3 TIPUMEHY aIeKBaTHHUX MPOIEAYpPa,
yIbyayjyhn , traffic light protocol” (TLP), u
MomTYjyhu mporuce o 3alITUTH TOAaTaKa O
JIMYHOCTH.
MelyHapoHa capa/iha 1 IOCJIOBH jeIHHCTBEHE
Tayke KOHTAaKTa
Unan 34.

Kannenapuja octBapyje meljyHapoany
capaamy y obmactu 6e36enHoctn KT cucrema, a
HApOYHTO MPYKa yHO30pera 0 pU3UIUMA U
VHIMICHTIMA KOjU HCIyHaBajy HajMame jeJaH O]l
cnenehux ycioa:
1) 6p30 pacty WM UMajy TeHACHIHjY J1a TOCTaHy
BHCOKOPH3HYHH;
2) nmpeBa3uiiase Hin MOTy Jia peBa3uly
HallMOHAJIHE KaIalluTeTe;
3) Mory 1a UMajy HeraTHBaH YTHIIAj HAa BUILE O/
jeIHe IpKaBe.
[MpunkoM pa3MeHe nojaraka u3 crasa 1. oBor
yaHa, KaHuenapuja je ayxHa jia HOCTyIIa Tako aa
ce He yrpo3H MOBEpJHBOCT MOaTaKa, Kao U Jia

Iy
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TakBa pa3MeHa MoaTaKa He yTH4e Ha
MOTCHIIMjATHO HapyliaBame 6e30emnoct UKT
cucTeMa.

Pa3meHa nojaraka u3 crasa 1. oBOr WiaHa
IoJipa3yMeBa IPeHOC WK 00pay mojaraka Koju cy
HEOIIXOHH 3a IPOLICHY M PearoBame Ha
0e30e1HOCHE PU3HKE M HHIUACHTE Y CKIaay ca
OBUM 3aKOHOM. ¥ Clly4ajy Aa ce pa3MeHa OJJHOCH Ha
nojatke o Iu4HOcTH, KaHnenapuja je qyxHa 1a
00e30emu 1a TakaB MPEeHOC WK o0paja Oymy
yckial)eHu ca mponucuMa Kojuma ce ypehyje
3aIlITHTa MOAaTaKa O JMYHOCTH, YKIbYdyjyhu n
IIpaBHJIa KOja ce OJJHOCE Ha PEHOC To/laTaka y
Ipyre Op)kaBe WK Mel)yHapoHe opraHusanyje.
VKOJIMKO je MHIMJICHT Y BE3H Ca U3BPIICHEM
KPUBHYHOT JeJa KOje ce TOHH O CIIYX0eHO]
nyxHoctH, Kannenapuja he o Tome o6aBecTuT
HAJIJIGKHO JaBHO TY)KUIAIITBO, Koje hie caMmocTamHo
WY TIPEKO MUHHCTAPCTBA HAJUIEKHOT 32
YHYTpAIbE ITOCI0BE Y 3BaHHYHO] IPOLETYPH
MIPOCIIEANTH NIPHjaBy y CKJIAy ca IOTBpheHHM
MeljyHapoHUM YrOBOpHMA.

Kannenapuja o6aBsba OCIIOBE jeIMHCTBEHE TauKe
KOHTaKTa 3a HHPOpMaInoHy 6e30eIHOCT y CiIydajy
MPEKOTPaHUIHUX 0€30€THOCHUX MPETHH 1
HHIUIeHATa U capaljyje ca jeANHCTBEHUM TauKama
KOHTaKTa JIPYruX JpiKaBa.

29.4.

Member States shall ensure that essential and
important entities notify the competent authorities
of their participation in the cybersecurity
information-sharing arrangements referred to in
paragraph 2, upon entering into such arrangements,
or, as applicable, of their withdrawal from such
arrangements, once the withdrawal takes effect.

1.47.

Hucnekiyja 3a nHGopManuony 6e36eIHOCT

Unan 47.

Hucnekiyja 3a nHGOopMannony 6e36eIHOCT BPIU
WHCHEKIN]CKU Ha/I30p HaJl TPUMEHOM OBOT 3aKOHA
u pagom omeparopa UKT cucrema ox mocebHOT
3Ha4aja, OCHUM caMocTaiaHuX omepatopa UKT
cucrema u UKT cuctema 3a pan ca TajHUM
rmoJlaliMa, a y CKJIaay ca 3aKOHOM KojuM ce ypehyje
HMHCHEKIN]CKH Ha/[30P.

[TocoBe HHCTIEKIHje 32 HHPOPMALIMOHY
6e36enHOCT 00aB/ba MUHHCTAPCTBO MPEKO
MHCIIEKTOpa 3a HH(pOpMaInoHy 6e30eTHOCT.

V oKBHpY MHCHEKIIM]CKOT Ha/[30pa pajia orneparopa
UKT cucrema, MHCIIEKTOP 32 HHHOPMALTUOHY
0e30emHOCT yTBphyje a v cy UCTIyHeHH yCIOBH

nmy
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a) al) 6) 61) B) r) )
NpONKUCaHU OBUM 3aKOHOM U IIPONKUCUMA NJOHETUM
Ha OCHOBY OBOI' 3aKOHa.
ENISA shall provide assistance for the
29.5. establishment of cybersecurity information-sharing HIT O6asesa EHICA
arrangements referred to in paragraph 2 by
exchanging best practices and providing guidance.
Voluntary notification of relevant information
Member States shall ensure that, in addition to the
notification obligation provided for in Article 23,
notifications can be submitted to the CSIRTSs or,
where applicable, the competent authorities, on a I 6
voluntary basis, by: POHCTHHE H3 O/pEAOH
301 my ‘{J6IaHOBa 13-150
(a)essential and important entities with regard to 00aBCIITABAbY O
incidents, cyber threats and near misses; HHIHICHTHM.
(b)entities other than those referred to in point (a),
regardless of whether they fall within the scope of
this Directive, with regard to significant incidents,
cyber threats and near misses.
Member States shall process the notifications O6aBe3a 00aBelTaBamka 0 HHIMIEHTHMA KOjH
referred to in paragraph 1 of this Article in 3HAYajHO HapyIIaBajy nHGOpMAIMOHy 6e30e1HOCT
accordance with the procedure laid down in Article Yoran 13.
23. Member States may prioritise the processing of Omneparopu UKT cucrema o moceGHOT 3Ha4aja
mandatory notifications over voluntary JY’)KHH CY JIa JIOCTaBe 00ABEIITEHE O HHIUICHTY
notifications. KOjU MOJKE J]a MMa 3HauajaH yTHUIlA] Ha HApyIIaBamke
nHpOopMaIroHe 6e30emHOCTH, 0e3 o/uTarama, a
Where necessary, the CSIRTs and, where HajKacHHje y pOKy oJ1 24 cara o1 Kajia Cy Ca3HaIli
applicable, the competent authorities shall provide | 1.13. 33 HHIUIEHT.
the single points of contact with the information VIHIMIECHTH KOjU MOTY J1a HMajy 3Ha4YajaH yTUIAj Ha
30.2. e . . . 1.14. ny
about notifications received pursuant to this Article, HapylaBame HHpopMalmoHe 6e30€IHOCTH CY:
while ensuring the confidentiality and appropriate | 1.15. 1) MHIMACHTH KOjH JOBOJIE 10 TIPEKH/IA

protection of the information provided by the
notifying entity. Without prejudice to the
prevention, investigation, detection and prosecution
of criminal offences, voluntary reporting shall not
result in the imposition of any additional
obligations upon the notifying entity to which it
would not have been subject had it not submitted
the notification.

KOHTHHYHTETa BPILEHA [OCJIOBA U MPYKamba
yciyra, OJHOCHO 3HATHHX TellKkoha y BpIIewhy
TI0CJIOBA U NIPY)Kamy YCIyra;

2) MHIUACHTH KOjJH YTHYY Ha BEIUKU OpOj
KOPHCHHKA YCITyTa, WK TPajy AyKH BPEMEHCKU
TIEPHOL;

3) MHIMACHTH KOjH TOBOAE 10 MPEKUIA
KOHTHHYHTETa, OJHOCHO Telikoha y BpIIeHY
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TI0CJIOBA U NIPYXKamha yClIyra, KOju yTuiy Ha
00aBJbame I0CII0Ba H BPIICHE YCIyTa JPYrHuX
oneparopa UKT cucrema oj moceOHOT 3HavYaja WU
yTHUy Ha jaBHY 6e30e1HOCT;

4) MHIIMAEHTH KOjH TOBOJIE 10 MPEKHIa
KOHTHHYUTETA, OAHOCHO Temkoha y BpIIewY
I0CJIOBA U MPYKamky yCiIyra 1 UMajy YTULaj Ha
Behu neo teputopuje Pemybnuke Cpouje;

5) MHIUIEHTHU KOjU TOBOJE 10 HEoBNamheHor
IIPUCTYIA MOAINMA YHje OTKPUBAHE MOXKE
YIPO3HTH IIpaBa M MHTEPECe OHUX Ha Koje ce
HOZIaLU OJJHOCE;

6) MHIM/ICHTH KOjH Cy HACTaJIM Kao MOCIIeIIIa
unuuaenta y UKT cucremy oneparopa
npuoputetHux UKT cucrema on moceGHOT 3Hauaja
KOju 00aBJbajy JENaTHOCTH Y 00JaCTH JUTHTAIHE
HHPPACTPYKTYpE, U3 WiaHa 5. cTaB 2. Tauka 1)
noarauka (7) oBor 3akoHa, kaxa KT cucrem o
noceGHOT 3Havaja y CBOM ITOCTIOBalkY KOPUCTH
nHpopManuone yciayre y 06JIacTH AUTUTAITHE
nHdpacTpykrype;

7) MHIIUICHTH KOjU M3a3HBajy WM MOTY Ja U3a30BY
3HATHY MaTepHjaIHy WIA HEMATEePHjaIHy [ITETY
oneparopy UKT cucrema ox mocedHOT 3Ha4aja 1
JIpYruM QU3HYKUM M IPABHUM JHIHMMA.
Onepatopu KT cucrema ox moceOHor 3Havaja
JY’)KHH CYy Jia TIpHjaBe U N30ErHyTe UHIHICHTE KOjU
MPEJICTaBIba]y 030M/bHY MPETHY U KOjU OH MOTIIH
JIOBECTH JI0 OKOJIHOCTH CIIMYHHUX OHMMA ONTUCAHUM
y CTaBy 2. OBOT 4JlaHa. Y CIIy4ajy WHIHICHATA y
UKT cucremrmMa 3a paj ca TajHUM MoJanuMa
oneparopu Tux MKT cucrema mocrtymajy y ckiamy
ca mpomnucuMa KojuMa ce ypelyje odmact 3amrure
TajHHUX I10JIaTaKa.

JlocTaBpame 00aBeIITEHa O MHIIMICHTUMA

Ynan 14.

Omneparopu UKT cucrema on moceGHOT 3Ha4aja
Jy’)KHH Cy J1a obaBellTema 0 HHIUIEHTUMA JOCTaBE
y jJeAMHCTBEHU CHUCTEM 3a MpHjeM obaBemTema o
MHIMACHTHMA ITyTeM BeO Mpe3eHTanuje
Munncrapcersa win Kanuenapuje 3a
“HPOPMAIHOHY 0€30€IHOCT.
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Omneparopu npuopuretHux KT cucrema on
noceOHOT 3Hauaja Koju 00aBIbajy JeTaTHOCTH y
obnacti 6aHKapcTBa U GUHAHCH]CKHAX TPIKUIITA U3
ynaHa 5. craB 2. Tauka 1) moxrauka (3) qy>kKHH Cy oa
obaBemmTeme 0 MHIMICHTY foctaBe HapomHoj
6anu CpOuje, a ako cy onepaTopy NPUOPUTETHUX
UKT cucrema y o6nactu GUHAHCH]CKUX TPXKHIITA
KOju ¢y oz Hajzopom Komucuje 3a xapTtuje o
BPEIHOCTH, 00aBEIITeHE 10CcTaBsbajy 1 Komucuju
3a XapTHje 0]l BPEIHOCTH.

Oneparopu npuopuretHux KT cucrema on
noceOHOT 3Hauaja Koju 00aBJbajy JeTaTHOCTH
CJICKTPOHCKUX KOMYHHUKAI[HM]ja U3 WiaHa 5. cTaB 2.
Tauka 1) monrauka (9) anuueja Tpeha u omeparopu
Baxaux UKT cucrema on moceOHOT 3HavYaja KOju
00aBJbajy IeNaTHOCT MOIITAHCKUX YCITyTa U3 WiaHa
6. craB 2. Tauka 1) anuHEja MpBa, TyXKHU Cy Ja
obaBelTeke 0 MHIMCHTY JocTaBe PerymaropHoM
TeJly 3a eJISKTPOHCKE KOMYHHKAIHje 1 MOIITaHCKe
yeuyre.

Haponna 6anka Cp6uje u PerynatopHo Teno 3a
eNIeKTPOHCKE KOMYHHKAIIUje 1 MOLITAHCKE yCIIyre
IYKHU cy Ja [oOujeHa obaBemTema u3 CT. 2 U 3.
OBOT" YJIaHa MPOCIIE/E Y jeJMHCTBEHH CHCTEM 3a
npujeM 00aBeITeHha O HHIUICHTHMA.

Omneparopu UKT cucrema on moceOHOT 3Ha4aja,
ocuM oneparopa MKT cucrema u3 craa 2. u 3.
OBOT WIaHa, Ty)KHH Cy Zia 00aBecTe 0 UHIHICHTY
KOpPHMCHHKE KOjiMa Npyxajy yciyre, 6e3 oarama,
y CITydajy MHIUACHTA KOJH MOXe J1a M3a30Be HIIH
M3a3WBa MITETaH yTUIIA] Ha pyXKame U Kopuheme
yciyra, Kao ¥ 0 MepaMa Koje KOPUCHHIM MOTy J1a
npeay3My u ynorpebe y by YMamberma WK
eJ'lI/IMI/IHaL[I/Ije IITETHUX MOCISIUIA UHIUACHTA.
Oneparopu UKT cucrema on moceOHOTr 3Havaja u3
craBa 2. ¥ 3. 0BOT WiaHa 00aBeIITaBajy KOPUCHHKE
0 MHIHUJICHTHMA y CKJIay ca MOCeOHUM MPONUCHMA.
Oprat KoMe je y CKJIaly ca OBHM 3aKoHOM yryheHo
o0aBemTeme 0 HHIUICHTY, YKOJIUKO je ped o UKT
cUCTeMY O] ToceOHOT 3Havaja Koju je onpeheH kao
KpUTHYHA HHPACTPYKTYpa Yy CKIaIy ca 3aKOHOM
KojuM ce ypehyje kputnuna nadpactpykrypa,
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“HpOpMAIHjy 0 TOME Tpocielyje MUHUCTapCTBUMA
HaJUISKHAM 33 CEKTOpe KPUTHYHE HHPPACTPYKTYpE.
Opranu u3 cT. 1-3. oBOT 3aK0Ha, KojuMa je ymyheHo
obaBeITene 0 HHIUCHTY, Iy)KHH CYy 13, Y CIIydajy
nHIOUIeHTa Koju je Hactao y KT cucremy
oneparopa KpUTHYHE HHPPACTPyKType yTBpheHor y
CKJIaJy ca 3aKOHOM KOjuM ce ypelyje kputuuna
HHPPACTPYKTYpa, 1o0ujeHy HHpopmMaiujy 6e3
oJUIarama Mpociee HaUIeKHHUM MHHUCTApCTBUMA
3a CEKTOpe KPUTHYHE HHPPACTPYKTYpe, y CKIaLy ca
MIPOINKCHMA O 3aLITUTH TajHUX ITOJaTaKa.

Canprkaj 00aBeIITeHa O HHIUACHTY

Unan 15.

ObaBemTene 0 HHIUACHTY MOpa Jia CalpiKu
crnenehe mogatke:

1) mogaTtke o IMOAHOCHOILY TIPH]jaBe;

2) BpCTy ¥ ONKC MHIMICHTA U MPOLIEHY J1a JIH je
HHIUJICHT MOC/IeINNA KPHBUIHOT Jea;

3) naty™m u BpeMe No4eTKa HHIMAEHTa, OJTHOCHO
ca3Hamba 0 MHIUACHTY ¥ TPajake NHIUICHTA;

4) nmocieaunIe Koje je MHINACHT H3a3Bao;

5) npemy3ere akTHUBHOCTH paan yOllaKkaBama
MOCTIEANIIA HHIHICHTA;

6) MHUIMjaJTHY POLIEHY HUBOA OTIACHOCTH H
yrunaja uanuaeaTa Ha UKT cucrem ox moceGHOT
3Hauaja, Kao ¥ MHIUKATOpe KOMIIPOMUTAIIH]E;

7) vHdOpMaIHjy 0 eBEeHTYaTHOM MPEKOrPAHMYHOM
JICjCTBY UHIUJICHTA;

8) mojarke 0 MPETXOHO MPHUjaBJLEHUM CIMIHUM
MHIMJCHTIMA, aKO Cy MOCTOjalH, YKIbYqyjyhn
BpeMe U PUPOJLY THX HHIMACHATA, Ka0 ¥ Mepe Koje
Cy TOM HNPHJINKOM TIpEay3ere;

9) npyre peneBaHTHEe HHPOPMAIIH]E, TI0 TOTPEOH.

31.1.

General aspects concerning supervision and
enforcement

Member States shall ensure that their competent
authorities effectively supervise and take the
measures necessary to ensure compliance with this
Directive.

1.47.
1.49.

Wucniexnja 3a nHGopManuoHy 6e30e1HOCT

Unan 47.

Wucniexiyja 3a nHGOopMannony 6e30eTHOCT BPIITH
MHCTICKIMjCKH Ha30p HaJ MPUMEHOM OBOT 3aKOHA
u pagom oneparopa MKT cucrema on nmoceGHor
3Hauaja, ocuM camocTtanHux oneparopa KT
cucrema u VIKT cuctema 3a paj ca TajHUM
rmoJlanMa, a y CKiaay ca 3aKOHOM KojuM ce ypehyje
MHCHEKIN]CKH Ha/[30P.

Iy
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ITocnoBe nHCnEKuyMje 3a HHGOPMALHOHY
6e30enHOCT 00aBJba MUHHCTAPCTBO MPEKO
HHCIEKTOpa 3a NH(POpMaIMoHy 6e30eIHOCT.

VY oKkBHpY MHCHEKIIH]CKOT Ha/[30pa pajia ornepaTopa
UKT cucrema, MHCIIEKTOP 32 HHDOPMAITHOHY
6e30eHOCT yTBphyje a I Cy UCTIyEeHH YCIOBH
MPONKCAHKU OBUM 3aKOHOM M PONUCUMA JTOHETHUM
Ha OCHOBY OBOT 3aKOHa.

CrpyuHH HaJ30p
Unan 49.

CTpy4HH Haf30p HaJ NPUMEHOM OBOT
3aKoHa U pasaom oneparopa MKT cucrema on
MoceOHOT 3Hayaja, OCHM CaMOCTAITHHUX OIlepaTopa
UKT cucrema u UKT cuctema 3a pan ca TajHUM
nojauuMa, Bpuu Kannenapuja, a y cknany ca
3aKOHOM KOjUM ce ypeljyje HHCIeKIMjCKU Haa30p.

IMocnoBe cTpy4yHOT Han30pa 00aBIba
ornamrheHo Jsinne 3anocieHo y Kannenapuju (y
JTaJbeM TEKCTY: OBJIAIINEeHO JINIIE).

VY HocTynky cTpy4HOT Haja30pa
oByairheHo JIMIe UMa IpaBo U 00aBe3y aa
KOHTPOJIHLIIE:

1) aJIeKBaTHOCT MPOIICHEHUX PU3HKA C
003UpOM Ha CTENEH U3JI0KEHOCTH PU3KKY,
BEIIMYHMHY OIIepaTopa M U3BECHOCT I10jaBe
HHIUJICHTA U HeTOBe 030MIBHOCTH, Ka0 M HEroB
MMOTEHIIMjATHH APYIITBEHH U €eKOHOMCKH yTHIIA];
2) HUBO 0€30eTHOCTH TEXHOJIOIIKUX
MOCTYIaKa ¥ TEXHMYKUX CPEe/ICTaBa Koje OnepaTop
UKT cucrema on moceGHOT 3HaYaja yroTpedpaBa
paju MpUMeHa Mepa 3allTHTE;

3) onrosapajyhe cnpoBoleme nporieca
npoBepe yckiahenoctu npuMemenux mepa UKT
cHcTeMa ca akToM o Oe30enHOoCTH;

4) NpUMEHY NpernopyKa U Mepa y cliy4ajy
WHIMJCHATA KOjH 3HAYajHO YTPOXKABajy
“HPOPMAIHOHY 0€30€HOCT.

AKo y BplIehY CTpy4dHOT Haazopa Kanuenapuja
yTBPJH HENPABHIIHOCTH, HEOCTATKE HJIH MIPOIYCTE
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y TIPUMEHH OBOT 3aKOHA M MPOIIHCa JOHETHX Ha
OCHOBY Hera, 0 TOMe 00aBenITaBa Haa3upaHoT
cy0jexTa u ojipel)yje My pOK y KOME je Ty»KaH Ja uxX
OTKJIOHH.

Pok u3 crasa 4. oBor WwiaHa He Moke OuTH Kpahu ox
ocaM JlaHa O[] JaHa IpHjeMa 00aBeIITeHha, OCHM y
CIIydajeBHMa KOjU 3aXTEBajy XUTHO MOCTYTAbE.
Axo Kannenapuja yTBpau fa HaI3UpaHu cyOjexar
HHje, Y OCTaBJbEHOM POKY, OTKJIOHHO YTBpheHe
HETIPaBIJIHOCTH, HEIOCTATKE WIIH MPOITYCTe Y
TIPUMEHH OBOT 3aKOHA U IIPOIHICa JOHETHX Ha
OCHOBY H>€ra, HOAHOCH TIPHjaBy HHCIICKIINjH.
Kannenapwuja je xyxHa a 110 3aXTeBY HHCIIEKTOPa
3a uHpopMaHoHy 6e30e1HOCT 00aBH CTPYIHH
HA/130p U J0CTaBU HH(OpMAaLHjy 0 yTBpheHOM
YUEHCHUYHOM CTalbY.

O0pa3zar lernTUMaIKje 1 HAYUH U31aBaba
JeTUTIManyje opiamheHor Jimna yrephyje
Kannenapwuja.

Jlerntumanyja onamheHor auna 00aBe3Ho
caapxku: rp6 Penyonuke CpOuje v Ha3uB
Kannenapuje, mve u npezume opnamheHor JuIa,
¢dororpadujy opnamheHor nuia, cryx0eHu 6poj
JIETUTAMAIIH]E, JaTyM H3/1aBarba JIETUTHMAIH]e,
nevat KaHuenapuje, moTnuc JUpeKTopa
Kannenapuje, kKao u 0JIITaAMIIaHU TEKCT cieaehe
caipikuHe: ,,[IManar oBe JeruTumaliije uma
oBnamhema y CKIaay ca oapeabama uiana 49. cr. 3.
u 4. 3akoHa 0 HHPOPMAIHOHOj O6e30eaHoCTH.”

31.2.

Member States may allow their competent
authorities to prioritise supervisory tasks. Such
prioritisation shall be based on a risk-based
approach. To that end, when exercising their
supervisory tasks provided for in Articles 32 and
33, the competent authorities may establish
supervisory methodologies allowing for a
prioritisation of such tasks following a risk-based
approach.

3.9.

[Iponena pusuxa

UYnan 9.

WHCIeKIHUjCKH HaJ30p 3aCHUBA CE Ha IIPOLEHU
PH3HKa U Cpa3MepaH je MPOLEEHEHOM PU3HKY, TaKO
Ila ce PH3UKOM JIeTIOTBOPHO yIpaBsba. IIpomena
PH3HKa je JIeo IIpoleca aHaIu3e PU3HKA, KOjU
00yXBaTa M yIpaBJbare PH3UKOM U 00aBeIITaBambe
0 PU3HKY.

Pu3uk, mpema creneHy, Moxe OUTH HE3HATaH,
HM3aK, CPe/ltbU, BUCOK U KPUTHYAH.

MHcneknuja Huje Ty>XHa J1a BPIIM HHCIEKIHjCKI
HaJ30p Ka/ia je NPOLEeHEeHN PU3HK HEe3HATaH.
Pusuk ce npouemwyje y TOKy IpUIpeMe IaHa

nmy

MmineMeHTal#ja OBEX
olipendu je ocurypana
HIPUMEHOM HHCIIEKTOPCKUX
osnamhema Ha OCHOBY 3aKOHa
0 MHCIIEKIHjCKOM HaJ30Dpy.
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MHCIICKIIN]CKOT Ha/I30pa U IPe U 'y TOKY
HHCHEKIHjcKor Hax3opa. Kama ce y Toky
peann3anyje ToIUIIbET IIaHa HHCIIEKIH]jCKOT
HaJ30pa IpoMeHe OKOJIHOCTH Ha OCHOBY KOjHX je
MIPOLCH-EH PU3UK U CAuUE-eH IUIaH, HHCIEKIH]ja
yckial)yje nmporeHy pu3HKa U IIaH HHCIIEKIH]CKOT
HaJ30pa ca HOBOHACTAJIMM OKOJHOCTHMA.
ITporieHa pu3nKa y TOKY IpHUIIPeMe IUlaHa
MHCIICKIIN]CKOT Ha/130pa BPIIH €€ TAKO IITO
HHCHEKIHja y npahemy U aHaJM3K cTama y 00JIacTH
HHCIICKITU]CKOT HaJ130pa Koja je Y ’beHOM JICTIOKPYTY
HACHTU(HUKYje PU3HKE [0 3aKOHOM ¥ APYTUM
npornucoM 3amruhiena 1o6pa, npasa U HHTEpece,
KOJU MOTY HACTaTH M3 MOCJIOBaba WIH TOCTyaka
HA/I3UPAHOT cy0jeKTa U, mpeMa oroBapajyhum
KPUTEPHjyMUMa, IPOLICHYje TSKUHY IITETHHX
MOCJIEANLIA U BepOBATHONY HUXOBOT HACTAHKA, TAKO
Jia ce 1o0uje MPOLICHEHH CTCIICH PH3HKA.

TexnHa IITETHHUX TOCTIEANIIA TIPOLICHYje ce
nonasehu ox:

1) mpupoJie MTETHUX HOCIEeNIa, KOja IPOH3Ia3n
U3 BPCTE JENATHOCTH HJIM aKTUBHOCTH HaJ3UPaHOT
cy0jexTa, OMHOCHO KapaKTepUCTHKA pode Wi
MPOU3BOJIAa KOTa HAaJI3MPaHU Cy0OjeKaT CTaBjba y
MIPOMET WJIH yCIIyTa Koje Haa3upaHH cyOjeKkaT
TIpy>Ka, WM paJibu Koje Ipey3uMa, OTHOCHO
opinamhema Koja BPIIH y CKIIOIY CBOT MOCIIOBamba
W TIOCTYTIAkha, 8 Y OTHOCY Ha 3aKOHOM U IPYTHM
nponucoM 3amruhiena 1o6pa, npasa U HHTEpece, U
2) o0MMa IITETHHUX MOCIEINIIA, IIPE CBeTa Kpyra
JIUIIa KOjU KOPHCTE POy, MPOM3BO WIIH YCIIyTe,
OJIHOCHO KpyTa JIMIIa KOja OCTBapyjy onpeheHa
MpaBa y HaA3HMpPaHOM CYOjeKTy WIIH y BE3H ca
HaJI3UpPaHUM Cy0jeKTOM, OJJHOCHO OIlcera 3aKOHOM
U IpyTrUM IpomnucoM 3amTtuheHux nodapa, npasa u
MHTepeca Ha Koje ce OTHOCH JeNIaTHOCT HJIN
aKTUBHOCT HAJI3UPAHOT Cy0jeKTa WK Ha Koje OHa
yTHYE.

BepoBarHoha HacTaHKa IITETHUX MOCIIEIHIIA
nporemyje ce nouasehin HapoYuTo 0] HPETXOAHOT
MOCJIOBakba U MOCTYNamba HAI3UPAHOT Cy0jeKTa,
YEKIBYUYjyhn mocnenme yIBpheHo crame
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3aKOHUTOCTH U 6€30€THOCTH HEr0BOT I0CI0Bamba 1
noctynama. BepoBaTHoha HacTaHKa IITETHUX
TIOCJIe TN IPOLIEEbYje ce MoTa3ehn 1 o CPIICKUX
CTaH/ap/a ¥ IpaBuiIa 1o0pe mpakce Koje
HaJ3UpaHy cyOjexar IpuMemyje; CHcTeMa
yIpaBJbakba M YHYTpPALIkEr Haa30pa Hal
3akoHHTOWhY, MpaBuiHOIhy 1 6e30enHoIhy
MOCJIOBamka U MOCTyNama KOJ HaA3HUPaHOT Cy0jeKTa,
y3umajyhu y 003up MOJIUTUKY yIPaBbamba
pUBHIIIMA U pa3IMYHUTe OOJIMKE YHYTPALIber
HaJ30pa KOJ HaJ3HPaHOT Cy0jeKTa, Kao M PEBU3H]jY
(DMHAHCH]CKUX M3BEIITaja Ha3UPAHOT CYOjeKTa;
CTama y 00JIaCTH Y KOjOj C€ HBeroBa JAeIaTHOCT WIN
aKTHBHOCT BpIIHX ¥ npeasubhama Oyayhux kperama
y 10j; YHYTPALIBHUX H CIIOJBHUX CTPYYHHX,
TEXHUYKUX, TEXHOJIOUIKHX U (PMHAHCH]CKUX
KalaluTeTa Haa3upaHoT cyOjeKTa.

IMopex nporeHe pu3mnka 3a Ha3UpaHe CyOjeKTe,
PU3HK ce, IIpeMa IToceOHO MPOIUCAaHNM
KPHUTEPHjyMIMa, MOXKE IIPOLICHNUTH | 32 MOjeINHA
TEPUTOPHjaITHA TIOAPYYja U APYTe TEPUTOPHjATHE U
CIIMYHE TIeHUHE (HIIP. TEPUTOpPHUjalTHE jeINHHUIIE,
obnacTu 1 mo00IacTH, IEOHNIIE U Ip), 00jeKTe U
rpyme odjekaTa, y CKIIaay ca IeIIOKPYroM
WHCTIEKIHje 1 moTpebama BpIIeHa HHCIIEKIIN]CKOT
HaJ30pa.

3ajelHUYKE eJIeMEeHTE POLICHE PU3HKA Y
WHCIICKITH]CKOM HaA30py mpornucyje Brana.
IToceGHe eneMeHTe MPOLeHe PU3HKA U yIeCTalIoCT
BpIICH-a HHCTICKIIH]CKOT HA/[30pa Ha OCHOBY
MPOIICHE PU3HUKA, K0 M MOceOHE KPUTEPHjyMeE 13
cTaBa 8. OBOT WiIaHa MPOIHCYje MUHUCTAP
HaJJIeXaH 3a OAroBapajyhy o0acT HHCIEKIIN)CKOT
HaJ30pa, OJHOCHO MMaJIal] jaBHOT oBnanthema Koju
BPIIY MHCIIEKIIM]CKU HAI30p y oapeljenoj obnacty.
[ToceOHe eneMeHTe MPOLICHE PU3UKA U YUECTaIOCT
BpILICHa HHCIIEKIMjCKOT HaJ30pa Ha OCHOBY
HPOLICHE PU3KKA U3 U3BOPHE HAUISKHOCTH
AYTOHOMHE TIOKPajHHE U jeJMHUIIE JIOKaTHE
caMoyIIpaBe HPOINUCYje HaJIeKHH OpraH
AYTOHOMHE TIOKPajHHE U jeJMHUIIE JIOKaTHE
caMoyIpase.
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31.3.

The competent authorities shall work in close
cooperation with supervisory authorities under
Regulation (EU) 2016/679 when addressing
incidents resulting in personal data breaches,
without prejudice to the competence and tasks of
the supervisory authorities under that Regulation.

Capazma ca IpyruM opraHuMa, IMaolluMa jaBHUX
opiamhema 1 IPaBHUM U (PU3HYKHUM JTHIAMA

Unan 5.

Capanma HaJUIe)KHE HHCTICKIHje ca APYTHM
opraHuMa Jp)kaBHe yIpase, OpraHiMa ayTOHOMHE
MOKPAjHHE U jeANHHLIE JIOKATHE CaMOyIIPaBe,
IIPaBOCYHUM U APYTHM AP’KaBHUM OpraHUMa U
JPYTHM 3aHHTEPECOBAaHHM OpPTaHUMa 1
opraHu3aiyjama ocTBapyje ce y CKIaay ca
HaJUISKHOCTHMA MHCIIEKIUje ¥ O0JINIIMa capaimbe
yTBPh)EHUM NPONHCHMA O IPIKABHO] YIIPABH
oceOHUM 3aKOHHMA.

Capajma, HapouuTo, 00yxBara MeljycoOHO
obaBelITaBamke, pa3MeHy MojaTaKa, MpyxXame
noMohu 1 3ajeTHIYKE Mepe U pafmbe 0] 3Ha4aja 3a
WHCTICKIN]CKH HaJ30pP.

Hannexna nacnexnuja y 00aBjbamy IMOCIOBA U3
CBOT Z€NOKpyTa yckialyje ImIaHoBe HHCIEKIIH]CKOT
HaJ30pa M CBOT paja, pa3Memyje IoJaTke,
TIpe/UIake Mpeay3uMamke 3ajeTHIIKUX Mepa 1
AKTUBHOCTH O] 3Hauaja 3a 00aBJpamke MOCIOBa
WHCTIEKIIN]CKOT HaJ30pa 1 Ha APYTH Ha4uwH capal)yje
ca IpyruM WHCIIEKIFjaMa i Cy0jeKTUMa ca jaBHIM
oBnamhemUMa Koju Bpiie nocebHe o0rke Haa30pa
¥ KOHTPOJIE — pamu 00aBJbama 00yXBaTHHUjET 1
JeTIOTBOPHHUjeT MHCIIEKIIN]CKOT Ha/130pa U HAapO4YUTO
panu cy30ujarma IeTaTHOCTH WK aKTHBHOCTH
HEepEerHCTPOBAHUX Ccy0jeKaTa.

Jlp>xaBHU OpraHy, OPraHu ayTOHOMHE ITOKPajUHE U
JEeIMHUIIE JIOKATHE CaMOYIPaBe W MMAaOIX jaBHUX
opranhema TyXXHH Cy, Ha 3aXTEB HHCIICKTOPA, Ja
My y POKy ol 15 maHa of mpujeMa 3axTeBa I0CTaBe
TpaXXCHE MOJIaTKe U 00aBeIITemha KOjU Cy 3HAYajHU
3a MHCIIEKIIM]CKH Haa30D.

HansexxHa MHCIEKIH]ja, Y CKJIAly ca 3aKOHOM,
capal)yje ca pU3MYKUM U IPABHUM JIULHMA,
HapO4YUTO y IUJbY NIPEBEHTUBHOI €JIOBakbaA, Ka0 U
yHarnpelema y3ajaMHe OATOBOPHOCTH (PU3NYKUX U
MpaBHUX JIMLA ¥ MHCIIEKIHja y IPOIIecy NPUMEHE U
HaJ30pa HaJl IPUMEHOM Hpornuca. Y TOM HHIbY,
MHCIIEKIIMja MOXe OJpKaBaTH HHYOPMATHBHE U
eIyKaTHBHE TPUOHHE H KOHCYJITATHBHE CaCTaHKE ca

Iy

NmmnemenTamnuja oBux
ozpendu je ocurypana
HNPUMEHOM MHCHEKTOPCKUX
opnarhier-a Ha OCHOBY 3aKOHa
0 WHCIICKI[HjCKOM Ha/30py.
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IpeCTaBHULIMMA [IPUBATHOT CEKTOPA U IPYTHUM
3aUHTEPECOBAHNM CTpaHaMa.

®n3nuka u MpaBHa JIMNA MOTY HHCIICKIIUjH
TIOJTHOCUTH TIPE/ICTABKE U 3aXTEBE, H O e
TPaXUTH NOJaTKe 1 00aBeIlTeka, Y CKIany ca
3aKOHOM.

AKO ce y Be3U Cca BpILICHEM WHCIIEKIN]CKOT Ha30pa
OCHOBAHO OYEKYje J1a HAaJ3UPaHU cy0jeKaT mpyx
OTIIOp WJIH CE€ OH MPYXU U HHCIIEKTOPY
oHemoryhaBa Wi GUTHO OTEXaBa BPILCHE
HMHCHEKIU]CKOT Ha/[30pa, HHCIIEKTOp MOXe J1a
3axTeBa MoMoh MOJNUIKje U KOMYHAITHE TTOJIHIIH]e.
[Nonnuuja n KOMyHaJIHA TTOJMIH]ja TIPY’Kajy moMoh
peMa 3aKoHHMa KojuMa ce ypelyjy nonummja u
KOMYHAaJTHa TOJIHIH]a.

31.4.

Without prejudice to national legislative and
institutional frameworks, Member States shall
ensure that, in the supervision of compliance of
public administration entities with this Directive
and the imposition of enforcement measures with
regard to infringements of this Directive, the
competent authorities have appropriate powers to
carry out such tasks with operational independence
vis-a-vis the public administration entities
supervised. Member States may decide on the
imposition of appropriate, proportionate and
effective supervisory and enforcement measures in
relation to those entities in accordance with the
national legislative and institutional frameworks.

3.49.

CamocraiHoCT y pany

Unan 49.

WHcnekTop je camocTanaH y pasy y rpaHuIiama
oBnamhema yTBpl)eHUX 3aKOHOM U IPYTUM
MIPOTIMICOM U 3a CBOj paJI JINIHO j€ OATOBOPAH.
Huxo He cMme uckopunthaBameM Ciry>k0eHOT
TOJI0XKaja MITH OBJNAIINeha, TPEKOPadeHEM IrpaHHIa
cBOjUX oBnamhema, HEBPLICHEM CBOje TY)KHOCTH
WM Ha APYTY HauMH OHeMoryhaBaTH MM OMeTaTH
HHCIIEKTOPa, OJJHOCHO CiTyx0eHHKa oBnantheHor 3a
BpILICHE HHCIEKIUjCKOT Ha30pa y 00aBJbamy
MHCIICKIIN]CKOT Ha/130pa M Mpely3UMamy Mepa 1
paamu Ha Koje je oBiamrheH.

Iy

NmmnemenTamuja oBux
ozpendu je ocurypana
MPUMEHOM HHCTIEKTOPCKHX
opnamihema Ha OCHOBY 3aKOHA
0 WHCIICKI[H]CKOM Ha/30py.

Supervisory and enforcement measures in relation
to essential entities

Member States shall ensure that the supervisory or
enforcement measures imposed on essential entities
in respect of the obligations laid down in this
Directive are effective, proportionate and
dissuasive, taking into account the circumstances of
each individual case.

Member States shall ensure that the competent
authorities, when exercising their supervisory tasks
in relation to essential entities, have the power to

Osnamhewa HHCIIEKTOPA 32 HHOOPMAIMOHY
Oe30enHOCT

Unan 48.

Osnanthema HHCIIEKTOpa 32 HHPOPMATHOHY
0e30eHOCT

Wucniextop 3a nHpopmanmony 6e30e1HOCT je
opnamrheH Jla y IOCTYNKy cripoBohersa Haa30pa,
MopeJT Hajlarama Mepa 3a Koje je opnamther
MHCIIEKTOP Y MOCTYIKY BPIICHa HHCIEKIIN]CKOT
HaJ30pa yTBpleHNUX 3aKOHOM:

1) HaNOXM OTKJIamame YTBP)CHNX HENPABUITHOCTH
¥ 33 TO YTBPAU pasyMaH poK;
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subject those entities at least to:

2) 3abpanu KopHuiheme NOCTynaKka i TEXHHYKUX
cpezicTaBa KOjuMa ce yrposkaBa Wi HapyllaBa
nHpopmarona 6e30eJHOCT 1 3a TO OCTaBU POK;

3) 3axteBa ox oneparopa KT cucrema ox
roceOHOT 3Hayaja Ja U3BPIIN CKEHUPAhe,
KOH(UTYpaIHjy U IeHeTpannoHo tecrupame UKT
cucTeMa y by yTBphHBama eBeHTyalHHX
0e30eTHOCHHUX PamUBOCTH, a Y CKJIaay ca IPOLEHOM
pH3HKa;

4) HaNOXH J1a HaI3UPAHU CYOjeKT yIHHH
JOCTYITHHM jaBHOCTH MH(OpMAaIHje Koje ce THIy
HEMOILITOBaWka 0Jpea0H OBOT 3aKOHA, a 3a Koje
IIOCTOjH OIPaBJaH MHTEPEC jaBHOCTH Ha YTBpheHH
Ha4HH;

5) HaJOXH J1a HaA3UpaHu CyOjeKT OApenu JHLe ca
TagHo yTBpheHum opnamrhemnma xoje he y
yTBpl)eHOM BpeMEHCKOM MEPUOIy HaJ3UpaTH U
IPaTHTH yCaraleHoCT ca oApendama oBor 3aKOHa
1 HAJIOXKEHUM Mepama.
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a) al) 6) 61) B) r) )
(a)on-site inspections and off-site supervision,
including random checks conducted by trained
professionals;
(b)regular and targeted security audits carried out
by an independent body or a competent authority;
(c)ad hoc audits, including where justified on the gﬁ zie;mnemmcmr Hazsopa
ground of a significant incident or an infringement o
of this Directive by the essential entity; Vnenexuujci Hansop, npema BpCTH, Moske Guth
’ pe€aoBaH, BaHpE€aaH, MEIIIOBUTU, KOHTPOJIHUA U
(d)security scans based on objective, non- gZHZ:;EIiHCHeK iCKH HAZ30D BOLI C6 IheMa
discriminatory, fair and transparent risk assessment HHEH I nL'[céor i fo 5 P P
32.1. criteria, where necessary with the cooperation of ¥ MHCIICKILH) asopa. .
e i T MHucnexnyjcku Haa30p Ha Ap>KaBHO] TPAHULM, KOJU
y ’ ce 00aBJpa peIOBHO, YIOA00JbaBa ce PEIOBHOM
(e)requests for information necessary to assess the | 1.48. HHCTICKII]CKOM HAZ30py 1 Ha ECra C¢ CXOMHO .
cybersecurity risk-management measures adopted IIpUMeEY]jy onpende OBOT 3aKOHa, a0 OBUM HIIH I/IMHJ‘IeMe.HTaL[I/I_]a OBHUX
by the entity concerned, including documented 3.6. MOCEOHUM 3aKOHOM HHje Apyrauuje onpeleHo, 0JIpeqI0u je ocurypana
cybersecurity policies, as ’We” as compliance with OJTHOCHO KaJia TO MPOUCTHYE U3 TTIOTBpheHoT Iy MPUMEHOM HUHCIIEKTOPCKUX
the obligation to éubmit information to the 3.7. Meh)yHapoIHOT yroBopa Wi MPaBHUX TEKOBHHA oBnamhema Ha OCHOBY 3aKOHA
competent authorities pursuant to Article 27; 3.20. Esponcke yamje. . © HHCTICKIH)CKOM HA/30py.
Banpenan uHCIIEKIIMjCKH HAA30p BPIIM Ce: Kaja je
(frequests to access data, documents and 3.21. HEOITXOJTHO J1a Ce, CarjlacHO AEJOKPYTY WHCIIEKITH]e,
32.2. information necessary to carry out their supervisory TPELY3MY XHTHE MEPC Pajit Cripetianarha i

tasks;

(g)requests for evidence of implementation of
cybersecurity policies, such as the results of
security audits carried out by a qualified auditor
and the respective underlying evidence.

The targeted security audits referred to in the first
subparagraph, point (b), shall be based on risk
assessments conducted by the competent authority
or the audited entity, or on other risk-related
available information.

OTKJIathakbha HEMOCPE/IHE OMACHOCTH IO KUBOT WIIH
3/lpaBJbe JbY, UMOBHHY, IIpaBa U HHTEpece
3aMl0CIEHUX U PAJHO aHTAXKOBAHUX JIMIIA,
TIPUBpEY, XXKUBOTHY CPEAUHY, OMIBHU MITH
KUBOTHEGCKH CBET, jaBHE MIPUXOJIe, HECMETaH paj
OpraHa M OpraHHU3aIja, KOMYHAIHN peJ] WITN
0e30eTHOCT; KaJia ce MOoCIie JOHOIIEHha IO TUIITHET
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The results of any targeted security audit shall be
made available to the competent authority. The
costs of such targeted security audit carried out by
an independent body shall be paid by the audited
entity, except in duly substantiated cases when the
competent authority decides otherwise.

IUTaHa WHCTIEKIN]CKOT HaJa30pa MPOLICHH J1a je
PU3HK BUCOK MJIH KPUTHYAH WM IPOMEHE
OKOJIHOCTH; KaJia TaKaB HaJ30p 3aXTeBa Ha3UpaHU
cy0jekar; paau cpedyaBama 00aBJbarba AeaTHOCTH
1 BpIIEHa aKTHBHOCTH HEPETHCTPOBAHUX
cy0jexara; 1o 3axXTeBY jaBHOT TYXXHOIIa; Kajia ce
IIOCTYIIA 0 MPEACTAaBIH IPABHOT WIH (U3HYKOT
JIMIA; KaJ1a IPYTOCTENICHH OpraH NPEKO MHCIIEKIHje
JIOTyH-aBa MOCTYIIAK WM TIOHaBJba 11€0 MOCTYNaK
WU BETOB JIe0, & HUCY HCIYICHH YCIOBH 3a
JOIYHCKH MHCIEKIN]CKU HaI30P.

Banpenan HHCIIEKIN]CKH HAA30p I10 3aXTEBY
HaJ3UpaHor cyOjexTa Moxke 6utH yTBphyjyhn, koju
ce BpIIH KaJia je IOTPEOHO YTBPAUTH HCITyHEHOCT
MPONKCAHMX YCIOBA HAKOH YHjeT UCITYHhCHha
HA/I3UPaHu cy0jeKar CTHYe MpaBo 3a MoYeTaK pajga
i 00aBJbama eNaTHOCTH, BPILICHa aKTHBHOCTH
WM OCTBapUBame ozipeleHor mpasa, y ckiany ca
MOCEOHUM 3aKOHOM, WK OTBpYyjyhu, Koju ce
BPIIM KaJa HaJ3UpaHH CyOjeKar IofHece 3aXTeB J1a
ce MOTBP/U 3aKOHUTOCT U 6e30eTHOCT MOCTyIama y
BpIICHY 0/ipel)eHOT MpaBa MK U3BPLICHY
onpehene obaBese, OMHOCHO Y BETOBOM
MIOCIIOBAY.

MeIoBUTH HHCHIEKIMjCKU HaI30p BPLIHU ce
HCTOBPEMEHO Kao PEeJOBaH M BaHPEAaH HaJ30p KOJ
HCTOT HaJ[3UPAHOT Cy0jeKTa, Kaja ce MpeaAMeT
PEIOBHOT ¥ BAaHPEIHOT MHCIIEKIM]CKOT Haa30pa
JETMMUYHO WM y IeIOCTH TOKIIANajy WK CY
MOBE3aHHU.

KOHTpPOJIHY MHCTIEKIH]CKH HA/I30D BPILH CE Paan
yTBphHBama U3BpIICHa Mepa Koje Cy MpeaioKeHe
WM HaJIO)KEHE HA/I3UPAHOM CYOjEeKTy y OKBHPY
PEIOBHOT MJIM BaHPEIHOT MHCIIEKIMjCKOT Haa30pa.
JlomyHCKH MHCIIEKIHjCKH Ha 30D BPIIH Ce MO0
ciry0eHO] Ay)KHOCTH MM IOBOJIOM 3aXTeBa
HaJI3UPaHOT Cy0jeKTa, paau yTBphHBama YHbeHUIA
KOje Cy OJ] 3Hauaja 3a MHCIEKIMjCKH HaJ30D, a Koje
HHCY YTBpljeHe y peZIOBHOM, BaHPEIHOM,
MEIIOBUTOM MM KOHTPOJIHOM HMHCHEKIIHjCKOM
HAaJ30py, C THM JIa C& MOYKE M3BPILHUTH CaMo jeJaH
JIOTTYHCKH HHCTICKIIM]CKH HaA30p, Y POKY KOjU He
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Moke OuTu xyxu on 30 qaHa o OKOHYama
PEIOBHOT, BaHPETHOT HIIM KOHTPOJIHOT
HMHCHEKIN]CKOT HaJ[30pa.

OO0nMIM MHCTIEKIMjCKOT Haa3opa

Ynan 7.

WHcneknujcku Han30p, npeMa 00Ky, MOXKe OUTH
TEPEHCKU U KaHIeTapHjCKH.

TepeHCKH MHCIEKIMjCKU Ha30p BPLIU CE U3BaH
CITy’)kOCHUX TIPOCTOPHja MHCIICKIIUjE, Ha JIUIYy MeCTa
1 CacTOjH ce O] HEIIOCPEIHOT YBU/IA Y 3eMJBHUILTE,
o0jekTe, IOCTpojerba, ypehaje, mpocTopuje, BO3MIa
U Ipyra HaMEeHCKa IPEeBO3Ha CPEACTBA, IPEAMETe,
poOy u Opyre mpeaMeTe, akTe U JOKYMEHTALUjy
HA/I3UPAHOT Cy0jeKTa.

Kannenapyjcku MHCIEKIIN]CKU HAZ30D BPILIH ce Y
CITy’)kOCHUM MPOCTOpPHjaMa HHCIIEKIHUj€, YBUIOM Y
aKTe, MOJaTKe M JOKYMEHTAINjy Haa3HpaHoT
cy0jexra.

[IpaBa 1 Ay>)KHOCTH HaJI3UPAHOT CyOjeKTa

Unan 20.

Hamsupanu cy0jexTn uMajy jeHaKa mpaBa u
o00aBe3e y HHCIIEKIIH]CKOM HaI30pY, MITO YKIbYUyje
¥ TIPaBO JIa MHCTIEKIIHja jeTHAKO MOCTyIa Y HCTUM
WM OMTHO CIIMYHMM CHUTYalljamMa IpeMa CBUM
HaJ[3UPAHUM CyOjeKTHMA.

Hansupanu cy0jexar y mocTynKy HHCIEKIIN]CKOT
HaJ30pa MMa 1paso: 1a Oyze yrno3Hat ca
MPEMETOM U TpajarmbeM MOCTYIIKA, HAJIOTOM 32
MHCIICKIIN]CKH HaA30p U IPYTHM aKTUMa JOHETHM Y
MOCTYIIKY; 1a Oy/ie YIIO3HaT ca paBuMa 1
IY’KHOCTHMA KOj€ MMa y BE3H Ca MHCIEKIIN]jCKIM
HaJI30pOM; JIa Ce U3jacHH O YHIbEHUI[aMa OUTHUM 32
HOTITYHO Y TIPaBUIIHO YTBphHBabe YHHCHUYHOT
CTama M NOHYl)eHUM JTI0Ka3uMa; J1a y4ecTBYje y
U3BOlerbY I0Ka3a, MOCTaBJba MUTAba CBEAOINMA U
BeIITAllMMa, M3HOCH YHILEHHIIE KOje Cy OJ] 3Hauaja
32 MHCIIEKIIM]CKH Haa30p; Aa Ipeiaxe JoKa3e u
W3HOCH IPaBHE TBP/HE; a 3aXTEBA IPEBEHTHBHO
JIENIOBAE; /1 YIO30pU HHCIIEKTOPA Ha TajHOCT
“HpOpMAaIHja KOje My YNHH JOCTYITHUM; Jia yKaxe
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Ha HE3aKOHHUTOCTH y MOCTYIIKY U Jla 3aXTeBa 1a ce
OHE OTKJIOHE; Jla 3aXTeBa HaKHA/y IITeTe Koja My je
IIPOY3pOKOBaHa HE3aKOHUTUM MHCIIEKIIH]j CKIM
HaJ[30pPOM.

AXO BHIIIEe HHCTICKIIMja BPIIX 3ajeAHIMYKH HAI30D,
HA/I3UpaHu cy0jeKaT uMa MpaBo Ja HHCIEKTOPY
YCKpaTH JaBambe IoJaTaka 1 u3jaBa Koje je 1ao
JjETHOM OJ1 HHCIIEKTOPA Y TOM HAaJ[30DYy.

Hamzupanu cyGjexat uma npaBo a HHCIEKTOPY
YCKpaTH JIaBame MOoaTaka M 13jaBa o0 IpeaIMeTy
paHuje U3BPILECHOT HA30pa, OCUM aKo Cy Ce TH
oAy y Mel)yBpeMeHy IpOMEHMIIHN, Kao U KaJa je
JlaBambe IoJlaTaka HeoIX0/IHO pay Ipey3uMama
XUTHHX Mepa pajii CripeyaBama WK OTKIabatba
OMACHOCTH T10 JKMBOT WJIH 3APABJbE JbYH, ’KUBOTHY
CpeIVHY WK OMJBHU MM )KUBOTHESCKHU CBET.

Kana je ypenno obaBemren o npencrojehem
HHCIICKITU]CKOM Ha/I30pY, Ha[3UpaHH CyOjeKar
JIy’KaH je 1a Oyzie MpUCyTaH Ha MECTY BpIICHa
HaJ30pa, OCHM aKO II0CTOje HApOUUTO OIIpaB/IaHe
OKOJIHOCTH KOj€ Tra Y TOME CIIPeYaBajy, O ueMy je
Jy’KaH 11a 6;1aroBpeMeHo Ha 1oJiecaH Ha4nuH
00aBeCTH HHCIIEKIIH]Y.

AKo Ha/I3UpaHu cy0jeKar KOjH je YpeIHO
obaBemTeH 0 npencTojehem nHCIeKIIjckoM
HaJ30py He Oylie MPUCYTaH Ha MECTY BpLICHa
HaJ30pa, a He OCTOje OKOJIHOCTH U3 CTaBa 5. OBOT
YJlaHa, HHCTIEKIMjCKH HA30p Ce BPIIH y IPHCYCTBY
ciryOeHOT WM PYTOT JIUIA KOje Cce 3aTeKHE Ha
MECTY BpIlIea HHCIICKIMjCKOT Ha30pa.
Hamsupanu cy0jexar ayxaH je 1a HHCIEKTOPY KOjH
MY IpeoYH CIy)KOeHY IETHTUMALN]Y U yPYUH
HAJIOT 32 WHCIIEKIIN]CKH Haa30p, KaJa je OH U3/ar,
OJTHOCHO KOjH MOCTYIH y CKJIy ca 4wiaHoM 18. cT.
8.1 9. oBor 3akoHa, oMoryhu HecMeTaH
MHCTIEKIMjCKH Ha 30D, IITO MOAPa3yMeBa HAPOUHTO
Jla: CTaBH Ha pacroyiarame oArosapajyhu paguu
IPOCTOP 3a TEPEHCKU HaA30p; 00e30eau yBu y
MOCJIOBHE KEbUTE, OIIIITE U M0jeAMHAYHE aKTe,
eBUJICHIIMje, U3BELITaje, YTOBOPE, IPHBAaTHE
UCIpaBe U IPYTy JOKYMEHTALH]y HaJA3UpaHOT
cy0jexTa o] 3Ha4aja 3a HHCIIEKIIUjCKH HAl30p, a Y
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001Ky y KOjeM UX Tocenyje u 4yBa; oMmoryhu
MIPUCTYI JIOKAIlHjH, 3eMJBHINTY, 00jeKTHMa,
MIOCJIOBHOM U JIPYroM HeCTaMOEHOM IIPOCTOPY,
MOCTpOjemuMa, ypehajuma, onpemu, Ipudopy,
BO3UIIMA H IPYT'UM HAMEHCKHM MPEBO3HUM
CpeICTBUMA, APYTHM CPEACTBUMA Paja,
MIPOU3BONMA, IIPEIMETHMA KOjU CE CTaBJbajy Y
IIPOMET, pOOH y IPOMETY U JPYTHM MPeIMETHMA
KOjuMa 00aBJba IeIATHOCT WJIM BPIIU aKTUBHOCT,
Kao ¥ APYTUM IIpeMeTHMa OJ] 3Hadaja 3a
WHCHEKIH]CKU Ha/[30p; OJIarOBPEMEHO IIPYXKH
MIOTITYHE U TauHe IOJaTKe KOjH Cy My JOCTYIIHH, a
aKo HEILTO OJ] TOTa He MOXe — J1a Pa3jIore 3a To
MUCaHO 00Pa3I0KK UHCIIEKTOPY.

Hamsupanu cyGjexar gyxaH je 1a ce Ha 3aXTeB
MHCIIEKTOPa YCMEHO WJIH IHCAHO U3jaCHH O
IpeaMeTy Han3opa.

Hansupanu cy6jekar gyxaH je a momryje
HHTETPUTET U CITy’KOSHO CBOjCTBO HHCIIEKTOPA.
Hansupanu cy6jexar nMa u pyra npasa 1 o0aBese
yTBpljeHe OBUM H APYTHUM 3aKOHOM.

Ognamhema HHCNIEKTOpa pajad YTBphrBama
YHEbECHUIIA

Unan 21.

Hucnexrop je opnamher aa paau yTBphuBama
YHEHCHULA!

1) ¥3BpIIM YBH] Y jaBHE UCIIPaBE U MOJATKE U3
perucTapa u eBUACHIHNja Koje BOJIe Ha/UIXKHN
Jp’KaBHH OPTaHH, OPraHH ayTOHOMHE ITOKPajHHe 1
OpraHH jeANHHUIIE JOKAIHE CAaMOYIPaBe U IPYTH
MMAaOIH jaBHHUX OBJAIIieka aKo Cy HEOIXOTHH 32
WHCTIEKIN]CKH HaJ30p, a HHj€ MOTa0 Ja MX MPHOaBH
O CIIY’KOCHO] {y>KHOCTH, U J1a UX KOIINPa, y CKIaxy
ca 3aKOHOM,;

2) M3BPIIH YBUA Y JIMUHY WIH APYTY jaBHY UCIIPaBY
ca ¢ororpadujom Koja je mojodHa aa ce
uneHTuduKyjy opnamheHa JiMna y HaJ3HpaHOM
cy0jeKTy, Apyra 3arocieHa Wi pajHo aHra)KOBaHa
nia, pU3nYKa JHla Koja ¢y HaJl3BUPaHu Cy0jeKTH,
CBEIOLH, CITy)KOeHa JIMIa ¥ 3aHHTepeCcoBaHa JIMIIA,
Kao 1 (u3MUKa JMIa 3aTeUeHa Ha MECTY HaJ30pa;
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3) y3uMa IHcaHe U YCMEHE H3jaBe HaI3UpaHUX
cy0Ojexara — pU3NIKUX JHIA ¥ 3aCTYITHHKA,
OJTHOCHO OBJAIITNEHNX JINNA Y HAJ[3UPAHOM CyOjeKTy
— [PaBHOM JIMILY U JPYTHX 3aIIOCICHHUX WA PagHO
AHTKOBAHHX JIHLA, CBEJOKA, CITY)KOCHUX JIHIA 1
3aHHTEPECOBAHMX JIMLA, U JIa UX O03HBa A2 1ajy
M3jaBe O MUTakbUMa O] 3Ha4yaja 3a HHCIIEKLIN)CKH
Haz30p;

4) HaNOXHM Ja My ce y oJpel)eHOM pOoKy cTaBe Ha
YBHUJI TIOCTIOBHE KEbUTE, OIIITH U IOjeJMHAYHU aKTH,
eBHICHIIMjE, YTOBOPH U JIpyra JOKyMeHTaluja
HA/I3UPAHOT Cy0jeKTa O] 3Ha4Yaja 3a HHCTICKIIU)CKH
HAJ/I30p, a y O0JINKY y KOjeM HX HaJ3HpaHH CyOjeKaT
mmoceayje U 4yBa;

5) Bpm yBubhaj, 0THOCHO TperIiea 1 MpoBepaBa
JIOKAIH]jY, 3eMJBHUIITE, 00jeKTe, MOCTIOBHH U IPYTH
HecTaMOeHH POCTOp, MOCTpojema, ypehaje,
ornpeMy, IproOp, BO3MIa M Apyra HaMeHCKa
IIPEBO3HA CPEAICTBA, Ipyra CpeJcTBa paja,
MIPOM3BOJIE, IPEAMETE KOjH CE CTaBJbajy Yy HPOMET,
poOy y IpoMeTy | Apyre IpeaMere Kojuma 00aBiba
JIENaTHOCT WJIM BPILIM aKTHBHOCT, Kao H Apyre
TpeaMeTe OJ1 3Ha4Yaja 3a MHCIEKIIN)CKH Hall30D;

6) y3Me moTpeOHe y30pKe paan lBHXOBOT
UCIUTHBaWa ¥ yTBphUBaba YHICHUYHOT CTamba, y
CKJIa/ly ca TIOCEOHUM 3aKOHOM M IPOITHUCHMa
JIOHETHM Ha OCHOBY 3aKOHa;

7) pororpaduine nu cHUMH TIPOCTOP Y KOME Ce BPLIH
HMHCHEKLHUjCKU HA/I30p U Ipyre CTBapH Koje cy
npeaMeT HaJ30pa;

7a) 06e30enu 10Kaze;

8) mpemy3me npyre paame paau yTBphuBama
YHEEHUYHOT CTakba peMa OBOM U IOCeOGHOM
3aKOHY.

Axo Haj3upaHu cy0jexar o0aBiba IEIaTHOCT MPEKO
OpraHM3allMOHKX jeJIMHUIIA Y CBOM CacTaBy Koje ce
Hajla3e Ha Pa3IMIUTHM ajipecama, HHCIIeKIH]jCKH
HaJI30p y MOTJIey 3ajeAHHYKHIX eleMeHaTa
MOCJIOBakba WITH TIOCTYNaka U yHYTPAIIbUX
IpaBuia, OMIITHX aKaTa ¥ Mpolieca HaJ3upaHoT
cy0jeKTa BpUIN MHCIIEKIIMja HaJJIe)KHA TTPEMa MECTY
CeJIMIITa TOT HaJ3UPaHOT Cy0jeKTa.
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V BplIelkY HHCIEKIN]CKOT Haa30pa pemMa
OpraHM3aINOHOj jeANHHIM HaA3UPaHOT cy0jeKTa n3
cTaBa 2. OBOT WIaHa, MHCICKIHja Ha/JIeKHa 32
MHCIICKIIN]CKH HAI30p HaJl MOCIOBABEM
OpraHM3aIMOHE jeIMHULE TYy)KHA je 1a IPHOaBu
noJaTke ¥ HHGOpMAIHje O 3aje IHNUKUM
eJIeMEHTHMa T0CII0Baba WIIH TIOCTYIamka,
YHYTPAIIbUM NPABHINMA, ONIITHM aKTUMa U
MpoIeCUMa OBOT Cy0jeKTa 0]l HHCIEKIHje
HaJUISKHE IIPeMa MECTY CeIUIITA TOT HaJ[3UPAHOT
cy0jexra.

VY cnydajy HeyjenHauSHOT OCTyIamka HHCIICKIH]e
WITH BHIIIC HHCTICKIIMja Y BPIICHY WHCIIEKIIN]CKOT
HaJ30pa IpeMa OpraHU3alMOHUM jeJUHUIIMA
HA/I3UPAHOT cy0jeKTa U3 cTaBa 2. OBOT WIaHa, OBaj
cy0jexar, OTHOCHO MHCIICKIIHja MOXKE J1a 3aTPaKH
aKT O MPUMEHH IIPOIKca O HaJUISKHOT OpraHa MIIN
opraHu3anuje.

WHcnekrop ce crapa 0 TOME J1a BPIICHEM CBOjJHX
opnamhema He OMeTa PeAoBaH MPoIeC Paja,
OJTHOCHO 00aBJbamba JACJIaTHOCTH H BpIICHA
aKTHBHOCTH HA/I3UPAHOT Cy0jeKTa.

HcToBeTHOCT KOTIHja M OpUTHHANA JOKYMEHTAIH]e
HA/I3UPAHOT cy0jeKTa MOTBphyje HaI3upaHu
cy0jexar CBOjUM MEYaTOM U TOTIIACOM.
MuHucTap HaaIekaH 3a oArosapajyhy obmact
HMHCHEKIM]CKOT HaJ[30pa, OTHOCHO MMaJIall jaBHIX
oByamrhema KOji BPIIU HHCTIEKIIHjCKH HA30P Y
onpehenoj obnactu, opnaiheH je aa OamKe ypeau
YCJIOBE ¥ HAYMH y3MMaba 1 HCIIUTHBAbA Y30paKa.

32.3.

When exercising their powers under paragraph 2,
point (e), (f) or (g), the competent authorities shall
state the purpose of the request and specify the
information requested.

3.16.1.
3.16.2.

Hautor 3a HHCTIEKIM]CKU HAI30D

Unan 16.

PyxoBomunan HHCTIEKITHje WITH JIHIIE KOje OH
OBJIACTH M3/1aje IMCAHN HAJIOT 32 MHCHEKIIHjCKU
HaJ30p.

Hauor 3a MHCTIEKIIMjCKH HAA30p CaAPIKH: TOATKE O
MHCTIEKIHjU; TOJATKE O HHCIIEKTOPY WIIH
MHCIIEKTOPHMa KOjH BpLIE HHCIICKIINjCKH HaaA30p ca
OpojeBruMa CITy>KOCHHX JISTUTUMALIH]ja; TOJaTKE O
HA/I3UPAHOM CYOjEKTy WIIH Cy0jeKTHMa aKo Cy
MO3HATH, @ aKO TH TIOJIAI HUCY MMO3HATH, OJJHOCHO

nmy

MmnnemMeHTaIMja OBUX
onpendu je ocurypana
MPUMEHOM HHCIIEKTOPCKHX
oBrnamlhiera Ha OCHOBY 3aKOHA
0 MHCIIEKIHjCKOM HAJ30Py.
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aKo Huje Moryhe yTBpAUTH Haf3upaHe Cy0jeKTe HITH
je BUX0oB Opoj peBeNK — OAroBapajyhe mo3Hate
nHpopMarmje ox 3Ha4aja 3a oxpeheme cydjexTa,
OJTHOCHO cy0jexara KoJ| Kojux he ce BpuIuT Haa30p
(HTIp.: BpCTa AENATHOCTU WM aKTHBHOCTH,
TEPUTOPHjATHO TOAPYYje, JIOKalija 00jeKTa, BpcTa
po0e nnu npousBoa, OTHOCHO YCIyra UT/.);
MIPaBHU OCHOB MHCIIEKIIN]CKOT HaJ30pa; HaBoheme U
KpaTKo 00jalImemhe BpeTe U 00IMKa HHCIICKIH]CKOT
HaJ30pa; MPOLECHEHH PU3HK; IPELU3aH U jacaH
OITHC IIPeIMEeTa HHCIIEKIIH]CKOT Hai30pa;
TUIAHUPAHO TPajake MHCIEKIHjCKOT HaI30pa (IaH
IIOYEeTKa U OKOHYama Ha/30pa); pasjore 3a
H30CTaBJbamke 00aBEeIITeHa, aKO 1OCTOoje; Opoj,
BpEME U MECTO M3/1aBama; MOTIHC U3/1aBaolia
HaJIOTa; IeYaT, Kaja je To HOTpeOHO mpeMa
obenexxjumMa mpeaMeTa HHCIIEKIN]CKOT Haa30pa.

32.4.

Member States shall ensure that their competent
authorities, when exercising their enforcement
powers in relation to essential entities, have the
power at least to:

(a)issue warnings about infringements of this
Directive by the entities concerned;

(b)adopt binding instructions, including with regard
to measures necessary to prevent or remedy an
incident, as well as time-limits for the
implementation of such measures and for reporting
on their implementation, or an order requiring the
entities concerned to remedy the deficiencies
identified or the infringements of this Directive;

(c)order the entities concerned to cease conduct that
infringes this Directive and desist from repeating
that conduct;

(d)order the entities concerned to ensure that their
cybersecurity risk-management measures comply
with Article 21 or to fulfil the reporting obligations
laid down in Article 23, in a specified manner and
within a specified period;

1.48.
3.25.
3.26.
3.27.
3.28.

Unan 48.

Ognamhema HHCTIEKTOPaA 32 HHYOPMALUOHY
6e36emHOCT

Hucnextop 3a undopmMaimony 6e30e1HOCT je
oBnanrheH Jia y OCTYyIKy cripoBoljera Haa30pa,
MopeN Hajlarama Mepa 3a Koje je opnamihen
HHCIEKTOP y TOCTYIKY BPIIEHha HHCIEKIIN]CKOT
Haa30pa yTBpheHux 3aKOHOM:

1) HaNOXW OTKJIakame YTBPHEHNUX HEMPaBUITHOCTH
1 33 TO YTBPIH pPa3yMaH POK;

2) 3abpanu kopuiiheme MOCTymaka i TEXHUIKUX
Cpe/icTaBa KojuMa ce yrpojkaBa MM HapyllaBa
nHpopmarona 6e30eJHOCT U 3a TO OCTaBU POK;
3) 3axteBa o oneparopa UKT cucrema o
MOCceOHOT 3Havaja 1a M3BPIIN CKCHUPAhE,
KOH(UTYpaIHjy 1 IeHeTpannoHo tectupame KT
cucTeMa y by YTBphHBarba eBeHTyaIHIX
6e30eIHOCHUX PabUBOCTH, a Y CKJIAy Ca IPOILIEHOM
pH3HKa;

4) HaJIOKH J1a HAA3UPaHH Cy0jeKT y4nHH
JOCTYITHHUM jaBHOCTH MH(OpMAIHje KOje ce THIY
HETIOIITOBaka 0/IPeI0H OBOT 3aKOHa, a 3a Koje
MOCTOjY OTIPaBJaH HHTEPEC jaBHOCTH Ha YTBpheHH
HAYHH;

5) HaJOXU J1a HaJ3WpaHu CyOjeKT OApeIu JHIE ca

ny

VMIuieMeHTaIMja OBUX
oJipendu je ocurypana
PUMEHOM HHCIIEKTOPCKHX
opnamherma Ha OCHOBY 3aKOHa
0 MHCIIEKI[MjCKOM HA30DYy.
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(e)order the entities concerned to inform the natural
or legal persons with regard to which they provide
services or carry out activities which are potentially
affected by a significant cyber threat of the nature
of the threat, as well as of any possible protective
or remedial measures which can be taken by those
natural or legal persons in response to that threat;

(forder the entities concerned to implement the
recommendations provided as a result of a security
audit within a reasonable deadline;

(g)designate a monitoring officer with well-defined
tasks for a determined period of time to oversee the
compliance of the entities concerned with Avrticles
21 and 23;

(h)order the entities concerned to make public
aspects of infringements of this Directive in a
specified manner;

(i)impose, or request the imposition by the relevant
bodies, courts or tribunals, in accordance with
national law, of an administrative fine pursuant to
Article 34 in addition to any of the measures
referred to in points (a) to (h) of this paragraph.

TadHo yTBpheHum opnanthemnma koje he y
yTBpeHOM BpEeMEHCKOM IIepHOy HaJ3UpaTH 1
MIPAaTHUTH yCarjaneHocCT ca opeadaMa OBOT 3aKOHA
1 HAJIOXKEHUM Mepama.

Mepe ynpasibeHe IpeMa HaI3UPaHOM CYOjeKTy U
BHXO0BA CPa3MEPHOCT

Ynan 25.

Hamzupanom cy6jekTy HHCIIEKTOp Moxe u3pehu
yIpaBHY Mepy, U TO IPEBEHTUBHY Mepy, Mepy 3a
OTKJIamhakh¢ HE3aKOHUTOCTH, TOCEOHY Mepy
Hapen0e, 3a0paHe WX 3aIUIeHe UK Mepy 3a
3aIITHTY NpaBa Tpehux numa.

VIHCTIEKTOp M3pHYe OHE Mepe Koje Cy Cpa3MepHe
MPOLCH,EHOM PH3UKY U OTKPHUBEHUM, OJJTHOCHO
BEPOBATHUM HE3aKOHHTOCTHMA H IITETHUM
MOCJIEANLIAMa, TAKO J]a CE PUZHKOM JIETIOTBOPHO
yIIpaBJba, U KOjHIMa Ce HajIIOBOJEHH]E IO
HaJ[3UpaHOT Cy0jeKTa IIOCTIDKY IINJb U CBpXa 3aKOHa
1 IPYTOT IPOIIHCa.

Hucnextop ce 06aBe3HO cTapa 0 TOME Jja Mepe U3
cTaBa 2. OBOT WwiaHa Oyay cpa3MepHe eKOHOMCKO]
CHAa3M HAaJI3UPAHOT Cy0jeKTa, J1a ce ’UXOBE IITETHE
MOCJIEANLIE CBEAY Ha HajMamky MEePY U HACTaBH
OJIP’KHBO TIOCIIOBAE H Pa3BOj HaJ3HPAHOT
cy0jexra.

[IpeBeHTHBHE Mepe

Unan 26.

Hucniextop y 3amucHUKy onpelyje onrosapajyhe
MIPEBEHTHUBHE Mepe, aKo je TO MOTpeOHO 1a Ou ce
CMPEYHO HACTAHAK HE3aKOHUTOCTH M IITETHHUX
rmocjeanna. AKo HaJI3UpaHu cy0jexar He MOCTYITH
0 MPEBEHTHBHUM Mepama ofipel)eHnM y
3aMHUCHUKY, HHCIIEKTOP M3pHUYE TE MEPE PEIICHEM.
[IpeBeHTHBHE Mepe jecy:

1) yrmo3opaBame Haa3upaHOT Cy0jeKTa O lerOBHM
o0aBe3ama M3 3aKOHA M APYTHX MPOIKca, Kao 1 O
MPONKCAHUM PaJibaMa U Mepama YIIpaBJbeHUM
peMa Ha/I3UPaHOM CYOjeKTy U CaHKIFjaMa 3a
MOCTYIakha CYIpPOTHA THM 00aBe3ama;

2) yKka3uBame HaI3UPaHOM CyOjeKTy Ha MOTyhHOCT
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HACTYIamba ITETHUX ITOCJISIUIA HErOBOT
MOCJIOBakba WITH IIOCTYIARka,;

3) Hanmarame HaJ 3UPaHOM Cy0jeKTy peay3uMama
WK y37pXKaBama Off Ofipel)eHuX pagmu paau
OTKJIamkamba y3pOKa BEPOBATHUX LITETHUX
nocJeanLa, Kao U oarosapajyhux mepa
MPEJOCTPOXKHOCTH Y LIUJbY CIIpeyaBarba HACTAHKa
MOTYhHUX IITETHUX MOCIIEAULA;

4) npyre Mepe KojuMa ce IOCTHKE IPEBECHTHUBHA
yJIOTa MHCIIEKIIM]CKOT Ha/130pa.

[IpeBeHTHBHE Mepe MOT'y ce n3pehn 1 Hero3HaToM
Cy0jeKTy MHCIIEKIH]CKOT Ha130pa.
HepeructpoBanom cy0jekTy ce He Moxe u3pehu
IIPEBEHTHBHA Mepa.

Mepe 3a OTKIIabambe HE3aKOHUTOCTH

Unan 27.

AKO OTKpHj€ HE3aKOHHTOCT Yy TI0CIIOBAbY WU
MOCTYMakby HaJA3UPAHOT Cy0jeKTa, HHCIIEKTOP MY
yKa3yje Ha He3aKOHHTOCT U OTIOMHEbLE ra 300T Tora,
y CKJIajy ca oBnamhemuMa IpONUCaHuM Y
OCeOHOM 3aKOHY HaJlaXKe WITH IIpeyIaxe Mepe U
0CTaBJba MPUMEPEH POK 32 OTKIIAAbE
HE3aKOHHTOCTH M LITETHUX MOCIEINIA 1
UCIYHaBabe MPOITHCaHuX 00aBe3a, 1 TO YHOCH y
3aIMCHHUK O WHCIIEKIIjCKOM HaJ30Dpy.

Hamsupanu cy0jekar aykaH je Ja mucaHo 00aBecTu
HHCIIEKTOPa O TOME 12 JIH j& Y OCTaBJbEHOM POKY
npe/y3eo Mepe Koje Cy My HaJloKeHe, OJJHOCHO
NPEUIOKEHE, OTKIIOHHO HE3aKOHUTOCT H ILITETHE
MOCJIEANLIE U UCITYHHO MpOncaHe 00aBese, 1 ako
jecre — MHCIEKTOp OKOHYABa MOCTYIAK Y CKIIay ca
4yaHoM 37. cTaB 2. OBOT 3aKOHA.

Panu yrBphuBama a 1u cy 61aroBpeMeHo
npey3eTe HaJIoKeHe, OTHOCHO MPE/JIOKEeHE Mepe,
HE3aKOHUTOCT M IITETHE MOCIIESHIIE OTKIOBCHE
npormucane odaBese HCIymheHe, HHCIEKTOP je
oBnamrheH a 0] HaI3UPAHOT CYOjeKTa TpaxH J1a y3
obaBenITehe U3 CTaBa 2. OBOT YIaHa MPUII0KH
JOKYMEHTALHjy, OAHOCHO IPYTH MaTepujal
(poTorpaduje u ap) U3 KoOra je BUIIBHBO Ja Cy
yTBpl)eHa HE3aKOHUTOCT M HeHE IITETHE MOCIIeIHIIe
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OTKJIOE-EHE, a IIPONUCAaHe 00aBE3€ UCITYHEHE.

AXo0 Haj3upaHH cy0jeKkaT y OCTaBJEEHOM POKY He
IIpey3Me Mepe Koje cy My HaJlo)KeHe, OTHOCHO
IIpe/UIOKeHe, He OTKJIOHH He3aKOHUTOCT U LITETHE
TIOCJIeTUIE U HEe UCITYHH IIpoIucane obasese,
HMHCIEKTOP JOHOCHU pelIemhe KOjUM H3pHUe Mepe 3a
OTKJIamhakh¢ HE3aKOHUTOCTH U MITETHUX MOCIEIHIA
1 UCIIyHaBamke MPOIICaHuX 00aBe3a.

WHcnektop Moxe 6e3 ojyiarama JOHETH PEIeHe
KOjHM H3pHYe Mepe 3a OTKJIambamke He3aKOHUTOCTH,
0e3 MPEeTXOJHOT yKa3HuBama Ha HE3aKOHUTOCT U
OCTaBJbama POKa 3a OTKJIAKkake HE3aKOHUTOCTH U
IITETHUX MOCIEHIA U UCITyHhaBake IPOITHCAHNX
o0aBe3a, aKo TO HaJa)ke HEOIMXOTHOCT
Mpey3UMamka XUTHUX Mepa Pajy ClipedaBamba WIn
OTKJIamhamka HEMOCPEeIHE OIACHOCTH MO JKUBOT HIIH
3][paBJbe JbYIH, ’KUBOTHY CPEAUHY WM OMIbHU HIIN
JKHUBOTHEGCKH CBET.

Wucnekrop Moxke ncroBpeMeHo u3pehu Bume mepa
3a OTKJIamkabe He3aKOHUTOCTH.

[Tocebre Mepe Hapende, 3a0paHe U 3arIeHe

Unan 28.

Axko Ha/;3UpaHu cy0jeKaT He OTKIIOHH HE3aKOHUTOCT
Y OCTaBJBEHOM POKY, HHCIIEKTOp je oBiantheH ma
JIOHECE Pelleke U U3PEKHE Mepy KOjoM, JI0
OTKJIamhaha HE3aKOHUTOCTH, HA/I3UPAHOM CYOjeKTy
3abpamyje 00aBIbambe NEIATHOCTH WK BPIICHE
AKTUBHOCTH WJIH 3aIlIeyje JOKYMEHTALH]y, poOy 1
Ipyre MpeaMeTe KOji Cy HaJ3UpaHOM CYOjeKTy
TIOCITY)KHIIH 3 TIOBPE/Y NPOIINCA WU CY THME
HACTaJIH.

Wucniexrop je oBnamhen aa, 6e3 ocTaBibama poKa
33 OTKJIalakhe HE3aKOHUTOCTH, H3PEKHE Mepy
3a0paHe 00aBJbarba JENaTHOCTH WM BPLICHA
AKTUBHOCTH WJIH 3aIlJICHE [IPeMeTa WU
JOKYMEHTAI[Hje aKO je HEOIXO/IHO Jia Ce, CarjacHo
JeTIOKPYTY HHCIIEKIU]je, TPEAy3My XUTHE Mepe pajan
CrpeyaBarba WM OTKIIAbaha HEOCPeTHE
OMAaCHOCTH T10 )KHBOT WJIH 3PaBJbe JbYIH, UMOBUHY
Behe BpeHOCTH, IpaBa M HHTEPECE 3arOCICHHUX
paJiHO aHra)KOBaHUX JIMIA, IPUBPENLY, )KUBOTHY
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CpenuHy, OUJbHU WIIH KUBOTHISCKHU CBET, jaBHE
npuxoze Befie BpeAHOCTH, HECMETaH paj] opraHa u
opraHu3anuja, KOMyHAIHH pex Wik 6e30€THOCT.
Wncnekrop koju 3abpanu 00aBbamke JeTaTHOCTH
WITH BPILCHE aKTHBHOCTH MMa IIPaBO 12 Hapeau 1a
ce Ha/I3UPaHoOM Cy0jeKTy 3ameyare MOCIOBHE 1
MIPOU3BOJHE MPOCTOPHUje, 00jEKTH U JPYTH IPOCTOP
y KOMe 00aBJba IeIaTHOCT HJIM BPILIN aKTUBHOCT
WIN KOjU TOME CITyXKH, IIOCTpojemba, ypehaju,
ornpema, pubop, CpeCcTBa pafa U Apyru IpeIMeTH
KOjuMa 00aBJba AENATHOCT WM BPIIHM aKTHBHOCT.
WHcniektop Moske u3pehu u apyry nocebGHy Mepy
HapenOe, 3a0paHe WM 3arieHe (HIp. Mepa
TIOBJIaY€Hha WM ONIO3MBaba MPOM3BOA, MEPE
OrpaHHYerba, Mepa yHHIITABaKba NIPEAMETa, Mepa
yKIIambamka 00jeKTa U Ip), Kaa je To oapeheno
MOCEOHNM 3aKOHOM.

32.5.

Where enforcement measures adopted pursuant to
paragraph 4, points (@) to (d) and (f), are
ineffective, Member States shall ensure that their
competent authorities have the power to establish a
deadline by which the essential entity is requested
to take the necessary action to remedy the
deficiencies or to comply with the requirements of
those authorities. If the requested action is not
taken within the deadline set, Member States shall
ensure that their competent authorities have the
power to:

(a)suspend temporarily, or request a certification or
authorisation body, or a court or tribunal, in
accordance with national law, to suspend
temporarily a certification or authorisation
concerning part or all of the relevant services
provided or activities carried out by the essential
entity;

(b)request that the relevant bodies, courts or
tribunals, in accordance with national law, prohibit
temporarily any natural person who is responsible
for discharging managerial responsibilities at chief
executive officer or legal representative level in the

1.48.
3.27.

Unan 48.

Ognamhema HHCTIEKTOPaA 32 HHYOPMALUOHY
6e36emHOCT

Hucnextop 3a uHdopMaimony 6e30e1HOCT je
oBnanrheH Jia y OCTYyIKy cripoBoljera Haa30pa,
MopeN Hajlarama Mepa 3a Koje je opnamihen
HHCIEKTOP y MOCTYIKY BPIIEHa HHCIIEKIIN)CKOT
Haa30pa yTBpheHux 3aKOHOM:

1) HaNOXW OTKJIakame YTBPHEHNUX HEMPaBUITHOCTH
1 33 TO YTBPIH pPa3yMaH POK;

2) 3abpanu KopHiiheme NOCTymaka i TEXHHYKUX
Cpe/icTaBa KojuMa ce yrpojkaBa MM HapyllaBa
nHpopmarona 6e30eJHOCT U 3a TO OCTaBU POK;
3) 3axteBa o oneparopa UKT cucrema o
MOCceOHOT 3Havaja 1a M3BPIIN CKCHUPAhE,
KOH(UTYpaIHjy 1 IeHeTpannoHo tectupame KT
cucTeMa y iJby YTBphHBamba eBEeHTyaTHIX
6e30eIHOCHUX PabUBOCTH, a Y CKJIAy Ca IPOILIEHOM
pH3HKa;

4) HaJIOKH J1a HAA3UPaHH Cy0jeKT y4nHH
JOCTYITHHUM jaBHOCTH MH(OpMAIHje KOje ce THIY
HETIOIITOBaka 0/IPeI0H OBOT 3aKOHa, a 3a Koje
MOCTOjY OTIPaBJaH HHTEPEC jaBHOCTH Ha YTBpheHH
HAYHH;

5) HaJOXU J1a HaJ3MpaHu CyOjeKT OApeIu JHIe ca

ny

VMIuieMeHTaIMja OBUX
oJipendu je ocurypana
[PUMEHOM HHCIIEKTOPCKHX
opnamherma Ha OCHOBY 3aKOHa
0 MHCIIEKI[MjCKOM HA30DYy.
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essential entity from exercising managerial
functions in that entity.

Temporary suspensions or prohibitions imposed
pursuant to this paragraph shall be applied only
until the entity concerned takes the necessary action
to remedy the deficiencies or comply with the
requirements of the competent authority for which
such enforcement measures were applied. The
imposition of such temporary suspensions or
prohibitions shall be subject to appropriate
procedural safeguards in accordance with the
general principles of Union law and the Charter,
including the right to an effective remedy and to a
fair trial, the presumption of innocence and the
rights of the defence.

The enforcement measures provided for in this
paragraph shall not be applicable to public
administration entities that are subject to this
Directive.

TadHo yTBpheHum opnanthemnma koje he y
yTBpeHOM BpEeMEHCKOM IIepHOy HaJ[3UpaTH U
MIPAaTHUTH yCarjaneHocCT ca opeadaMa OBOT 3aKOHA
1 HAJIOXKEHUM Mepama.

Mepe 3a oTKIamame He3AaKOHUTOCTH

Ynan 27.

AKO OTKpHje HE3aKOHUTOCT Y TOCIIOBAbY HITH
MOCTYNaBky HAJA3UPAHOT Cy0jeKTa, HHCIEKTOP My
yKa3yje Ha He3aKOHUTOCT U ONIOMUILE Ta 300T TOra,
y CKJIaly ca oBnamhemuMa IPOIHCaHuM Y
oceGHOM 3aKOHY HaJlaXKe WJIM IIpeylake Mepe U
oCTaBJba MPUMEPEH POK 32 OTKIIAbamke
HE3aKOHUTOCTH Y IITETHHUX MOCIEeIUNA U
UCIYHaBakbe MPOIHCaHUX 00aBe3a, U TO YHOCH y
3alMCHHUK O MHCIEKIUCKOM HaJ30Dy.

Hamsupanu cy0jexar gyaH je f1a mucaHo o6aBecTu
HHCIIEKTOPA O TOME [JIa JIH j& Y OCTaBJbEHOM POKY
IIpey3e0 Mepe Koje Cy My HaJOKeHe, OJJHOCHO
MIPEe/IOKEeHe, OTKJIIOHNO HE3aKOHUTOCT M IITETHE
TIOCJIeTUIE U MCITYHHUO TPONHCcaHe o0aBese, i ako
jecTe — HHCIIEKTOp OKOHYaBa IMOCTYIAK Y CKIIaay ca
yaHoM 37. cTaB 2. OBOT 3aKOHA.

Pamu yrephuBama na nmu cy OaroBpeMeHo
npeay3eTe HalloXKeHe, OTHOCHO MPeUIKeHe Mepe,
HE3aKOHHUTOCT U IITETHE MOCIIEIHUIE OTKIOmEHE U
IpornucaHe 00aBe3e UCIyHheHe, HHCIIEKTOP je
oByairheH J1a o1 HaI3UPAHOT Cy0jeKTa TPaKu Jia y3
obaBelTekhe U3 cTaBa 2. OBOT WIaHa MPUIIOKU
JOKYMEHTAIH]jy, OAHOCHO IPYTU MaTepujai
(poTorpaduje u ap) U3 KOTa je BUIIBHBO 1A Cy
yTBpl)eHa HE3aKOHUTOCT M H-eHE ITETHE MOCIIeIHIIE
OTKJIOHCHE, a IPONHCcaHe 06aBe3e HCIyHCHE.

AK0 Ha/I3UpaHu cy0jeKar y 0CTaBJbEHOM POKY HE
npeny3Me Mepe Koje Cy My HaJIoKeHe, OJJHOCHO
HpeUIoKeHe, He OTKJIOHH HE3aKOHUTOCT U IITETHE
HOCJIeMIE U He UCITyHH HpoIHcane obasese,
MHCIIEKTOP JIOHOCH PEIICHe KOjHM H3pHIe Mepe 3a
OTKJIakhakhe HE3aKOHUTOCTHU U IITCTHUX MMOCICaAUIA
U UCITyHhaBarbe MPOMHCaHUX 00aBe3a.

WHcniekTop MosKe 0e3 o/i1arama JOHETH PEelCHhe
KOJUM HM3pUYe Mepe 3a OTKIamamke HE3aKOHUTOCTH,
0e3 MPETXO/IHOT YKa3UBamkbha Ha HE3aKOHUTOCT U
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0CTaBJbama POKa 32 OTKIIAKAKE HE3AKOHUTOCTH U
IITETHUX MOCIIEIUIA U HCITyHaBambe IPOIHCAHNX
obaBe3a, ako TO HaJa)ke HEOIXOTHOCT
IIpey3uMamka XUTHUX Mepa Paay ClipedaBamba WIN
OTKJIamhambha HeMOCPeTHEe OIACHOCTH M0 JKUBOT YIIH
3][paBJbe JbYIH, ’KUBOTHY CPEAUHY WIIH OUIbHU UIIN
KUBOTHECKH CBET.

WHcnekTop Moxke ncToBpeMeHo u3pehu Buie Mepa
32 OTKJIakamke HE3aKOHUTOCTH.

32.6.

Member States shall ensure that any natural person
responsible for or acting as a legal representative of
an essential entity on the basis of the power to
represent it, the authority to take decisions on its
behalf or the authority to exercise control of it has
the power to ensure its compliance with this
Directive. Member States shall ensure that it is
possible to hold such natural persons liable for
breach of their duties to ensure compliance with
this Directive.

As regards public administration entities, this
paragraph shall be without prejudice to national law
as regards the liability of public servants and
elected or appointed officials.

1.50.
1.51.
1.52.
1.53.

Unan 50.

Hosuanom ka3zHom y uznocy oa 50.000,00 no
2.000.000,00 muHapa kaszHuhe ce 3a MPeKpIaj
IIPaBHO JIMIIE Koje je onepaTop npuoputetHor UKT
cucTeMa o]l MoceOHOT 3HaYaja ako:

1) HE MOCTYIH Y CKIIaxy ca oxpenadama o
YIHCY y €BUICHIHU]Y U3 WiaHa 9. OBOT 3aKOHA;

2) He JloHece AKT O TIPOLICHH PU3HKA U3
yaHa 11. craB 1. oBOr 3aKkoHa;

3) He nonece AkT o 6e36eanoct UKT cucrema u3
yiaHa 12. ctas 1. oBoOr 3aKoHa;

4) He MpUMeHH Mepe 3amTuTe oapeleHe AKTOM o
6e36ennoctr KT cucrema u3 wiana 12. craB 2.
OBOT" 3aKOHa,;

5) He U3BpUIM NPOBEPY YCKIA)eHOCTH TPUMEHEHAX
Mepa u3 4iaHa 12. cTaB 5. OBOT 3aKOHA;

6) He TOCTaBH CTATUCTUYKE MOJATKE U3 WiaHa 25.
cTaB 1. OBOT 3aKOHa;

7) He MOCTYIH MO HAJIOTy MHCIIEKTopa 3a
nHpopmanony 0e30eIHOCT Y OCTaBJbEHOM POKY U3
yiana 48. craB 1. Tauka 1) oBor 3akoHa.

3a mpekpiaj U3 craBa 1. oBOr WwiaHa kKa3Huhe ce
(PU3UYKO JIHIIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopuretHor UKT cucrema on
MOCeOHOT 3Hayaja HOBYAHOM Ka3HOM y H3HOCY O
10.000,00 no 500.000,00 nunapa.

3a npekpiiaj u3 cTaBa 1. oBor wiaHa ka3Huhe ce u
OJI'OBOPHO JIMIIE Yy MPABHOM JIHILy HJIH OPTaHy KOju
je onepatop npuopuretrHor UKT cuctema o
noceOHOr 3Hayaja HOBYAHOM Ka3HOM y M3HOCY OJI
5.000,00 mo 50.000,00 nunapa.

Uinan 51.

ny
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Hosuanom kaznom y uzHocy oz 50.000,00 no
1.000.000,00 nuHapa xazHuhe ce 3a IpeKpIaj
IIPaBHO JIHIIE Koje je omepaTop BaxkHor KT
cucTeMa OJ1 IOCEOHOT 3HaJYaja aKo:

1) He mocTynH y CKIaay ca oapendama o ynucy y
EBHUJICHLIM]Y U3 WIaHa 9. OBOT 3aKOHA;

2) He noHece AKT O IIPOLICHH pU3nKa U3 wiaHa 11.
cTaB 1. OBOT 3aKOHa;

3) He nonece Akt o 6e36ennoctu UKT cucrema u3
yiaHa 12. ctas 1. oBoOr 3aKoHa;

4) He IpUMEHH Mepe 3amTuTe oapeleHe AKTOM o
6e36ennoctr KT cucrema u3 wiana 12. craB 2.
OBOT 3aKOHa

5) He U3BpLIM NPOBEPY YCKIA)eHOCTH IPUMEHEHUX
Mepa u3 wiaHa 12. cTaB 5. OBOT 3aKOHA;

6) HEe OCTaBH CTATUCTUYKE MOAATKE U3 WiaHa 25.
cTaB 1. OBOT 3aKOHa;

7) He MOCTYIH 1O HAJIOTy MHCIIEKTOpa 3a
nHpopmarrony 0e30eIHOCT Y OCTaBJbEHOM POKY U3
yiaHa 48. craB 1. Tauka 1) oBor 3akoHa.

3a npekpiiaj U3 cTaBa 1. OBOT 4iaHa Ka3Huhe ce
(pU3UYKO JIHIIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop BaxkHor UKT cucrema o
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY O]
10.000,00 o 250.000,00 nunapa.

3a npekpiiaj u3 cTaBa 1. oBOr 4iaHa ka3Huhe ce U
OJITOBOPHO JIMIIE Y IPABHOM JIMILY WJIM OpraHy Koju
je omepatop BaxkHor MKT cucrema ox mocebHOT
3HaYaja HOBYAHOM Ka3HOM y u3Hocy oa 5.000,00 no
50.000,00 munHapa.

Unan 52.

Houanowm kaznoMm y uzHocy oz 50.000,00 xo
500.000,00 nurapa xa3Huhe ce 3a MpeKpliaj IpaBHO
nuie Koje je oneparop npuopuretHor UKT cucrema
0J1 MoceOHOT 3Havaja ako:

1) o unmunentuma y UKT cucremy u3 wiana 13.
cTaB 2. OBOT 3aKOHA He 00aBECTH OpraHe U3 WwiaHa
14. c1. 1. 0 3. oBOT 3aKoHa;

2) He o0aBecTH KOPHUCHHUKE KOjUMa MIPYkKajy yCIryre
y CiIy4ajy MHIMICHTa KOjH MOXe J]a M3a30BE MU
M3a3MBa ITETaH YTULA] Ha IPYXKabe U KopHIhieme
ycIlyra y ckiiaay ca wianom 14. cras 5. oBor
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3aKOHa,;
3) He nocTaBJba 00ABEITEHA U H3BEIITAj€ TOKOM H
HaKOH 3aBpIIIeTKa MHIMACHTA U3 WiaHa 24. oBoT
3aKOHa;

3a npekpiiaj U3 cTaBa 1. oBOT WiaHa Ka3HHhe ce
(PU3UYKO JIMILIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
koje je onepatop npuopuretHor UKT cucrema on
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY OJ
10.000,00 o 500.000,00 nunapa.

3a mpekpiaje u3 craBa 1. OBOT WwiaHa Ka3Huhe ce U
OJITOBOPHO JIMIIE Y IPABHOM JIMILY WJIN OpTaHy KOjH
je onepatop npuopuretrHor UKT cucrema o
NoceOHOT 3Hauaja HOBYAHOM Ka3HOM Y U3HOCY O]
5.000,00 no 50.000,00 muHapa.

WzysetHo ox ct. 1 - 3. oBOT WwiaHa, ako
(uHaHCHjCKa MHCTUTYLIHja He obaBecT Hapoany
6anky Cpouje o nanuaentuma y UKT cucremy on
noceOHor 3Havaja, Haponna 6anka CpOuje u3pude
TOj (PMHAHCHjCKOj HHCTUTYLMjH Mepe H Ka3He Y
CKJIaJly ca 3aKOHOM KOjuM ce ypelhyje ’eHo
MIOCIIOBAMbE.

Unan 53.

Houanom kaznoMm y uzHocy oz 50.000,00 xo
500.000,00 nuHapa xa3Huhe ce 3a MpeKpIiaj IpaBHO
nate koje je omeparop BaxxHor UKT cucrema ox
MOCEOHOT 3Havaja aKo:

1) o naumpentuMa y UKT cucremy u3 unana 13.
CTaB 2. OBOT 3aKOHa He 00aBeCTH OpraHe U3 4iaHa
14. ct. 1. 1o 3. oBOT 3aKOHa;

2) He o0aBecTH KOPUCHUKE KOjUMa TIPYkKajy ycIryre
y CIIy4ajy MHIUACHTA KOJH MOXe J1a N3a30Be MITH
M3a3WBa IITETaH yTUIIA] Ha IpyKame U Kopuheme
ycIyra y CKIIajy ca 4wiaHoM 14. craB 5. oBor
3aKOHa;

3) He ocTaB/ba 00ABEIITEHA U U3BEIITAjE TOKOM H
HAKOH 3aBpIIETKA HHIMICHTA U3 WiaHa 24 oBOT
3aKOHa.

3a npekpuiaj u3 cTaBa 1. oBOT 4iaHa Ka3Huhe ce
(hU3UYKO JIHIIE Y CBOjCTBY PETHCTPOBAHOT CYy0jeKTa
Koje je oneparop npuopuretHor UKT cucrema on
MOCeOHOT 3Hayaja HOBYAHOM Ka3HOM Y H3HOCY OJF
10.000,00 no 250.000,00 nunapa.
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3a mpekpiraje U3 craBa 1. OBOT WwiaHa Ka3Huhe ce 1
OJIFOBOPHO JIAIIE Y TIPABHOM JIHILY FJIH OpraHy Koje
je omepatop Baxknor MKT cucrema o mocebHOT
3Ha4aja HOBYAHOM KazHOM y m3Hocy oa 5.000,00 no
50.000,00 nunapa.
When taking any of the enforcement measures Mepe 3a OTKIIabambe He3aKOHUTOCTH
referred to in paragraph 4 or 5, the competent Unau 27.
authorities shall comply with the rights of the AKO OTKpH]j€ HE3aKOHHTOCT Yy TIOCIIOBAlY HITH
defence and take account of the circumstances of MOCTYIaby HaJA3UPAHOT Cy0jeKTa, HHCIIEKTOP MY
each individual case and, as a minimum, take due yKa3zyje Ha HE3aKOHHTOCT U OTIOMHELE I'a 300T Tora,
account of: y cKiay ca opnamheuMa MPONUCAHIM Y
MOCEOHOM 3aKOHY HAJIaXKe MM TIPEIaxe Mepe U
(a)the seriousness of the infringement and the 0CTaBJba IPUMEPEH POK 32 OTKIIAAhEe
importance of the provisions breached, the HE3aKOHUTOCTH M LITCTHUX MOCIICNIA U
following, inter alia, constituting serious HCIyHhaBabe MPOIMHCaHUX 00aBe3a, U TO YHOCH Y
infringement in any event: 3aIMCHHUK O WHCIIEKIIUjCKOM Ha30py.
Hamsupanu cy0jexar gyxaH je f1a mucaHo o6aBecTu
(i)repeated violations; MHCIIEKTOPAa O TOME [Ia JIH j& Y OCTaBJbEHOM POKY
IpeIy3e0 Mepe Koje Cy My HalO)KEHe, OHOCHO
(i)a failure to notify or remedy significant MPEUIOKEeHE, OTKIIOHHO HE3aKOHUTOCT H ILITETHE
incidents; MOCJIEIUIIE U MCITYHHO MPOTHcaHe 00aBese, U ako
3.27. jecTe — MHCIIEKTOP OKOHYABA TIOCTYNAK Y CKIay ca NMmemenTanuja oBuX
(iif)a failure to remedy deficiencies following 4saHoM 37. cTaB 2. OBOT 3aKOHA. 0JIpesion je ocurypana
32.7. binding instructions from competent authorities; 4.42. Paju yrBphUBarma 1a i cy OJIaroBpeMeHo my NPUMEHOM MHCIEKTOPCKUX
443 TpeIy3eTe HAOXKEHe, OHOCHO MPEIoKEHe Mepe, osnamhiersa Ha OCHOBY 3aKOHa

(iv)the obstruction of audits or monitoring activities
ordered by the competent authority following the
finding of an infringement;

(v)providing false or grossly inaccurate information
in relation to cybersecurity risk-management
measures or reporting obligations laid down in
Avrticles 21 and 23;

(b)the duration of the infringement;

(c)any relevant previous infringements by the entity
concerned;

(d)any material or non-material damage caused,
including any financial or economic loss, effects on
other services and the number of users affected;

HE3aKOHHUTOCT U IITETHE MOCIIEIHULE OTKIOmEHE U
nponrcane o0aBese UCITYyHhEeHE, HHCIIEKTOD je
oByaiheH J1a 01 Ha3UPaHOT CYOjeKTa TPaKH 1a y3
obaBenITehe 13 CTaBa 2. OBOT YJIaHa MPUIIOKH
JOKYMEHTAIH]y, OAHOCHO IPYTH MaTepujat
(otorpaduje u np) U3 Kora je BUAIBHBO Ja CY
yTBpl)eHa HE3aKOHUTOCT M HeHE ITETHE MOCIIeIHIIE
OTKJIOHCHE, a IPONHcaHe 06aBe3e HCIyHEHE.

AKO HaJ3MpaHH Cy0jeKaT y 0CTaBJbEHOM POKY HE
npeay3Me Mepe Koje cy My HaJlO)KeHe, OJTHOCHO
NpeJIOKeHe, He OTKIIOHH HE3aKOHUTOCT U IITETHE
HOCTIE/THIIC M HE HCIYHH TpOITicaHe o0aBese,
HHCIICKTOP JIOHOCH PEILICHE KOjHM U3pHYE Mepe 3a
OTKJIakhakhe HE3aKOHUTOCTHU U LITCTHUX MMOCICaAUIA
1 UCIyHaBarbe MPONHCaHUX 00aBe3a.

WHcniekTop MosKe 0e3 o/i1arama JOHETH PEelCHhe
KOJUM HM3pUYe Mepe 3a OTKIamamke HE3aKOHUTOCTH,

0 MHCTIEKIHjCKOM HaJ30py.
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(e)any intent or negligence on the part of the
perpetrator of the infringement;

(flany measures taken by the entity to prevent or
mitigate the material or non-material damage;

(9)any adherence to approved codes of conduct or
approved certification mechanisms;

(h)the level of cooperation of the natural or legal
persons held responsible with the competent
authorities.

0e3 MPEeTXOJHOT yKa3UBamka Ha HE3aKOHUTOCT U
OCTaBJbara PoKa 3a OTKJIAkakhe HE3aKOHUTOCTH U
IITETHUX MOCIIEHIA U HCITyHaBamke IPOIHCAHNX
obaBe3a, ako TO HaJa)ke HEOIXOIHOCT
IIpey3uMamka XUTHUX Mepa Pajy ClipedaBamba WIN
OTKJIamhamka HEMOCPEIHE OMACHOCTH MO JKUBOT HIIH
3][paBJbe JbYIH, XKUBOTHY CPEAUHY WIIH OUIbHU UIIN
KUBOTHECKH CBET.

WHcnektop Moxke ncToBpeMeHo u3pehu Buie Mepa
32 OTK/IaBkamke HE3aKOHUTOCTH.

OnmMepaBame Ka3He

Unan 42.

Kazna 3a mpekpiaje onmepasa ce y TpaHdIlamMa Koje
Cy 3a Taj IpeKpIIaj IPONHUCaHe, a IPH TOME ce
y3UMajy y 003Up CBE OKOJHOCTH KOje YTUIy Ja
ka3Ha Oyje Beha i Mama, a HApOYHUTO: TEKUHA U
MOCIIEAULIE PEKPIIIaja, OKOJIHOCTH MO KOjUMa je
MIPEKPIIAj YYUBEH, CTEIICH OATOBOPHOCTH
YYMHHOIA, paHHja OCyhHBaHOCT, TNYHE IPHINKE
YYMHHOIA U Ap)Kakbe YYMHHOLA [T0CIIe YIUEEHOT
MpeKpIIaja.

He moxe ce yzetn y 003up kao orexxanajyha
OKOJIHOCT paHHje U3peUeHa MMpeKpIlajHa CaHKIIH]ja
YYHHHOILY aKo je 0J] JaHa MPaBHOCHAXKHOCTH
OJUTYKE JI0 JIaHa JIOHOIIICHa HOBE MPOTEKIIO BUILIE
0J1 YSTUPH TOJINHE.

[Ipu onmMepaBamy BHCHHE HOBYaHe Ka3He y3ehe ce y
003Up ¥ IMOBHO CTamke yYMHHOLIA.

YoénaxaBame KazHe

Unan 43.

AKO ce TIPHIIMKOM OJIMepaBarba Ka3He YTBPAH 1a
HpeKpIlajeM HUCY IPOY3POKOBAHE TEXKE MOCIESIHILIE,
a MocToje oJakiarajyhe OKOJHOCTH Koje yKa3yjy aa
ce 1 OJ1ayKoM Ka3HOM MOjke ImocTuhiu cBpxa
Ka)KbaBarba, MPOITHCaHa Ka3Ha ce MOXKe YOIaXUTh
TaKo IITO C& MOXKe:

1) u3pehin xa3Ha ucmo HajMamke Mepe Ka3zHe Koja je
MPONKCaHa 32 Taj MPEKPIIIaj Il HE HCIOJ HajMamke
3aKOHCKE Mepe Te BPCTe Ka3HE;

2) yMecTo TponucaHe Ka3He 3aTBopa uzpehu
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HOBYaHa Ka3Ha WIN pajl y jaBHOM HHTEPECY, allil He
HCTIO]] HajMambe 3aKOHCKE Mepe Te BPCTe KazHe;

3) ymecTo nponrcane Ka3He 3aTBOpa U HOBYaHE
Ka3He m3pehu caMo jeqHa o TUX Ka3HHU.

32.8.

The competent authorities shall set out a detailed
reasoning for their enforcement measures. Before
adopting such measures, the competent authorities
shall notify the entities concerned of their
preliminary findings. They shall also allow a
reasonable time for those entities to submit
observations, except in duly substantiated cases
where immediate action to prevent or respond to
incidents would otherwise be impeded.

3.35.
3.36.

3anCHHUK O MHCIICKIMjCKOM Ha30py

Ynan 35.

VIHCTIeKTOp CauMmbaBa 3alMCHUK O MHCHEKIIHjCKOM
HaJ30py.

V 3amucHEK ce yHOCE: MOAIH U3 Hajlora 3a
HMHCHEKIM]CKU Ha/[30p aKO je U3/1aT; BpeMe U MECTO
HMHCHEKIU]CKOT HaJ[30pa, a HAPOUHUTO HaBOheHme
OCHOBA U 00pa3IoKeme pasiora KOju cy yCIOBUIN
Jla ce MHCTICKIIM]CKH Ha30p BPILIH BaH pajHOT
BpeMEeHa HaJ[3UPaHOT cy0jeKTa y cMUCTy WwiaHa 19.
CTaB 2. OBOT 3aKOHA; OIKC MPEIY3ETHX PAbi U
TIOTIUC MPEY3eTUX JOKyMEHAaTa; MOJaIH O Opojy
Y3€TUX y30paKa U MpeyuIo3uMa Koje y Be3H ca
y3UMameM y30paka Jiaje oBiamheHo JIuie
HA/I3UPAHOT Cy0jeKTa; U3jaBe Koje Cy JaTe; OMUC
JPYTUX M3BEACHHX J0Ka3a; 3aXTeBH 3a n3ysehe Koju
Cy MOAHETH; YTBPHCHO YHILEHUYHO CTAIbE;
KOHCTAaTal1ja 3aKOHUTOT MOCJIOBakha 1 MOCTYIAba
HA/I3UPAHOT Cy0jeKTa; OTMC OTKPUBEHUX
HE3aKOHHUTOCTH, ca HaBoh)embeM J0Ka3a Ha OCHOBY
Kojer je onpelheHa YnmeHNIa YTBp)eHa U TpaBHOT
OCHOBa 3a yTBphBame HE3aKOHUTOCTH; Mepe Koje
ce U3pudy ca HaBOlermheM IPABHOT OCHOBA HA KOMeE
Cy 3aCHOBaHE M POKOM 32 MOCTYTamke M0 HHUMa;
oarosapajyha obpasioxkerma; obaBe3a HaI3UPaHOT
cy0jexTa 1a obaBemTaBa HHCIIEKTOPA O MOCTYIalky
10 MepaMa M POK 3a TO 00aBEIITaBAbE; MOAAIH O
MOIHETHM KPUBUYHUM TIpHjaBama, IpHjaBama 3a
MPUBPE/IHM MPECTYII M 3aXTEBUMA 32 MIOKPETahe
MPEKPIIAjHOT HOCTYIIKA, aKO CY TOIHETE, OAHOCHO
U3[IaTHM MPEKPLIAJHAM HAJI03MMa, aKo Cy H3/aTH,
OJIHOCHO, Y CKJIaay ca ujaHoM 42. ctas 3. oBOT
3aKOHa, HEMIOHOIICHHE 3aXTEBA 32 TOKPETAhe
NPEKPILIAjHOT MTOCTYIKA, OJJHOCHO HEH3/1aBathe
MPEKPIIAjHOT HAJIOTa; MOJAIH O APYTUM MepaMa U
panmama Ha Koje je HHCIIEKTOpP OBIamIlieH, ako Cy

ny

NmmnemenTamuja oBux
ozpendu je ocurypana
[PUMEHOM HHCIIEKTOPCKHX
oBnamihema Ha OCHOBY 3aKOHA
0 WHCIICKI[HjCKOM Ha/30py.




285

a)

al)

0)

61)

B)

r)

)

Ipey3eTe; POK 3a laBae NpruMenada Ha 3aliCHHUK;
HaBoljeme 1a je 3anmncHuK ca nim 6e3 mpumenada
IIPOYHTAH JIMITY KOje IIPUCYCTBYje Haa30py; APYTH
IOJIAIM ¥ HABOJIH OJ] 3HAUaja 3a HHCHEKIN]CKI
HaJ30p.

Kontponna nucra u ananuza oarosapajyhe ctpy4ne
HHCTUTYIHjE, OTHOCHO aKPEJUTOBAHOT Teja YHHE
CacTaBHU /10 3aIMCHUKA.

OsgnamrheHo uIe HaA3UPAHOT cy0OjeKTa MOXe Ja
on0uje 1a MPUMH 3aMUCHUK, IITO HHCIEKTOP
KOHCTaTyje y IIMCaHOM OOJIMKY H Y 3alIUCHUKY
HaBOJH pasjiore 300T KOjUX je MpHjeM 3allMCHUKA
o/10MjeH.

3anucHUK ce A0CTaBJba HAA3UPAHOM CY0jeKTy y
POKY O]l 0caM JaHa OJ] 3aBPILIETKAa HHCIECKIHjCKOT
HaJ30pa.

OmnmTr 00pa3zall 3aMMCHAKA O HHCIIEKLIH]CKOM
HaJ30py MPOIUCYje MUHUCTAP HaIJIeXkKaH 3a
MIOCIIOBE JIP)KaBHE YIPaBe.

OmnmTr 06pa3sall 3aMMCHAKA O HHCIICKIIU]CKOM
HaJ30py 3a MHCIIEKIN]CKH Haa30p U3 U3BOPHE
HA/IJIOKHOCTH ayTOHOMHE TIOKPajHHE U jeTUHUIIE
JIOKaJIHE CaMOYIIpaBe MPOIHCYje HaUIeKHU OpraH
AayTOHOMHE TTOKPajHHE WIH jeIUHHILIE JIOKATHE
caMoyIpase.

Ipumende Ha 3aTHMCHUK

Unan 36.

Hamzupanu cy0jexatr umMa npaso Aa y IHcaHoM
00HKy cTaBu IpuMen0e Ha 3aIMCHUK O
MHCIIEKIIN]CKOM HaA30pY, Y POKY OJ] IIET pagHuX
JlaHa O] lETOBOT MpHjeMa.

WHcniekTop onemwyje npumMeade, CBe 3ajeIHO U
CBaKy 3aceOHO, 1 y MeljycoOHOj Be3H.

HCTIeKTOp MOYKe TOCiIe Tora Ja U3BPILIH AOMYHCKH
MHCTIGKIM]CKH Ha30p, 1a OM YTBPAMO YMILCHUIIE Ha
Koje ce npumende oJHoce.

Axo cy y npuMen6ama Ha 3allMCHUK U3HETE HOBE
YHEGEHUIIE H HOBH JTOKa3H, 300T KOjux Tpeda
M3MEHHUTH YHEEHIYHO CTamkhe KOje je YTBphEeHo y
3alMCHHUKY HJIM JPYK4Hje PaBHE U JApYyre OlieHe,
HHCIIEKTOP O TOME CacTaBJba JONYHY 3alllCHUKA, Ha
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KOjy ce He MOXe CTaBUTH IpuMenoa.
IMocrynajyhn o npuMen6aMa Ha 3aNHCHUK,
HMHCHEKTOP MO>KE Jla U3MEHH TPEI0KEHY M
HaJIO)KEHY, OTHOCHO M3pedeHy Mepy I Ja
OJIyCTaHe O Ihe.

32.9.

Member States shall ensure that their competent
authorities under this Directive inform the relevant
competent authorities within the same Member
State under Directive (EU) 2022/2557 when
exercising their supervisory and enforcement
powers aiming to ensure compliance of an entity
identified as a critical entity under Directive (EU)
2022/2557 with this Directive. Where appropriate,
the competent authorities under Directive (EU)
2022/2557 may request the competent authorities
under this Directive to exercise their supervisory
and enforcement powers in relation to an entity that
is identified as a critical entity under Directive (EU)
2022/2557.

Capanma ca IpyruM opraHuMa, IMaolnuMa jaBHIX
oBnamhema U IPaBHUM U QU3HYKUM JTHLUMA

Ynan 5.

Capaznma HaaJIe:)KHEe HHCTISKIH]e ca APYTHM
opraHuMa Jp)KaBHE yIpaBe, OpraHuMa ayTOHOMHE
TIOKPajUHE U jeIMHHUIIE JIOKAJHE CaMOYIIPaBe,
MIPABOCYIHUM M JIPYTHM JIPXKaBHUM OpraHuMa 1
JPYTUM 3aHTEPECOBaHUM OpPraHuMa U
opraHu3alujama ocTBapyje ce y ckiany ca
HAIJIOKHOCTUMA WHCIICKITM]e ¥ 00JIHIUMa capalmbe
YTBpheHHM MpomnucuMa 0 Jp>KaBHO] YIIPaBU H
MOCEOHNM 3aKOHHMA.

Capaznma, HapouuTo, o0yxBara MeljycoOHO
o0aBelITaBamke, pa3MEHy M0J1aTaKa, MPYXambe
noMohu u 3ajeTHIYKE MEpe U Pajiibe 0] 3Havaja 3a
WHCHEKIN]CKH Ha/130P.

HannexxHa uHcnekiuja y o0aBibamy MOCIOBA U3
CBOT JIJIOKpYTa yckial)yje mianoBe HHCIIEKIHjCKOT
HaJ30pa ¥ CBOT pajia, pa3Memyje MmoJaTke,
IpeyIaxe Mpey3uMambe 3ajeTHIUKIX Mepa 1
aKTHBHOCTH OJI 3Hauaja 3a 00aBJbakhe MOCIOBA
MHCHEKIUjCKOT Ha/[30pa ¥ Ha APYTH HauuH capalyje
ca IpyruM UHCIEKIMjaMa U CyOjeKTHMa ca jaBHUM
opnamhemMa KojH Bplle ocebHe 00InKe Haa30pa
U KOHTpoOJIe — paau obaBbama 00yXBaTHHjET U
JIETIOTBOPHHU]jEr MHCIEKIMjCKOT Ha30pa U HAPOYUTO
panu cy30ujarma IeTaTHOCTH WIIH aKTHBHOCTH
HEpPETUCTPOBaHMX cy0jeKara.

Jlp)kaBHU OpraHH, OpraHu ayTOHOMHE MOKpajuHe 1
Jje/IMHHUIIE JIOKAJTHE CaMOYIIPaBe U HMAOLM jaBHUX
opnamhema Ay>KHHU Cy, Ha 3aXT€B WHCIEKTOPA, 1a
My y POKy oX 15 naHa ox mpujema 3axTeBa J0CTaBe
TpajkeHe ToJaTKe M 00aBeIITeha KOjU Cy 3HaYajHHU
3a MHCIIEKIIM]CKH Haa30D.

HazsexxHa MHCIEKIMja, Y CKIIay ca 3aKOHOM,
capaljyje ca GU3NYKHAM U TIPABHUM JIUIHMA,

ny

NmmnemenTamuja oBux
ozpendu je ocurypana
[PUMEHOM HHCIIEKTOPCKHX
oBnamihema Ha OCHOBY 3aKOHA
0 WHCIICKI[HjCKOM Ha/30py.
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HAPOYMTO y IIMJbY IIPEBEHTUBHOT JENOBaba, K0 U
yHarnpelema y3ajaMHe OATOBOPHOCTH (PU3MUKHUX 1
[PaBHUX JIMLA ¥ HHCIIEKIH]ja y IPOIIeCcy NPUMEHE U
HaJ130pa HaJl IPUMEHOM Mporuca. Y TOM HHIbY,
MHCIIEKIIMja MOXe OJprkaBaTH HHPOPMATHBHE U
eyKaTHBHE TPUOMHE U KOHCY/ITATHBHE CaCTaHKE ca
IpeCTaBHULINMA [IPUBATHOT CEKTOPA U IPYTHUM
3aHHTEPECOBaHUM CTPaHaMa.

du3nuKa U IpaBHa JIMLa MOT'Y HHCIICKIIHj U
TIOJTHOCUTH TIPE/ICTABKE U 3aXTEBE, H O e
TPaXUTH IOJIaTKEe U 00aBelITeka, y CKIaIy ca
3aKOHOM.

AKo ce y Be3H ca BpIICHEeM HHCIIEKIN]CKOT Haa30pa
OCHOBAHO OYEKYje J1a HaJ3UPaHU cy0jeKaT mpyxKHu
OTIIOp WJIH C€ OH NPYXXU U HHCIIEKTOPY
oHeMoryhaBa uiu OUTHO OTEKaBa BPIICHE
MHCIICKIIN]CKOT Ha/130pa, HHCIIEKTOP MOXeE Ja
3axTeBa MoMoh MOJNUIKje U KOMYHAITHE TTOJIHIIH]e.
[Nonuuuja n KOMyHaITHA TTOJIMIH]ja TIPY’Kajy moMoh
mpeMa 3aKoHHMa Kojuma ce ypel)yjy monuiuja u
KOMYHAJTHA TTOJIHILIH]a.

32.10.

Member States shall ensure that their competent
authorities under this Directive cooperate with the
relevant competent authorities of the Member State
concerned under Regulation (EU) 2022/2554. In
particular, Member States shall ensure that their
competent authorities under this Directive inform
the Oversight Forum established pursuant to Article
32(1) of Regulation (EU) 2022/2554 when
exercising their supervisory and enforcement
powers aimed at ensuring compliance of an
essential entity that is designated as a critical ICT
third-party service provider pursuant to Article 31
of Regulation (EU) 2022/2554. with this Directive.

3.5.

Capajima ca IpyruM opraniMa, IMaoluMa jaBHUX
opiamhema i IPaBHUM U (PU3HYKHUM JTHIIUMA
Unan 5.

Capaznma HaaJIe:)KHEe HHCTIEKITH]e ca APYTHM
opraHuMa Jp)KaBHe yIpase, OpraHuMa ayTOHOMHE
MTOKPAjIHE | jeINHHUIIE JIOKATHE CaMOYIIpaBe,
MPABOCY/AHUM U APYTHM APXKABHUM OpraHuMa 1
JPYTHM 3aHHTEPECOBAHHM OpTaHHMa U
opraHu3alyjaMa ocTBapyje ce y CKiIaay ca
HAIJISKHOCTAMA WHCTICKITHje U O0IHIIUMa capalmbe
YTBpheHUM MpomucuMa 0 Jp>KAaBHO] YIIPaBU H
MOCeOHNM 3aKOHMMA.

Capanma, HapounTo, 00yxBara MehycobHO
obaBenITaBame, pa3MeHy MojlaTaKa, MpyxXame
moMohu H 3ajeTHIYKEe Mepe U pajmbe O] 3Ha4aja 3a
MHCIICKIIM]CKH Ha/130D.

HannexxHa nHcnekiyja y odaBibarmby MOCIOBA U3
CBOT JIeNOKpyra yckialjyje mIaHoBe HHCIEKI[H]CKOT
HaJ30pa M CBOT paja, pa3Mermbyje Mmoarke,
npeyIaxe npeay3uMambe 3ajeTHIYKIX Mepa U
aKTHBHOCTH OJ1 3Hauaja 3a 00aBJbarbe MOCIOBA

Iy

HMIieMeHTaln#ja OBUX
oIpendu je ocurypana
HNPUMEHOM HMHCHEKTOPCKUX
oBnamhema Ha OCHOBY 3aKOHA
0 MHCIIEKI[MjCKOM HaJ30py.
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HHCTIEKIMjCKOT HaJ30pa U Ha APYTH Ha4MH capal)yje
ca IpyruM MHCIEKIMjaMa U CyOjeKTHMa ca jaBHUM
opnamhemMa KOjH BpIle oceOHe 00ImKe Haa3opa
1 KOHTpoOJIe — paau o0aBbama 00yXBaTHHjET U
JIeTIOTBOPHHMjeT HHCIIEKIIN]CKOT Ha/l30pa U HAapOYUTO
panu cy30ujama AeTaTHOCTH MM aKTUBHOCTH
HEpEerucTpoBaHMX cy0jeKara.

JIp>KaBHU OpraHH, OpraHd ayTOHOMHE IOKPajuHe 1
JEIMHUIIE JIOKAJTHE CaMOYIPaBe U MMAOLU jaBHUX
oBnamhema Ay)KHH Cy, Ha 3aXTeB HHCIEKTOPA, 1a
MY y POKy ox 15 naHa oz IpHjeMa 3aXTeBa J0CTaBe
TpakeHe T0JIaTKe U 00aBeNITeha KOjH Cy 3HAUajHU
3a UHCIICKIIM]jCKH HAI30D.

HannexHa MHCHEKIMja, Y CKIIay ca 3aKOHOM,
capaljyje ca GU3NUKUM U IPaBHUM JIUIHMA,
HAPOYHTO y IIWJbY IIPEBEHTUBHOT JICNOBaba, K0 U
yHanpehema y3ajaMHe OITOBOPHOCTH (PU3HIKHX H
MIPaBHUX JIMLA ¥ HHCIIEKIIHja y IpoLecy IPUMEHe U
HaJ30pa HaJl IPUMEHOM Iponuca. Y TOM LUbY,
HHCHEKIHMja MOKe OJpyKaBaTH NHYOpPMATHBHE U
elyKaTHBHE TPHOHWHE M KOHCYJITaTHBHE CaCTaHKe ca
NpeICTABHUIINMA [IPUBATHOT CEKTOPA M IPYTHM
3aHHTEPECOBAaHUM CTpaHaMa.

du3nyKa U MpaBHa JIMIa MOT'Y HHCTICKIIUj 1
MOTHOCUTH MPEJICTaBKE U 3aXTEBE, U O] e
TPa)KUTH MOJATKE U 00aBeIITea, Y CKIaay ca
3aKOHOM.

AKo ce y Be3H ca BPLICHEM HHCIEKIHjCKOT Hag30pa
OCHOBAaHO OYEKyje J1a HaJ3UpaHy CyOjeKar NpyKH
OTIIOp WJIH C€ OH MPYXXU U HHCIIEKTOPY
oHeMoryhaBa ui OUTHO OTEKaBa BPIICHE
MHCIIEKIIN]CKOT Ha/130pa, HHCIIEKTOP MOXeE Ja
3axTeBa MOMOh MONHIHje M KOMYHAITHE TIOJIHIH]e.
[Tonuija 1 KOMyHaJIHa MOJNHUIMja PYyXKajy momMoh
npeMa 3aKOHHMa KojuMa ce ypelyjy nonuuuja u
KOMYHAJTHA MOJIULH]a.

33.1.

Supervisory and enforcement measures in relation
to important entities

When provided with evidence, indication or
information that an important entity allegedly does
not comply with this Directive, in particular

1.48.
3.6.
3.7.

Osnanthema HHCIIEKTOpa 3a HHPOPMAITHOHY
0e30eIHOCT

Hucniextop 3a nadopmanmony 6e30e1HOCT je
opyathieH Ja y MocTynky crnpoBoljera Ha30pa,
HOpeJI Halarama Mepa 3a Koje je opnarheH
MHCIIEKTOP Y MOCTYIKY BPIICHa HHCIEKIIN]CKOT

Iy

MmnnemMeHTaIMja OBUX
onpendu je ocurypana
IPUMEHOM MHCIIEKTOPCKUX
osnamhema Ha OCHOBY 3aKOHa
0 MHCIIEKI[HjCKOM Ha/30py.
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Articles 21 and 23 thereof, Member States shall | 3.20. HaJ30pa YTBPHEHUX 3aKOHOM:
ensure that the competent authorities take action, 391 1) HaJIOKM OTKJIamame yTBPH)CHUX HENPaBUITHOCTH

where necessary, through ex post supervisory
measures. Member States shall ensure that those
measures are effective, proportionate and
dissuasive, taking into account the circumstances of
each individual case.

1 3a TO YTBPJH pa3yMaH pOK;

2) 3abpann Kopumheme MocTynaka ¥ TEXHUIKHX
cpezicTaBa KOjuMa ce yrposkaBa Wi HapyllaBa
rHpopMaIroHa 6e30eIHOCT 1 32 TO OCTaBH POK;

3) 3axteBa o oneparopa UKT cucrema o
MoceOHOT 3Havaja Aa U3BPIIN CKCHUPAhE,
KOH(UTYpaIHjy U IeHeTpannono tecrupame KT
cucTeMa y Wby yTBphHBamba eBeHTyaHIX
0e30eJTHOCHUX PABUBOCTH, a Y CKJIaIy Ca IIPOLEHOM
pH3HKa,

4) HaNOXH J1a HaI3UPaAHU CYOjeKT yIHHH
JIOCTYITHHAM JaBHOCTH MH(pOpPMAIHje KOje ce THIY
HETIOIITOBamka 0IpeZi0N OBOT 3aKOHA, a 3a Koje
MOCTOjY ONpAaBAaH HHTEPEC jaBHOCTH HA YTBphHEeHH
Ha4uH;

5) HaNoXM Ja HA3UPAHU CYOjeKT OApEe/H JIULE ca
TauHo yrBpheHuM onanthemnma koje hie y
yTBpieHOM BpEeMEHCKOM IIepHOy HaJ[3UpaTH U
IPaTHTH yCarlaleHoCT ca oapendama oBor 3aKOHa
1 HAJIOKEHUM Mepama.

BpcTe HHCIEKIHNjCKOT Haa30pa

Unan 6.

WHcneknyjcku Ha3op, IpeMa BpCTH, MoXe OUTH
penoBaH, BaHpeJaH, MEIIOBUTH, KOHTPOJIHH U
JOITYHCKH.

PemoBaH MHCHEKIM]CKU HA30p BPLIHU ce pemMa
IUIaHY HHCIIEKIHjCKOT Haa30pa.

WHcnexnujcku Han30p Ha AP:KaBHOj TPAHHUIIH, KOjU
ce 00aBJpa peIOBHO, YIOA00JbaBa ce PEIOBHOM
MHCIIEKIIN]CKOM HaJ30pY U Ha HEera ce CXOJHO
HpHUMEmY]jy OApes0e OBOT 3aKOHA, aKO OBUM MIIH
noceOHUM 3aKOHOM HHje Apyradnje oapelheno,
OJTHOCHO KaJia TO MPOKUCTHYE U3 TIOTBpheHOT
MeljyHapoJHOT yroBOpa WM MPABHUX TEKOBHUHA
EBporicke yHHje.

BanpesiaH MHCIIEKIM)CKU HAI30p BPIIH ce: Kaja je
HEOITXO/IHO J1a Ce, CarjlaCHO JIeTIOKPYT'y HHCIIEKIIH]e,
npeay3My XUTHE Mepe pajiy clpedaBamba Hilnd
OTKJIabamba HEMoCpeHEe OMACHOCTH 10 )KHBOT MITH
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31paBJbe JbYAU, HIMOBHHY, IIpaBa ¥ HHTEpece
3aII0CIICHUX U PaJIHO aHI'A)KOBAHUX JIULIA,
MPUBPE/LY, )KUBOTHY CPEIHHY, OHUJbHH HITH
JKUBOTHEGCKH CBET, jaBHE MIPUXOJIe, HECMETaH pas
opraHa ¥ OpraHu3alija, KOMyHaJIHH peJ] WK
6e30e1HOCT; KaJa ce MOocie IOHOICHA TOAUIIHET
IUTaHA WHCTIEKIN]CKOT HaJa30pa MPOLICHH J1a je
PH3UK BUCOK MJIM KPUTHYAH WK IPOMEHE
OKOJIHOCTH; KaJla TaKaB HAJ[30p 3aXTeBa Ha3UPaHU
cy0jekar; paau cupedyaBarmba 00aBJbarba AeIaTHOCTH
1 BpILIEHa AKTHBHOCTH HEPETHCTPOBAHUX
cy0jekara; 1Mo 3aXTEBY jaBHOT TYXHOIa; KaJia ce
MIOCTYTIA IO TPEICTaBIH PABHOT WX QU3UIKOT
JIMIA; KaJla IPYTOCTENICHH OpraH NPEKO MHCIIEKIH)je
JIOTyH-aBa MOCTYIAK MM IOHABJbA 110 MOCTYIIaK
W HETOB JIC0, a HUCY MCITYHCHH YCIOBH 32
JOTTYHCKH MHCTICKLIM]CKH HA/130D.

Banpenan HHCIIEKIN]CKH HAA30p I10 3aXTEBY
HaJ3UpaHor cyOjexTa Moxke outH yTBphyjyhn, koju
ce BpIIX KaJa je HOTPeOHO YTBPAUTH HCIIYEHEHOCT
IIPONUCAHNX YCJIOBA HAKOH YHjeT HCIYHermha
HA/I3UPaHu cy0jeKar CTHYe MpaBo 3a MOYeTaK paja
i 00aBJbama AeNaTHOCTH, BPIIECHa aKTHBHOCTH
WM OCTBAapHBame ofipel)eHor mpaBa, y ckiany ca
moceOHNUM 3aKOHOM, Wi ToTBplyjyhu, koju ce
BpIIY KaJia HaJ3MpaHH cy0jeKar moJHece 3axTeB qa
ce MOTBP/IU 3aKOHUTOCT U 6e30eTHOCT MOCTyNamba y
BpLIEHY oJpel)eHor mpaBa WK U3BpLICHY
onpehene obaBese, OTHOCHO Y HETOBOM
MIOCIIOBAY.

MeIoBUTH HHCHIEKIMjCKU HaI30p BPLIHU ce
HCTOBPEMEHO Ka0 peJJOBaH U BaHPEIaH Ha30p KOJ
HCTOT HaJ3UPaHOT Cy0jeKTa, KaJa ce MpeaMeT
PEIOBHOT ¥ BAaHPEAHOT MHCIIEKIM]CKOT Ha30pa
JETMMHUYHO WITH y IIEOCTH MOKIIAMNajy WK CY
MOBE3aHH.

KOHTpOJTHH MHCTIEKIINjCKH HAA30D BPILIU Ce PAAn
yTBphuBama U3BpIICHa Mepa Koje Cy MpeIoKeHe
WM HAJIO)KEHE HAaJ3UPAHOM CYOjeKTy Y OKBHPY
PEIOBHOT MJIM BaHPEIHOT HHCIIEKIIN]CKOT Ha/30pa.
JIOTIYHCKH MHCTIEKIH]CKH HA[30p BPIIH CE MO
ciry)0€HOj Ty)KHOCTH HJIM ITOBOJIOM 3aXTeBa
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HA/I3UPAHOT cy0jeKTa, paau yTBphuBama YNHCHULIA
KOje Cy 0J] 3Hauaja 3a HHCHEKIMjCKU HaJ[30P, a Koje
HHCY YTBpl)eHE Y PEZIOBHOM, BaHPEITHOM,
MEIIOBHTOM HIJIM KOHTPOJHOM HHCIIEKIIH]jCKOM
HaJ[30pY, C TUM Jla C& MOKEe N3BPIINTH CaMo jeaH
JOIYHCKH WHCTICKIN]CKH Haa30p, Y POKY KOjU He
Moke OuTu xyxu on 30 qaHa o OKOHYama
PEIOBHOT, BAHPEIHOT MIJI KOHTPOJIHOT
HHCTIEKIHjCKOT HaJ30pa.

OO6MIM MHCTIEKIH]CKOT Haa3opa

Unan 7.

WHcneknujcku Ha3op, peMa o0IIHKY, MOXKe OUTH
TEPEHCKH U KaHIeJapHjCKH.

TepeHCKH MHCIEKIMjCKU HaI30p BPLIN Ce U3BaH
CITy’)kOCHUX TIPOCTOPHja MHCIEKIIU]je, Ha JIUIy MeCTa
U CacTOjH ce OJ HEMOCPETHOT YBU/A Y 3eMJBHIITE,
o0jekTe, IOCTpojema, ypehaje, mpocTopuje, BO3uia
U Ipyra HaMEeHCKa IPEeBO3Ha CPEACTBA, IPEAMETe,
poOy ¥ Apyre MmpeaMeTe, akTe U TOKyMeHTalu]jy
HA/I3UPAHOT Cy0jeKTa.

Kannenapujcku MHCIEKIIH]CKU HAI30D BPILIH ce Y
CITy’)kOCHUM MIPOCTOpHjaMa HHCIIEKIINj€, YBUIOM Y
aKTe, MOJIaTKe U JOKYMEHTALH]y HaJA3UPaHOT
cy0jexra.

[IpaBa 1 Ay>KHOCTH Ha3UPAHOT CyOjeKTa

Unan 20.

Hamzupanu cy0jexTr UMajy je/iHaKa mpaBa |
00aBe3e y HHCIIEKIIH]CKOM HaI30pY, IMITO YKIbYIYje
¥ TIPaBO JIa MHCTIEKIIHja jeJHAKO MOCTYIa Y HCTUM
WM OUTHO CIIMYHHUM CHTYyallljamMa IpeMa CBUM
HA/I3UPaHUM Cy0jeKTUMA.

Hayzupanu cyGjexar y moCTyNKy HHCIEKIHjCKOT
HaJ30pa MMa TpaBo: Aa Oyze ymosHar ca
HPEIMETOM U TPajarbeM MOCTYIIKA, HAJIOTOM 32
I/IHCHCKL[I/IjCKI/I HaA30p U APYI'UM aKTUMa JOHETUM Y
HOCTYIIKY; 1a Oy/ie yrmo3HaT ca npaBuMa u
JY)KHOCTHMA KOj€ UMa y BE3U Ca MHCTIEKIIH]CKHM
HAaJ30pOM; Jia Ce M3jaCHH O YHEbECHUIIaMa OUTHHM 32
MOTITYHO ¥ IIPaBUJIHO YTBPhHBahe YMEEHUIHOT
CTama U MOHyheHNM J0Ka3uMa; J1a y4ecTByje y
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n3BOhemY N0Ka3a, MOCTaB/ba MUTAmba CBEJOLNMA U
BEIITAIIMa, H3HOCH YHILCHUIIE KOje Cy O] 3Hauaja
3a MHCTICKIIN]CKH Ha30p; Jla IpeuIaxke JoKas3e ’
H3HOCH TIpaBHE TBPAE; 1a 3aXTeBa IIPEBEHTHBHO
JIeTI0Babe; a YII030pH HHCIIEKTOpa Ha TajHOCT
vHpOpMAaIHja KOje My YHHH JOCTYIIHUM; Ja yKaxe
Ha HE3aKOHHUTOCTH y MOCTYIIKY U Jla 3aXTeBa 1a ce
OHE OTKJIOHE; Ja 3aXTeBa HAKHAIy IITETe Koja My je
IPOY3pPOKOBaHA HE3aKOHUTUM MHCIIEKIIH]jCKUM
HaJ30pOM.

AXO BHIIIEe MHCTICKIIMja BPUIX 3ajeAHHYKH HAI30D,
HaJ3UpaHu cyOjekaT MMa IPaBo J1a HHCIEKTOPY
YCKpaTH JiaBambe MojiaTaka 1 u3jasa Koje je 1ao
JETHOM OJ1 HHCIIEKTOPA Y TOM HaJI30pYy.

Hamzupanu cy6jexar uma npaBo a HHCIEKTOPY
YCKpaTH JaBarbe MojaTaka 1 H3jaBa O MpeaMeTy
paHMje U3BPLICHOT HAJ30pa, OCHM aKO Cy Ce TH
NoJIaly y Mel)yBpeMeHy IpOMEHMIIHN, Kao 1 KaJa je
JlaBambe IoJlaTaka HeOIX0/IHO pay IpeIy3uMarmha
XHTHUX Mepa pajy ClipedyaBama WM OTKIAmhamba
OITaCHOCTH I10 )KHBOT WU 3]IPaBJbe JbYIH, JKHBOTHY
CpeIMHY WM OWJBHH MITH )KUBOTHESCKHU CBET.

Kana je ypenno obaBemren o npencrojehem
HHCTIEKIINjCKOM HA/I30pY, HaI3upaHH cy0jeKar
IyaH je 1a Oyze pucyTaH Ha MECTY BpILEHa
HaJI30pa, OCUM aKO II0CTOj€ HApOUHTO ONpaBJaHe
OKOJIHOCTH KOj€ Tra Y TOME CIIPeYaBajy, O ueMy je
Jy’KaH J1a 6J1aroBpeMeHO Ha MoJiecaH HaunH
00aBECTH MHCIICKIIH]Y.

AKo Ha/I3UpaHu cy0jeKar KOjH je YpeIHO
obaBemTeH o0 npenacTojehem nHCIeKIjcKoM
HaJ30py He Oyze MpUCyTaH Ha MECTY BpLICHA
HaJ30pa, a He MOCTOje OKOIHOCTH M3 CTaBa 5. OBOT
4JIaHa, MHCTICKIHjCKH HaA30p C€ BPILH y IPUCYCTBY
CITy>KO€HOT I JIPYTOT JINLA KOje Ce 3aTeKHE Ha
MECTY BpLICHa HHCIEKIHjCKOT Haa30pa.
Haysupanu cyGjexar ayxaH je 1a MHCIEKTOPY KOju
My HpeIoUH CIyXKOeHY JerHTUMALHU]y U ypy4IH
HAJIOT 32 MHCIIEKIHM]CKH Hal30p, Kaja je OH M37aT,
OJTHOCHO KOjH IIOCTYITH y CKJIay ca 4iaHoM 18. cT.
8.1 9. oBor 3akoHa, oMoryhu HecMeTaH
MHCIIEKIIN]CKH HaA30p, IITO M0pa3yMeBa HApOUUTO
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Jla: CTaBU Ha pacroyiaramke oAroBapajyhu pagau
IIPOCTOP 3a TEPEHCKU HA/I30p; 00e30eu yBUI Y
MIOCJIOBHE KIHHTE, OIIIITE U MOjeANHAYHE aKTe,
eBHICHIINj€, H3BEIITAaje, yTOBOpE, IPUBATHE
HCTIpaBe U JPYTy JOKYMEHTAIH]y HaJ3HpaHoOT
cy0jexTa oJ] 3Ha4yaja 3a MHCIIEKIMjCKH HaJ30p, a Y
001Ky y KOjeM uX mocenyje U 4yBa; oMmoryhu
MIPUCTYI JIOKAIMjH, 3eMJBUINTY, 00jeKTUMA,
IIOCJIOBHOM U IPYTOM HECTAMOEHOM MPOCTOPY,
MOCTpOjemUMa, ypehajuma, onpemMu, npruodopy,
BO3WJIMMA M APYTUM HAMEHCKHUM IIPEBO3HUM
CpPEe/CTBHMA, IPYTUM CPEICTBUMA pajia,
MIPOM3BOMMA, TIPEIMETUMA KOjH CE CTaBJbajy Y
IIPOMET, pOOH y IPOMETY U JPYTHM MPEIMETUMA
KOjuMa 00aBJba IEJIATHOCT WM BPIIN aKTUBHOCT,
Kao M JPYTUM IIPeIMETUMa OJ] 3Ha4aja 3a
WHCIICKIWjCKH Ha30p; O1aroBpeMeHO MPYyKU
MIOTITYHE U TauHe IOJaTKe KOjH Cy My JOCTYIIHH, a
aKo HEIITO OJ] TOTa He MOXe — J1a Pa3jore 3a To
MIICaHO 00Pa3II0KH HHCIIEKTOPY.

Hamsupanu cy0jekar ayxaH je 1a ce Ha 3aXTeB
HHCIIEKTOPa YCMEHO WJIH IIHCAHO U3jacHH O
npeaMeTy Haa3opa.

Hamsupanu cy0jexar gyxaH je 1a HOITyje
WHTETPUTET H CITy’KOEHO CBOjCTBO HHCIIEKTOPA.
Hansupanu cy6jexar uMa u pyra npasa 1 o0aBese
yTBpljeHe OBUM H APYTUM 3aKOHOM.

Ognanthewma HHCIIEKTOpa paju yTBphHBama
YHHCHUNA

Unan 21.

WucniexTop je oBnamhen aa paau yTBphruBama
YHHCHULA!

1) U3BpLIM YBUJL Y jaBHE HCIIPABE U MOJATKE U3
perucrapa u eBUJCHILH]ja KOje BOJIE Ha/UICHKHH
Jp>KaBHU OPTaHH, OPraH! ayTOHOMHE TOKPajHHE 1
OpraHy jeJIMHHUIIE JOKAIHE CaMOYIIPaBe U JIPYTH
VMol jaBHUX OBJaIieha aKko Cy HEOIXOJHH 3a
WHCIICKIN]CKH HAaJ[30p, a HHj€ MOTa0 Ja MX MpHOaBH
TI0 CITY’KO€HO]j Ty>KHOCTH, U J]a MX KOIINPA, y CKIaTy
ca 3aKOHOM;

2) U3BPIIH YBUJ Y JTHYHY WM APYTY jaBHY HCIPaBY
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ca ¢otorpadujom koja je mogobHa na ce
nueHTUdUKYjy oBamheHa JIMna y Haq3upaHoM
cy0jeKTy, IpyTa 3aloclieHa WM paJHO aHTa)XKOBaHa
nmIa, GU3NYKa JIUIa Koja cy HaJ3UpaHu CyOjeKTH,
CBEJIOIH, CITy)KOeHa JINIa U 3aHHTepecoBaHa JINIA,
Kao M (u3MYKa UL 3aTeUeHa Ha MECTY HaJ30pa;
3) y3uMa IHcaHe U YCMEHE H3jaBe HaI3UpaHUX
cy0jexara — GU3MYKUX JIUIA U 3aCTYITHHUKA,
O/IHOCHO OBJAIheHuX Ul Y HA3BUPAHOM CYOjeKTy
— MPaBHOM JIILY ¥ JPYTUX 3aIIOCICHUX WIH PaJHO
AQHTKOBAHMX JIMIA, CBEIOKA, CITY)KOSHUX JIHLA 1
3aMHTEPECOBAHMX JIMIIA, U J]a X [T03MBA 12 1]y
H3jaBe O MUTAamkKUMa O] 3Hauaja 3a MHCIEKIH]jCKI
Haz30p;

4) HaNOXM Ja My ce y oJpel)eHoM poKy cTaBe Ha
YBHJ[ IIOCJIOBHE KEbUTE, OMIITH U TT0j¢IHHAYHY aKTH,
EBHJICHIIM]€, YTOBOPH H APYTa JOKYMEHTAIIH]a
HA/I3UPAHOT Cy0jeKTa O] 3Ha4Yaja 3a HHCTICKIIU)CKH
HAJ/I30p, a y O0JINKY y KOjeM HX HaJ3HpaHH CyOjeKaT
Moce/1yje ¥ 4yBa;

5) Bpun yBuhaj, 0THOCHO IIperJiesia U poBepaBa
JIOKAIH]jy, 3eMJBUIITE, 00jeKTe, MOCTOBHH U IPYTH
HecTaMOeHH IPOCTOp, OCTpojemka, ypehaje,
onpemy, Npr6op, BO3MIa U Jpyra HAMEHCKa
MPEBO3HA CPEACTBA, IPYyra CpeCTBa paja,
MIPOM3BOJIE, MPEAMETE KOjH CE CTaBJbajy Yy MPOMET,
poOy y IpoMeTy U Apyre mpeaMere Kojuma 00aBiba
JIeTTaTHOCT WJIM BPIIH aKTUBHOCT, Kao U JIpyre
IIpeIMETe OJ] 3Hauaja 3a MHCIEKIMjCKH Ha130D;

6) y3Me moTpeOHe y30pKe paan lBUXOBOT
UCIIUTHBaWa ¥ yTBphUBaba YHCHUYHOT CTamba, Y
CKJIaJIy ca IIOCEOHNUM 3aKOHOM M IPONUCHMA
JIOHETUM Ha OCHOBY 3aKOHa;

7) pororpaduie u cCHUMH TIPOCTOP Y KOME CE BPLIN
MHCTIEKIHjCKH HaJ[30p U JPYre CTBAPH KOje Cy
npeaMeT Haa30pa;

7a) 06e36emu 10Ka3e;

8) mpeny3mMe npyre panaie paau yTBphuBama
YHEEHUYHOT CTakba peMa OBOM U I0CeGHOM
3aKOHY.

Axko Ha/3HUpaHu cyOjexar 00aBiba AEITaTHOCT MPEKO
OpraHu3allMOHKX jeJMHNUIA Y CBOM CaCTaBy Koje ce
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Hajla3e Ha Pa3IMuUTHM aJipecama, HHCIICKIH]jCKH
HaJ30p y HOTIey 3ajeJHNUKNX eJeMeHaTa
MOCJIOBakba WITH TOCTYNaka U YHYTPAIIbUX
[paBuia, OMIITHX aKata | Mpolieca Ha[3upaHoT
cy0OjeKxTa BpIIN MHCHEKIHja HaJIeKHa TpeMa MECTy
Ce/IUINTa TOT HaA3HPAHOT Cy0jeKTa.

V BplIeHkY HHCIEKIU]CKOT Haa30pa pemMa
OpTraHU3aIMOHO] jeANHUIN HaJ3UPAHOT CyOjeKTa U3
cTaBa 2. OBOT WIaHa, MHCIEKIINja HAUISKHA 3a
HMHCHEKIH]CKU HA/130p HAJl ITOCIOBAmbEM
OpraHM3alMOHE jeIMHULE TY)KHA je 1a TPHOaBU
nojaTke U nHGopMaIyje o 3ajeTHHIKUM
eJIEMEHTHMA II0CJIOBAha HIIH ITOCTYIIamka,
YHYTPAIIbUM NPABHINMA, ONIITHM aKTUMa U
MpOIIECUMa OBOT Cy0jeKTa 0]l HHCIIEKIHje
HaJJIe)KHE PEMa MECTY CEIMILTA TOT HaA3UPaHOT
cy0jexra.

VY cnydajy HeyjenHaueHOT MOCTyIaka HHCIICKIH]e
WY BUILIE MHCHEKIMja Y BPIICHY MHCIIEKIH]jCKOT
HaJ30pa IpeMa OpraHUu3aloOHNM jeTHHAIIMA
HaJ[3UpaHoT cyOjeKTa U3 cTaBa 2. OBOT 4iiaHa, OBaj
cy0jexar, OTHOCHO WHCIIEKIIHja MOXKE J1a 3aTPakKH
aKT O PUMEHH TIPOMKca O] Ha/UISKHOT OpraHa WIN
OpraHu3aluje.

VIHCTIEKTOp ce cTapa O TOME J1a BPLICHEM CBOJUX
opiamhema He OMeTa peIoBaH MpPOLEC paja,
OJTHOCHO 00aBJbamsa JACIaTHOCTH M BpILIECHA
AKTHMBHOCTH HA/I3UPAHOT Cy0jeKTa.

VcToBeTHOCT KONMja ¥ OpUTHHAJIA TOKYMEHTAlHje
HA/I3UPaHOT cy0jeKxTa NOTBplyje HaI3upaHu
cy0jexar CBOjUM MEYaTOM U TOTIIACOM.

MunucTap Ha/IeXxaH 3a oAroBapajyhy obmact
WHCTIEKIN]CKOT HaJ30pa, OMHOCHO MMaJIall jaBHUX
oBnamhema KOju BPIIH HHCIIEKIHjCKH HA30D Y
onpeljenoj obnactu, opnamrheH je na 6amxe ypenu
YCJIOBE M HAYUH y3UMama U UCIIUTUBamka y30paKa.

33.2.

Member States shall ensure that the competent
authorities, when exercising their supervisory tasks
in relation to important entities, have the power to
subject those entities at least to:

1.48.

3.6.
3.7.

Osnamherwa HHCIIEKTOPa 32 HHYOPMAIUOHY
Oe30emHOCT

MHucnextop 3a uHpopmannony 6e30emHocT je
oBnamrheH J1a y OCTYNKy cripoBoljera Haa30pa,
IopeNT Hajlarama Mepa 3a Koje je onamther

Iy

MmriemMeHTalMja OBUX
onpendu je ocurypana
NPUMEHOM HHCIICKTOPCKUX
oBnamlhiemna Ha OCHOBY 3aKOHA
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(a)on-site inspections and off-sitt ex post
supervision conducted by trained professionals;

(b)targeted security audits carried out by an
independent body or a competent authority;

(c)security scans based on objective, non-
discriminatory, fair and transparent risk assessment
criteria, where necessary with the cooperation of
the entity concerned;

(d)requests for information necessary to assess, ex
post, the cybersecurity risk-management measures
adopted by the entity concerned, including
documented cybersecurity policies, as well as
compliance with the obligation to submit
information to the competent authorities pursuant to
Atrticle 27,

(e)requests to access data, documents and
information necessary to carry out their supervisory
tasks;

(frequests for evidence of implementation of
cybersecurity policies, such as the results of
security audits carried out by a qualified auditor
and the respective underlying evidence.

The targeted security audits referred to in the first
subparagraph, point (b), shall be based on risk
assessments conducted by the competent authority
or the audited entity, or on other risk-related
available information.

The results of any targeted security audit shall be
made available to the competent authority. The
costs of such targeted security audit carried out by
an independent body shall be paid by the audited
entity, except in duly substantiated cases when the
competent authority decides otherwise.

3.20.
3.21.

HMHCHEKTOP y MOCTYIKY BPIIEHa HHCIIEKIIN)CKOT
HaJ30pa yTBpheHNX 3aKOHOM:

1) HaJIOXM OTKJIamamke YTBPHEHUX HENIPaBHIHOCTH
1 3a TO YTBPJH pa3yMaH pOK;

2) 3abpann Kopumheme MocTynaka ¥ TEXHHIKAX
CpezcTaBa KOjUMa ce YyrposkaBa MM HapylaBa
rHpopMaIroHa 6e30eIHOCT U 32 TO OCTaBH POK;

3) 3axteBa o oneparopa UKT cucrema o
oceOHOT 3Hayaja Aa U3BPIIN CKCHUPAhE,
KOH(UTrypanujy u neHerpauono tectupame UKT
cucTeMa y Wby yTBphHBamba eBeHTyaHIX
0e30eJTHOCHUX PABUBOCTH, a Y CKJIaIy ca IIPOLEHOM
pH3HKa,

4) HaNOXM Ja HaA3UPaHH CY0jeKT yIHHU
JIOCTYITHHUM JaBHOCTH MH(pOpPMAIHje KOje ce THIY
HETIOIITOBamka 0JIpeZi0N OBOT 3aKOHA, a 32 Koje
MOCTOjY ONPaB/AaH HHTEPEC jaBHOCTH HA YTBphHEeHH
Ha4MH;

5) HaNoXM Ja HA3UPAHU CYOjeKT OZpeIH JIULE ca
TauHo yrBpheHuM onanthemnma koje he y
yTBpjeHOM BpEeMEHCKOM IIepHOy HaJ3UpaTH U
MIPAaTHUTH YCAramIeHoCT ca oipeadaMa OBOT 3aKOHA
1 HAJIOXKEHUM Mepama.

BpcTe HHCIEKIHUjCKOT Haa30pa

Unan 6.

WHcneknyjcku Ha3op, IpeMa BpCTH, MoXe OUTH
penoBaH, BaHpeJaH, MEIIOBUTH, KOHTPOJIHH H
JOITYHCKH.

PeioBaH HHCMIEKIHU]CKH HAA30p BPIIH CE IpemMa
IUIaHY WHCIIEKIHjCKOT Haa30pa.

WHcniexujcku Han30p Ha Ap>KaBHOj TPAHUIIH, KOJU
ce 00aBJpa peIOBHO, YIOA00JbaBa c€ PEIOBHOM
MHCIICKI[H]CKOM Ha/I30py ¥ Ha Bera ce CXOIHO
HpUMEmY]jy 0Apende OBOT 3aKOHA, aKO OBUM HIIU
noceOHUM 3aKOHOM HHje Apyradnje oapelheno,
OJTHOCHO KaJia TO MPOKUCTHYE U3 TIOTBpheHOT
MeljyHapoJHOT yroBOpa WM IPaBHUX TEKOBHHA
EBporcke yHHje.

BanpesiaH MHCIIEKIM)CKU HAI30p BPIIH ce: Kaja je
HEOITXO/IHO J1a Ce, CarjlaCHO JIeTIOKPYT'y HHCIIEKIIH]e,
npeay3My XUTHE Mepe pajiy clpedaBamba Hilnd

0 MHCTIEKIIMjCKOM Ha/130py.
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OTKJIatharba HeMOCPEeIHEe OMACHOCTH M0 JKUBOT HJIH
3][paBJbe JbYIH, IMOBHHY, IIpaBa U HHTEpece
3aII0CIICHUX U PaJIHO aHI'a)KOBAHUX JIULIA,
MIPUBpENY, XXUBOTHY CPEAUHY, OMIBHU WIIH
JKUBOTHEGCKH CBET, jaBHE MIPUXOJIe, HECMETaH pas
opraHa M OpraHu3aija, KOMyHaJIHH pe]] WU
6e30e1HOCT; KaJa ce MOocie IOHOIICHA TOAUIIHET
IUTaHa WHCTIEKIN]CKOT Haa30pa MPOLICHH Jia je
PH3HK BHCOK MM KPUTHYAH WITH [IPOMEHE
OKOJIHOCTH; KaJia TakaB HaJ30p 3aXTeBa Ha[3UpPaHU
cy0jekar; paau crpedyaBarma 00aBJbarba AeIaTHOCTH
1 BpIIEHa AKTHBHOCTH HEPETHCTPOBAHUX
cy0jekara; 1Mo 3aXTEBY jaBHOT TYXHOIIa; KaJia ce
MOCTYTIA [0 TMPEICTaBLH PABHOT WK QU3UIKOT
JHIA; KaJia JPYrOCTeleH: OpraH MPeKo HHCIEKIHje
JOMyHbaBa MOCTYIAaK WK MOHABIbA L[E0 MOCTYIAaK
WK BETOB [1e0, & HUCY UCIYEeHH YCIOBH 32
JOIYHCKH MHCIEKIN]CKU Ha30P.

Banpenan HHCIIEKIN]CKH HAA30p I10 3aXTEBY
HaJ3UpaHor cyOjexTa Moke outH yTBphyjyhn, koju
ce BpIIX KaJa je HOTPeOHO YTBPAUTH HCIYEHEHOCT
MIPOMUCAHKX YCIIOBA HAKOH YHjeT UCIYhebha
HA/I3UPaHu cy0jeKar CTHYe MpaBo 3a MOYeTaK paja
i 06aBIbarba eNaTHOCTH, BPIISHha aKTHBHOCTH
W OCTBAapHBambe ofipel)eHor mpasa, y CKIamy ca
MOCEOHUM 3aKOHOM, WK TOTBpYyjyhu, Koju ce
BpIIY KaJia HaJ3MpaHH cy0jeKaT moJHece 3axTeB 1a
ce MOTBP/IN 3aKOHUTOCT U 6e30eTHOCT MOCTyNama y
BpLIEHY oJpel)eHor npaBa WK U3BpLICHY
onpehene obaBese, OMHOCHO Y lETOBOM
MOCIIOBAY.

MemoBHTH UHCIIEKIMjCKH HaI30P BPIIHU Ce
HCTOBPEMEHO Kao PeOBaH M BAHPEAAH HAI30D KO
HCTOT HaJ3HPaHOT CY0OjeKTa, Kaja ce MpeaAMeT
PEIOBHOT ¥ BAaHPEAHOT MHCIIEKIM]CKOT Ha30pa
JETMMHUYHO WITH y IIETOCTH MOKIIANajy WK CY
MOBE3aHH.

KOHTpOJTHH MHCTIEKIINjCKH HAA30p BPIIU CE& PAn
yTBpljuBama U3BpIIIEHa Mepa Koje Cy MpeioKeHe
WM HAJIOYKEHE HAJI3UPAHOM CYDjeKTy y OKBUPY
PEIOBHOT HJIM BAHPEIHOT MHCIIEKIMjCKOT HA30pa.
JIOmyHCKY MHCIEKIHjCKU HA30p BPIIIH CE IO
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CIIy’k0€HO] Ty>KHOCTH WJIM TIOBOJIOM 3aXT€Ba
HaJ[3UpaHOT Cy0jeKTa, paau yTBphiBama YNmHEHHIA
KOje Cy 0J] 3Hauaja 3a HHCHEKIMjCKU HaJ[30P, a Koje
HHCY YTBpl)€HE Y PEZIOBHOM, BaHPEITHOM,
MEIIOBHTOM HIJIM KOHTPOJIHOM HHCIIEKIIH]jCKOM
HaJ30py, C THM JIa C€ MOXKE M3BPILHUTH CaMo jeJaH
JOIYHCKH WHCTIEKIU]CKH Ha30p, Y POKY KOjH HE
Moke OuTu xyxu on 30 qaHa o OKOHYama
PEIOBHOT, BAHPEIHOT MJI KOHTPOJIHOT
HMHCHEKI]CKOT HaJ130pa.

OO6MIM MHCTIEKIH]CKOT Haa30pa

Unan 7.

WHcnexnujcku Han30p, mpeMa 00Ky, MOXKe OUTH
TEPEHCKH U KaHIeJapHjCKH.

TepeHCKH MHCIEKIIMjCKU Ha30p BPLIX CE U3BaH
CITy’)kOCHUX POCTOPHja MHCIEKIIUje, Ha NIy MeCTa
1 CacTOjH ce O] HEIIOCPEIHOT YBU/IA Y 3eMJBHUILTE,
o0jekTe, IOCTpojerba, ypehaje, mpocTopuje, BO3HIa
U Ipyra HaMEeHCKa IPEeBO3Ha CPEACTBA, IPEAMETE,
poOy ¥ Apyre MpeaMeTe, akTe U TOKyMeHTalu]jy
HA/I3UPAHOT Ccy0jeKTa.

Kannenapyjcku MHCIEKIIN]CKU HAZ30D BPILIH Ce Y
CITy’)kOCHUM MIPOCTOpHjaMa HHCIIEKIINj€, YBUIOM Y
aKTe, MOJIaTKe U JOKYMEHTAI]y HaJA3UPaHOT
cy0OjexTa.

[IpaBa 1 Ay>KHOCTH Ha3UPAHOT CyOjeKTa

Unan 20.

Hamsupanu cy0jexTn uMajy jeHaKa mpaBa u
o00aBe3e y HHCIIEKIIH]CKOM HaI30pY, IMITO YKIbYUyje
¥ TIPaBO JIa MHCTIEKIIHja jeTHAKO MOCTyIa Y HCTUM
WM OUTHO CIIMYHHUM CHTYyallljamMa IpeMa CBUM
HaJI3UpaHuM CyOjeKTHMa.

Hayzupanu cyGjexar y NoCTyNKy HHCIEKIHjCKOT
Ha30pa UMa MpaBo: aa Oyne yrnosHat ca
HPEIMETOM U TPajarbeM MOCTYIIKA, HAJIOTOM 32
I/IHCHCKL[I/IjCKI/I HaA30p U APYIr'UM aKTUMa JOHETUM Y
MOCTYIIKY; 1a Oy/ie YIIO3HaT ca paBiMa 1
JY)KHOCTHMA KOj€ UMa y BE3U Ca MHCTIEKIIH]CKHM
HaJ30pOM; Jia Ce M3jaCHH O YHEbEHUIIaMa OUTHHM 32
MOTITYHO ¥ IIPaBUJIHO YTBPhHBahe YMEEHUIHOT
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cTama 1 NOHyheHNM JOoKa3uMa; 1a y4ecTByje y
n3Bohemy o0Ka3a, M0CTaBJba MUTamka CBEI0IIMA U
BEIUTAIIMa, H3HOCH YHICHUIIE KOje Cy O] 3Hauaja
3a MHCTICKIIN]CKH Ha30p; Jla IpeuIaxke JoKa3e ’
H3HOCH TpaBHE TBPAE; 1a 3aXTeBA IIPEBEHTHBHO
JIeNIOBAK-E; /1 YO30PpU HHCIIEKTOPA Ha TajHOCT
vHpOpMaIHja KOje My YMHH JOCTYIIHUM; Ja yKaxe
Ha HE3aKOHUTOCTH y MOCTYIIKY U Jla 3aXTeBa 1a ce
OHE OTKJIOHE; Ja 3aXTeBa HAKHAIy IITETe Koja My je
NIPOY3pOKOBaHa HE3aKOHUTUM HHCIIEKIIH]j CKUM
HaJ30pOM.

AXO BHIIIEe MHCTICKIIMja BPIUIX 3ajeAHHYKH HAI30D,
HaJ3UpaHy cyOjekaT MMa IPaBo J1a HHCIEKTOPY
YCKpaTH JaBambe IoJaTaka 1 u3jasa Koje je 1ao
JETHOM OJ1 HHCIIEKTOPA Y TOM HaJ30pYy.

Hamzupanu cy6jexar uma npaBo a HHCIEKTOPY
YCKpaTH JaBarbe MojaTaKa 1 U3jaBa o MpeaMeTy
paHHje U3BPLICHOT HAaZ30pa, OCHM aKo Cy Ce TH
NoJIaly y Mel)yBpeMeHy IpOMEHMIIHN, Kao U Kaja je
JlaBambe IoJlaTaka HeolX0/IHO pay Ipey3uMama
XHTHUX Mepa pajy ClipevyaBama WM OTKIAmhamba
OMACHOCTH 110 JKHBOT WJIH 3PABJbe JbYH, )KUBOTHY
CpeIUHY WM OWJBHH MITH )KUBOTHESCKHU CBET.

Kana je ypenno obaBemren o npencrojehem
HHCTIEKIIN]CKOM HA/I30pY, HaI3upaHH cy0jeKar
JIy’KaH je 7a Oy/ie MprCyTaH Ha MECTY BpIICHa
HaJ130pa, OCUM aKO II0CTOj€ HApOUHTO ONpaBJaHe
OKOJIHOCTH KOj€ Tra Y TOME CIIPeYaBajy, O ueMy je
Jy’KaH Jia 6J1JaroBpeMeHO Ha MoJIecaH HaunH
00aBeCTH HHCIICKIIH]Y.

AKo Ha/I3UpaHu cy0jeKar KOjH je YpeIHO
obaBemTeH 0 npencTojehemM nHCIeKIjcKoM
HaJ30py He Oyze MPUCYTaH Ha MECTY BpILICHA
Ha/130pa, a He TI0CTOj€ OKOJIHOCTHU U3 CTaBa 5. OBOT
4JIaHa, MHCTICKIHjCKH HaA30p Ce BPILH y IPUCYCTBY
CITy>KO€HOT WIIH JIPYTOT JINLA KOje Ce 3aTeKHE Ha
MECTY BpLICHa HHCIEKIHjCKOT Haa30pa.
Haysupanu cyGjexar ayxaH je 1a MHCIEKTOPY KOjH
MY IpeJOYH CIy)KOSHY JIETHTUMALN]Y U yPY4H
HAJIOT 3a MHCIIEKIHM]CKH Hal30p, Kaja je OH M37aT,
OJTHOCHO KOjH IIOCTYITH y CKJIay ca 4iaHoMm 18. ct.
8.1 9. oBor 3akoHa, oMoryhu HecMeTaH
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MHCHEKIH]CKU HaI30p, IITO MoJpa3yMeBa HAPOUUTO
Jla: CTaBH Ha pacroJiarame oArosapajyhn pagan
IIPOCTOP 3a TEPEHCKU HA/I30p; 00e30eu yBUA Y
MIOCJIOBHE KIHHTE, OIIIITE U MOjeANHAYHE aKTe,
eBHICHIINj€, H3BEIITaje, yrOBOpE, IPUBATHE
HCTIpaBe U APYTY JOKYMEHTAIH]y HaJ3HpaHOT
cy0jexTa oJ] 3Ha4yaja 3a MHCIIEKIMjCKH HaJ[30p, a y
001Ky y KOjeM uX Iocenyje U 4yBa; oMmoryhu
MIPUCTYI JIOKAIMjH, 3eMJBUINTY, 00jeKTUMA,
TIOCJIOBHOM U JIPYyroM HeCTaMOEHOM IIPOCTOpY,
MOCTPOjemUMa, ypehajuma, onpemMu, mpudopy,
BO3WJIMMA M APYTUM HAMEHCKHM IIPEBO3HUM
CpPEe/ACTBHMA, IPYTUM CPEICTBUMA pajia,
MIPOU3BOJNMA, IIPEIMETHMA KOJU CE CTaBJba]y Y
MIPOMET, poOHU y IPOMETY U APYTUM IpeaMeTHMa
KOjuMa 00aBJba IEIATHOCT WM BPIIN aKTUBHOCT,
Kao ¥ APYTUM TpeaMeTHMa Of 3Hadaja 3a
HHCIICKIU]CKH HaJ130p; OJaroBpEeMEHO MPYKU
MIOTITYHE U TauHEe IOJIaTKe KOjH Cy My JOCTYIIHH, a
aKo HEIITO OJ] TOTa He MOXe — J1a Pa3jIore 3a To
IICaHO 00Pa3II0KH HHCIIEKTODY.

Hamsupanu cy0jexar ayxaH je 1a ce Ha 3aXTeB
HMHCHEKTOPA YCMEHO WJIM ITICAHO U3jacHH O
IIpeMETY HaI30pa.

Hamsupanu cy0jexar gyxaH je 1a HOITyje
HHTETPUTET U CITy>KOEHO CBOjCTBO MHCIIEKTOPA.
Hansupanu cy6jexar uMa u pyra npasa 1 o0aBese
yTBpljeHe OBUM H APYTUM 3aKOHOM.

Ognamhema HHCIIEKTOpPa pajau YTBphHuBama
YHHCHUNA

Unan 21.

Wucniexrop je oBnamhen aa paau yTBphuBama
YUHCHUIIA:

1) U3BpLIM YBUJL Y jaBHE HCIPABE M MOJATKE U3
perucrapa u eBUJCHILH]ja KOje BOJIE Ha/UICXKHH
Jp>KaBHU OPTaHH, OPraHN ayTOHOMHE MTOKPajuHe U
OpraHy jeJIMHHUIIE JOKAIHE CaMOYIIPaBe U JIPYTH
HMMAOIH jaBHUX OBJIAIINEerha ako Cy HEOIXOIHH 32
WHCIICKIN]CKH HAaJ[30p, a HHje MOTa0 Ja MX MpHOaBH
TI0 CITY’KO€HO]j Ty>KHOCTH, U J]a MX KOIINPA, y CKIaTy
ca 3aKOHOM;
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2) U3BPIIM YBUJ Y JIUYHY WIH APYTY jaBHY UCIIPABY
ca otorpadujom koja je mogodHa Ja ce
naeHTUdUKY]y oBamheHa JIMna y Haq3upaHoM
cy0jeKTy, IpyTa 3aloclieHa WM paJHO aHTa)XKOBaHa
nmna, GU3NYKa JUIa Koja cy HaJa3upaHu Cy0jeKTH,
CBEIOLH, CITy)XOeHa JIMIa ¥ 3aMHTEPEeCOBaHa JIMIIA,
Kao M (u3MYKa JIuIa 3aTeUeHa Ha MECTY HaJ30pa;
3) y3uMa nHcaHe U YCMEHE HM3jaBe HaI3UpaHUX
cy0jexara — GU3MYKUX JIUIA U 3aCTYITHHUKA,
OJTHOCHO OBJAIINEHNX JINNA Y HaJ[3UPAHOM CyOjeKTy
— MPaBHOM JIMILY ¥ JPYTUX 3aIIOCICHUX WM PAJHO
AQHT2KOBAHUX JIMIA, CBEIOKA, CITY)KOSHNX JIHLA 1
3aMHTEPECOBAHMX JIMIIA, U J]a X [I03MBA 12 J1ajy
M3jaBe O MATakbUMa O]l 3Ha4yaja 3a HHCTICKLIN)CKH
Haz30p;

4) HaNOXM Ja My ce y oJpel)eHoM poKy cTaBe Ha
YBHJ[ IIOCJIOBHE KEbUTE, OILITH H TI0j¢AHNHAYHH aKTH,
eBHICHIIMjE, YTOBOPH U JIpyra JOKyMeHTaluja
HA/I3UPAHOT Cy0jeKTa O] 3Ha4Yaja 3a HHCTICKIIN)CKH
HAJ/I30p, a y O0JINKY y KOjeM HX HaJ3HpaHH CyOjeKaT
Moce/1yje ¥ 4yBa;

5) Bpum yBubhaj, OTHOCHO TIpeTIieia u MpoBepaBa
JIOKAIH]y, 3eMJBHIITE, 00jeKTe, MOCITOBHH U JPYTH
HecTaMOeHH IPOCTOp, OCTpojemka, ypehaje,
onpemy, Npr6op, BO3MJIa U Ipyra HAMEHCKa
IPEBO3HA CPEACTBA, IPyra CpeCTBa paja,
MIPOM3BOJIE, MPEAMETE KOjH CE CTaBJbajy Yy MPOMET,
poOy y IpoMeTy U Apyre mpeaMere KojuMa 00aBiba
JIeTTaTHOCT WJIM BPIIH aKTUBHOCT, Ka0 M JIpyre
TpeaMeTe OJ1 3Ha4Yaja 3a MHCIEKIIN]CKH Hall30D;

6) y3Me moTpeOHe y30pKe paan lBHXOBOT
UCIUTHBaWa ¥ yTBphUBaba YHICHUYHOT CTamba, y
CKJIaJIy ca IOCEOHUM 3aKOHOM M IPOTUCHUMA
JIOHETHM Ha OCHOBY 3aKOHa;

7) pororpaduie 1 cHUMH TPOCTOP Y KOME CE BPIIH
MHCTIEKIH]CKH HaJ[30p U JPYTe CTBAPH KOje Cy
npeaMeT Haa30pa;

7a) 06e36emu q0Ka3e;

8) mpeaysme aApyre pajme paau yrBphuBama
YHEEHUYHOT CTakba peMa OBOM U I0CeGHOM
3aKOHY.

Axko Ha/3HUpaHu cyOjexar 00aBiba AEITaTHOCT MPEKO
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OpraHU3allMOHUX jeINHHLIA Y CBOM CacTaBy Koje ce
HaJla3e Ha pa3IHIUTHM aJpecama, HHCIEKIH]CKI
HaJ30p y HOTIeNy 3ajeJHNUKNX eJeMeHaTa
II0CJIOBAaKa WX ITOCTYIIAkbha M YHYTPAIIBIX
IIpaBHJIA, ONIITHX aKaTa ! Ipoleca Haa3upaHoT
cy0jeKTa BpLIM MHCIIEKIINja HaJJIe)KHA ITPeMa MECTY
Ce/IUINTa TOT HaA3HPAHOT Cy0jeKTa.

V BplIeHkY MHCIEKIU]CKOT Haa30pa pemMa
OpTraHU3aIMOHO] jeAUHUIN HaJ3UPAHOT CyOjeKTa U3
cTaBa 2. OBOT WIaHa, HHCIICKIIMja HaUIe)KHa 3a
HMHCHEKIH]CKU HA/[30p HAJl ITOCIOBAmhEM
OpraHM3alMOHE jeIMHULE TY)XKHA je 1a TPHOaBu
nojaTke U nHGopMaIyje o 3ajeTHHIKUM
eJIeMEHTHMa [0CIIOBaba WIIH TOCTYNAba,
YHYTPAIIbUM NPABHINMA, ONIITHM aKTUMa U
MpOIIECUMa OBOT Cy0jeKTa 0]l HHCIIEKIH]je
HaJJIe)KHE PEMa MECTY CEIMILTA TOT HaJA3UPaHOT
cy0jexra.

VY cnydajy HeyjenHaueHOT MOCTyIamka HHCIICKIHje
WY BUILIE MHCIEKIMja Y BPIICHY MHCIIEKIIH]jCKOT
HaJ30pa IpeMa OpraHu3aluoOHNM jeANHALIIMA
HA/I3UPAHOT cy0jeKTa U3 cTaBa 2. OBOT WiIaHa, OBaj
cy0jexar, OTHOCHO WHCIIEKIIHja MOXKE J1a 3aTPaKH
aKT O PUMEHH TIPOIIca O] Ha/UTSKHOT OpraHa MIIN
OopraHu3aluje.

WHcnekrop ce crapa 0 TOMe J1a BPIISHEM CBOjJHX
opiamhema He OMeTa peloBaH MPOLEC paja,
OJTHOCHO 00aBJbama JCIaTHOCTH M BpILICHA
AKTHMBHOCTH HA/I3UPAHOT Cy0jeKTa.

HcToBeTHOCT KOTIHja M OpUTHHANA JOKYMEHTAIH]e
HA/I3UPAHOT cy0jeKTa MOTBphyje HaI3upaHu
cy0jexar CBOjUM MEYaTOM U TOTIIHCOM.

MunucTap HaIexaH 3a oAroBapajyhy obmact
MHCTIEKIMjCKOT HaJ30pa, OJHOCHO MMaJall jaBHHUX
oBnamhema KOju BPIIH HHCIIEKIHjCKH HA30D Y
onpelenoj obnactu, opnamrheH je na 6amxe ypenu
YCJIOBE M HAYUH y3UMama U UCIIUTHBamka y30paKa.

33.3.

When exercising their powers under paragraph 2,
point (d), (e) or (f), the competent authorities shall
state the purpose of the request and specify the
information requested.

3.16.1.
3.16.2.

Haor 3a MHCTIEKIIMjCKH HAA30p

Ynan 16.

PykoBoaualy HHCIEKIHUje WK JHIE KOje OH
OBJIaCTH M3/1aje MMCAHN HAJIOT 32 MHCHEKIIHjCKU

Iy

MmriemMeHTalMja OBUX
ozipendu je ocurypana
NPUMEHOM HHCHEKTOPCKUX
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HaJI30p.

Haror 3a HHCHEKIMjCKU HAJ[30p Caap KU: TOJAaTKE O
HMHCHEKIHjH; TI0JJaTKe O HHCIEKTOPY MU
HMHCIEKTOpPHMa KOj! BpIIe MHCIIEKIMjCKH Ha30p ca
OpojeBuMa CITyOEHHX JIETUTUMAIIN]a; TTOAATKE O
HA/I3UPaHOM CYOjeKTy WU Cy0jeKTHMa aKo cy
MIO3HATH, a aKO TH TIOJIAIM HUCY MTO3HATH, OJJHOCHO
aKo Huje Moryhe yTBpAUTH Hai3upaHe Cy0jeKTe HWiIH
j€ BHUX0B Opoj MPeBErK — oAroBapajyhe mosxHare
uHpOpMaIHje 0] 3Ha4aja 3a ojpeheme cy0jeKTa,
OJIHOCHO Cy0jekaTa KoJ Kojux he ce BpIIUTU HaJ30p
(HOp.: BpCTa AENIATHOCTU WM aKTHBHOCTH,
TEPUTOPHjATHO TOAPYYje, IOKaluja 00jeKTa, BpCTa
po0e niu mporsBoaa, OTHOCHO YCIyra UT/.);
MIPaBHU OCHOB WHCIICKIIN]CKOT HaJ30pa; HaBoheme 1
KpaTKo 00jalImemhe BpeTe U 00IMKa HHCTICKIH]CKOT
HaJ30pa; MPOLEHEeHH PU3KK; IPen3aH U jacaH
OIUC IpeIMeTa HHCIIEKIMjCKOT Haa30pa;
TUIAHUPAHO TPajake MHCIEKIHjCKOT Haa30pa (IaH
MoYeTKa ¥ OKOHYama HaJ30pa); pasyore 3a
H30CTaBJbamke 00aBEIITeHa, aKO 1OCTOoje; Opoj,
BpEME U MECTO M3/1aBama; MOTIHC U3/1aBaolia
HaJIOTa; MevaT, Kaja je To HoTpebHO mpema
obenexjuMa mpeaMeTa HHCIIEKIH]CKOT Haa30pa.

opnamhema Ha OCHOBY 3aKOHa
0 WHCIICKITH]CKOM HAJI30py.

33.4.

Member States shall ensure that the competent
authorities, when exercising their enforcement
powers in relation to important entities, have the
power at least to:

(a)issue warnings about infringements of this
Directive by the entities concerned;

(b)adopt binding instructions or an order requiring
the entities concerned to remedy the deficiencies
identified or the infringement of this Directive;

(c)order the entities concerned to cease conduct that
infringes this Directive and desist from repeating
that conduct;

(d)order the entities concerned to ensure that their

1.48.
3.25.
3.26.
3.27.
3.28.

Ognamhema HHCTIEKTOPA 32 HHPOPMAIHOHY
6e30enHOCT

Unan 48.

Hucnexrop 3a undopmanmony 6e30eaHOCT je
oBnanrheH Jia y OCTYyIKy cripoBoljera Haa30pa,
MopeN Hajlarama Mepa 3a Koje je opnamhen
HHCIEKTOP y MOCTYIIKY BPIIEHha HHCIIEKIIN]CKOT
Haa30pa yTBpheHux 3aKOHOM:

1) HaOXM OTKIIAkame YTBPHEHUX HEMIPABHIHOCTH
1 33 TO YTBPH pa3yMaH POK;

2) 3abpanu Kopumheme TOCTymaka i TEXHHIKUX
Cpe/icTaBa KojuMa ce yrpokaBa MM HapyllaBa
uHpopMaIona 6e30eIHOCT U 3a TO OCTaBU POK;
3) 3axteBa ox oneparopa UKT cucrema ox
noceOHOTr 3Hauaja J1a 3BPIIN CKeHUpatbe,
KOH(UTYpaIHjy U IeHeTpannoHo tectupame KT
cucTeMa y HJby YTBphHBarba eBeHTyaHIX

nmy

NmmnemenTamuja oBux
ozpendu je ocurypana
MPUMEHOM HHCIIEKTOPCKHX
oBnamhiema Ha OCHOBY 3aKOHA
0 MHCIIEKIHjCKOM HAJ30Py.
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cybersecurity risk-management measures comply
with Article 21 or to fulfil the reporting obligations
laid down in Article 23, in a specified manner and
within a specified period,;

(e)order the entities concerned to inform the natural
or legal persons with regard to which they provide
services or carry out activities which are potentially
affected by a significant cyber threat of the nature
of the threat, as well as of any possible protective
or remedial measures which can be taken by those
natural or legal persons in response to that threat;

(Horder the entities concerned to implement the
recommendations provided as a result of a security
audit within a reasonable deadline;

(g)order the entities concerned to make public
aspects of infringements of this Directive in a
specified manner;

(h)impose, or request the imposition by the relevant
bodies, courts or tribunals, in accordance with
national law, of an administrative fine pursuant to
Article 34 in addition to any of the measures
referred to in points (a) to (g) of this paragraph.

0e30eTHOCHHUX PamUBOCTH, a Y CKJIaqy ca IPOLEHOM
pU3HKa;

4) HaNOXH 1A HaI3UPaAHU CYOjeKT yIHHH
JOCTYITHHM jaBHOCTH MH(OpMaIHje Koje ce THIy
HETIONITOBara OAPea0H OBOT 3aKOHA, a 3a Koje
MOCTOjY ONPaBAaH UHTEPEC JaBHOCTU Ha yTBpHEeHH
Ha4uH;

5) HaJOXH J1a HaA3upaHu cy0jeKT oApeaH JHLe ca
TadHo yTBpheHum opnamthemnma koje he y
yTBpieHOM BpEeMEHCKOM IIepHOy HaJ3UpaTh U
IIPaTHTH yCarlaleHoCT ca oapendama 0BOr 3aKOHa
1 HAJIOXKEHUM Mepama.

Mepe ynpaBibeHe IpeMa HaI3UPaHOM CYOjeKTy U
BHX0Ba CPa3MEPHOCT

Unan 25.

Hamsupanom cy0jekTy HHCIIEKTOp MOXxe u3pehu
yIIpaBHY Mepy, U TO IPEBEHTUBHY Mepy, Mepy 3a
OTKJIabake¢ HE3aKOHUTOCTH, II0CEOHY Mepy
HapenOe, 3a0paHe WX 3aIUIeHe UK Mepy 3a
3aIITHTY NpaBa Tpehux nauma.

VIHCTIeKTOp M3pHYe OHE Mepe Koje Cy Cpa3MepHe
MPOLICHbEHOM PH3UKY U OTKPHBEHUM, OJJTHOCHO
BEPOBATHUM HE3aKOHHTOCTHMA U IITETHHUM
MOCJIeANLIAMA, TaKO J]a CE PUZHUKOM JIETIOTBOPHO
yIpaBiba, U KOjHMa Ce HajIIOBOJHHH)E 1O
HaJI3UPaHOTr Cy0jeKTa IOCTKY LIMJb M CBPXa 3aKOHA
U IPYTOT MPOIHCa.

WHcnextop ce 06aBe3HO cTapa 0 TOME Jja Mepe U3
cTaBa 2. OBOT WwiaHa Oyay cpa3MepHe eKOHOMCKO]
CHAa3M HAJI3UPAHOT Cy0jeKTa, /1a ce ’UXOBE IITETHE
MOCJIEAANLIE CBEAY Ha HajMamky MepY U HACTaBH
OJIP’KHBO TIOCIIOBAE H Pa3BOj HaJ3HPAHOT
cy0jekTa.

[IpeBeHTHBHE Mepe

Ynan 26.

MHucnextop y 3anucHuKy ofpelyje oarosapajyhe
MIPEBEHTHUBHE Mepe, aKo je TO MOTpeOHO 1a Ou ce
CMPEYHO HACTAHAK HE3aKOHUTOCTH M IITETHHUX
nocieanna. AKo HaJ3UpaHH cyOjekar He OCTYIN
I10 MPEBEHTHBHUM Mepama oapeheHnM y
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3aMCHUKY, HHCIIEKTOP U3PHYE TE MEPE PEIICHEM.
[IpeBeHTHBHE Mepe jecy:

1) yo3opaBame HaJ3UpaHOr Cy0jeKTa O FerOBUM
obaBe3ama U3 3aKOHA M APYIHX MPOIHCa, Kao 1 O
MPONKCAHKUM paJibaMa U Mepama YIIpaBJbeHUM
IpeMa HaJI3UPaHOM CYOjeKTy U CaHKIFjaMa 3a
MOCTYIakba CYIPOTHA THM 00aBe3aMa;

2) yKazuBame Hal3UPaHOM CyOjeKTy Ha MOryhHOCT
HACTYIama ITETHHUX ITOCJISIHUIA HErOBOT
TI0CJIOBAaA WIN MTOCTYIAba;

3) HaJarame HaJI3UPaHOM CY0jeKTy Mpeay3uMama
WM y3[pXKaBamba o oapeheHuX pajmy paau
OTKJIamama y3pOoKa BEpOBATHUX MITETHUX
MocJeana, Kao U oarosapajyhux mepa
MPEJOCTPOXKHOCTH Y [IUJBbY CIIpeyaBarba HACTAHKa
MOTYHHX IITETHUX MOCIIEAULA;

4) npyre Mepe KojuMa ce IOCTHKE IPEBCHTHUBHA
yJI0Ta MHCIIEKIM]CKOT Ha/130pa.

IpeBeHTHBHE Mepe MOT'y ce u3pehin U Hermo3HaTOM
Cy0jeKTy HHCIIEKITH]CKOT Ha130pa.
HepeructpoBanom cy0jekTy ce He Moxe uspehu
MPEBEHTHBHA Mepa.

Mepe 3a OTKIamame HE3AKOHUTOCTH

Yau 27.

AKO OTKpHje HE3aKOHUTOCT Y TIOCIOBAY HITH
MOCTYIaky HAJA3UPAHOT CY0jeKTa, HHCIICKTOP MY
yKa3yje Ha He3aKOHUTOCT U OITIOMHUELE T'a 300T TOra,
y CKJIaay ca opnamhemrMa NPOMHCaHUM Y
MoceOHOM 3aKOHY HallaKe MM Mpeyiake Mepe 1
0CTaBJba MPUMEPEH POK 32 OTKIIAHAKE
HE3aKOHUTOCTH M IITETHUX ITOCIIEINIA U
HCIyHhaBamke MIPONHCaHUX 00aBe3a, M TO YHOCH Y
3aMMCHHK O MHCTIEKIIMjCKOM Haa30py.

Hamsupanu cyGjekar qyxaH je aa mucaHo o6aBecTu
MHCIIEKTOpPa O TOME /13 JIH j& Y OCTaBJLEHOM POKY
npeny3eo Mepe Koje Cy My HaJloXeHe, OJTHOCHO
MPeAI0KeHe, OTKJIOHHO HE3aKOHUTOCT U IITETHE
MOCJIeINIIE U UCITYHHO TPOTIHMCcaHe 00aBe3e, U ako
jecTe — MHCIIEKTOP OKOHYAaBa MOCTYIAK Y CKIaay ca
qjaHoM 37. cTaB 2. OBOT 3aKOHA.

Panu yrBphuBama na nu cy OaroBpeMeHo
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Ipey3eTe HaJlOXKeHe, OTHOCHO MPEUIOKEeHE Mepe,
HE3aKOHUTOCT M IITETHE MTOCJISIUIE OTKIOmhEHE H
Ipornrcane 00aBese HCIymheHe, HHCIIEKTOP je
oBiamrheH J1a 0/ Ha3UPaHOT CyOjeKTa TpaxH J1a y3
obaBemTene U3 cTaBa 2. OBOT WIaHa MPHIIOKA
JOKYMEHTALHjy, OTHOCHO APYTU MaTepujai
(poTorpaduje u ap) U3 Kora je BUIIBHUBO Ja Cy
yTBpl)eHa HE3aKOHUTOCT M H-CHE IITETHE MOCIIeIHLIE
OTKJIOHCHE, a IponHucaHe 00aBe3e HCIyHCHE.

AKo HaJ3upaHU cy0jeKaT y OCTaBJbEHOM POKY He
npey3Me Mepe Koje ¢y My HaJlo)KeHe, OTHOCHO
MIPEe/IOKEeHe, He OTKJIOHH HE3aKOHUTOCT U LITETHE
HOCIIEAAULIE U He HCITyHH IIpoNucane obasese,
MHCIIEKTOP JOHOCH PEIICH-E KOJUM H3pHUE Mepe 3a
OTKJIakak¢ HE3aKOHUTOCTH U IITETHUX MOCIIEIULA
U UCITyHhaBarbe MPOIMICaHUX 00aBe3a.

WHcnekTop Moxe 0e3 ofy1arama JOHETH PeLiehe
KOjHMM H3pHYe Mepe 33 OTKJIambamke He3aKOHUTOCTH,
0e3 MPeTXOHOT YKa3UBamha Ha HE3aKOHUTOCT U
OCTaBJbaka POKA 33 OTKJIababe HE3aKOHUTOCTH U
IITETHUX MOCIEHIA U UCITYHhaBake IPOITHCAHNX
o0aBe3a, aKko TO HaJla)ke HEOMXOAHOCT
npeay3uMamba XUTHUX Mepa paji CIpedaBarmba HiIn
OTKJIabamba HEMoCpeHE OMACHOCTH 10 )KHBOT MITH
31IpaBJbe JbY/H, )KUBOTHY CPEAUHY WM OMIBHH HIN
JKHUBOTHEGCKH CBET.

WHcnekrop Moxke ncroBpeMeHo u3pehu Bumie mepa
32 OTK/Iambake HE3aKOHUTOCTH.

[Tocebre Mepe Hapende, 3a0paHe U 3arIeHe

Unan 28.

AKko Ha/;3UpaHu cy0jeKaT He OTKIIOHH HE3aKOHUTOCT
Y OCTaBJBEHOM POKY, HHCIIEKTOp je oBiantheH ma
JIOHECE PElIeHE U U3PEKHE MEPY KOjOM, /10
OTKJIambarba He3aKOHUTOCTH, HA/I3UPAHOM CYOjeKTy
3abpamyje 00aBbame JeTaTHOCTH WM BPLICHE
aKTHBHOCTH HJIU 3aIlIelYje IOKyMEHTALHjy, poly u
Jpyre MpeaMeTe KOjHu Cy HaJ3HpaHOM Cy0jeKTy
TIOCITY)KHITH 3@ MIOBPE/y NPOIINCa WK CY THME
HACTaJIH.

Wucniexrop je oBnamhen aa, 6€3 ocTaBibama poKa
32 OTKJIamake HE3aKOHUTOCTH, H3PEKHE Mepy
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3a0bpaHe 00aBibama JETaTHOCTH WM BpIICHa
AKTHBHOCTH WJIX 3aIlJICHE MPEAMETa Hin
JOKYMCHTAIHje aKo je HeOIXOAHO Ja e, CariacHO
JICTIOKPYT'Y HHCIICKIIH]j€e, IPEIy3My XHTHE Mepe paau
CIpeyaBarba WM OTKIAmbamha HEOCPEeIHE
OIaCHOCTH T10 JKMBOT WJIH 3APaBJbe JbYH, UMOBUHY
Behe BpeHOCTH, IpaBa M MHTEPECE 3all0CICHUX
PaJHO aHra)KOBAaHUX JIMIIA, IPUBPELY, KUBOTHY
CpeauHy, OUJbHU WIH KUBOTHISCKU CBET, jaBHE
npuxoze Belie BpeAHOCTH, HECMETaH paj] OpraHa u
OpraHu3allrja, KOMyHaJIHU pej Wik 6e30€HOCT.
Wucnekrop koju 3a0paHu 00aBIbame JeTaTHOCTH
WITH BPILCHC aKTHBHOCTH MMa [TPaBO 1a Hapeau 1a
ce Ha/I3UPaHOM Cy0jeKTy 3amedaTe MOCIOBHE H
MIPOU3BOJHE POCTOPHje, 00jEKTH U JPYTH IPOCTOP
y KOMe 00aBJba IeaTHOCT MM BPILIN aKTUBHOCT
WM KOJH TOME CITYXKH, IOCTpoOjemba, ypehaju,
ornpema, pubop, CpecTBa pafa u APYTH IPEAMETH
KOjuMa 00aBJba AENATHOCT WM BPIIM aKTHBHOCT.
Wncniektop Mosxke u3pehu u apyry nocebGHy Mepy
HapenOe, 3a0paHe WK 3aruieHe (HIp. Mepa
TIOBJIaY€Hha WM OMO3MBaba MPOM3BO/A, MEpe
OrpaHHYerba, Mepa yHHIITABaba NPEAMETa, Mepa
yKIIambama 00jeKTa 1 JIp), Kaz je To oapeheno
MOCEOHNM 3aKOHOM.

33.5.

Article 32(6), (7) and (8) shall apply mutatis
mutandis to the supervisory and enforcement
measures provided for in this Article for important
entities.

1.50.
1.51.
1.52.
1.53.
3.27.

3.35

3.36.
4.42.
4.43.

Uinan 50.

Houanowm kaznoMm y uzHocy oz 50.000,00 xo
2.000.000,00 nunapa kasHuhe ce 3a MPeKpIIaj
MIPaBHO JIMIIE Koje je onepaTop npuoputetHor UKT
cucTeMa oJ1 ToCeOHOT 3Hayaja aKo:

1) HE MOCTYIH Y CKIaay ca oapeadama o
VIIACY Y €BUICHIIN]Y U3 WiaHa 9. OBOT 3aKOHA;

2) He ToHece AKT O MPOIIEHH PH3HKA U3
ynaHa 11. ctaB 1. oBoT 3aKOHa;

3) e nonece AkT o 6e36eqnocti UKT cucrema u3
ynaHa 12. ctaB 1. oBOT 3aKOHA;

4) He MpUMEHH Mepe 3alTuTe oapeleHe AKTOM o
6e36ennoctr KT cucrema u3 uiana 12. cras 2.
OBOT 3aKOHa;

5) He U3BPIIH NPOBEPY YCKIa)eHOCTH PUMEHCHUX
Mepa 13 wiaHa 12. cTaB 5. 0BOT 3aK0Ha;

6) He TOCTaBH CTATUCTUYKE MOJATKE U3 WiaHa 25.

nmy

NmmnemenTamuja oBux
ozpendu je ocurypana
MPUMEHOM HHCIIEKTOPCKHX
oBnamhiema Ha OCHOBY 3aKOHA
0 MHCIIEKIHjCKOM HAJ30Py.
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cTaB 1. OBOT 3aKOHa;

7) He MOCTYIH IO HAJIOTy HHCIIEKTOpa 3a
nHpopMarony 06e30eIHOCT Y OCTaBJbEHOM POKY U3
ynaHa 48. craB 1. Tauka 1) oBor 3akoHa.

3a npekpimiaj U3 cTaBa 1. OBOT WiaHa Ka3Huhe ce
(PU3UYKO JIMILIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
koje je onepatop npuopuretHor UKT cucrema on
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY OJ
10.000,00 o 500.000,00 nunapa.

3a npexpiiaj u3 cTaBa 1. oBOT WiaHa Ka3Huhe ce u
OJITOBOPHO JIMIIE y IIPABHOM JIMILY HJIH OpPTaHy KOju
je onepatop npuopuretrHor UKT cucrema o
noceOHOT 3Hauaja HOBYAHOM Ka3HOM y U3HOCY O]
5.000,00 no 50.000,00 muHapa.

Unan 51.

Houanom kaznom y m3Hocy ox 50.000,00 xo
1.000.000,00 nuHapa xa3Huhe ce 3a MpeKpIIaj
MPaBHO JIHIIE Koje je oneparop BaxkHor KT
cucTeMa oJ] OCeOHOT 3Hauaja aKo:

1) He mocTymH y cKinaxy ca oapendama o yrucy y
eBHICHIINjY U3 WIaHa 9. OBOT 3aKOHa;

2) He noHece AKT O TIPOLICHH pu3nKa u3 wiana 11.
cTaB 1. OBOT 3aKOHa;

3) e nonece AkT o 6e36eqnocti UKT cucrema u3
yaHa 12. craB 1. oBOr 3aKOHa;

4) He mpUMeHH Mepe 3amTuTe oapeleHe AKTOM o
6e36ennoctr KT cucrema u3 wiana 12. craB 2.
OBOT 3aKOHa

5) He U3BPIIN NPOBEPY YCKIAEHOCTH PHUMEHEHNX
Mepa u3 4iaHa 12. cTaB 5. OBOT 3aKOHa;

6) He TOCTaBH CTATUCTUYKE MOJATKE U3 WiaHa 25.
cTaB 1. oBOT 3aKOHa;

7) He MOCTYIH 110 HAJIOTY HHCIIEKTOPa 32
uH(popMaIroHy 6e30eTHOCT Y 0CTaBJbEHOM POKY U3
ynaHa 48. ctaB 1. Tauka 1) oBOr 3aKoHa.

3a npekpuiaj U3 cTaBa 1. oBOr 4iaHa Ka3Huhe ce
(U3UYKO JHIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
koje je onepatop Baxxnor UKT cucrema ox
MOCeOHOT 3Hayaja HOBYAHOM Ka3HOM Y H3HOCY OJF
10.000,00 no 250.000,00 nunapa.

3a mpekpimiaj U3 craBa 1. OBOT WiaHa Ka3HHhe ce U
OJITOBOPHO JIMIIE y TIPABHOM JIMILY WM OPTraHy KOju
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je omepatop BaxkHor KT cucrema ox nmoceGHOT
3Ha4aja HOBYAHOM KazHOM y m3Hocy ox 5.000,00 no
50.000,00 nunapa.

Unan 52.

Hosuanom ka3zHom y uznocy oa 50.000,00 no
500.000,00 nunapa xa3Huhe ce 3a mpekplIiaj IpaBHO
nune xoje je oneparop npuopuretor UKT cuctema
01 ToceOHOT 3Hayaja aKo:

1) o uanuaentuma y UKT cucremy u3 wnana 13.
cTaB 2. OBOT 3aKOHa HE 00aBECTH OpraHe U3 WiaHa
14. ct. 1. 1o 3. oBOT 3aKOHa;

2) He 00aBeCcTH KOPUCHUKE KOjUMa MIPYkKajy yCIIyre
y ClTy4ajy MHIMICHTA KOjH MOXKE J1a N3a30Be WIIH
M3a3WBa MITETaH yTUIIA] Ha IpyKambe U Kopumheme
ycIyra y CKIIajay ca 4iaHoM 14. craB 5. oBor
3aKOHa;

3) He mocTaBsba 00aBENITEHa U H3BELITAj€ TOKOM H
HaKOH 3aBpIIIeTKa MHIMACHTA U3 WiaHa 24. oBOT
3aKOHa,;

3a npekpiiaj u3 cTaBa 1. OBOT 4iaHa Ka3Huhe ce
(M3HYKO JIHIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopuretHor UKT cucrema on
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY O]
10.000,00 mo 500.000,00 muHAapa.

3a mpekpiraje U3 craBa 1. OBOT WiaHa Ka3HUhe ce U
OJITOBOPHO JIMIIE Y IPABHOM JIMILY WJI OpraHy Koju
je onepatop npuopuretHor UKT cucrema ox
noceGHOT 3Hauaja HOBUAHOM Ka3HOM Y U3HOCY O]
5.000,00 mo 50.000,00 nunapa.

UzyserHo ox ct. 1 - 3. oBOT WiaHa, ako
(uHaHCHjCKa MHCTHTYLHja He ob0aBecTn Hapoany
6anky Cpouje o nanuaentama y UKT cucremy on
nmoceOHor 3Ha4yaja, Haponna 6anka CpOuje uzpude
TOj pUHAHCHjCKO] MHCTHTYLIUjH MEpPe U Ka3He y
CKJIa/ly ca 3aKOHOM KojuM ce ypeljyje \beHo
HOCJIOBAbE.

Ynan 53.

HoBuanoM ka3HoM y uzHocy ox 50.000,00 oo
500.000,00 nuHapa ka3Hulie ce 3a MpeKpIaj IPaBHO
nte koje je omeparop Baxuaor KT cuctema ox
MOCEOHOT 3Havaja aKo:

1) o uanunentuma y UKT cucremy u3 wnana 13.
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cTaB 2. OBOT 3aKOHA HE 00aBECTH OpraHe U3 WwiaHa
14. ct. 1. 1o 3. oBoT 3aKoHa,

2) He o0aBeCcTH KOPUCHUKE KOjUMa MIPYkKajy yCIIyre
y ClTy4ajy MHIUICHTA KOjH MOXKE J]a N3a30Be WIIH
M3a3WBa IITETaH YTUIAj Ha IpyXamke U Kopumheme
ycyra y CKiIajay ca 4iaHoM 14. craB 5. oBor
3aKOHa,;

3) He mocTaBsba 00aBEUITEHa U U3BELITAj€ TOKOM H
HAKOH 3aBpIIeTKa WHIMICHTA U3 WiaHa 24 0BOT
3aKOHa.

3a npekpiiaj U3 cTaBa 1. OBOT 4iaHa Ka3Huhe ce
(DM3HYKO JIHIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopurerHor UKT cucrema on
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY OJ
10.000,00 o 250.000,00 nunapa.

3a mpekpiraje U3 craBa 1. OBOT WiaHa Ka3HUhe ce U
OJITOBOPHO JIMIIC y TIPABHOM JIMILY WM OpTaHy Koje
je omepatop BaxxHor KT cucrema on moceGHOT
3Ha4aja HOBYAHOM Ka3HOM y m3Hocy oa 5.000,00 no
50.000,00 nunapa.

Mepe 3a OTKIIambambe He3aKOHUTOCTH

Unan 27.

AKO OTKpHje HE3aKOHUTOCT Y TIOCIIOBAhY HITH
MOCTYNaky HAJI3UPAHOT Cy0jeKTa, HHCIEKTOP My
yKa3yje Ha He3aKOHUTOCT U OIIOMHUELE Ta 300T TOTa,
y CKJIa[ly ca oBnamhemuMa MPOIHUCaHuM Y
noceGHOM 3aKOHY HaJlaXKe WJIM TIpeylake Mepe U
OCTaBJba MPUMEPEH POK 32 OTKIIAbake
HE3aKOHUTOCTH M LITETHHUX MOCIEIUNA U
UCIYHaBabe MPOITHCaHuX 00aBe3a, 1 TO YHOCH y
3aMCHHUK O MHCIEKIUjCKOM HaJ30Dy.

Hamsupanu cy0jexar gyxaH je J1a IHcaHo 00aBecTH
HHCIIEKTOPA O TOME [1a JIH j& Y OCTaBJbEHOM POKY
npeny3eo Mepe Koje Cy My HaJlo)KeHe, OJHOCHO
HpeUIoKEeHe, OTKIOHHO HE3aKOHUTOCT U LITETHE
HOCJIeMIIE ¥ UCTTYHHO MPONUcaHe 00aBe3e, 1 ako
jecTe — MHCIIEKTOp OKOHYaBa MOCTYMAK y CKIaay ca
yaHoM 37. cTaB 2. OBOT 3aKOHa.

Panu yTBphHBara 1a i cy 01aroBpeMeHo
npeay3eTe HalloXKeHe, OTHOCHO MPeUIKeHe Mepe,
HE3aKOHHUTOCT U IITETHE MOCIIEIHULE OTKIOmEHE U
nponucaHe obaBe3e HCIyHEeHe, HHCIEKTOP je
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oByaiheH J1a O Ha[3UPaHOT Cy0jeKTa Tpaky Jia y3
obaBeITene U3 cTaBa 2. OBOT WIAHA ITPUIIOKH
JOKYMEHTAIH]y, OTHOCHO JIPYTU MaTepujai
(dotorpaduje u np) U3 Kora je BUAIBHBO 1A CY
yTBpljeHa He3aKOHUTOCT U -eHE MITETHE TOCIIEINIIe
OTKJIOHCHE, a IpOoNHcaHe 00aBe3e HCIyHCHE.

AKO Ha/I3UpaHu cy0jeKar y 0CTaBJbEHOM POKY He
npeay3Me Mepe Koje ¢y My HaJIO)KeHE, OTHOCHO
NPEVIOKEHE, HE OTKJIOHH HE3aKOHUTOCT U IITETHE
MOCIIEAULIE U He HCITyHH IIponucane obasese,
MHCIIEKTOP JOHOCH PEIICHE KOjUM U3pHUE Mepe 3a
OTKJIamhah¢ HE3aKOHUTOCTH ¥ IITETHHUX TOCIIECIHIA
U HCITyHaBambe MPOIICAaHNX 00aBe3a.

WHcnekTop Moxe 6e3 ofy1arama JOHETH PeLIeHhe
KOJUM M3pHYe Mepe 3a OTKIamkamke HE3aKOHUTOCTH,
0€3 MPETXO/IHOT YKa3UBamha Ha HE3aKOHUTOCT U
OCTaBJbakba POKA 33 OTKJIAbAbE HE3AKOHUTOCTH U
IITETHUX MOCIEIHIA U UCITYHaBake IPOIHCAHNX
00aBe3a, aKko TO HaJlaXke HEOIXOAHOCT
IIpey3uMamka XUTHUX Mepa Pajay CclipedaBamba Wil
OTKJIamhamba HeMOCPEeTHEe OIIACHOCTH 10 JKUBOT YJIH
3]IpaBJbe JbY/H, )KUBOTHY CPEAUHY WM OMIBHH HIN
KUBOTUEGCKH CBET.

VIHCTIEKTOp MOYKE MCTOBPEMEHO u3pelin Bulle Mepa
32 OTKJIamake HE3aKOHUTOCTH.

3amiCHHUK O MHCIIEKIMjCKOM Haa30py

Ynan 35.

VIHCTIEKTOp CaunmbaBa 3alMCHUK O HHCIICKIHjCKOM
HaJ30py.

V 3amucHEK ce yHOCe: MOAIH U3 Hajlora 3a
WHCIIEKIN]CKH HaJ[30p aKoO je U3/aT; BpeMe U MECTO
WHCTIEKIIN]CKOT HaJ30pa, a HApOUUTO HaBoheme
OCHOBa U 00pa3II0KeHE Pa3iora Koju cy YCIOBHIHN
Jla Ce MHCTICKIIMjCKH HAA30p BPILIH BaH PaJHOT
BpeMeHa HaJ3UpaHor cy0jeKTa y cMuciy wiaHa 19.
CTaB 2. OBOT 3aKOHA; ONUC NPEIY3eTUX Paaby U
HOIHNC MPEY3eTUX TOKyMEeHaTa; Mojaiu o 6pojy
y3€THX y30paKa U Mpeyio3uMa Koje y Be3H ca
y3UMambeM y30paka Jiaje oBJIamieHo JInie
HA/I3UPAHOT Cy0jeKTa; u3jaBe Koje Cy AaTe; OIIC
JPYTHX U3BE/ICHUX J0Ka3a; 3aXTeBHU 3a n3ysehe Koju
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Cy NMOAHETH; YTBP)CHO YHMIEHUYHO CTAIbE;
KOHCTATaIlHja 3aKOHUTOT ITOCIIOBakha M OCTYyIamka
HaJ[3UPAHOT Cy0jeKTa; OIUC OTKPHBEHUX
HE3aKOHUTOCTH, Ca HaBOl)emheM JoKa3a Ha OCHOBY
Kojer je oxpehena unmennna yrepheHa u npaBHOT
OCHOBa 32 YTBp)UBame HE3aKOHUTOCTH; Mepe Koje
ce U3pHyy ca HaBohermeM IIPaBHOT OCHOBA Ha KOME
Cy 3aCHOBaHE ¥ POKOM 3a ITOCTYIAbE 110 HUMa;
oxarosapajyha obpasznoxkema; o0aBe3a Ha3UPaHOT
cy0OjekTa 1a obaBerITaBa HHCIIEKTOPA O MOCTYIIalky
10 MepaMa 1 POK 3a To 00aBeIITaBamke; MOJAIH O
MIOJIHETUM KPUBUYHMM IpHjaBaMa, IipujaBama 3a
TIPUBPETHN TIPECTYII ¥ 3aXTEBUMa 32 MOKPETAbEe
MPEKPLIAjHOT HOCTYIIKA, aKO CY IOIHETEe, OAHOCHO
U3/IaTUM MIPEKPIIajHAM HAJIO3UMa, aKo Cy U3JaTH,
OJIHOCHO, Y CKJIanay ca uwiaHoM 42. ctaB 3. oBOT
3aKOHa, HEIIOTHOLICH-E 3aXTEBa 32 OKPETAmkEe
MIPEKPIIAjHOT ITOCTYIIKA, OJHOCHO HEU3/1aBambe
MIPEKPIIAjHOT HAJIOTA; TTOJJally O APYTHM Mepama H
palnmaMa Ha Koje je HHCIIEKTOp OBIamheH, ako Cy
IIpey3eTe; PoK 3a aBame NpuMenada Ha 3aliCHUK;
HaBoheme J1a je 3aMCHUK ca Wi 0e3 mpumenada
MPOYHUTAH JIMILY KOje MPUCYCTBYje HaA30Dpy; APYTU
MOJIAIIX ¥ HABOIHM O] 3Ha4aja 32 HHCIIEKIIHjCKH
HaJ30p.

KonTposHa nucra 1 aHanu3a oarosapajyhe crpy4dse
HWHCTHUTYIH]j€, OJHOCHO aKPEIUTOBAHOT Tella YHHE
cacTaBHHU JIe0 3alMCHUKA.

OgnamrheHo JrIe HA3UPAHOT Cy0jeKTa MOXKE Ja
o/101je 1a IPHMH 3aIMCHHK, IITO HHCIEKTOP
KOHCTaTyje y MICaHOM OOJIMKY M y 3alICHUKY
HABOJH Pa3Jiore 300T KOjHX je MPHjeM 3aliCHUKA
onoujeH.

3anHCHUK Ce JOCTaBIba HA/I3UPAHOM CYOjEKTy Yy
POKy O]l 0caM JiaHa OJ] 3aBpIIETKa HHCIIEKIHjCKOT
Haz30pa.

Omiut oOpasarl 3amUCHIKA O HHCIIEKIIN]CKOM
HaJ130py HIPOMKCYje MUHUCTAp Ha/UISKaH 32
MIOCJIOBE JIP)KaBHE YIpaBe.

Ot 00pasall 3anucHAKa O WHCIIEKIIH]jCKOM
HaJ130py 32 MHCIEKIU]CKU HaJ30p U3 H3BOPHE
HAaJJIOKHOCTH ayTOHOMHE MOKPajHHE U jeANHHULIE
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JIOKaJTHE CaMOyIpaBe MPOIUCYje HaUIeKHN OpraH
ayTOHOMHE TIOKPAjHHe WIIH jeIUHNUIIE JIOKATHE
caMOoyIIpaBe.

[Tpnmen6Oe Ha 3aITMCHUK

Unan 36.

Hamzupanu cy0jexatr uma npaBo aa y IHCaHOM
00MKy cTaBu puMen0e Ha 3aIMCHUK O
MHCIICKIIN]CKOM HaA30pY, Y POKY OJ] IET PaJHHUX
JlaHa OJ] KETOBOT IIpHjeMa.

HucniexTop onemyje npuMeade, CBe 3ajeIHO U
cBaKy 3ace0HO, 1 'y Mel)ycOOHO] Be3H.

WHcnekTop Mojke IocIie Tora J1a U3BPIIN JJOMYHCKH
WHCTICKIINjCKH HAaJ30p, fa OM yTBPIUO YHEH-CHUIIC Ha
Koje ce mpuMende ogHoce.

Axo cy y npuMen0ama Ha 3alMCHUK U3HETE HOBE
YHEbEHHLIE U HOBHU JIOKa3H, 300T Kojux Tpeda
HM3MCHHUTH YHECHIUYHO CTahe KOj€ je YTBPEHO Y
3aMHUCHUKY WM APYKYHje IpaBHE U Ipyre OleHe,
HHCIEKTOP O TOME CacTaBJba JOMYHY 3alHCHHKA, Ha
KOjy ce He MO)KEe CTaBUTHU IpuMenoa.

[ocrynajyhn mo npumenbaMa Ha 3aIMCHIK,
HHCIIEKTOP MOJKE J1a U3MEHH NPE/IOKEHY WK
HAaJIO’KEHY, OTHOCHO H3PEUeHy Mepy WM Jia
OJlyCTaHe OJ1 ’e.

OnmMepaBame Ka3He

Unan 42.

KasHna 3a mpekpiaje onmepasa ce y TpaHHIlamMa Koje
Cy 3a Taj MpeKpIIaj NpOIUCaHe, a IPH TOME ce
y3UMajy y 003Up CBE OKOJHOCTH KOj€ YTUIY Ja
ka3Ha Oyje Beha min Mama, a HApOYHUTO: TEKUHA U
HOCJIeMIE TIPEKPIlaja, OKOJIHOCTH MOJ] KOjuMa je
HPEKPILaj YIUEHEH, CTEIIEH 0JIrTOBOPHOCTH
YUHHHOLIA, paHuja 0CyhUBAHOCT, JINYHE NPHIINKE
YUYMHHUOLIA U APKAKE YUIMHUOLA ITOCJIE YUUEBEHOT
HpeKplaja.

He moxe ce y3etn y 003up kKao orexanajyha
OKOJIHOCT paHHje U3pedeHa MpeKpIlajHa CAHKIIH]ja
YYHHHOLLY aKo je 0J] JaHa MPaBHOCHAXKHOCTH
OJUTYKE JI0 JlaHa JIOHOIICHha HOBE MPOTEKIIO BUILIE
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0J1 YUSTUPH TOUHE.
[Ipn onmepaBamy BICHHE HOBYaHE Ka3He y3ehe ce y
003Up ¥ IMOBHO CTamke yIHHHOLA.

YonaxaBame Ka3He

Ynan 43.

AKO ce IPHIIMKOM OJIMepaBarba Ka3He YTBPAH 12
NPEKpIIajeM HUCY IIPOY3POKOBAHE TEKE IOCICIHIIE,
a rmocroje oJakmasajyhe OKOJHOCTH Koje yKa3yjy aa
ce 1 0J1ayKoM Ka3HOM MOJKe ITOCTHhN cBpxa
Ka)KIbaBarba, [IPOINICaHa Ka3Ha ce MOXe YOIaKUTH
TaKO IITO CE MOXKE:

1) u3pehin ka3Ha uco1 HajMake Mepe KasHe Koja je
MIPONHCAHA 32 Taj MPEKPIIIaj Il HE UCIIO/ HajMamhe
3aKOHCKE Mepe Te BPCTE Ka3HE;

2) yMecTo mponucaHe Ka3He 3aTBopa uzpehn
HOBYaHa Ka3Ha WM paJl y jABHOM MHTEPECY, ajlu He
HCIIOJ] HajMambe 3aKOHCKE Mepe Te BPCTe KazHe;

3) ymMecTo nponucane Ka3He 3aTBOpa U HOBYaHE
Ka3He u3pehu caMo jeqHa o THX Ka3HU.

33.6.

Member States shall ensure that their competent
authorities under this Directive cooperate with the
relevant competent authorities of the Member State
concerned under Regulation (EU) 2022/2554. In
particular, Member States shall ensure that their
competent authorities under this Directive inform
the Oversight Forum established pursuant to Article
32(1) of Regulation (EU) 2022/2554 when
exercising their supervisory and enforcement
powers aimed at ensuring compliance of an
important entity that is designated as a critical ICT
third-party service provider pursuant to Article 31
of Regulation (EU) 2022/2554. with this Directive.

3.5.

Capajma ca IpyruM opraHuMa, IMaoluMa jaBHHX
opiamhema 1 IPaBHUM U (PU3HYKHUM JTHIIUMA

Unan 5.

Capaznma HaaJIe)KHEe HHCTISKITH]e ca APYTHM
opraHuMa Jp)KaBHe yIpase, OpraHiMa ayTOHOMHE
TTOKpAjIHE U jeINHHIIE JIOKATHE CaMOYIIPaBe,
MPaBOCYHUM U APYTHM JP)KaBHUM OpraHuMa 1
JPYTHM 3aHHTEPECOBAHHM OpTaHHMa U
opraHu3alujama ocTBapyje ce y ckiany ca
HAIJISKHOCTHMA WHCTICKITHje U O0IHIIUMa capalmbe
yTBPl)EeHUM NPOMHCHMa O JIPIKABHO] YIPABH
MOCeOHNM 3aKOHHMA.

Capanma, HapouuTo, o0yxBara MeljycoOHO
obaBenITaBame, pa3MeHy MojlaTaKa, Mmpyxarme
rmoMohu H 3ajeTHIYKe Mepe U pajmbe 0] 3Ha4aja 3a
HHCIICKIINjCKH Haa30pP.

HansnexxHa nHcHekiuja y odaBibarmby MOCIOBA U3
CBOT JIeNOKpyra yckialjyje mIaHoBe HHCIIEKI[H]CKOT
HaJ30pa M CBOT paja, pa3Mermbyje Mmoarke,
npeUiaxKe NpeTy3uMambe 3ajeJHIYKIX Mepa 1
aKTHBHOCTH OJ1 3Hauaja 3a 00aBJbae MOCIOBA
WHCIICKIN]CKOT HaJ30pa 1 Ha APYTH Ha4ywH capal)yje

Iy

NmmnemenTamuja oBux
ozpendu je ocurypana
HNPUMEHOM HHCIEKTOPCKHX
opnarhier-a Ha OCHOBY 3aKOHa
0 MHCIIEKIHjCKOM HaJ30py.
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ca IpyruM HHCIIEKIMjaMa U CyOjeKTUMa ca jaBHUM
opnamhemMa KOjH BpIle oceOHe 00ImKe Haa3opa
1 KOHTpoOJIe — paau o0aBbama 00yXBaTHHjET U
JeTTOTBOPHHUjET HHCIEKIH]CKOT Ha/[30pa M HapouuTO
panu cy30ujama AeNaTHOCTH WM aKTHUBHOCTH
HEpEerucTpoBaHMX cy0jeKara.

JIp>KaBHU OpraHH, OpraHd ayTOHOMHE MOKPajuHe 1
JEIMHUIIE JIOKAJTHE CaMOYIPaBe U MMaOLU jaBHUX
opiamhema Ty)XHH Cy, Ha 3aXT€B HHCIICKTOPA, Aa
MY y POKy oz 15 naHa o npujema 3axTeBa J0CTaBe
TpakKeHe ToJIaTKe U 00aBelITeHha KOjH Cy 3HAUajHU
3a UHCIICKIIH]jCKU HAI30D.

HannexxHa MHCHEKIMja, Y CKIIa[y ca 3aKOHOM,
capalyje ca GU3NUKUM U IPaBHUM JIUIHMA,
HAPOYMTO y IIWJbY TIPEBEHTUBHOT JIENOBaba, K0 U
yHanpehema y3ajaMHe OJITOBOPHOCTH (PU3HIKHX U
NPaBHUX JIMLA ¥ MHCIIEKIMja y IPOLeCcy IPUMEHE U
HaJ30pa HaJl IPUMEHOM Iponuca. Y TOM LUbY,
HHCHEKIMja MOKe OJpyKaBaTH NHYOpPMaTHBHE U
elyKaTHBHE TPHOHWHE M KOHCYJITaTHBHE CaCTaHKe ca
NIPeICTaBHALIMMA IPUBATHOT CEKTOPA U IPYTUM
3aHHTEPECOBAaHUM CTpaHaMa.

du3KyKa U MpaBHa JIMIa MOT'Y HHCIIEKIUjH
MOTHOCUTH MPEJICTaBKE U 3aXTEBE, U O] e
TPaKUTH MOJATKE U 00aBelITeka, Y CKIaay ca
3aKOHOM.

AKo ce y Be3H ca BpLICHEM HHCIEKIHjCKOT Hag30pa
OCHOBAaHO OYEKyje J1a HaJj3UpaHy CyOjeKar NpyKH
OTIOP WJIM CE OH MPYXXU U HHCIIEKTOPY
oHeMoryhaBa vl OUTHO OTEKaBa BPILICHE
MHCIIEKIIN]CKOT Ha/130pa, HHCIIEKTOP MOXKeE Ja
3axTeBa MOMOoh MoNHIHje M KOMYHAJTHE TIOJIHIH]e.
[Nonmuuja 1 KOMyHaIHa MOJIMIIKja IPYXajy moMoh
npeMa 3aKOHHMa KojuMa ce ypelyjy nonuuuja u
KOMYHAJTHA MOJIULH]a.

34.1.

General conditions for imposing administrative
fines on essential and important entities

Member States shall ensure that the administrative
fines imposed on essential and important entities
pursuant to this Article in respect of infringements
of this Directive are effective, proportionate and

3.27.

Mepe 3a OTKIabake HE3aKOHUTOCTH

Unan 27.

AKO OTKpHj€ HE3aKOHUTOCT Yy TI0CIIOBakbY U
HOCTYNaky HA3UPAHOT CY0jeKTa, HHCIEKTOp My
yKa3yje Ha He3aKOHHTOCT U OIIOMHEbE I'a 300T TOra,
y CKIIagy ca opnamhenMa IPONUCAHIM Y
OCeOHOM 3aKOHY HAJIXKe MM IIPEUIaxke Mepe H

Iy

MmnnemMeHTaIMja OBUX
onpendu je ocurypana
IPUMEHOM MHCIIEKTOPCKUX
osnamhema Ha OCHOBY 3aKOHa
0 MHCIIEKI[HjCKOM Ha/30py.




316

a)

al)

0)

61)

B)

r)

)

dissuasive, taking into account the circumstances of
each individual case.

0CTaBJba IIPUMEPEH POK 32 OTKIIAAbE
HE3aKOHUTOCTH Y NITETHHUX MOCIIEIUNA 1
HCITyHaBare IIPONHCaHUX 00aBe3a, U TO YHOCH Y
3aMHICHHK O MHCTICKIIHjCKOM Haa30py.

Hansupanu cy6jekar xyxaH je a micano 00aBecT!
HHCIIEKTOPA O TOME JIa JIH j& Y OCTaBJbEHOM POKY
Ipey3eo Mepe Koje Cy My HaJloKeHe, OJJHOCHO
NPEJIOKEHE, OTKIIOHHO HE3aKOHUTOCT M IUTETHE
MOCIIEANLIE U UCITYHHO NIPOIMCcaHe 00aBe3e, U aKko
jecTe — HHCIIEKTOp OKOHYaBa IMOCTYIAK Y CKIaay ca
wiaHoM 37. cTaB 2. OBOT 3aKOHA.

Panu yrBphuBama 1a i cy 01aroBpeMeHo
Ipey3eTe HaJloXKEHe, OJHOCHO NIPEUIOKEHE Mepe,
HE3aKOHHUTOCT U IITETHE MOCIIEIHULE OTKIOmEHE U
ponucane o0aBese UCIyHhEHE, HHCIIEKTOD je
oBnamheH J1a 0O Ha[3UPaHOT Cy0jeKTa Tpaku Ja y3
00aBemTene U3 CTaBa 2. OBOT WIAaHA IPUIIOKHI
JOKYMEHTAIH]jy, OAHOCHO JIPYTU MaTepujai
(otorpaduje u np) U3 Kora je BUAIBHBO 1A CY
yTBpljeHa He3aKOHUTOCT U -eHE IITETHE TOCIIEIHIIE
OTKJIOBCHE, a IponucaHe 00aBe3e UCITyHCHE.

AK0 Ha/I3UpaHu cy0jeKar y 0CTaBJbEHOM POKY HE
npeay3Me Mepe Koje cy My HaJlO)KeHe, OTHOCHO
NpeVIOKEeHe, He OTKJIOHH HE3aKOHUTOCT U IITETHE
MOCJIEAANLIE U HE HCITyHH TIponucane obasese,
HHCIEKTOP JOHOCH pelIemhe KOjUM M3pHUe Mepe 3a
OTKJIamhah¢ HE3aKOHUTOCTH U IITETHHUX MOCIIEIHIA
1 HCITyHaBambe NPOIICaHNX 00aBe3a.

Wucnekrop Moxke 6e3 oJyiarama JOHETH PelleHhe
KOJUM HM3pHYe Mepe 3a OTKIamkamke HE3aKOHUTOCTH,
0e3 MPETXO/IHOT YKa3UBambha Ha HE3aKOHUTOCT U
OCTaBJbakba POKA 33 OTKJIAbabe HE3aKOHUTOCTH U
IITETHUX MOCJIEANIA U UCITYHaBAbE MPOITHCAHUX
00aBe3a, aKo TO HaJlaXke HEOMXOAHOCT
Ipeay3MMamha XUTHUX Mepa pajy ClipevyaBamba WiIn
OTKJIamharba HeMOCPEeTHEe OMACHOCTH MO JKUBOT HIIH
31paBJbe JbYH, )KUBOTHY CPEANHY MM OMIbHU WU
JKUBOTHEGCKH CBET.

VHCTIeKTOp MOYKe MCTOBpeMeHO u3pelin Buiie Mepa
32 OTK/Iamake HE3aKOHUTOCTH.

34.2.

Administrative fines shall be imposed in addition to
any of the measures referred to in Article 32(4),

3.27.

Mepe 3a OTKIIamkamke HE3aKOHUTOCTH
Ynan 27.

Iy

MmrnnemMeHTalMja OBUX
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points (a) to (h), Article 32(5) and Article 33(4),
points (a) to (g).

3.28.

AKO OTKpHje HE3aKOHUTOCT Y TIOCIIOBAbY HITH
MOCTYMaky HaJA3UPAHOT Cy0jeKTa, HHCIIEKTOP MY
yKazyje Ha He3aKOHHTOCT ¥ OIIOMHHSE I'a 300T Tora,
y CKJIajy ca oBiamfiemhUMa IPONUCAaHUM Y
roceGHOM 3aKOHY HaJlaXKe MJIH IIpeJyIake Mepe 1
0CTaBJba IPUMEPEH POK 32 OTKIIAAbE
HE3aKOHUTOCTH M LITCTHUX MOCICINIA U
UCIYHaBakbe MPOITHCaHUX 00aBe3a, U TO YHOCH y
3aMCHUK O MHCIEKIUjCKOM HaJ30Dy.

Hamzupanu cy0jekar ayxaH je Ja mucaHo 00aBecTu
HHCIEKTOpa O TOME JIa JIU j€ Y OCTaBJbEHOM POKY
IIpeIy3e0 Mepe Koje Cy My HaJOKeHe, OJJHOCHO
MIPEe/IOKEeHe, OTKJIIOHNO HE3aKOHUTOCT M IITETHE
MOCJIEANLIC U UCITYHHO IIPONMcaHe 00aBese, u ako
jecre — MHCHEKTOp OKOHYAaBa MOCTYIAK Y CKIALy ca
wiaHoM 37. cTaB 2. OBOT 3aKOHA.

Panu yrBphuBama na nmu cy OaroBpeMeHo
IIpey3eTe HalIOXKeHe, OHOCHO MIPE/IOKEeHe Mepe,
HE3aKOHUTOCT M IITETHE MOCJISIULE OTKIOmhEHE 1
IpornucaHe 00aBe3e HCIyHheHe, HHCIIEKTOP je
oBJyaIIheH J1a OJ1 HAJ[3UPAHOT Cy0jeKTa TPaKu Jia y3
00aBemTeke U3 CTaBa 2. OBOT WIAaHA PUIIOKHI
JOKYMEHTAIH]jy, OTHOCHO APYTU MaTepujai
(poTorpaduje u ap) U3 KOTa je BUIIBHBO Ja Cy
yTBpl)eHa HE3aKOHUTOCT M H-eHE ITETHE MOCIIeIHIIE
OTKJIOH:-EHE, a PONUcaHe 00aBe3e UCITYhCHE.

AXo0 Haj3upaHH cy0jeKkaT y OCTaBJbEHOM POKY He
Ipeiy3Me Mepe Koje Cy My Hallo)KeHe, OTHOCHO
MIPEe/IIOKEeHe, He OTKJIOHH He3aKOHUTOCT U LITETHE
MOCJIEANLIE U He HCITyHH TIponucane obasese,
HHCIIEKTOP JOHOCH PEIIeHe KOJUM H3pHUe Mepe 3a
OTKJIakake¢ HE3aKOHUTOCTH U IITETHHX MOCIIEIULA
U UCITYHhaBarbe MPOMICaHUX 00aBe3a.

MHcnekTop Moxe 0e3 ofsIarama IOHETH peliehe
KOJUM U3pHUE Mepe 32 OTKJIAmhambe HE3aKOHUTOCTH,
0e3 MPEeTXOJHOT YKa3MBama Ha HE3aKOHUTOCT U
OCTaBJbama POKa 3a OTKIIAkAKEe HE3AKOHUTOCTH U
IITECTHUX MOCJICaANIIAa U I/lCl'lyH)aBaH)e MpOMrUCaHuX
obaBe3a, aKo TO HaJla)ke HEOMXOAHOCT
npeay3uMamba XUTHUX Mepa paau CrpedaBarba Wil
OTKJIabamba HEMoCpeHEe OMACHOCTH 10 )KHBOT MITH
31paBJbe JbY/H, )KUBOTHY CPEAUHY HIN OUIBHH HIN

ozpendu je ocurypana
MPUMEHOM HHCIIEKTOPCKHIX
opnamhemna Ha OCHOBY 3aKOHa
0 WHCIICKITH]CKOM HAJI30py.
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XKHNBOTHUHCKH CBET.
I/IHCHeKTOp MOKE€ UCTOBPEMEHO I/I3pehI/I BHUIIIC MEpa
3a OTKJIaEkalkbC HE3aKOHHUTOCTH.

[ToceOHe Mepe Hapende, 3a0paHe U 3arIcHe

Unan 28.

AK0 Ha/I3UpaHu cy0jeKaT He OTKJIOHH HE3aKOHUTOCT
y OCTaBJBEHOM POKY, MHCIIEKTOp je oBiautheH na
JIOHECE PELICHE U U3PEKHE MEPY KOjOM, J10
OTKJIamamba He3aKOHUTOCTH, HA[3UPAHOM CY0jeKTy
3abpamyje 00aBbambe ICIATHOCTH HIIH BPIICHE
AKTUBHOCTH WJIH 3aIlIelyje JOKyMEHTalLH]jy, poOy
Jpyre MpeaMETe KOjH Cy HaJ3UPaHOM CYOjeKTY
TIOCITYKHIIH 32 TIOBPE.Y NPOIINCA WU CY TUME
HACTaJIH.

Wucnexrop je oBnamhen aa, 6e3 ocTaB/bama poKa
32 OTK/Iamkake HE3aKOHUTOCTH, H3PEKHE MEpY
3abpaHe 00aBJbara JETaTHOCTH WIH BpIICHA
AKTHBHOCTH WJIM 3aIl/ICHE MPEAMETa Wil
JOKYMEHTAIHje aKo je HeOMXOAHO Ja Ce, CariacHO
JEIOKPYT'Y HHCIIEKIIH]je, IPEIy3My XHTHE MEepe paan
CIpeyaBarba NN OTKIAbaha HEOCPEeTHE
OMaCHOCTH T10 )KHBOT WJIH 3PaBJbe JbY/IH, UMOBUHY
Behe BpeHOCTH, paBa M MHTEPECE 3arOCICHHUX 1
paJHO aHra)KOBaHUX JIMIA, IPUBPENLY, )KUBOTHY
CpeuHy, OMJbHU WITH )KUBOTHISCKU CBET, jaBHE
npuxo/e Belie BpeHOCTH, HECMETaH paji OpraHa u
OpraHu3alrja, KOMyHaJIHU pejl Wik 6e30€IHOCT.
WHcnekTop Koju 3abpaHu 00aBIbamke ASIaTHOCTH
WM BPILIEHE aKTHBHOCTH MMa IIPABO 1a Hapeau 1a
ce Ha/I3MPaHOM Cy0jeKTy 3aredare MOCIOBHE H
MIPOU3BOJHE IPOCTOPHjE, 00jEKTH U JPYTH IPOCTOP
y KOMe 00aBJba IeaTHOCT HJIM BPILIN aKTHBHOCT
WITH KOjU TOME CITyXH, IOCTpojera, ypehaju,
ornpema, pubop, CpeCcTBa paja u IPYrd IPeAMETH
KOjuMa 00aBJba IeNaTHOCT HJIM BPIIN aKTHBHOCT.
Nucnextop mMoxe uspehu u apyry nocebny mepy
HapenoOe, 3abpaHe Wi 3arieHe (HIp. Mepa
OBJIAY€Hha UM OMO3MBaba MPOM3BO/A, MEpe
OrpaHuYerba, Mepa yHHIITaBabka PEeAMeTa, Mepa
yKIIamhama 00jeKTa U JIp), Kaz je To oapeheno
MOCEOHUM 3aKOHOM.
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34.3.

When  deciding whether to impose an
administrative fine and deciding on its amount in
each individual case, due regard shall be given, as a
minimum, to the elements provided for in Article
32(7).

4.42.
4.43.

OnmepaBame Ka3He

Unan 42.

KasHna 3a mpekpiiiaje oaMepasa ce y TpaHulama Koje
Cy 3a Taj IpeKpIlaj IPOIHCaHe, a IIPH TOME ce
y3UMajy y 003Up CBE OKOJHOCTH KOje YTUIY Jia
ka3Ha Oyne Belia Wil Marba, a HApOUHUTO: TEKUHA U
MocJeHLe IPEKPINaja, OKOIHOCTH O] KOjUMa je
MPEKPIIaj YYHIEH, CTEIICH OATOBOPHOCTH
YYUHHOIIA, paHHja OCYhUBAHOCT, TNYHE MPUITHKE
YYMHHUOIIA U APXKAHE YIMHHOLA [TOCIIE YIUEEHOT
MpeKpIaja.

He moxxe ce y3etn y 003up kao otexanajyha
OKOJTHOCT paHHje U3peyeHa MpeKpilajHa CaHKIHja
YIHHHOILY aKo je 0J] JaHa MPaBHOCHAXKHOCTH
OJUTyKe [I0 IaHa JOHOIICHha HOBE MPOTEKIIO BUIIIE
OJ1 YSTUPH TOJIUHE.

IIpu onMepaBamy BHCHHE HOBYaHe Ka3He y3ehe ce y
003Up ¥ IMOBHO CTambe yIHMHHOLIA.

VYonaxaBame KazHe

Unan 43.

AKO ce TIPHIIHKOM OJIMepaBarba Ka3He YTBPAH 1a
MPEKpIIajeM HUCY POY3POKOBAaHE TeXKe ITOCICHIIE,
a rmocToje oJakmaBajyhe OKOJTHOCTH KOje yKa3yjy Aa
ce 1 6J1aKOM Ka3HOM MoyKe ocTHhU cBpxa
Ka)XhaBarba, IPOIHCaHa Ka3Ha ce MOXe YOIaKHTH
TaKo IITO Ce MOKeE:

1) u3pehn ka3Ha UCoT HajMakbE Mepe KasHe Koja je
MIpOMKCaHa 3a Taj MPEeKpIliaj allk He HCIO/ HajMarbe
3aKOHCKE MEpe Te BPCTE Ka3HE;

2) yMecTo mponHcaHe Ka3He 3aTBopa uzpehn
HOBYaHa Ka3Ha WM paJl y jABHOM MHTEPECY, ajli He
UCIIO/l HAjMamke 3aKOHCKE Mepe Te BPCTE Ka3He;

3) yMecTo nponucaHe Ka3He 3aTBOpa M HOBYaHE
Ka3He n3pehu camo jeqHa 0/ THX Ka3HH.

Iy

34.4.

Member States shall ensure that where they
infringe Article 21 or 23, essential entities are
subject, in accordance with paragraphs 2 and 3 of
this Article, to administrative fines of a maximum
of at least EUR 10 000 000 or of a maximum of at
least 2 % of the total worldwide annual turnover in

1.50.
1.51.
1.52.

Ymnan 50.

Hosuanom ka3zHom y uznocy oa 50.000,00 no
2.000.000,00 nuHapa xa3uuhe ce 3a mpekpIaj
HpaBHO JMIIE Koje je oneparop npuopureTnor KT
cucTeMa o]l MoCceOHOT 3HaYaja ako:

1) He TIOCTYIH y CKJIay ca oapendama o

Iy

OBakaB HauMH 00padyHa HHje
Moryh npema ommTHM
IPOMKCHMA O MPEeKpIajuMa,
YKIbYuyjyhu 1 MakcuManHe
Ka3HEe KOje ce CMejy NMPOoITHcaTH
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the preceding financial year of the undertaking to
which the essential entity belongs, whichever is
higher.

1.53.

YIUCY Y €BUICHLHU]Y U3 WiaHa 9. OBOT 3aKOHA;

2) He JoHece AKT O NPOIEHN PU3HKA N3
gada 11. craB 1. oBor 3akoHa;

3) ue nonece Akt o 6e36eaHocti UKT cucrema u3
giaHa 12. craB 1. oBOT 3aKkoHa;

4) He mpuMeHHU Mepe 3aiuTuTe oapehene AKToM o
6e36ennoctn KT cucrema u3 wiana 12. cras 2.
OBOT 3aKOHA;

5) He U3BPLIM NPOBEPY YCKIAheHOCTH IPUMEH-ECHUX
Mepa U3 wiaHa 12. cTaB 5. OBOT 3aKOHa;

6) He TOCTaBH CTATUCTUYKE MOJATKE U3 WiaHa 25.
cTaB 1. OBOT 3aKOHa;

7) He MOCTYIH O HAJIOTy MHCIIEKTOpa 3a
“HPOPMAIHOHY 0€30€HOCT Y OCTaBJbEHOM POKY U3
yiaHa 48. ctaB 1. Tauka 1) oBOT 3aKoHa.

3a mpekpiaj U3 craBa 1. oBOT WiaHa Ka3Huhe ce
(PU3UYKO JIHILIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopurerHor UKT cucrema on
NoceOHOT 3Hauaja HOBYAHOM Ka3HOM Y U3HOCY O]
10.000,00 o 500.000,00 nunapa.

3a npekpiiaj u3 cTaBa 1. oBOr WiaHa Ka3Huhe ce u
OJITOBOPHO JIMIIE Y MPaBHOM JIMITY WIH OPTaHy KOju
je omepatop npuopuretHor MKT cucrema ox
MOCeOHOT 3Hayaja HOBUYAHOM Ka3HOM y U3HOCY Of
5.000,00 go 50.000,00 nuHAapa.

Unan 51.

Hosuanom ka3zHom y uznocy oa 50.000,00 no
1.000.000,00 nuHapa ka3Huhe ce 3a MPeKpIIa)
MPaBHO JIKIIE Koje je oneparop Baxxuor KT
cucTeMa o]l ToCeOHOT 3Haduaja ako:

1) He moCTyNH y CKIIaAy ca opeadama o yIucy y
EBHUJICHIIM]y U3 WIaHa 9. OBOT 3aKOHA;

2) He noHEece AKT O TIPOLICHH pu3nKa U3 wiaHa 11.
cTaB 1. OBOT 3aKOHA;

3) "e nonece Akt o 6e36eanoctu UKT cucrema u3
ynaHa 12. craB 1. oBOT 3aKOHa;

4) He MpUMEHH Mepe 3alTuTe oapelheHe AKTOM o
6e36ennoctn KT cucrema u3 wiana 12. craB 2.
OBOT 3aKOHA

5) He U3BpLIH POBEPY YCKIa)eHOCTH TPUMEHEHAX
Mepa 13 wiaHa 12. cTaB 5. 0BOT 3aK0Ha;

6) He TOCTaBH CTATUCTUYKE MOJATKE U3 WiaHa 25.

NPaBHUM U HU3UYKHM JIHIIAMA
[IOCECOHMM 3aKOHUMA.
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craB 1. OBOT 3aKOHa;

7) He MOCTYIH IO HAJIOTy HHCIIEKTOpa 3a
nHpopMarony 06e30eIHOCT Y OCTaBJbEHOM POKY U3
ynaHa 48. craB 1. Tauka 1) oBor 3akoHa.

3a npekpimiaj U3 cTaBa 1. OBOT WiaHa Ka3Huhe ce
(PU3UYKO JIMILIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je onepatop BaxkHor KT cucrema ox
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY OJ
10.000,00 o 250.000,00 nunapa.

3a npekpiiaj u3 cTaBa 1. oBOr WiaHa Ka3Huhe ce u
OJITOBOPHO JIMIIE Y IPABHOM JIMILY WM OpTraHy Koju
je omepatop BakHor MKT cucrema ox mocebHOT
3HaYaja HOBYAHOM Ka3HOM y u3Hocy of 5.000,00 mo
50.000,00 nunHapa.

Unan 52.

Hosuanowm kaznom y uzHocy oz 50.000,00 xo
500.000,00 nunapa xa3Huhe ce 3a MpeKpIiaj IpaBHO
nmne Koje je oneparop npuopuretHor UKT cucrema
0J1 MoceOHOT 3Ha4aja ako:

1) o nanmpentuMa y UKT cucremy n3 unana 13.
CTaB 2. OBOT 3aKOHa He 00aBeCTH OpraHe U3 WiaHa
14. ct. 1. 5o 3. oBOT 3aKOHa,

2) He o0aBecTH KOPUCHUKE KOjUMa TIPYXkKajy ycIryre
y CITydajy MHIUACHTA KOJH MOXe J1a M3a30Be HIIH
M3a3WBa MITETaH yTUIIA] Ha pyXKame U Kopuheme
yciyra y CKjIajy ca ujgaHoM 14. cras 5. oBor
3aKOHa;

3) He nocTaBIba 00ABEIITEHA U U3BEIITAje TOKOM H
HaKOH 3aBpIlIeTKa MHIMACHTA U3 WwiaHa 24. oBoT
3aKOHa,;

3a mpekpiaj U3 craBa 1. oBOT WwiaHa ka3Huhe ce
(PU3UYKO JIHIIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopuretHor UKT cucrema on
noceOHOr 3Hayaja HOBYAHOM Ka3HOM y U3HOCY O]
10.000,00 no 500.000,00 ruHapa.

3a npekpuiaje u3 craa 1. oBor wiana ka3uuhe ce u
OJITOBOPHO JIMIIE Y TPABHOM JIMILY WM OpraHy KOju
je onepatop npuoputetrHor UKT cuctema o
MOCeOHOT 3Hayaja HOBYAHOM Ka3HOM Y H3HOCY OJF
5.000,00 mo 50.000,00 nunapa.

M3y3erHo ox cT. 1 - 3. oBOTr wiaHa, ako
(uHaHCHjCKa MHCTHTYIIHja He oO0aBecTn Hapoany
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6anky CpOuje o nanuaentuma y UKT cucremy on
noceGHOT 3Hauaja, Haponna 6anka CpOuje m3pude
TOj (PMHAHCHjCKOj HHCTUTYIHjH Mepe U Ka3He Y
CKJIaJly ca 3aKOHOM KojuM ce ypehyje meHo
TIOCJIOBAHE.

Ynan 53.

Hosuanowm kaznom y uzHocy oz 50.000,00 no
500.000,00 nunapa xa3Huhe ce 3a mpekpIiaj IpaBHO
nune koje je oneparop BaxsHor UKT cuctema ox
MMOCEOHOT 3HaYaja aKo:

1) o nanmpentuMa y UKT cucremy n3 wnana 13.
CTaB 2. OBOT 3aKOHa He 00aBECTH OpraHe U3 WiaHa
14. ct. 1. 1o 3. oBOT 3aKOHa;

2) He o0aBecTH KOPUCHUKE KOjUMa MIPYXkKajy ycIIyre
y CIIydajy MHIUACHTA KOJH MOXeE J1a H3a30B¢ HIIH
M3a3WBa MITETaH yTUIIA] Ha IpyKame U Kopuheme
ycIyra y CKIIajay ca 4iaHoM 14. craB 5. oBor
3aKOHa;

3) He nocTaBJba 00ABEIITEHA U H3BEIITAjE TOKOM H
HaKOH 3aBpIIeTKa HHIMACHTA U3 WiaHa 24 oBor
3aKOHa.

3a mpekpiaj U3 craBa 1. oBOr WwiaHa ka3Huhe ce
(PU3UYKO JIHIIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopuretHor UKT cucrema on
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY O]l
10.000,00 mo 250.000,00 nuHapa.

3a mpekpiaje u3 craBa 1. OBOT WwiaHa Ka3Huhe ce u
OJI'OBOPHO JIMIIE Y MIPABHOM JIMILY WJIN OpraHy Koje
je omepatop Baxknor MKT cucrema ox nmocebHOT
3Ha4yaja HOBYaHOM KazHOM Y m3Hocy ox 5.000,00 no
50.000,00 munHapa.

34.5.

Member States shall ensure that where they
infringe Article 21 or 23, important entities are
subject, in accordance with paragraphs 2 and 3 of
this Article, to administrative fines of a maximum
of at least EUR 7 000 000 or of a maximum of at
least 1,4 % of the total worldwide annual turnover
in the preceding financial year of the undertaking to
which the important entity belongs, whichever is
higher.

1.50.

1.51.
1.52.
1.53.

Unan 50.

Houanowm kaznoMm y uzHocy oz 50.000,00 xo
2.000.000,00 muHapa xa3Huhe ce 3a MpeKpIa)
MpaBHO JIKIE Koje je oneparop npuoputetHor UKT
crcTeMa oJ1 MoceOHOT 3Havaja ako:

1) He TIOCTYIH y CKJIay ca oapendama o
YIIHCY Y €BUCHIM]Y U3 WiaHa 9. OBOT 3aKOHa,;

2) He JIoHece AKT O MPOLCHU PU3HKa U3
ynana 11. craB 1. oBor 3akoHa;

3) e nonece Akt o 6e36eqnoctu UKT cucrema u3
ynaHa 12. ctaB 1. oBOT 3aKOHA;

Iy

OBakaB HauMH 00padyHa HHje
Moryh npema onmTuM
HPOIHKCHMA O NPEKPLIAjUMa,
yKJbydyjyhn n MakcMMaiHe
Ka3HEe KOje Ce CMejy NMpOoITHcaTH
HPaBHUM U (HU3MIKHUM JHAILMA
MOCEOHUM 3aKOHHMA.
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4) He MpUMEHHU Mepe 3aIuTuTe oapehene AKTom o
6e36ennoctn KT cucrema u3 wiana 12. cras 2.
OBOT 3aKOHa;

5) He U3BpIIN NPOBEPY yCKIAheHOCTH IPHMEEHEHIX
Mepa U3 wiaHa 12. cTaB 5. OBOT 3aKOHa;

6) He TOCTaBU CTATUCTHYKE MOJATKE U3 YiaHa 25.
cTaB 1. OBOT 3aKOHa;

7) He MOCTYIH MO HANOTY MHCIIEKTOpa 32
“HpOpMaIHOHY 0€30€HOCT Y OCTaBJbEHOM POKY U3
yiaHa 48. craB 1. Tauka 1) oBor 3akoHa.

3a npekpiiaj U3 cTaBa 1. OBOT 4iaHa Ka3Huhe ce
(DM3HYKO JIHIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopurerHor UKT cucrema on
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM Y U3HOCY OJ
10.000,00 mo 500.000,00 muHapa.

3a mpekpiiaj U3 craBa 1. oBOT WwiaHa Ka3HHhe ce U
OJI'OBOPHO JIMIE y IIPAaBHOM JIMILY HIIH OpPTaHy KOju
je onepatop npuopuretrHor UKT cucrema o
noceOHOT 3Hauaja HOBYAHOM Ka3HOM y U3HOCY O]
5.000,00 mo 50.000,00 nunapa.

Unan 51.

Hosuanowm kaznoMm y uzHocy oz 50.000,00 xo
1.000.000,00 nuHapa xa3HUhe ce 3a MpeKpIIaj
MIPaBHO JIAIE Koje je oneparop BakHOT KT
cucTeMa o]l ToCeOHOT 3Hauaja ako:

1) He mocTyny y cKnaay ca oapendama o ynucy y
eBHCHIINjY U3 YWiIaHa 9. OBOT 3aKOHA;

2) He oHece AKT O TIPOLIEHH pU3KKa U3 wiaHa 11.
cTaB 1. OBOT 3aKOHa;

3) e nonece AkT o 6e36eqnocti UKT cucrema u3
yaHa 12. craB 1. oBOr 3aKOHa;

4) He mpuMeHHU Mepe 3amTuTe oapelene AkToM o
6e36ennoctr KT cuctema u3 wiana 12. craB 2.
OBOT 3aKOHa

5) He U3BPLIU MPOBEPY YCKIAeHOCTH TPHUMEHEHNX
Mepa U3 iaaHa 12. cTaB 5. OBOT 3aKOHa;

6) He JOCTaBH CTAaTUCTUYKE MOAATKE U3 WwiaHa 25.
cTaB 1. OBOT 3aKOHA;

7) He MOCTYIIH MO HAJIOTY MHCIIEKTOpa 32
“HPOPMAIHOHY 0€30€JHOCT Y OCTaBJLEHOM POKY U3
unana 48. ctaB 1. Tauka 1) oBOT 3aKOHA.

3a mpekpiaj u3 craBa 1. oBOT WwiaHa ka3Huhe ce
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(PU3UYKO JIMILIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop BakHor KT cuctema ox
roceOHOT 3Hauaja HOBYAHOM Ka3HOM Y U3HOCY O]
10.000,00 mo 250.000,00 nunapa.

3a mpekpiiaj u3 cTaBa 1. OBOT WiaHa Ka3Huhe ce 1
OJITOBOPHO JIMIIE Y IIPABHOM JIMIlY HJIM OPTaHy KOju
je omepatop BaxkHor KT cucrema ox noceGHOT
3Ha4yaja HOBYAHOM KazHOM Y u3Hocy oa 5.000,00 oo
50.000,00 nunapa.

Unan 52.

Hosuanom ka3zHom y uznocy oa 50.000,00 no
500.000,00 muHapa xazHuhe ce 3a MpeKpIIaj MpaBHO
nune Koje je oneparop npuopuretHor UKT cucrema
071 moceOHOT 3Havaja aKo:

1) o uanuaentuma y UKT cucremy u3 unana 13.
CTaB 2. OBOT 3aKOHA He 00aBECTU OpraHe U3 YiIaHa
14. ct. 1. g0 3. oBOT 3aKOHa,

2) He 00aBeCTH KOPUCHUKE KOjUMa MIPYkKajy yCIIyre
y ClTy4ajy MHIMICHTA KOjH MOXKE J1a N3a30Be WIIH
M3a3WBa IITETaH YTUIAj Ha IpyXamke U Kopuurheme
yciyra y ckjiany ca 4jaaHoM 14. craB 5. oBor
3aKOHa,;

3) He mocTaBsba 00aBeNITEHa U H3BEUITAj€ TOKOM H
HaKOH 3aBpIIIeTKa HHIMAEHTA U3 WIaHa 24. oBOT
3aKOHa,;

3a npekpiiaj U3 cTaBa 1. OBOT 4iaHa Ka3Huhe ce
(M3UYKO JHIIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopurerHor UKT cucrema on
noceGHOT 3Hauaja HOBUAHOM Ka3HOM Y U3HOCY O]
10.000,00 o 500.000,00 nunapa.

3a mpekpiraje U3 craBa 1. OBOT WiaHa Ka3HUhe ce 1
OJITOBOPHO JIMIIE y TIPABHOM JIMILY HJIM OpTaHy KOju
je omepatop npuopuretHor UKT cucrema ox
noceOHOr 3Hayaja HOBYAHOM Ka3HOM y U3HOCY O
5.000,00 no 50.000,00 muHapa.

3y3etHo o cT. 1 - 3. oBOT YjaHa, ako
(buHaHCHjcKa MHCTHTYIH]a He o6aBect HaponHy
6anky Cpouje o unnmaentuma y KT cucremy oz
noceGHOT 3Hauaja, Hapoana 6anka CpOuje m3pude
T0j (PMHAHCH]CKO] HHCTUTYIMjH MEpe U Ka3He y
CKJIay ca 3aKOHOM KOjuM ce ypehyje meHo
MIOCIIOBAEHE.
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Ynan 53.

Hosuanom ka3zHoM y uznocy oa 50.000,00 no
500.000,00 murapa xazHuhe ce 3a MpeKpInaj MpaBHO
nme Koje je oneparop BakHor KT cucrema ox
roceGHOT 3HaYaja aKo:

1) o uanuaentuma y UKT cucremy u3 wnana 13.
CTaB 2. OBOT 3aKOHA He 00aBeCTU OpraHe U3 4IaHa
14. ct. 1. 10 3. oBOT 3aKOHa,

2) He o0aBecTH KOPUCHUKE KOjUMa MPYyXkKajy yciIyre
y ClTy4ajy MHIMICHTA KOjU MOXKeE J1a N3a30Be WIIH
M3a3MBa IITETaH YTUIAj Ha IpyXamke U Kopuirheme
yciyra y cKjiany ca 4jgaHoM 14. craB 5. oBor
3aKOHa;

3) He mocTaBsba 00ABENITEHA U H3BEUITAj€ TOKOM H
HaKOH 3aBpIIETKa HHIWAEHTA U3 WiaHa 24 oBOT
3aKOHa.

3a mpekpiaj U3 craBa 1. oBOT WwiaHa Ka3Huhe ce
(bM3HYKO JIHIIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopurerHor UKT cucrema on
noceOHOT 3Hauaja HOBYAHOM Ka3HOM Y U3HOCY O]
10.000,00 mo 250.000,00 nunapa.

3a mpekpiaje U3 craBa 1. OBOT WwiaHa Ka3HHUhe ce U
OJITOBOPHO JIMIIE y TIPABHOM JIMILY WIIH OpTaHy Koje
je omepatop BaxkHor KT cucrema ox moceGHOT
3Ha4yaja HOBYaHOM KazHOM y m3Hocy ox 5.000,00 no
50.000,00 nunapa.

34.6.

Member States may provide for the power to
impose periodic penalty payments in order to
compel an essential or important entity to cease an
infringement of this Directive in accordance with a
prior decision of the competent authority.

1.50.
1.51.
1.52.
1.53.

Unan 50.

Hosuanom ka3zHom y uznocy oa 50.000,00 no
2.000.000,00 nunapa kasHuhe ce 3a MPeKpIIaj
MIPaBHO JIMIIE Koje je onepaTop npuoputetHor UKT
cucTeMa oJ1 ToCeOHOT 3Hayaja aKo:

1) HE MOCTYIIH Y CKIIaIy ca oapeadama o
VIIACY Y €BUICHIIN]Y U3 WiaHa 9. OBOT 3aKOHA;

2) HE TOHece AKT O MPOIIEHHU PH3HKA U3
ynaHa 11. ctaB 1. oBoOT 3aKOHa;

3) e nonece AkT o 6e36eqnocti UKT cucrema u3
ynaHa 12. craB 1. oBOr 3aKoHa;

4) He MpUMEHH Mepe 3alTuTe oapelheHe AKTOM o
6e36ennoctr UKT cucrema u3 uiana 12. cras 2.
OBOT 3aKOHa;

5) He U3BpLIH POBEPY YCKIa)eHOCTH TPUMEHEHAX
Mepa 13 wiaHa 12. cTaB 5. 0BOT 3aK0Ha;

Iy
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6) He TOCTaBU CTATUCTHYKE MOJATKE U3 YiaHa 25.
cTaB 1. OBOT 3aKOHa;

7) He MOCTYIIH IO HAJIOTy HHCIIEKTOpa 3a
nHpopMarony 06e30eIHOCT Y OCTaBJbEHOM POKY U3
ynaHa 48. craB 1. Tauka 1) oBor 3akoHa.

3a mpekpiaj U3 craBa 1. oBor wiana kazHuhe ce
(PU3UYKO JIHILIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
koje je onepatop npuopuretHor UKT cucrema on
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY OJ
10.000,00 mo 500.000,00 nuHapa.

3a npekpiiaj u3 cTaBa 1. oBOr WiaHa Ka3Huhe ce u
OJITOBOPHO JIMIIE y IIPABHOM JIMILY HJIH OpPTaHy KOju
je onepatop npuopuretrHor UKT cucrema o
MOCceOHOT 3HaYaja HOBYAHOM Ka3HOM y U3HOCY Of
5.000,00 no 50.000,00 nunapa.

Unan 51.

Hosuanom kaznom y uzHocy oz 50.000,00 no
1.000.000,00 nuHapa ka3zHuhe ce 3a MPEeKpIIa]
MPaBHO JIHIIE Koje je oneparop BaxkHor KT
cucTeMa oJ] OCeOHOT 3Hauaja aKo:

1) He mocTyny y cKaay ca oapendama o ynucy y
EBHUJICHIIN]y U3 WIaHa 9. OBOT 3aKOHA;

2) He noHece AKT O TIPOLICHH pH3WKa U3 Wiana 11.
cTaB 1. oBOT 3aKOHa;

3) e nonece AkT o 6e36eqnocti UKT cucrema u3
yiaHa 12. ctas 1. oBOr 3aK0Ha;

4) He mpUMeHH Mepe 3amTuTe oapeleHe AKTOM o
6e36ennoctr KT cucrema u3 wiana 12. craB 2.
OBOT 3aKOHA

5) He U3BpUIM NPOBEPY YCKIA)eHOCTH TPUMEHEHUX
Mepa u3 4iaHa 12. cTaB 5. OBOT 3aKOH4;

6) He TOCTaBH CTATUCTUYKE MOJATKE U3 WiaHa 25.
cTaB 1. oBOT 3aKOHa,

7) He IOCTYIH 110 HANOTy HHCIIEKTOpa 32
uH(popMaInoHy 6e30eTHOCT Y 0CTaBJbEHOM POKY U3
ynaHa 48. craB 1. Tauka 1) oBoOr 3aKoHa.

3a npekpuiaj U3 cTaBa 1. oBOr 4iaHa KasHuhe ce
(U3UYKO JHIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop BaxkHor UKT cucrema on
MO0ceOHOT 3Hauaja HOBYAHOM Ka3HOM Y U3HOCY O]
10.000,00 no 250.000,00 nunapa.

3a mpekpiiaj U3 craBa 1. OBOT WiaHa Ka3HHhe ce U
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OJI'OBOPHO JIMIIE Y IPABHOM JIMILY MJIU OpTaHy KOju
je omepatop BaxkHor MKT cucrema o mocebHOT
3Ha4aja HOBYAHOM KazHOM y m3Hocy ox 5.000,00 no
50.000,00 nunapa.

Uinan 52.

Hosuanowm kaznom y uzHocy oz 50.000,00 no
500.000,00 nunapa xa3Huhe ce 3a mpekpliiaj IpaBHO
nune Koje je oneparop npuopuretrHor UKT cucrema
071 ToceOHOT 3Hayaja aKo:

1) o nanmpentuMa y UKT cucremy n3 unana 13.
CTaB 2. OBOT 3aKOHa He 00aBeCTH OpraHe U3 WiaHa
14. ct. 1. 1o 3. oBOT 3aKOHa;

2) He 00aBeCTH KOPUCHUKE KOjUMa MIPYXkKajy yCIIyre
y CIIydajy MHLIUACHTA KOJH MOXeE Ja N3a30BE MITH
M3a3WBa MITETaH yTUIIA] Ha IpyKame U Kopuiheme
ycIyra y CKIIajay ca 4iaHoM 14. craB 5. oBor
3aKOHa;

3) He nocTaBJba 0OABEIITEHA U U3BEIITAjE TOKOM H
HaKOH 3aBpIIIeTKa MHIMACHTA U3 WiaHa 24. oBOT
3aKOHa;

3a npekpiiaj U3 cTaBa 1. OBOT 4iaHa Ka3Huhe ce
(PU3UYKO JIHIIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopuretHor UKT cucrema on
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY O]
10.000,00 mo 500.000,00 muHAapa.

3a mpekpiaje u3 craBa 1. OBOT WwiaHa Ka3Huhe ce U
OJITOBOPHO JIMIIE Y IPABHOM JIMILY WJIH OpTraHy KOjH
je onepatop npuopuretHor UKT cuctema o
noceGHOT 3Hauaja HOBUAHOM Ka3HOM Y U3HOCY O]
5.000,00 go 50.000,00 nuHAapa.

UzyserHo ox cT. 1 - 3. oBOT WiaHa, ako
(uHaHCHjCKa MHCTHTYLHja He ob0aBecTn Hapoany
6anky Cpouje o nanuaentama y UKT cucremy on
noceOHor 3Hauaja, Hapoana 6anka CpOuje uzpuue
TOj pUHAHCHjCKO] MHCTHTYLIUjU MEpPe U Ka3He y
CKJIa/ly ca 3aKOHOM KojuM ce ypeljyje \beHo
HOCJIOBAbE.

Ynan 53.

Hosuanom ka3zHom y uznocy oa 50.000,00 no
500.000,00 nuHapa ka3Hule ce 3a MpeKpIaj IPaBHO
nte koje je omeparop Baxaor UKT cucrema o
MOCEOHOT 3Havaja aKo:
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1) o uanuaentuma y UKT cucremy u3 wiana 13.
CTaB 2. OBOT 3aKOHa He 00aBeCTH opraHe U3 WiaHa
14. ct. 1. 1o 3. oBoT 3aKoHa,

2) He 00aBeCcTH KOPUCHUKE KOjUMa MIPYXkKajy yCIIyre
y ClTy4ajy MHIUICHTA KOjH MOXKE J]a N3a30Be WIIH
M3a3WBa IITETaH yTUIIA] Ha IpyKamkbe U Kopuiiheme
ycyra y CKiIajay ca uiaHoM 14. craB 5. oBor
3aKOHa,;

3) He mocTaBsba 00aBEUITEHa U U3BELITAj€ TOKOM H
HaKOH 3aBpIIeTKa HHIMACHTA U3 WiaHa 24 oBor
3aKOHa.

3a npekpiiaj U3 cTaBa 1. OBOT 4iaHa Ka3Huhe ce
(M3HYKO JIHIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopuretHor UKT cucrema on
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY OJ
10.000,00 o 250.000,00 nunapa.

3a mpekpiraje U3 craBa 1. OBOT WiaHa Ka3HUhe ce U
OJI'OBOPHO JIMIIE Y IIPABHOM JIMILY WM OpraHy Koje
je omepatop Baxknor MKT cucrtema ox mocebHOT
3Ha4aja HOBYAHOM Ka3HOM y m3Hocy oa 5.000,00 no
50.000,00 nunapa.

34.7.

Without prejudice to the powers of the competent
authorities pursuant to Articles 32 and 33, each
Member State may lay down the rules on whether
and to what extent administrative fines may be
imposed on public administration entities.

1.50.
1.51.
1.52.
1.53.

Unan 50.

Hosuanom ka3zHom y uznocy oa 50.000,00 no
2.000.000,00 nuHapa xa3Huhe ce 3a MpeKpIaj
MpaBHO JIKIE Koje je oneparop npuoputetHor UKT
cucTeMa o]l ToCeOHOT 3Hadaja ako:

1) HE TOCTYIIN Y CKIIaxy ca oxpendama o
yIUCY y €BHICHINjY U3 WiaHa 9. OBOT 3aKOHa;

2) He JIoHece AKT O NMPOLIEHN PU3HKA U3
yiaHa 11. ctas 1. oBor 3aKkoHa;

3) "e nonece Akt o 6e36eanoctu UKT cucrema u3
yaHa 12. craB 1. oBOr 3aKoHa;

4) He mpuMeHHU Mepe 3amTuTe oapelene AkTom o
oe30ennocty UKT cucrema w3 wiana 12. cras 2.
OBOT 3aKOHa;

5) He U3BpIIN NIPOBEPY yCKIAheHOCTH TPHMEHEHNX
Mepa U3 4iaHa 12. cTaB 5. OBOT 3aKOHa;

6) He JOCTaBH CTAaTUCTUYKE MOAATKE U3 WwiaHa 25.
cTaB 1. OBOT 3aKOHa;

7) He OCTYIH 110 HAIOTy MHCIIEKTOpa 32
“HPOPMAIHOHY 0€30€JHOCT Y OCTaBJLEHOM POKY U3
unana 48. ctaB 1. Tauka 1) oBOr 3aKoHa.

Iy
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3a mpekpiaj U3 craBa 1. oBor wiana kazHuhe ce
(M3UUKO JHIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopurernor UKT cucrema ox
roceOHOT 3Hauaja HOBYAHOM Ka3HOM Y U3HOCY O]
10.000,00 mo 500.000,00 nunapa.

3a mpekpiaj U3 craBa 1. oBor wiaHa ka3Huhe ce U
OJITOBOPHO JIMIE y IIPABHOM JIHILY HJIH OpPraHy KOju
je onepatop npuopuretHor UKT cuctema ox
MMOCeOHOT 3Hayaja HOBYAHOM Ka3HOM y U3HOCY O[T
5.000,00 mo 50.000,00 nunapa.

Unan 51.

Hosuanom ka3zHom y uznocy oa 50.000,00 no
1.000.000,00 nuHapa ka3zHuhe ce 3a MPEeKpIIaj
MIPaBHO JIMIIE Koje je oneparop BakHor KT
cucTeMa o] ToCeOHOT 3Hauaja ako:

1) He mocTynH y CKiIaay ca oapeadama o yiucy y
CBHUJICHIIM]Y U3 WIaHa 9. OBOT 3aKOHA;

2) He oHece AKT O TIPOIIEHH pU3KKa U3 wiaHa 11.
cTaB 1. OBOT 3aKOHa;

3) He nonece AkT o 6e36eanoct UKT cucrema u3
uiaHa 12. ctas 1. oBoOr 3aKoHa;

4) He mpuMeHHU Mepe 3amTuTe oapelene AkToM o
6e36ennoctn KT cucrema u3 wiana 12. craB 2.
OBOT 3aKOHa

5) He U3BpUIM NPOBEPY YCKIA)eHOCTH TPUMEHEHAX
Mepa U3 wiaHa 12. cTaB 5. OBOT 3aKOHA;

6) He TOCTaBH CTATUCTUYKE MOJATKE U3 WiaHa 25.
cTaB 1. OBOT 3aKOHa;

7) He MOCTYIH MO HAJIOTy MHCIIEKTopa 3a
“HPOPMAIHOHY 0€30€HOCT Y OCTaBJbEHOM POKY U3
yinaHa 48. ctaB 1. Tauka 1) OBOT 3aKOHa.

3a mpekpiaj U3 craBa 1. oBOr WwiaHa kKa3Huhe ce
(PU3UYKO JIHIIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
koje je onepatop Baxxnor UKT cucrema ox
noceOHOr 3Hayaja HOBYaHOM Ka3HOM y U3HOCY O
10.000,00 no 250.000,00 nuHapa.

3a npekpuiaj u3 craBa 1. oBor uiaHa kKasHuhe ce u
OJITOBOPHO JIMIIE Y TPABHOM JIMILY WM OpraHy KOju
je omepatop BaxkHor MKT cucrema ox moceGHOT
3Ha4yaja HOBYaHOM KazHOM y m3Hocy ox 5.000,00 no
50.000,00 nunapa.

Uinan 52.
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Hosuanom kaznom y uzHocy oz 50.000,00 no
500.000,00 munapa xazHuhe ce 3a MpeKpInaj MPaBHO
nmne Koje je oneparop npuopuretHor UKT cucrema
0J1 ToceOHOT 3Havaja aKo:

1) o manmpentuma y UKT cucremy n3 wnana 13.
CTaB 2. OBOT 3aKOHA He 00aBeCTU OpraHe U3 4IaHa
14. ct. 1. 1o 3. oBOT 3aKOHa,

2) He o0aBecTH KOPUCHUKE KOjUMa MpyKajy yciyre
y CiIydajy MHLIUAECHTA KOjU MOXe J1a H3a30Be HIIH
M3a3WBa IITETaH YTUIAj Ha IpyXamke U Kopuurheme
yciyra y ckjiazy ca 4jgaHoM 14. craB 5. oBor
3aKOHa;

3) He nocTaBJba 0OABEIITEHA U U3BEIITAjE TOKOM H
HaKOH 3aBpIIIeTKa HHIMAEHTA U3 WiIaHa 24. oBOT
3aKOHa,;

3a mpekpiaj U3 craBa 1. oBor WwiaHa ka3Huhe ce
(PU3UYKO JIHILIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopurerHor UKT cucrema on
NoceOHOT 3Hauaja HOBYAHOM Ka3HOM Y U3HOCY O]
10.000,00 o 500.000,00 nunapa.

3a nmpekpimiaje U3 craa 1. oBor wiaHa ka3Huhe ce 1
OJITOBOPHO JIMIIE Y TIPAaBHOM JIMILY HJIM OPTaHy KOju
je omepatop npuopuretHor MKT cucrema ox
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY O]
5.000,00 go 50.000,00 nuHAapa.

W3ysetHo of cT. 1 - 3. oBOTI WiaHa, ako
(uHaHCHjcKa HHCTUTYIM]ja He obaBecTn Hapoany
6anky Cpouje o naunaentuma y KT cucremy on
noceGHor 3Havaja, Haponuna 6anka CpOuje u3pude
T0j (PMHAHCH]CKO] HHCTUTYIMjH Mepe U Ka3He y
CKJIay ca 3aKOHOM KOjuM ce ypehyje meHo
MIOCIIOBAHE.

Unan 53.

HoBuanoM ka3HoM y uzHocy ox 50.000,00 oo
500.000,00 munapa xa3uuhe ce 3a mpeKpIuaj MpaBHO
nure Koje je oneparop BaxHor KT cucrema ox
noceOHOr 3Hayaja aKo:

1) o unmunentuma y UKT cucremy u3 wiana 13.
cTaB 2. OBOT 3aKOHa He 00aBECTH OpraHe U3 WiaHa
14. cr. 1. go 3. oBoT 3aK0Ha;

2) He oOaBecTH KOPHUCHHUKE KOjUMa MIPYXkKajy YCIyre
y CiIy4ajy MHIMICHTa KOjH MOXeE J1a H3a30BE HIN
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M3a3WBa ITETaH yTUIIA] Ha IpyXKambe U Kopuliheme
yciyra y cKianay ca 4jaaHoM 14. craB 5. oBor
3aKOHa;

3) He mocTaBsba 00ABEHITCHA U H3BEIITAjE TOKOM H
HaKOH 3aBpIlIeTKa HHIIMAEHTA U3 WiaHa 24 oBOT
3aKOHa.

3a mpekpiaj U3 cTaBa 1. oBor wiaHa ka3Huhe ce
(PU3UYKO JIHLIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
koje je onepatop npuopuretHor UKT cucrema on
noceOHOT 3Hauaja HOBYAHOM Ka3HOM Y U3HOCY O]
10.000,00 mo 250.000,00 nunapa.

3a mpekpiaje u3 craBa 1. oBOT WwiaHa Ka3Huhe ce U
OJITOBOPHO JIMIIE Y IIPABHOM JIMILY WIN OpraHy Koje
je omepatop BaxkHor KT cucrema ox moceGHOT
3Ha4aja HOBYAHOM KazHOM y m3Hocy ox 5.000,00 oo
50.000,00 nunHapa.

34.8.

Where the legal system of a Member State does not
provide for administrative fines, that Member State
shall ensure that this Article is applied in such a
manner that the fine is initiated by the competent
authority and imposed by competent national courts
or tribunals, while ensuring that those legal
remedies are effective and have an equivalent effect
to the administrative fines imposed by the
competent authorities. In any event, the fines
imposed shall be effective, proportionate and
dissuasive. The Member State shall notify to the
Commission the provisions of the laws which it
adopts pursuant to this paragraph by 17 October
2024 and, without delay, any subsequent
amendment law or amendment affecting them.

1.50.
1.51.
1.52.
1.53.

Unan 50.

Hosuanowm kaznom y uzHocy oz 50.000,00 xo
2.000.000,00 nuHapa xa3Huhe ce 3a MpeKpIaj
IIPaBHO JIMIIE Koje je omnepaTtop npuopuretHor UKT
cHucTeMa oJ] TOCeOHOT 3Hauaja aKo:

1) HE MOCTYIH Y CKIaay ca oapeadama o
yIUCYy y €BHICHINjY U3 WiaHa 9. OBOT 3aKOHa;

2) He JioHece AKT O TIPOLICHH PU3HKaA U3
yjana 11. ctaB 1. oBoTr 3aKOHa;

3) e nonece AkT o 6e36eqnocti UKT cucrema u3
yaHa 12. craB 1. oBOr 3aKOHa;

4) He MpUMeHH Mepe 3amTuTe oapeleHe AKTOM o
6e36ennoctr KT cucrema u3 wiana 12. craB 2.
OBOT 3aKOHa;

5) He U3BPIIN NPOBEPY YCKIAeHOCTH IPHUMEHEHNX
Mepa u3 4iaHa 12. cTaB 5. OBOT 3aKOH4;

6) He TOCTaBH CTATUCTUYKE MOJATKE U3 WiaHa 25.
craB l. oBOr 3aKOHa;

7) He MOCTYIH 110 HAJIOTY HHCIIEKTOpa 32
“HPOPMAIHOHY 0€30€JHOCT Y OCTaBJbEHOM POKY U3
ynaHa 48. ctaB 1. Tauka 1) oBOr 3aKoHa.

3a npekpuiaj U3 cTaBa 1. oBOr 4iaHa Ka3Huhe ce
(U3UYKO JHIIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopuretHor KT cucrema of
MOCeOHOT 3Hayaja HOBYAHOM Ka3HOM Y H3HOCY OJF
10.000,00 no 500.000,00 nunapa.

Iy
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3a mpekpiIaj U3 craBa 1. oBor wiaHa ka3Huhe ce U
OJITOBOPHO JIMIIE y IIPABHOM JIMILY MUK OpTaHy KOju
je omepatop npuopuretHor KT cuctema ox
roceOHOT 3Ha4aja HOBYAHOM Ka3HOM y U3HOCY O]
5.000,00 go 50.000,00 muHapa.

Ynan 51.

Hosuanowm kaznom y uzHocy oz 50.000,00 no
1.000.000,00 nunapa xa3Huhe ce 3a mpeKpIaj
MIPaBHO JIMIIE Koje je oneparop BaxkHor KT
cucTeMa oJ1 MoceOHOT 3Havaja ako:

1) He mocTyny y cKaay ca oapendama o yiucy y
eBHICHIINjY U3 WIaHa 9. OBOT 3aKOHa;

2) He oHece AKT O TIPOIIEHH pU3KKa U3 wiaHa 11.
cTaB 1. OBOT 3aKOHa;

3) e nonece AkT o 6e36eanoctu UKT cucrema u3
yaHa 12. craB 1. OBOr 3aKOHa;

4) He mpuMeHHU Mepe 3amTuTe oapehene AkToM o
6e36ennoctr KT cucrema u3 wiana 12. craB 2.
OBOT 3aKOHa

5) He U3BpIIN NPOBEPY yCKIaeHOCTH IPHUMEEHESHIX
Mepa U3 wiaHa 12. cTaB 5. OBOT 3aKOHA;

6) He TOCTaBH CTATUCTUYKE MOJATKE U3 WiaHa 25.
cTaB 1. oBOT 3aKOHa;

7) He MOCTYTH MO HAJIOTY MHCIIEKTOpa 32
“HPOPMAIHOHY 0€30€HOCT Y OCTaBJbEHOM POKY U3
yiana 48. craB 1. Tauka 1) oBor 3akoHa.

3a npekpiiaj U3 cTaBa 1. OBOT 4iaHa Ka3Huhe ce
(M3HYKO JHIIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop BaxHor MKT cucrema ox
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY O]
10.000,00 mo 250.000,00 munapa.

3a mpekpiaj U3 craBa 1. oBOT WiaHa Ka3HHhe ce U
OJITOBOPHO JIHIIE y IPABHOM JIMILY WM OPTaHy KOju
je onepatop Baxxaor KT cucrema ox nocebHor
3Hauaja HOBYAHOM Ka3zHOM y u3Hocy oa 5.000,00 no
50.000,00 nunapa.

Ynan 52.

HoBuanoM ka3HoM y uzHocy oz 50.000,00 oo
500.000,00 nuHapa ka3Hulie ce 3a MpeKpIaj IPaBHO
nre xoje je omeparop npuopureTHor UKT cucrema
01 moceOHOT 3Havaja aKo:

1) o uanunentuma y UKT cucremy u3 wnana 13.
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CTaB 2. OBOT 3aKOHA He 00aBeCTU OpraHe U3 4IaHa
14. ct. 1. 7o 3. oBOT 3aK0Ha;

2) He o0aBeCcTH KOPUCHUKE KOjUMa MIPYkKajy yCIIyre
y ClTy4ajy MHIUICHTA KOjH MOXKE J]a N3a30Be WIIH
M3a3WBa IMITETaH YTUIAj Ha IpyXamke U Kopunrheme
ycyra y CKiIajay ca 4iaHoM 14. craB 5. oBor
3aKOHa,;

3) He mocTaBsba 00aBEUITEHa U U3BELITAj€ TOKOM H
HaKOH 3aBpIlIeTKa MHIMAEHTA U3 4IaHa 24. oBOT
3aKOHa;

3a npekpiiaj U3 cTaBa 1. OBOT 4iaHa Ka3Huhe ce
(DM3HYKO JIHIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopurerHor UKT cucrema on
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY OJ
10.000,00 o 500.000,00 nunapa.

3a mpekpiaje u3 craBa 1. oBOT WwiaHa Ka3HUhe ce U
OJITOBOPHO JIMIIE y IPABHOM JIMILY HJIM OPTaHy KOju
je onepatop npuopuretrHor UKT cucrema o
NoceOHOT 3Hauaja HOBYAHOM Ka3HOM Y U3HOCY O]
5.000,00 mo 50.000,00 nunapa.

W3y3etHo of cT. 1 - 3. oBOr WwiIaHa, ako
(uHaHCHjCKa MHCTHTYLIHja He oO0aBecT Hapoany
6anky Cpouje o nanuaentama y UKT cucremy on
moceOHor 3Ha4yaja, Haponna 6anka CpOuje uspudie
T0j (PMHAHCH]CKO] HHCTUTYIMjH Mepe U Ka3He y
CKJIay ca 3aKOHOM KOjuM ce ypelhyje meHo
TIOCJIOBAHE.

Unan 53.

Hosuanom ka3zHom y uznocy o 50.000,00 o
500.000,00 nurapa xa3Huhe ce 3a MpeKpIiaj IpaBHO
nate koje je omeparop Baxuaor KT cuctema ox
MMOCEOHOT 3HaYaja aKo:

1) o uanunentuma y UKT cucremy u3 unana 13.
cTaB 2. OBOT 3aKOHA He 00aBECTH OpraHe U3 WwiaHa
14. c1. 1. 0 3. OBOT 3aKOHa;

2) He 00aBeCTH KOPHUCHUKE KOjUMa MPYXKajy ycIyre
y Clly4ajy MHIMICHTA KOjH MOXKE J1a U3a30Be WIH
M3a3MBa LITETaH yTHIA] Ha TIPY)Kambe U KOpUIIhemhe
ycIlyra y ckiiaay ca wianom 14. cras 5. oBor
3aKOHa,;

3) He mocTaBsba 00aBENITEHA U H3BEUITAj€ TOKOM H
HAKOH 3aBpILIeTKa MHIMICHTA U3 WwiaHa 24 oBor
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3aKOHa.
3a nmpexpimiaj U3 cTaBa 1. OBOT WiaHa Ka3Huhe ce
(M3UUKO JHIE y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopurerHor UKT cucrema ox
roceOHOT 3Hauaja HOBYAHOM Ka3HOM Y U3HOCY O]
10.000,00 mo 250.000,00 nuHapa.

3a mpekpiraje U3 craBa 1. OBOT WiaHa Ka3Huhe ce U
0JITOBOPHO JIMIIE Y IPABHOM JIILY MM OPTaHy Koje
je omepatop BaxkHor KT cucrema ox noceGHOT
3Ha4aja HOBYAHOM Ka3HOM y m3Hocy oa 5.000,00 no
50.000,00 nunapa.

35.1.

Infringements entailing a personal data breach

Where the competent authorities become aware in
the course of supervision or enforcement that the
infringement by an essential or important entity of
the obligations laid down in Articles 21 and 23 of
this Directive can entail a personal data breach, as
defined in Article 4, point (12), of Regulation (EU)
2016/679 which is to be notified pursuant to Article
33 of that Regulation, they shall, without undue
delay, inform the supervisory authorities as referred
to in Article 55 or 56 of that Regulation.

5.52.
5.53.

Oo6agemTaBame [ToBepeHnka o moBpean nojaraxka o
JIMYHOCTH

Unan 52.

PykoBaiar je qyxaH aa o MOBpEAH IoaTaka o
JIMYHOCTH KOja MOJKe Jla IPOM3Be/ie PH3HK 110 ITpaBa
u cnoboze ¢pusnukux Jmia obasect [loBepeHuka
0e3 HeToTpeOHOT oTarama, Wi, ako je To Moryhe,
y POKy 071 72 yaca o7 ca3Hamba 3a MOBPELY.

AKO pyKoBaJIal] He IOCTYIIH y POKY o[ 72 yaca o
Ca3Hama 3a MOBpeAy, AyXKaH je 1a 00pa3IoKu
pasziore 300T KOjUX HHje MOCTYITHO Y TOM POKY.
O0pahuBau je my*aH J1a, mocje ca3Hama 3a OBPEIY
M0JIaTaKa O JIMIHOCTH, O3 HeMoTPeOHOT OJIarama
00aBecTH pyKoBaoIa O TOj OBPEIH.

ObaBemTeme U3 cTaBa 1. OBOT WwiaHa Mopa Ja
ca/ip’ku HajMame cienehe napopmarmje:

1) onmc mpupo/ie moBpese nojaTaka o JINIHOCTH,
yKJbY4yjyhu BpcTe nojataka u npubiamxas 6poj
JIMIA Ha KOja ce MOJIaIH Te BPCTEe OJHOCE, Kao U
npuOIMmKad Opoj rmojaraka o JIMYHOCTH YHja je
6e30enHOCT oBpeleHa;

2) ©Me ¥ KOHTAaKT ITO/IaTKe JIMIA 32 3alITUTY
ojiaTaKa o JMYHOCTH WK HHPOPMAILHje 0 IPYroM
Ha4YMHY Ha KOjU ce MOTY JOOHTH HOJIAIH O
MOBpE/IH;

3) onmc Moryhux mocineauia noBpese;

4) onmc Mepa Koje je pyKoBanall npeay3eo WiH duje
je mpeay3uMame MPeAIoKeHO y BE3H ca MOBPEIOM,
yKJbYUYjyhu U Mepe Koje Cy mpey3eTe y by
yMameHha ITEeTHUX MMOCIIEMIIA.

Axo ce cBe nH(pOpMaIje U3 cTaBa 4. OBOT WIaHa HE

Iy

[MpumeHOM pexuMa 3aITuTe
MOJaTaKa O JIMIHOCTH U
MPOIICUBABM HAUWHA U CBPXE
o0pajie nogaTaka o JIM4HOCTH
OBHM 3aKOHOM.
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MOTY JIOCTaBUTH HCTOBPEMEHO, pyKoBasall 6e3
HETIOTPeOHOT oJIarama MOCTYITHO JIOCTaBJba
JOCTyIIHE HH(pOpMaIyje.

PykoBajtall je ayxaH ja JOKYMCHTYj€ CBaKky
MOBpE/y Mo/iaTaka o JUYHOCTH, YKIbYUyjyhu u
YHUIbEHULIE O TIOBPEH, BbEHUM IOCIIeUIaMa 1
Ipeay3eTHM MepaMa 32 BbHXOBO OTKIIAHAbE.
JlokymeHTamuja u3 craBa 6. OBOT 4jaHa Mopa
omoryhurtu IloBepeHuKy fa yIBpAM Aa I je
pyKOBaJan IOCTYIHO y CKIIagy ca oapenbdaMa OBOT
YJiaHa.

AXo ce pazy 0 IOBpeIH MoAaTaka O JMIHOCTH KOje
00pal)yjy HaJJIe)KHU OpraHu y MoceOHe CBpXe, a
KOjH Cy IPEHETH PYKOBAOIY Y APYT0j APKABU FITH
MehyHapoIHOj OpraHM3aIiju, pyKoBajaIl je TyXKaH
na 0e3 HeMOTPeOHOT o/JIarama J0CTaBH
vHpOpMaIHje U3 cTaBa 4. OBOT WiaHAa PyKOBAOILYy Y
TOj APYTOj ApKaBU Wi MehyHapoaHOj
OpraHu3allMjH, y CKIaay ca Mel)yHapoJHUM
CIIOPa3yMOM.

IToBepeHuk npomucyje obpasai; 00aBeITeHa U3
craBa 1. oBor wiaHa u Ommke ypelyje HaunH
obaBeITaBama.

ObaBemTaBame JIMIA 0 TOBPEIH NoJaTaka o
JIMYHOCTH

Ynan 53.

AXo ToBpe/a nojaTaka o JUYHOCTH MOXKe J1a
MIPOM3Be/ie BUCOK PH3HK I10 MpaBa 1 cioboe
(U3NYKUX JTHIA, pyKOBANIAIl je AyKaH 1a 0e3
HETMOTPEOHOT O/IIarama O MOBpeAn 00aBECTH JIUIIE
Ha KOje ce MoIalH 0JHOCE.

VY obaBemTemy U3 cTaBa 1. OBOT WiaHa pyKOBaJall
je oy’KaH J1a Ha jacaH M pa3yMJbUB HA4YWH OIIUIIE
NPHUPOAY MOBpEJie MoJaTaKka U HaBele HajMame
uHpopmanyje u3 wiana 52. cras 4. Tad. 2) g0 4)
OBOT 3aKOHa.

PykoBanarn Huje aykaH a 00aBecTy JIMIE U3 CTaBa
1. oBor 4IaHa aKo:

1) je mpemy3eo oarosapajyhe TeXHUUKE,
OpraHu3alMoHe U KaJPOBCKE MEPE 3aIITHTE Y
OJIHOCY Ha MOJaTKe O JITYHOCTH 4Hja je 6e30emHoCT
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noBpeleHa, a moceOHO aKo je KPUNTO3AIITUTOM M
JIpYruM MepaMa OHeMOryhno pa3yMJBUBOCT
IoJlaTaka CBUM JINIIIMa Koja HUCY oBjamfieHa 3a
MIPUCTYH OBHM IIOJIAINIMa;

2) je HaKHaJHO Ipery3e0 Mepe KojuMma je 06e30ero
Jla IOBpeJia MoJjaTaka O JINYHOCTHU Ca BUCOKHM
pU3UKOM 3a IpaBa u ci1o0o/ie JHLa Ha Koje ce
OZIALM OJTHOCE BUILIE HE MOXKE JIa TPOU3BELIE
MOCIIEANLIE 32 TO JIUIIE;

3) 6u obaBemTaBamke JIHIA HA KOje Ce MOJaIH
OJIHOCE TPECTaBIbaI0 HECPa3MepaH yTPOILIAK
BpEMEHa U CpeJicTaBa. Y TOM Clydajy, pyKoBaall je
Jy’KaH Jia ITyTeM jaBHOT 00aBelTaBama Win Ha
IPYTH JCTOTBOPAaH HAYMH 00e30eau npyxKame
obaBemTena JHUIy Ha KOje ce IMOJaIl OJHOCE.

AKko pyKkoBajall HHje 00aBeCTHO JIHIIE Ha KOje ce
TIOZIALM OJTHOCE O MOBPEIH I0JaTaKa O JIMYHOCTH,
[ToBepenuk Moxe, y3umajyhu y 063up moryhHoct
Jla IOBpeJia IoJaTaka IPOU3Be/ie BUCOK PH3HUK, 1a
HaJIOXKU PYKOBAOILY J1a TO YYHHH HIIM MOXKeE J1a
YTBPJM J1a Cy UCIYEHEHH YCIIOBU M3 CTaBa 3. OBOT'
YJIaHa.

AKoO ce pazy 0 TIOBpear ToIaTaKa O JUIHOCTH KOje
00pal)yjy HaIIIe:)KHU OpraHu y moceOHe CBpXe,
PYKOBaJIAIl MOXKE OJUIOKUTH WM OTPAaHUYHTH
o0aBelITaBame JINLA Ha KOje Ce MOl OJJHOCE, Y
CKJIaJly ca YCIOBHMA M Ha OCHOBY pa3Jiora U3 4iaHa
25. craB 3. OBOT 3aKOHa.

35.2.

Where the supervisory authorities as referred to in
Article 55 or 56 of Regulation (EU) 2016/679
impose an administrative fine pursuant to Article
58(2), point (i), of that Regulation, the competent
authorities shall not impose an administrative fine
pursuant to Article 34 of this Directive for an
infringement referred to in paragraph 1 of this
Article arising from the same conduct as that which
was the subject of the administrative fine under
Article 58(2), point (i), of Regulation (EU)
2016/679. The competent authorities may,
however, impose the enforcement measures
provided for in Article 32(4), points (a) to (h),

4.38.

3abpaHa MOHOBHOT cyljema y UCTOj CTBapH

Unan 8.

HukoMme ce He MOJKe TIOHOBO CYAUTH HUTH My MOXeE
MTOHOBO OWTH M3peUeHa MpeKpIlajHa CaHKIIHM]ja 32
MPEKPIIIaj 0 KOME je PaBHOCHAKHO OTy4YEHO y
CKJIaJIy ca 3aKOHOM.

3abpana u3 cTaBa 1. OBOT WiaHa He clipeyaBa
MIOHABJbAKE TPEKPIIAJHOT ITOCTYIIKA Y CKJIaJy ca
OBUM 3aKOHOM.

[IpoTHB yuHHHOLA IPEKpILIaja KOjHU je Y KPHBUYHOM
HOCTYIIKY IIPaBHOCHa)KHO OTJIAIICH KPUBHM 32
KPUBHYHO JIeNI0 Koje 00yxBara U obelnexja
MpeKpIaja He MOXKe Ce 3a Taj MPEKpIaj MOKPEHYTH

nmy
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Article 32(5) and Article 33(4), points (a) to (g), of
this Directive.

MOCTYIAK, a aKo je OKPEHYT WIH je Y TOKY, He
MOX€ Ce HaCTaBUTH U JOBPIIUTH.

[IpotuB yunHHONA IIPEKpIIIaja KOjH je Y MOCTYIKY
T10 TIPUBPEIHOM IIPECTYITy IPABHOCHAKHO OTJIAIlIeH
OJITOBOPHHM 32 IIPUBPEAHH IIPECTYI KOju 00yxBaTa
1 o0erexja mpeKpiaja He MOXe Ce 3a Taj MPeKpIIa]
MOKPEHYTH IOCTYIIAK, a aKO j€ MOKPEHYT WIH je y
TOKY, HE MOXKE€ C€ HACTABUTH U JOBPLIUTH.

35.3.

Where the supervisory authority competent
pursuant to Regulation (EU) 2016/679 is
established in another Member State than the
competent authority, the competent authority shall
inform the supervisory authority established in its
own Member State of the potential data breach
referred to in paragraph 1.

5.72.

MebhyHnapoaHa capaba y Be3U ca 3allTUTOM
o/IaTaKa O JMYHOCTH

Unan 72.

IoBepenuk npemy3uMa oarosapajyhe mepe y
OJTHOCHMa Ca OpraHHMa HaJJISKHUM 32 3alITUTY
IoJIaTaka o JJMYHOCTH Y IPYTHM JIpXKaBama U
MelhyHapoTHHM opraHu3anyjaMa y Iusby:

1) pa3Boja MexaHn3aMa Meh)yHapoIHE capaame 3a
OJIAKILIABAE JCIOTBOPHE MIPHUMEHE 3aKOHA KOJH Ce
OJJHOCE Ha 3aIUTUTY I0JaTaKa O JINYHOCTH;

2) obe3behuBama mehyHapoaHe y3ajamue nmomohu y
MIPUMEHH 3aKOHA KOjH C€ OJJHOCE Ha 3aIUTHTY
MoJiaTaka o JMYHOCTH, YKJbYUyjyhu 1
obaBerTaBame, ynyhrBame Ha IOCTYIKE 3alITHTE U
IpaBHE MOMONH y BpLIEHY HaA30pa, Kao U pa3MeHy
rHpOpPMAIH]ja, IO YCIIOBOM JIa Cy TIpery3eTe
oxaroapajyhe Mepe 3alITuTe MOAaTaKa O JMYHOCTH
1 OCHOBHHX IIpaBa H ¢10607a;

3) aHTa)KOBamkha 3aMHTEPECOBAHNX CTPaHa y
pacnpaBama ¥ aKkTHBHOCTHMA KOje Cy YCMepeHe Ha
pa3Boj MehyHaposiHe capajibe y IpUMEHH 3aKOHa
KOjH Ce OIHOCE Ha 3aLITUTY MO/aTaKa O JUYHOCTH;
4) noncTunama 1 yHanpeljuBama pazMeHe
“HpOpPMAaIHja 0 3aKOHOJIAaBCTBY KOj€ c€ OJHOCH Ha
3aIITUTY MOJATaKa O JINYHOCTH U HEr0BOj
MIPUMEHH, YKJbYTyjyhu U MuTama cykoba
HaJJISKHOCTH ca IPYTHM Jp)KaBama y 0BOj 00nacTy.

Iy

36.1.

Penalties

Member States shall lay down rules on penalties
applicable to infringements of national measures
adopted pursuant to this Directive and shall take all
measures necessary to ensure that they are

1.50.
1.51.
1.52.

Ymnan 50.

Hosuanom ka3zHom y uznocy oa 50.000,00 no
2.000.000,00 nuHapa ka3uuhe ce 3a mpekpuIaj
HpaBHO JMIIE Koje je oneparop npuopureTnor KT
cucTeMa o]l MoCceOHOT 3HaYaja ako:

1) He TIOCTYIH y CKJIay ca oapendama o

Iy

KasHe cy mpomucane y ckiamy
ca orpaHuuemUMa Koja cy
YCIIOCTABJbEHA OITIITHM
IPOMKCHMA O MPEKpIIajuMa.
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implemented. The penalties provided for shall be
effective, proportionate and dissuasive. Member
States shall, by 17 January 2025, notify the
Commission of those rules and of those measures
and shall notify it, without delay of any subsequent
amendment affecting them.

1.53.

YIUCY Y €BUICHLHU]Y U3 WiaHa 9. OBOT 3aKOHA;

2) He JoHece AKT O NPOIEHN PU3HKA N3
giaHa 11. craB 1. oBor 3akoHa;

3) ue nonece Akt o 6e36eqroct UKT cucrema u3
giaHa 12. craB 1. oBOT 3aKkoHa;

4) He mpuMeHHU Mepe 3aiuTuTe oapehene AKToM o
6e36ennoctn KT cucrema u3 wiana 12. cras 2.
OBOT 3aKOHA;

5) He U3BPLIM NPOBEPY YCKIAheHOCTH IPUMEH-ECHUX
Mepa U3 wiaHa 12. cTaB 5. OBOT 3aKOHA;

6) He TOCTaBH CTATUCTUYKE MOJATKE U3 WiaHa 25.
cTaB 1. OBOT 3aKOHa;

7) He MOCTYIH O HAJIOTy MHCIIEKTOpa 3a
“HPOPMAIHOHY 0€30€HOCT Y OCTaBJbEHOM POKY U3
yiaHa 48. ctaB 1. Tauka 1) oBOT 3aKoHa.

3a mpekpiaj U3 craBa 1. oBor WwiaHa ka3Huhe ce
(pU3UYKO JIHIIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopurerHor UKT cucrema on
NoceOHOT 3Hauaja HOBYAHOM Ka3HOM Y U3HOCY O]
10.000,00 o 500.000,00 nunapa.

3a npekpiiaj u3 cTaBa 1. oBOr WiaHa Ka3Huhe ce u
OJITOBOPHO JIMIIE Y MPaBHOM JIMITY WIH OPTaHy KOju
je omepatop npuopuretHor KT cuctema ox
MOCeOHOT 3Hayaja HOBUYAHOM Ka3HOM y U3HOCY Of
5.000,00 go 50.000,00 nuHAapa.

Unan 51.

Hosuanom ka3zHom y uznocy oa 50.000,00 no
1.000.000,00 nuHapa ka3Huhe ce 3a MPeKpIIa)
MPaBHO JIMIIE Koje je oneparop BakHor KT
cucTeMa o]l ToCeOHOT 3Hauaja ako:

1) He moCTyNH y CKIIaAy ca opeadama o yIucy y
EBHUJICHIIM]y U3 WIaHa 9. OBOT 3aKOHA;

2) He noHEece AKT O TIPOLICHH pu3nKa U3 wiaHa 11.
cTaB 1. OBOT 3aKOHA;

3) "e nonece Akt o 6e36eanoctu UKT cucrema u3
ynaHa 12. craB 1. oBOr 3aKoHa;

4) He mpUMEHH Mepe 3amTuTe oapelheHe AKTOM o
6e36ennoctn KT cucrema u3 wiana 12. craB 2.
OBOT 3aKOHA

5) He U3BpLIH POBEPY YCKIa)eHOCTH TPUMEHEHAX
Mepa 13 wiaHa 12. cTaB 5. 0BOT 3aK0Ha;

6) He TOCTaBH CTATUCTUYKE MOJATKE U3 WiaHa 25.
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cTaB 1. OBOT 3aKOHa;

7) He MOCTYIH IO HAJIOTy HHCIIEKTOpa 32
nHpopMarony 06e30eIHOCT Y OCTaBJbEHOM POKY U3
ynaHa 48. craB 1. Tauka 1) oBor 3akoHa.

3a npekpimiaj U3 cTaBa 1. OBOT WiaHa Ka3Huhe ce
(PU3UYKO JIMILIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je onepatop BaxkHor KT cucrema on
oceOHOT 3HaYaja HOBYaHOM Ka3HOM Y U3HOCY O[T
10.000,00 o 250.000,00 nunapa.

3a npekpiiaj u3 cTaBa 1. oBOr WiaHa Ka3Huhe ce u
OJITOBOPHO JIMIIE Y IPABHOM JIMILY WM OpTraHy Koju
je omepatop BakHor MKT cucrema ox mocebHOT
3Ha4aja HOBYAHOM Ka3HOM y m3Hocy oa 5.000,00 no
50.000,00 gunapa.

Unan 52.

Hosuanowm kaznom y uzHocy oz 50.000,00 xo
500.000,00 nunapa xa3Huhe ce 3a MpeKpIiaj IpaBHO
nmne Koje je oneparop npuopuretHor UKT cucrema
0J1 MoceOHOT 3Ha4aja ako:

1) o nanmpentuMa y UKT cucremy n3 unana 13.
CTaB 2. OBOT 3aKOHa He 00aBeCTH OpraHe U3 WiaHa
14. ct. 1. 5o 3. oBOT 3aKOHa,

2) He o0aBecTH KOPUCHUKE KOjUMa TIPYXkKajy ycIryre
y CITydajy MHIUACHTA KOJH MOXe J1a M3a30Be HIIH
M3a3WBa MITETaH yTUIIA] Ha pyXKame U Kopuheme
yciyra y CKjIajy ca ujgaHoM 14. cras 5. oBor
3aKOHa;

3) He nocTaBIba 00ABEIITEHA U H3BEIITAjE TOKOM H
HaKOH 3aBpIlIeTKa MHIMACHTA U3 WwiaHa 24. oBoT
3aKOHa,;

3a mpekpiaj U3 craBa 1. oBOT WwiaHa ka3Huhe ce
(PU3UYKO JIHIIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopuretHor UKT cucrema on
noceOHOr 3Hayaja HOBYAHOM Ka3HOM y U3HOCY O
10.000,00 no 500.000,00 ruHapa.

3a npekpuiaje u3 craa 1. oBor wiana ka3uuhe ce u
OJITOBOPHO JIMIIE Y TPABHOM JIMILY WM OpraHy KOju
je onepatop npuoputetrHor UKT cuctema o
MOCeOHOT 3Hayaja HOBYAHOM Ka3HOM Y H3HOCY OJF
5.000,00 mo 50.000,00 nunapa.

M3y3erHo ox cT. 1 - 3. oBOr wiaHa, ako
(uHaHCHjCKa MHCTHTYIIHja He oO0aBecTn Hapoany
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6anky CpOuje o nanuaentuma y UKT cucremy on
noceGHOT 3Hauaja, Haponna 6anka CpOuje m3pude
TOj (PMHAHCHjCKOj HHCTUTYIHjH Mepe U Ka3He Y
CKJIaJly ca 3aKOHOM KojuM ce ypehyje \meHo
TIOCJIOBAHE.

Yan 53.

Hosuanowm kaznom y uzHocy oz 50.000,00 no
500.000,00 nunapa xa3Huhe ce 3a mpekpIiaj IpaBHO
nune koje je oneparop BaxsHor UKT cuctema ox
MMOCEOHOT 3HaYaja aKo:

1) o nanmpentuMa y UKT cucremy n3 wnana 13.
CTaB 2. OBOT 3aKOHa He 00aBeCTH OpraHe U3 WiaHa
14. cr. 1. no 3. oBoOT 3aKOHa;

2) He o0aBecTH KOPUCHUKE KOjUMa MIPYXkKajy ycIIyre
y CIIydajy MHIUACHTA KOJH MOXeE J1a H3a30B¢ HIIH
M3a3WBa MITETaH yTUIIA] Ha IpyKame U Kopuheme
ycIyra y CKIIajay ca 4iaHoM 14. craB 5. oBor
3aKOHa;

3) He noCTaBJba 0OABEIITEHA U H3BEIITAjE TOKOM 1
HaKOH 3aBpIIeTKa HHIMACHTA U3 WiaHa 24 oBor
3aKOHa.

3a mpekpiaj U3 craBa 1. oBOr WwiaHa ka3Huhe ce
(PU3UYKO JIHIIE Y CBOjCTBY PETHCTPOBAHOT Cy0jeKTa
Koje je oneparop npuopuretHor UKT cucrema on
MoceOHOT 3HaYaja HOBYaHOM Ka3HOM y U3HOCY O]
10.000,00 mo 250.000,00 nunapa.

3a mpekpiaje u3 craBa 1. OBOT WwiaHa Ka3Huhe ce u
OJI'OBOPHO JIMIIE Y MIPABHOM JIMILY WJIN OpraHy Koje
je omepatop Baxknor MKT cucrema ox nmocebHOT
3Ha4yaja HOBYaHOM KazHOM Y m3Hocy ox 5.000,00 no
50.000,00 munHapa.

37.1.-
37.2.

Mutual assistance

Where an entity provides services in more than one
Member State, or provides services in one or more
Member States and its network and information
systems are located in one or more other Member
States, the competent authorities of the Member
States concerned shall cooperate with and assist
each other as necessary. That cooperation shall
entail, at least, that:

HII

Ob6aBese apxaBa WiaHUIA
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(a)the competent authorities applying supervisory
or enforcement measures in a Member State shall,
via the single point of contact, inform and consult
the competent authorities in the other Member
States concerned on the supervisory and
enforcement measures taken;

(b)a competent authority may request another
competent authority to take supervisory or
enforcement measures;

(c)a competent authority shall, upon receipt of a
substantiated request from another competent
authority, provide the other competent authority
with mutual assistance proportionate to its own
resources so that the supervisory or enforcement
measures can be implemented in an effective,
efficient and consistent manner.

The mutual assistance referred to in the first
subparagraph, point (c), may cover information
requests and supervisory measures, including
requests to carry out on-site inspections or off-site
supervision or targeted security audits. A
competent authority to which a request for
assistance is addressed shall not refuse that request
unless it is established that it does not have the
competence to provide the requested assistance, the
requested assistance is not proportionate to the
supervisory tasks of the competent authority, or the
request concerns information or entails activities
which, if disclosed or carried out, would be
contrary to the essential interests of the Member
State’s national security, public security or defence.
Before refusing such a request, the competent
authority shall consult the other competent
authorities concerned as well as, upon the request
of one of the Member States concerned, the
Commission and ENISA.

Where appropriate and with common agreement,
the competent authorities of various Member States
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may carry out joint supervisory actions.

38.1.-
38.6.

Exercise of the delegation

The power to adopt delegated acts is conferred on
the Commission subject to the conditions laid down
in this Article.

The power to adopt delegated acts referred to in
Article 24(2) shall be conferred on the Commission
for a period of five years from 16 January 2023.

The delegation of power referred to in Article 24(2)
may be revoked at any time by the European
Parliament or by the Council. A decision to revoke
shall put an end to the delegation of the power
specified in that decision. It shall take effect the day
following the publication of the decision in the
Official Journal of the European Union or at a later
date specified therein. It shall not affect the validity
of any delegated acts already in force.

Before adopting a delegated act, the Commission
shall consult experts designated by each Member
State in accordance with the principles laid down in
the Interinstitutional Agreement of 13 April 2016
on Better Law-Making.

As soon as it adopts a delegated act, the
Commission shall notify it simultaneously to the
European Parliament and to the Council.

A delegated act adopted pursuant to Article 24(2)
shall enter into force only if no objection has been
expressed either by the European Parliament or by
the Council within a period of two months of
notification of that act to the European Parliament
and to the Council or if, before the expiry of that
period, the European Parliament and the Council
have both informed the Commission that they will
not object. That period shall be extended by two
months at the initiative of the European Parliament
or of the Council.

HIIT

Ipena3sue u 3aBpiHe oapende
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39.1.-
39.3.

Committee procedure

The Commission shall be assisted by a committee.
That committee shall be a committee within the
meaning of Regulation (EU) No 182/2011.

Where reference is made to this paragraph, Article
5 of Regulation (EU) No 182/2011 shall apply.

Where the opinion of the committee is to be
obtained by written procedure, that procedure shall
be terminated without result when, within the time-
limit for delivery of the opinion, the chair of the
committee so decides or a committee member so
requests.

HIT

ITpena3sue u 3aBpIIHe oxpende

40.1.

Review

By 17 October 2027 and every 36 months
thereafter, the Commission shall review the
functioning of this Directive, and report to the
European Parliament and to the Council. The report
shall in particular assess the relevance of the size of
the entities concerned, and the sectors, subsectors
and types of entity referred to in Annexes | and Il
for the functioning of the economy and society in
relation to cybersecurity. To that end and with a
view to further advancing the strategic and
operational cooperation, the Commission shall take
into account the reports of the Cooperation Group
and the CSIRTs network on the experience gained
at a strategic and operational level. The report shall
be accompanied, where necessary, by a legislative
proposal.

HIIT

Ipena3sue u 3aBpiIHe oapende

41.1-
41.2.

Transposition

By 17 October 2024, Member States shall adopt
and publish the measures necessary to comply with
this Directive. They shall immediately inform the
Commission thereof.

They shall apply those measures from 18 October
2024.

HIT

Ipena3ne u 3aBpuIHe oxpende
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When Member States adopt the measures referred
to in paragraph 1, they shall contain a reference to
this Directive or shall be accompanied by such
reference on the occasion of their official
publication. The methods of making such reference
shall be laid down by Member States.

42 .-46.

Amendment of Regulation (EU) No 910/2014

In Regulation (EU) No 910/2014, Article 19 is
deleted with effect from 18 October 2024.

Amendment of Directive (EU) 2018/1972

In Directive (EU) 2018/1972, Articles 40 and 41
are deleted with effect from 18 October 2024.

Repeal

Directive (EU) 2016/1148 is repealed with effect
from 18 October 2024.

References to the repealed Directive shall be
construed as references to this Directive and shall
be read in accordance with the correlation table set
out in Annex IlI.

Entry into force

This Directive shall enter into force on the
twentieth day following that of its publication in the
Official Journal of the European Union.

Addressees

This Directive is addressed to the Member States.

HIIT

Ipena3sue u 3aBpiHe oapende

ANNEX

SECTORS OF HIGH CRITICALITY

1.5.

UKT cucremu o moceOHOT 3HaYaja
Ynan 5.

KT cucremu o moceGHOT 3Ha4aja cy
KT cucremu koju cy 0/ KJby4HOT 3Hauaja 3a
OpKaBakb€ KPUTUYHHUX JPYIITBECHUX U €EKOHOMCKHUX

Iy
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AKTHBHOCTH YMjH OU IPEeKUI WK nopemehaj y
MIpy>amy yCIyra IMao WIJIM MOTao Ja UMa 3HadajaH
YTHIIj Ha jaBHY 0€30€IHOCT, jaBHO 3APaBJIbe,
(YHKIMOHHCame JPYTUX CEKTOpa Win OM CTBOPHO
OJTHOCHO MOTA0 Jla CTBOPH 3Ha4ajaH CHCTEMCKU
PH3HK.

UKT cucremu o moceGHOT 3Hauaja Cy:
1) npuopuretad UKT cucremu;
2) Baxxuu KT cucremu.
Oneparopu npuopuretHux UKT cucrema cy:
1) npaBHa Jina 1 GpU3NYKa JHIA y CBOjCTBY
PETUCTPOBAHOT Cy0jeKTa, Koja 00aBJbajy MOCIOBE U
JeTaTHOCTH y cienehnm obiactimMa:
(1) Enepreruxa u pyaapcTBo
- MIPOU3BO/IHHA CIICKTPHYHE CHEPTHjE,
H3y3€B MPOU3BOIHE KOjy 00aBIbajy KpajibH Ky Y
CMICITY 3aKOHa KOjiM ce ypehyje xopuntheme
O0OHOBJBHBHX N3BOPA CHEPTHjE M 3aKOHA KOJUM Ce
ypehyje eHepreTrka;
- KOMOWMHOBaHa IIPONU3BO/IHA EIEKTPUYHE U
TOTUIOTHE €HEpTHje;
- cHa0/IeBambe CIEKTPUIHOM CHEPTH]OM;
- MPEHOC ENIEKTPHYHE SHePTHje U
yIIpaBJbambe IIPEHOCHUM CHCTEMOM,;
- IUCTPUOYIHja eNEeKTPHYHE SHEepTHje U
yIpaBJbambe AUCTPUOYTUBHUM CHCTEMOM, Kao U
JUCTPHOYILIMja eIEKTPUYHE SHEePrHje U YIPaBIbarbe
3aTBOPEHHUM AUCTPUOYTUBHUM CHCTEMOM;
- CKJIQ/INIITEHE eICKTPUYHE CHeprHje,
H3y3€B CKIAUIITEHa Koje 00aBIbajy Kpajiby KyTIIH
y CMHCITY 3aKOHa KOjuM ce ypehyje xopumheme
0OHOBJEUBUX M3BOPA CHEPTHjE U 3aKOHA KOJHM Ce
ypebhyje enepreruka;
- yIpaBJbambe OPraHU30BaHUM TPIKHIITEM
SNIEKTPUYHE CHEPIHje;
- NPOU3BOHA, AUCTPUOYIHjA U
cHab/ieBabe TOMJIOTHOM €HEPTHjOM;
- TpaHcnopt HadTe HaPTOBOAMMA,
TPaHCIIOPT JiepuBaTa HaTe MPOIYKTOBOAUMA U
TpaHcropT HadTe U AepuBaTa HadTe IPyrum
00IHMIMMa TPAHCTIOPTa;
- HCTPaXKMBAKE U MPOU3BO/HA HAdTE U
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MIPUPOJTHOT raca;

- [POU3BO/IHHA JIepUBaTa HaTE;

- CKJIaqUIITEH¢ HadTe U IepuBarta Hadre;
- TPAHCIIOPT U YIPaB/babe TPAHCIIOPTHHM
CHCTEMOM 3a MMPUPOJIHH Tac;

- CKJIAMIITEE U YIIPaBJbabe CKIAAUIITEM
MIPUPOJTHOT raca;

- JUCTpUOYIHja U YIIPABIbahe
JIMCTPUOYTUBHUM CHCTEMOM 3a IIPUPOIHH Tac;

- cHabJieBam¢ U jaABHO CHA0/ICBAHE
MIPUPOTHUM TacoMm;

- MIPOM3BO/IIHA U TIPEPAZa YIiba;

- NIPOM3BO/IHHba M IIpepaza Oakpa, 3y1ara,
0JIOBa, IWHKA, JIUTHjyMa U 00pa;

- MIPOU3BO/IHHA, CKIAIHIITECHE U IPEHOC
BOJIOHHKA,;

(2) Caobpahaj
- 00aBJbamke jaBHOT aBHO-TIPEBO3a Y3
Bakely ONepaTUBHY J103BOIY;

- yIIPaBJbabe aePOIPOMOM;

- ycIIyre KOHTPOJIE JIeTeHa,

- YIIPaBJbakbe jABHOM JKEIE3HUUKOM
HHPPACTPYKTYPOM;

- TIOCJIOBH JKEJIE3HUUKHX TIpeay3eha;

- obaBsbarbe MPEeBO3a MyTHUKA U TepeTa
YHYTPAIIBUM BOJIAMa;

- yIIpaBJbabe JiyKama,

- CEepBHC 3a yIpaBbambe OPOJICKUM
caobpahajem (VTS);

- peunu napopmarmonu cepsucu (RIS);

- yIIpaBJbambe MMyTHOM HH)PACTPYKTYPOM;
- yIIpaB/babe¢ HHTEIUT€HTHUM
tpancioptHuM cuctemuma (MTC);

(3) bankapcTBO U (hMHAHCHjCKA TPIKHIITA

- HOCJIOBH ()MHAHCH]CKUX UHCTUTYLHM]ja U
UHCTUTYIIMja TPXKUILITA KalUTaNa, Koje Cy 1Mo
Hag3opom Haponue 6anke CpOuje 0aHOCHO
Komucuje 3a xapTHje o1 BpeJHOCTH;

- OCJIOBU Boljerba perucrpa nojgaraka o
obaBe3ama (PU3MYKUX U MIPABHUX JIMLA peMa
(hPMHAHCH]CKAM HHCTHUTYIHjaMa;

- MIOCJIOBH YIIpaBJbama, OHOCHO 00aBJbarba
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JIENIaTHOCTH Y Be3H ca (DYHKIHOHUCAKEM
PETYIINCAaHOT TPIKHUIITA;

- TIOCJIOBHU KIIMPHUHTA OJHOCHO CAJUPambha
(DMHAHCH]CKUX HHCTPYMEHATa, Y CMHCITY 3aKOHA
KOjHM ce ypehyje TpKHIITe KalnuTajia;

- IOCJIOBH IpY’KaJialla yCIyra IOBE3aHuUX C
JMTUTATHOM HMOBHHOM, Y CMUCITY 3aKOHA KOjHMa
ce ypehyje nururagHa IMOBHUHA;

(4) 3mpaBcTBO

- NIpy>Xabe 31PaBCTBEHE 3AIITHTE;

- paj HaMOHAIHUX peepeHTHNX
naboparopuja;

- HCTPAKUBAE U PA3BOj JICKOBA;

- MPOU3BOIHA (hapMaIeyTCKUX JIEKOBA U
npernapaTa HAMCH-CHUX 32 3[]PaBCTBEHY yIoTpeoy;
- HPOM3BO/IHbA JICKOBA M IPYTHUX IPOU3BOIA
HaMEHEHHX YIIOTpeOH Y 3paBCTBY, YKIbYUYyjyhu
MIPOM3BOJIE KOjU Cy OJ BUTATHOT 3HAa4aja TOKOM
BaHPEHOT CTama y 00J1aCTH jJaBHOT 3/1paBJba;

- 00pajia FTeHeTCKUX, OMOMETUITMHCKIX
ToJlaTaka M Ipyrux MoJaTKa o] 3Hadaja 3a
HCTPaXKUBAKE U PA3BOj Y 00IaCTH OHOTEXHOJIOTH]E,
ononH(popMaTHKe, ONOEKOHOMH]E, TCHETHKE U
MEIMIIUHE;

(5) Bopa 3a muhe

- cHabJieBambe M AUCTPUOYLIHja BOje
HaMemeHe 3a JbYACKY MOTPOILbY, U3Y3eB
JIUCTPHOYTEpa KOjrMa HaBE/ICHH ITOCIOBH HUCY
MIPETEXXHH J€0 HHUXOBE JIeTIaTHOCTH;

(6) Otnague BoOE

- caKyIJbame, OBOheHhe MITH
npeyniniiaBambe KOMYHATHHX OTIIAJHUX BOJA,
OTIaJHMX BOJIA HaceJba U IPUBPELIE, U3Y3EB
NpPUBPEIHUX cy0jekaTa KojuMa HaBeJCHH MOCIOBH
HHCY NPETESKHHU 10 IHXOBE JACTaTHOCTH;

(7) Aururanxa uHppacTpykTypa

- HpYKame ycIyra pauyHapcTBa y KIayay;
- npyXarme yCIyre LeHTpa 3a 4yBambe U
CKJIaJUIITEEE M0/1aTaKa;

(8) Yopassame UKT ycrmyrama xoje ce npyxajy
onepatopuma npuopuretHux KT cucrema

- NpYXame yIpaBbaHuX yCIyra;




348

a)

al)

0)

61)

B)

r)

)

- MpyKambe yIpaBbaHUX 0e30€THOCHUX
yciyra;

(9) Octane obmactu

- yIpaBJbambe HyKICAPHUM 00jeKTHMA;

- NpyXame KBATU(PUKOBAHHUX YCIyTra o]
MoBepema, npyxkame yciyra JJHC-a u ynpasibame
PErHCTPOM JOMEHA HajBHILET HUBOA, Ca H3y3ETKOM
orneparopa KOPEHCKHX cepBepa HMEHa,;

- IpYKame yCIIyra Mpexe 3a HCIIOPYKY
cajipiKaja;

- 00aBJbambe JIETaTHOCTH EIEKTPOHCKIX
KOMYHHKaIHja;

- Tayka 3a pa3MeHy HHTEpHET caoOpahaja;
- n3gaBame CiyKOCHOT TTIacCHUKA
Peny6nuke Cpouje u Boheme [IpaBHO-
rHpopMaroHor cucrtema Pemybimke Cpouje;

- obnactu y k0joj y Perry6mmmm Cpouju
MOCTOjU CaMo jeJIaH MpyKaJall yeIyre U Koja je
HEOIIX0/1Ha 32 00aBJbakbe KPUTUUHHX APYIITBEHHX
U TIPUBPEIHUX ACNATHOCTH;

2) opraHu;

3) cy0jexTH Koju Cy oapehern kao onepaTopu
KpUTHYHE HHOPACTPYKTYpE Y CKIaJy ca MpOoMmicHMa
KojuMa ce ypelyje KpuTnaHa HHPPacTpyKTypa.

ANNEX

OTHER CRITICAL SECTORS

1.6.

Omneparopu Baxxaux UKT cucrema ox moceGHOT
3HaYaja

Unan 6.

Oneparopu Baxxaux UKT cucrema on moceGHOT
3Hauaja cy omneparopu UKT cucremu unju 6u
npeku win nopemehaj y mpykamy yciyra Morao
Jla IMa 3HayajaH yTHIaj Ha jaBHU HHTEpEC,
(YHKIMOHHCAEE IPYTHX CEKTOPa W OM CTBOPHO
3Ha4ajaH CUCTEMCKH PH3HK.

Omnepatopu Baxkanx UKT cucrema ox mocedbHOT
3HaYaja cy:

1) npaBHa JnIa U QpU3HIKA JIAIA Y CBOjCTBY
perucTpoBaHor cy0jeKTa, koja 00aBibajy MOCIOBE U
JeTaTHOCTH y cienehnm obiactima:

- HOIITAHCKE YCIYTe Y CMHUCITY 3aKOHa
KOjuM ce ypelyje 00acT momraHCcKuX yciyra;

- yIIpaBJbambe OTIAJI0OM, Y CMHCITY 3aKOHA
KOjuM ce ypehyje ynpaBibame 0TIazgom, u3y3eB

Iy
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MPUBPEIHUX CyOjekaTa KojuMa HaBeJeHHU I10Ca0
HYj€ TIPETEeKHNU 10 IBIXOBE AEITaTHOCTH;

- yIIpaBJbamke aMOaTaKHIM OTIIAIOM, Y
CMHCITy 3aKOHa KOjUM ce ypelhyje ynpaBibame
aMOaa)XHUM OTIIA/IOM;

- MIPOU3BOHa U cHa0OIeBambe
XEeMHUKalIKjaMa, Y CKJIaly ca 3aKOHOM KOjUM ce
ypehyjy xemukanyje;

- MIPOU3BOIHA, Ipepaa U AUCTPHOyLIHja
XpaHe y CETMEHTY BelleNpo/iaje U HHAYCTPUjCKE
MIPOU3BOJIILE U NIPEPALIE;

- MIPOM3BO/Iha padyHapa, eICKTPOHCKUX U
ONITHYKHX IPOU3BOAA;

- MIPOU3BO/HHA EIEKTPHIHE OTIPEME;

- MIPOU3BOHba MalInHa U ypehaja;

- MIPOX3BO/(Ha MOTOPHUX BO3MIIA,
MIPUKOJINIIA ¥ TIOJTYIPUKOJIUIA U TIPOU3BOAA
ocTae oIpeMe 3a IPeBo3;

- MIPOM3BO/IHHhA MEIMIUHCKUX ypehaja n
MPOU3BO/IEHA iN Vitro JUjarHOCTHYKUX
MEJMIHCKIX CPEICTaBa,;

- yciryre HHQOPMAIMOHOT APYIITBA Y
CMHCITy 3aKOHA O €JIeKTPOHCKO] TPTOBHHY;

- MIPON3BO/IEHA, IPOMET H TIPEBO3
HAOpYyKamba U BOjHE OTIpEME.

2) Hay4YHOUCTPAXKMBAYKe HHCTUTYIIH]E;

3) mpaBHa 1 (pU3MYKa JIHIA Yy CBOjCTBY
PETHCTPOBAHOT Cy0jeKTa ¥ OPTaHH N3 WiaHa 5. OBOT
3aKOHa, a KOjU He CIajajy y oneparope
npuoputetHux UKT cucrema o moceGHOT 3Haudaja
peMa KpUTepHjyMruMa 3a oJpehuBame oneparopa.
[onzakoHCcKH aKT KojuM ce Ommke ypehyjy yciosu,
OTIITH ¥ CEKTOPCKU KPUTEPHjyMH 32 oapehiBame
onepartopa npuoputretHux U BaxkHux KT cucrema
oJ1 moceOHOT 3Havaja JoHocu Biana, Ha npemior
MHHHCTAPCTBa HAIJICHKHOT 32 TI0CIIO0BE
uHpopmairone 6e36eIHOCTH.

MHHHCTApCTBA Y YMjUM HA[UIEKHOCTUMA CY
obacTy y KojuMa oTepaTopy MPHOPUTETHUX H
Baxaux UKT cucrema o moceOHOT 3Ha4Yaja
00aBJbajy JETATHOCTH, TyXKHH Cy a Y HOCTYIIKY
M3pajie MO3aKOHCKOT aKTa U3 CTaBa 3. OBOT WIAHAa,
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a) al) 0) 61) B) r) )
JO0CTaBe MUHHCTAPCTBY HAUIEKHOM 32 I10CIIOBE
“HpOpMaIHOHe 6e30€THOCTH MPEATIOre CEKTOPCKUX
KpuTepHjyMa paau oapehusama oneparopa UKT
crcTeMa oJ1 moceOHOT 3HaYaja.
ANNEX CORRELATION TABLE HII




